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AHHOTaUMS

JaHHbI  AOKYMEHT coaepxuT obuwy wuHdopMauuio Mo  MCNOAb30BaHUIO MNPOrpaMMHONO
npoaykta <«XTAM.00088-03 93 01. Kpuntollpo CSP. [T[lpunoxeHne KOMaHOAHOW CTPOKW»,
npegHasHadeHHoro ansa pabotbl ¢ cepTudukatamMm C MCNOMb30BAaHUEM UMHOPACTPYKTYPbl OTKPbITbIX
knoyen, wndposaHusa/pacindpoBaHmns cooblieHunii, cogepxalmxcsa B dannax, co3gaHus/npoBepku
3NEKTPOHHbIX NOAMNMUCEN N X3LWMPOBaHUS CoobLEHUI, coaepxawmxcsa B danne nam rpynne dainos.

1. CuctemHble TpeboBaHus

Windows
BkntovaeT nporpaMMHo-annapaTHble cpeabl:

Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntovaer amctpubytusbl Linux, yaosnersopsitowme crtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:
CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
T4 OC AUC dCCN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 27/28/29 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterOS (x64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnHTe3-0C.PC (x86, x64);
KN «30C «CuHTE3M» B ponn «Fpaduyecknin KnneHTt» (x64);
KN «OC «CnHTesM-K» B ponu «padmyeckmnin KaneHT» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);
Linux Mint 17/18/19 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);
OC NloTtoc (x86, x64);
Astra Linux Special Edition, Common Edition (x64, 9nb6pyc);
MCBCdoepa 6.3 Cepsep (x64, ARM64).

Unix

BkntoyaeT nporpaMMHO-annapaTHble Cpeabl:
OC 2nbbpyc Bepcus 3 (Inbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT CepBep 8, AnbT 8 CI Cepsep (x86, x64, ARM, ARM64);
AnbT Pabouas ctaHums 8, AnbT Pabouas ctaHuma K 8, Anbt 8 CIM Pabouasn ctaHuus (x86, x64,
ARM, ARM64);
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ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANbT/HUKESIb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER).

Solaris
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpuMmeyaHuna:
1. Bepcusa POSReady.
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2. Wcnonb3oBaHue nporpaMmbl
certmgr - yTHIMTa KOMaHAHON CTPOKHM JUIsl YIpaBieHHUS cepTU(UKATaMH, CIIUCKAaMH OT3bIBa
ceprudukaroB (CRL) u xpaHwmuiiamu. YTHIHTa MOKET YCTaHABIMBATh, YIAIATh, PAaCKOAMPOBATH,
SKCHOPTUPOBATh U OTOOpaxarh cepTudukarel wim CRL u3 ¢aiinoBoro XxpaHwidina WM KIOYEBOTO

KOHTEHHepa.

Bo Bcex BbI30Bax yTriMTa certmgr J0JKHA ObITh €TMHCTBEHHOW KOMAaHI0H.
[To3uuust KOMaHbI U MOPSAAOK OILIMI HE ONPEICIICHBI.

<certmgr> <-komanza> [<-options> ]

<certmgr> <-inst> [<-store>] | [<-file>] | [<-cont>] |
[<-pin>] | [<-crl>] | [<-at_signature>] | [<-provname>] | [<-provtype>]

<certmgr> <-list> [<-store>] | [<-file>] | [<-cont>] | [<-dn>] | [<-crl>]
| [<-thumbprint>] | [<-verbose>]

<certmgr> <-decode> [<-src>] | [<-dest>] | [<-der>] | [<-base64>]

<certmgr> <-export> [<-cont>] | [<-store>] | [<-dest>] | [<-dn>] | [<-base64>] | [<-crl>]
| [<-provname>] | [<-provtype>] | [<-thumbprint>] | [<-at_signature>] | [<-silent>]

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-crl>] | [<-cont>] | [<-thumbprint>]
| [<-provname>] | [<-provtype>] | [<-all>] | [<-silent>]

-inst

YcranoButs ceprudukar wim CRL B xpanmmmmie. MoxeT co3maTh CCBUIKY M3 CepTH(HKaTra Ha
3aKPBITHIA KITFOY, €CIIN He00X0IUMO.

-list

BriBecTn B stdout cepruduxater unmu CRL u3 xpanunuiia, ¢aiiia win KOHTeHHepa.
-decode

[Tepexomupoats ceprudukar nau CRL u3 DER B base64 unu o6patHo.

-export

OxkcnoptupoBath ceptrudukar uiau CRL u3 xpanunuia wim KoHTeHepa B (aiir.
-delete

Vaamute ceprudukar niau CRL u3 xpanunuimia.

-help

BriBectu cripaBky.
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JUis yTUIINTBL HET pa3HULIBI MEKY JUIMHHBIMHU (--) U KOPOTKUMU (-) OMLHUSAMHU.
[Topsiok onuuit HE ONPEACIIEH.

-at_signature

Ncnonb3oBate 3akpeiTeiil ko4 AT_SIGNATURE Bmecto AT_KEYEXCHANGE.

-ask-cont

[TonpocuTs Mosib30BaTENs YKa3aTh KOHTEHHEP U3 CIIUCKA JOCTYIHBIX KOHTEHHEPOB.

-base64

3akoaupoBats ceptudukar win CRL B base64 ko1upoBKy.

-cont <container>

VYkazaTh UM KOHTEHepa ¢ cepTU(PUKATOM WK 3aKPBIThIM KiIrouoM. iMs umeet popmar, Harpumep,
\\.\reader\name. Ecnu ommust B<file> He Obuia yka3aHa, 3aKpbITHIi KJII0Y U CepTUPHUKAT OYIYT B3SITHI U3
yKa3zaHHOro KoHTeiHepa. KoHreiiHep MoxkeT ObITh yka3aH B BuAe CTpoku 'skip', B Takom ciydae B
ceptudukare He OyAET CO3/1aHa CChUIKA Ha 3aKPBITHIM KITFOY.

-cert

Paborats ¢ cepTudukaTom (3HaYCHUE 10 YMOIYAHUIO).

-crl

PaboTath co ciCKOM OT3bIBa cepTU(UKATOB BMECTO CEPTU(HKATA.

-silent

HeunrtepaktuBHubiii pexum. BosBpamaer ommbOky B ciy4yae, €cClid MOJ 3aJaHHbIE IMapaMeTphl
noaxoauT Oonee omHoro ceptudukara(CRL), B TakoMm ciydae TpeOyercs ykazaTh Ooijiee CTporue
KPUTEPHH MTOHCKA.

-all

Ncnonb3oBate Bee moaxosmue ceprudukatei(CRL).

-der

3akoaupoBath ceprudukat i CRL B DER-koaupoBKy (3HaU€HHE IO YMOTYAHHUIO).

-dest <path>

@aiin s packoaupoBanHoro ceprudukara i CRL.

-dn <field=value,...>
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Kpurtepun moucka s ceprudukara. Ecau 6osee ogHOro ceprudukara yaoBICTBOPSIOT 3aaHHBIM
KpUTEPUSM, TIOJIb30BaTENI0 OyAET MPEII0KEHO BEIOpATh OJUH U3 HAMICHHBIX.

-file <path>

IIyte k ¢ainy ¢ ceprudpukatrom mnu CRL (moxxer Obite DER unm base64-3axoupoBaHHBIM HIIH
CepUAIN30BAaHHBIM XPaHUIIUIIEM).

-provname <name>

Wwms nposaiinepa.

-provtype <type>

Tun nposaiinepa (3HaueHUe M0 yMOIYaHUIO 75).

-help

BriBecTu cripaBKy 0 3a1aHHOW KOMaH/IE.

-pin <pincode>

[TuH-KO1 KOHTEIHEpA.

-src_file <path>

@aiin ¢ ceprudpukarom unu CRL s packonupoBaHus.

-thumbprint <hash>

Hudposoii otrieyatok ceprudukara st GUIbTpaIyH.

-verbose

BriBoauTh 1o1poOHy10 HH(pOpMAIUIo 0 cepTrduKare.

-store <name>

WNms xpanwnuma. IlepBas OykBa yKa3plBaeT THI XpaHWIMIIA - 'U' JUIS TIOJIb30BaTEILCKOTO
XpaHWIHUING, 'm' 1715 XpaHWJIUILA MAIIMHBL, OCTaJbHAs YaCTh CTPOKH Oe3 mepBoi OyKBbI 0003HAYaET UMS
xpanwima. HMcnons3oBanue 06e3 'u' wiam 'm' sBasercsa ycrapeBmuM. CyIIECTBYET HECKOJIBKO
MIPEOIIPEICIEHHBIX XPAaHUIIUIIL:

<My> - XpaHUIUIIE AJIS TT0JIb30BAaTENILCKUX CEPTU(PUKATOB,

<Root> - myst kopHeBbIX CA cepTu(HUKaATOB,

<CA> - mia npomexxytounsix CA ceprudukaros nian CRL,

<AddressBook> - mi1st Ipyrux moib30BaTEIbCKUX CEPTUPHUKATOB,

<Cache> - xpanunumie kama ceprupukaroB/CRL (0CTYMHO TONBKO YTEHUE U yAAICHUE).

<uMy> sBiseTCs 3HAUEHUEM 10 YMOITYaHUIO.

certmgr BO3BpallaeT HOJIb IPU yCIieXe U HeHYJIEeBOU KO/l OLIMOKM IpU OLIHOKe.
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certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont "\.\FAT12_0\31cc730c-e57e-4b56-
8014-9b8f2ab79d6d’

YcranoBuTh ceptudukar u3 ¢aiina testuser.cer B Mojb30BaTeIbCKoe XpaHUIuIE My ¢ CCbUIKON Ha
3aKpBITHIN KITFOY.

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -base64

PackomupoBate ceptudukar u3 daina testuser.cer B base64 KOTUPOBKY M TOJOXKUTH €ro B
testuser_base64.cer.

certmgr -export -crl -store mCA -dest /media/floppy/root.crl

OkcnoptupoBate CRL u3 mammuaoro xpanmwiuma CA B daiin root.crl
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