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AHHOTaUMS

[JaHHbIN OOKYMEHT coaepXuT obwyto uHbopMauuio No UCMOAb30BaHUIO MNPOrpamMMHOIo
npoaykta <«XTAKW.00087-03 93 01. Kpuntollpo CSP. T[lpunoxeHuve KOMaHOHOW CTPOKWU»,
npeaHasHavyeHHoro Ans paboTbl € cepTuduKaTtaMm C UCNoNb30BaHWEM WHOPACTPYKTYpbl OTKPbITbIX
Knoyen, wndposaHus/pacwmndpoBaHna cooblieHnin, cogepxawmnxca B darnnax, cogaHusi/npoBepku
3NEeKTPOHHbIX NOAMNUCEN U X3WMPOBAHUSA COOBLLEHUI, coaepKalLumnxca B anne unu rpynne gannos.

1. CucreMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntouaeTr guctpubytmsbl Linux, yaosnersopsiowme craHgapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC AUC ®CCIM Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CunHtes3-0C.PC (x86, x64);

MK «CnHTeaM-KnueHT» B coctaBe Kl «30C «CuHTesM» (x64);
MK «CuHTe3M-Cepsep» B cocTtaBe Kl «30C «CnHTe3M» (x64);
KM «OC «CnHTe3M-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC Notoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix

BkntoyaeT nporpaMMHo-annapaTHble cpeabi:

OC 2nbbpyc Bepcus 3 (2nbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT 8 CI Cepsep (x86, x64, ARM, ARM64);

AnbT Pabouas crtaHums 8, AnbT Pabouas ctaHumsa K 8, AnbT 8 CIN Pabouas ctaHums (x86,
x64, ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

POCA XPOM/KOBANbT/HUKENDb (x86, x64);
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FreeBSD 11, pfSense 2.x (x86, x64);
AIX 6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
BktoyaeT nporpaMMHO-annapaTHble Cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BktoyaeT nporpaMMHo-annapaTHyto cpeay:
SailfishOS 2.1.1.12 (ARMv7).

i0S
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2
/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTtyanbHble cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MpnMeyaHus:
1. Bepcusa POSReady.
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2. Vcnonb3oBaHWe nporpamMmsl
certmgr - yTunuTa KOMaHAHOM CTPOKWM ANs ynpaBfieHus cepTudukatamm, CNMCKaMum OT3biBa
ceptudpmkatos (CRL) n xpaHunumwamu. YTunamta MOXET yCTaHaBnmMBaTb, YAaNnsTb, packoamMpoBaThb,
aKcnopTupoBaTb M oTobpaxatb ceptudukatol unnm CRL n3 darinoBoro xpaHunuiia wUam Ka4deBoro
KOHTelHepa.

Bo Bcex BbI30Bax yTunuTa certmgr AosXHa 6biTb €AMHCTBEHHOW KOMaHAoM. Mo3numa KoMaH bl
N MopAAoK onuuii He onpeaesneHbl.

<certmgr> <-koMaHga> [<-options> ]

<certmgr> <-inst> [<-store>] | [<-file>] | [<-cont>] |
[<-pin>] | [<-crI>] | [<-at_signature>] | [<-provname>] | [<-provtype>]

<certmgr> <-list> [<-store>] | [<-file>] | [<-cont>] | [<-dn>] | [<-crI>]
| [<-thumbprint>] | [<-verbose>]

<certmgr> <-decode> [<-src>] | [<-dest>] | [<-der>] | [<-base64>]

<certmgr> <-export> [<-cont>] | [<-store>] | [<-dest>] | [<-dn>] | [<-base64>] | [<-cri>]
| [<-provhame>] | [<-provtype>] | [<-thumbprint>] | [<-at_signature>] | [<-silent>]

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-crI>] | [<-cont>] | [<-thumbprint>]
| [<-provhame>] | [<-provtype>] | [<-all>] | [<-silent>]

-inst

YctaHoBuTb ceptudukat mam CRL B xpaHunuiwie. MoxeT co3aaTb CCbIIKY M3 cepTudumkaTa Ha
3aKpbITbIA K04, ecnn HeobxoamMMmo.

-list

BoiBectn B stdout ceptudmkatol nnn CRL n3 xpanmnuuwa, ganna unm KoHTenHepa.
-decode

MepekoanposaTb ceptudmkat nnn CRL ns DER B base64 nnun obpaTHo.

-export

JkcnopTupoBaTb ceptudukaTt nnm CRL U3 xpaHumnuiwia nnm KoHTenHepa B dawnn.
-delete

Yaanutb ceptudukat nnm CRL n3 xpaHunuiia.

-help

BbiBeCTM cnpaBky.

ONna yTuauTbl HET pasHUUbl MeXay AJMHHbIMK (--) N KOPOTKUMU (=) onuusamu. Mopsgok onuni He
onpeaeneH.

-at_signature
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Mcnonb3oBaTb 3akpbiThir ko4 AT_SIGNATURE Bmecto AT_KEYEXCHANGE.

-ask-cont

MonpocuTb Nonb3oBaTens ykasaTb KOHTENHeEP U3 CNMcKa AOCTYMHbIX KOHTEMHEPOB.

-base64

3akoampoBaTtb ceptudmkaT nam CRL B base64 koanposky.

-cont <container>

YKasaTb WMMS KOHTelHepa C CepTUPUKATOM WU 3aKpbITbIM KAOYOM. WMSa wmnMmeeT dopmMar,
HanpumMep, \\.\reader\name. Ecnn onumnsa B<file> He 6blna ykasaHa, 3aKpbITbl KNOY U cepTudukar
6yayT B3§Tbl M3 yKa3aHHOro KOHTenHepa. KoHTelHep MOXeT 6biTb yKa3aH B BuAe CcTpoku 'skip', B
TakoM cny4ae B ceptudukaTe He byaeT co3aaHa CCblIka Ha 3aKpbITbIA KoY.

-cert

PaboTtaTb Cc cepTndmkaToM (3Ha4YeHne NO YMOIYAHUIO).

-crl

PaboTaTb CO CMMCKOM OT3bIBa cepTMdUKaATOB BMECTO cepTudukaTa.

-silent

HenHTepakTMBHbIN pexuM. Bo3BpalwaeTt owmnbKy B cnyyae,

ecnn nopg 3agaHHble napameTpbl noaxoaut 6onee ogHoro ceptudmkata(CRL),

B TAaKOM cnydae TpebyeTcsa ykasaTb Hosee cTporme Kputepmum rnomcka.

-all

Mcnonb3oBaTtb Bce noaxoasiwme ceptmdumkaTbl(CRL).

-der

3akoampoBaTtb ceptudumkaT nam CRL B DER-koAMPOBKY (3HauYeHne No yMOAYaHUIO).

-dest <path>

dann ana packogmposaHHoro ceptmudukaTta nnm CRL.

-dn <field=value,...>

Kputepun noucka ans ceptudukata. Ecnn 6onee opHoro ceptudukaTa  yAOBNETBOPSIOT
33aHHbIM KpUTEPUAM, NONb30BaTeNto0 6yAeT NpeanoXeHo Bbli6paTb OAWH U3 HAWAEHHbIX.

-file <path>

MyTb kK danny c ceptudmkatom mnm CRL (MoxeT 6biTb DER mnu base64-3akogmMpoBaHHbIM WU
Cepuann3oBaHHbIM XPaHUINLLEM).

-provname <name>

MmMsa nposangepa.
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-provtype <type>

Twn npoBanaepa (3HayeHne No ymon4vaHuo 75).

-help

BbiBECTW CnpaBKy O 3a4aHHON KOMaHAe.

-pin <pincode>

MnH-KO4 KOHTeMrHepa.

-src_file <path>

®ann c ceptudukatom nnm CRL Ang packoaMpoBaHus.

-thumbprint <hash>

Lindposon oTneyaTtok ceptudukaTta ans punbtpaunm.

-verbose

BoiBoAUTbL NoapobHY0 nHdopMaunio o ceptudukare.

-store <name>

Uma xpaHunuwa. lMepBas 6ykBa ykKasbiBaeT TN XpaHunuwa - 'u’ ANnS Nonb30BaTesbCKOro
XpaHumnuwa, 'm' ana xpaHunuuwia MalmnHbl, OCTasibHas 4acTb CTpokn 6e3 nepson 6ykBbl 0603Ha4vaeT
UMS XpaHunuiia.

Ucnonb3oBaHne 6e3 'u
npegonpeaeneHHbIX XpaHuanLy:

<My> - xpaHunuuwe a5 nonb3oBaTeslbCKUX cepTudunkaTos,

<Root> - ansa kopHeBbix CA cepTudurKaToB,

<CA> - ansa npomexyTo4Hbix CA ceptudumkaTtos nnm CRL,

<AddressBook> - ans gpyrmx nonb3oBaTenbCkux ceptndmkaTos,

<Cache> - xpaHunuuie kawa ceptudukatos/CRL (AOCTYNHO TONBKO YTEHUE U yAaNeHue).
<uMy> aBnsgeTcs 3Ha4YeHMeM No yMONYaHMIO.

nnn m ABNAETCA yCTapeBLWUM. CYLLI,eCTByeT HECKOJ/1bKO

certmgr Bo3BpallaeT HO/b MPUN YCNEXE U HEHYJIEBOM KO OLWIMGKK NpU olmnbKe.

3. lMpuMepbl NCnonb30BaHUSA

certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont "\\.\FAT12_0\31cc730c-e57e-
4b56-8014-9b8f2ab79d6d'

YcTtaHoBUTb cepTudukaT 13 daina testuser.cer B nonb3oBaTebCkoe XpaHuanuwe My C CCbIIKOR
Ha 3aKpbITbIA K/THOY.

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -
base64

PackognpoBaTtb ceptudukaTt 13 danna testuser.cer B base64 kKoAMPOBKY W MOMOXWUTb €ro B
testuser_base64.cer.

certmgr -export -crl -store mCA -dest /media/floppy/root.crl
2kcnopTtupoBaTb CRL 13 MawmHHOro xpaHunuuwa CA B dann root.crl
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