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1. AHHOTauMA

[JaHHbIN AOKYMEHT COAEPXWUT Mpasuia MNofb30BaHWUA CpeacTBa Kpuntorpaduyeckon 3alunThbl
nHpopmaumm (CK3U) «Kpuntollpo CSP» Bepcum 4.0 R4, ero cocTtaB, Ha3Ha4yeHWEe, KJHOYEBYIO
cuctemy, TpeboBaHums no 3awmte ot HCA.

[JOKyMeHT npegHasHadeH Ans  agMUHUCTpATOpPoB  MHMOpMaUMOHHOM  6e30onacHOCTU
YUYpEeXAEeHUN, OCYLLECTBNAOWMX YCTAaHOBKY, 0BCNy>XUBaHME KOHTPOJIb 3a cobntoaeHnem tpeboBaHuii
K akcnnyataumm cpeacts CK3UW, a Takxe agmMuHuctpatopam CepBepoB, CeTeBblX pecypcoB
npeanpuatna u apyrux paboTHMKoB cnyx6bl MHPOPMaLMOHHOM 6e30MacHOCTM, OCYLLEeCTBAAKWNM
HacTponky paboumnx mect ana pabotbl co cpeactsamMn CK3N.

MHCTpyKUNmn agMMHUCTpaTopam 6e3onacHocTn n nonb3oBaTensam pasINYHbIX
aBTOMaTU3MPOBAHHbIX cucteM, ucnonb3ytowmx CK3UN «Kpuntollpo CSP» Bepcun 4.0 R4 [O/mKHbI
pa3pabaTtbiBaTbCs C y4yeToM TpeboBaHMM HacTosAwmx MNpasun.
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2. HazHaueHue CK3WU. YcnoBusa akcnilyatayum

CK3U «Kpuntollpo CSP» Bepcun 4.0 R4 npegHasHayeHO 415 3alnTbl OTKPbLITOM MHMOpMaLMn
B MH@POPMaUMOHHLIX CUCTEMAxX obulero mnonb3oBaHus (BbluMCeHME KM npoBepka 3I) v 3awWwmThl
KOHPUAEHUMANbHON WMHbOpMaLMK, He COoAepXallen CBeAeHUN, COCTaBNAKLWUX FOCYyAapCTBEHHYIO
TallHy, B KOPMNOpaTMBHbIX WHMOPMaALMOHHBLIX cucTeMax (wudpoBaHMe w©  pacwundbpoBaHme
WHdOpMaLUUK, BbIYMCIIEHME W MNpOBepKa WMUTOBCTAaBKW, BblYUCAEHME 3HAYeHUs X3W-PYyHKUUK,
BbluMciieHMe n nposepka ).

Mpu skcnnyataumn CK3U «Kpuntollpo CSP» Bepcuun 4.0 R4 pomxHbl BbINOAHATECS Cheaylolime
TpeboBaHus:

— CpeactBamu CK3U He ponyckaetca obpabaTbiBaTh MHbOpMaUNIO, COAepXKaLLyH CBEAEHUS,
COCTaBASAOLWNE FOCYAAPCTBEHHYIO TalHY.

— [JdonyckaeTtca wucnonb3oBaHne CK3UW ansa kpuntorpadmyeckon 3alinTbl NEPCOHasbHbIX
OAHHbIX.

— KnoueBas MHdopMauma aBasieTcs KoOHpuaeHUnanbHONM.

— Cpok agencreumsa knoda nposepku 3l — He 6onee 15 net nocne okoH4YaHUA CpoKa AENCTBUSA
cooTBeTCTBYOLWeEro kwoda 3I1.

— BHewHas ramma, wucnonb3lyemas 4S9 MHUMUMaNU3aAUUKM COCTOSIHUSA rnporpammHoro [CY,
SIBNSIETCSH KOHpUAEHUNANbHOMN.

- CK3M AO/IKHO NCNOSb30BaTbCA co cpeacTsamu aHTUBUPYCHOM 3alWmThl,
ceptudmumpoBaHHbiMm OCB Poccmn. B cnydae wWX OTCYTCTBUA PEKOMEHAYETCS Mo
BO3MOXHOCTM WCMOJIb30BaTb CYLECTBYHOLWME aHTMBUPYCHble cpeacTBa 3awwuTbl. Knacc
aHTUBUPYCHbIX CpeACTB 3aluTbl onpegenserca ycnosumamum skcnnyataumm CK3U B
aBTOMATM3MPOBaHHbIX CUCTEMAX.

— PasmMeweHne CK3MN B nomelleHUAX, NpeaHa3sHayYeHHbIX 4719 BeAeHUSa Neperosopos, B Xoae
KOTOpbIX obcyxaarTcs BOMPOCHI, cofepxawme cBefieHus, cocTasnisowme
rocy4apCTBEHHYIO TaliHy, OCYLLECTBSETCA YCTaHOBNEHHbIM MOPSAKOM.

— MN3BM, Ha koTopbix wucnonb3dyetrca CK3W, pomkHbl 6bITb AonyweHbl Ans obpaboTku
KoHduaeHumanbHon uHbopMauMn nNo gencrteywwmm B Poccuiickon  depepauunmn
TpeboBaHMAM Mo 3awmTe MHPOPMaUMKN OT yTEeUYKM NO TEXHUYECKUM KaHanaM, B TOM 4uche,
no kaHany csasnm (Hanpumep, CTP-K), ¢ ydyeToM Mogenu yrpo3 B MHGMOPMaLMOHHOM
CUCTeMe 3aKasuunka, KOTopbIM A0/IKHO NpoTuBocTosaTb CK3N.

—  Wuctannauma CK3UM Ha paboumx MecTtax AOJ/IKHa NPOU3BOAUTLCS TOMIbLKO C AUCTpubyTuMBa,
NOSTYYEHHOro MO AOBEPEHHOMY KaHasny.

— BcrpauBanme CK3U B gpyrme cpeacrtBa BO3MOXHO TOSIbKO C MCMOJSib30BaHMeM (YHKUMRA,
YKasaHHbiXx B [punoxeHnn 2. B cnydyae MCMNoNb30BaHMSA MPOUYMX BbI30OBOB (YHKLMIA
nporpaMmMHbIX WMHTepdencos (yposHen BcTpamBaHusa) CK3UW Heobxoammo npovsBOAMTb
pa3paboTky otaenbHoro CK3WM B cooTBETCTBUM C AeNCTBYylOWen HopMmaTuBHOW 6a3on (B
yactHocTn, ¢ loctaHoBneHuem [MpaButenbctBa Poccuickon depepaummn ot 16 anpens
2012 r. N2 313 wu nNonoxeHnem o pa3paboTke, NpPOM3BOACTBE, peanmMs3aumn u
akcnnyataumn wudpoBanbHbiX (Kpuntorpaduyeckux) cpeacts 3awuTtbl MHbopMaumu
(MonoxeHwune MK3-2005)).

— Mpu 3kcnnyataumm CK3U [O/MKHbI MCNOMb30BaTbCsl TOJMIbKO CepTuduMKaTbl OTKPbITbIX
KNo4Yel, BbiNyLWeHHbIe A0BEPEHHbIM OpraHoM cepTudukaummn. B KayecTBe Takoro opraHa
AOMKEH BbICTyNaTh cepTuduumpoBaHHbein ®CB Poccunm Ypoctosepswowmin ueHtp (YU),
BbliNycKatowmn ceptudmkaTtbl U NOAAEPXKMBAOWMK CMUCKM OTO3BaHHbIX CepTUdUKATOB B
cooTtBeTcTBMM C PernamenHtoMm VYL, a Takxe cnyxba KOpnopaTUBHOM CUCTEMBI,
obecneunBalowas [AOBEpeHHble CNPaBOYHUKU CEPTUPUKATOB OTKPbITbIX KIOYERn C
NOAAEPXKON aKTyasbHOCTM BK/OYAEMbIX B CMPaBOYHUKU CEPTUPUKATOB.
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Mopsigok opraHmsaumm mn obecnedeHne 6e3o0nacHOCTU XpaHeHus, obpaboTkm n nepepaydun no
KaHasaM CBSI3UM C MCMOJSIb30BAaHWEM CpeacTB Kpuntorpadmyeckon 3awmTbl MHDOPMaumMmM CBEOEHWUN,
COCTaBASAWNX KOHDUAEHUMANbHYO MHMOPMaUMIo, OCYLLECTBNAETCS B COOTBETCTBUM C AOKYMEHTaMu
«NHCcTpyKumsa o6 opraHmsaumm n obecrnevyeHmn 6e30MacHOCTM XpaHeHUsl, 06paboTkm n nepegaym no
KaHasnaMm CBA3M C WCNOJIb30BaHMEM CPeACcTB KpunTorpaduyeckon 3awutbl uHbOpMaumm C
OFpaHM4YEeHHbIM [OCTYMOM, He coAepXalelh CBeAeHWN, COCTaBASKOWMX FOCYAapCTBEHHYI TalHy»
(Mpnkasz ®AMCU N? 152 ot 13 wmwoHa 2001 ropa), «lMonoxeHune o pa3paboTke, NpPOM3BOACTBE,
peanusaummn 1 aKcnayaTaunm wndpoBasbHbiX (KpUnTorpaguuyecknx) cpeacts 3awmTbl MHGOpMaLnUn»
(Mpuka3z ®CBb Poccun N° 66 oT 9 deBpana 2005 roga) v ApyrmMm pyKoBoAALWMMN AOKYMEHTaMK Mo
obecneyeHunto 6esonacHocTn nHbopmaumu.

CK3N «Kpuntollpo CSP» Bepcun 4.0 R4 MOXHO 3KCrjyaTMpoBaTb CO CliefyloWwnmMm
nporpaMMHbIMW NpoAyKTamm 6e3 npoBeaeHUs AOMOAHUTENbHbIX TEMATUYECKUX UCCNefoBaHUM u/vnm
OLUEHKWN BIUSAHUA:

—  npunoxeHus, exoaswme B coctas OC;

—  NpuWIoXeHMe KOMaHAHOM CTPOKM Ans hopMMpoBaHMS 3anpoca Ha cepTudukart certreq;
— MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office 2016);

— cepsep IIS.

Heob6xoanMMOCTb NMpoBeAeHUS OLEHKWM BAMSIHUSA ANS NMPOYMX MPOrpaMMHbIX NpoAyKToB (B TOM
ymncne yCTaHoB/EHHbIX agMUHUCTPaTOpoM/Nosib3oBaTeneM AOMOSAHEHUA U paclUMPEHUA MPOrpaMMHOro
obecneyeHns, NepevynCsIEHHOro Bbille) onpegensieTca ¢ ydetom n.1.5 ®opmynspa XTAN.00087-03
30 O1.

Cnepyrowmne nporpammHble koMnoHeHTbl CK3U «Kpuntollpo CSP» Bepcuun 4.0 R4 MOXHO
ncnonb3oBaTb 6e3 npoBeaeHMS AONONHUTENbHbLIX TEMaTUYECKMX UCCNef0BaHNA:

— MpUIOXeHMe KOMaHAHOM CTPOKM ANns NoAnnUCcU U WndpoBaHua gannos cryptcp;
— MpUIOXeHne KoOMaHAHON CTpoKkU Ans paboTbl C cepTudmKaTamm certmgr;
— npwuioxeHune anga cosganmsa TLS-TyHHens stunnel.

Ucnonb3soBaHne CK3UN «Kpuntollpo CSP» Bepcum 4.0 R4 C BbIK/IIOYEHHBLIM pPEXUMOM
YCUNEHHOIrO KOHTPOSSA MWCNOMb30BaHUA K/OYelr He [0MNycKaeTcs. BkaueHuMe [aHHOrO pexuma
onucaHo B JokyMeHTax XTAW.00087-03 91 02. PykoBOACTBO aAMMHUCTpaTopa 6e30nacHOCTM.
Windows, XTAKW.00087-03 91 03. PykoBoacTBO agMuHucTpatopa 6esonacHoctu. Linux,
XTAN.00087-03 91 04. PykoBoacTteo agMuHuctpatopa 6esonacHoctn. FreeBSD, XTAM.00087-03 91
05. PykoBoactBo aaMuMHucTpatopa 6e3onacHoctu. Solaris, XTAN.00087-03 91 06. PykoBoacTtBoO
aaMunHucTpatopa 6e3onacHoctu. AIX, XTAW.00087-03 91 07. PykoBoACTBO aAMWHUCTpaTopa
6e3onacHocTn. Mac OS.
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3. Mopsapok pacnpocrpaHeHna CK3U

YCTaHOBOYHbIE Moaynm CK3M «Kpuntollpo CSP» Bepcun 4.0 R4 % KOMMNeKT
3KCNNyaTauMoOHHOM AOKYMEeHTauMm K HeMy MOryT MNOCTaBASATbCA MOSb30BaTENt0 YMNOJHOMOYEHHOM
opraHmsauuven asyms cnocobamm:

1) Ha Hocutene (CD, DVD-aunckmn);
2) nNoCpeacTBOM 3arpy3ku yepes MIHTepHeT.

Ons noay4yeHums BO3MOXHOCTH 3arpy3sKu YCTaHOBOYHbIX Moaynen CK31
«Kpuntolpo CSP» Bepcun 4.0 R4 1 KOMMNIeKTa 3KCnjyaTauMOHHOM AOKYMeHTauMu nosib3oBaTtesib
HanpaBAsieT CBOW Y4YeTHble AaHHble YMNOJIHOMOYEHHOW OpraHmsaunn. YdeTHble AaHHble MOryT 6biTb
HanpaB/eHbl NMOCPeACTBOM 3anosIHEHUS CreuManmM3MpoBaHHOM perncTtpaunoHHonm ¢GopMbl Ha canTe
YNO/IHOMOYEHHOM opraHM3aumu.

Mocne nony4yeHus YNOAHOMOYEHHOW oOpraHuM3aumen Yy4yeTHbIX AaHHbIX MNOJSb30BaTento
npefocrasngeTcs hoctyn Ha CTpaHuuy 3arpysKku YCTAaHOBOYHbIX Moaynen CK3u
«Kpuntolpo CSP» Bepcun 4.0 R4 1 koMmnnaekTa 3aKCnayaTauMoOHHOM AoKyMeHTauuu. lMpu 3arpyske
nosb3oBaTesieM YCTaHOBOYHbIX Moayne CK3W «Kpuntolpo CSP» Bepcun 4.0 R4 n KoMmnnekTa
3KCNNyaTauMoOHHOW AOKYMEHTauumM YNoIHOMOYEHHON OpraHmM3aumMen NpmcBamBaEeTCs YUYETHbIM HOMep,
naeHTudnunpytowmin  aksemnasap CK3U  «Kpuntollpo CSP» Bepcun 4.0 R4, npenocTaB/i€HHbIN
Nnosib30BaTeno.

Ha cTpaHuue 3arpy3ku BMecTe C AUCTPUOYTUMBOM M AOKYMEHTauMeln pa3MellaeTcs oTAe/leHHas
3N1eKTPOHHAas noAnucb, ANs MNPOBEPKM KOTOPOW Heo6XoAMMO WCMoNb30oBaTb YTUAUTY cpverify,
MOJTyYEHHYI0 AOBEPEHHBIM 06Pa30oM M coAepXKallyto K/toY MPOBEPKU AAHHOW 3N1EKTPOHHON MOAMUCH.

YcraHoBka CK3U «Kpuntolpo CSP» Bepcum 4.0 R4 Ha paboyee MeCTO Mosib30BaTeNsd MOXET
6bITb OCyLlecTBNEHA TO/IbKO B C/lydyae MNOATBEPXKAEHUS LEeNOCTHOCTU MOJSIyUYeHHbIX YCTaHOBOYHbIX
moaynen CK3UN «Kpuntollpo CSP» Bepcmun 4.0 R4 1 akcniyaTauMoOHHON AOKYMEHTaUNK.

1. CpeactBo KOHTpons uenocTtHocTn (cpverify.exe) mnepBoHadasbHO [AO/MKHO 6biTb
MnoslyyeHo nosib3oBaTesieM Ha duanyeckoMm Hocutene B oduce komnaHum OO0
«KPUNTO-MPO», nnbo y odwuumanbHOro awnepa. Takas yTwinTa CcYUTaeTcs
NnoAy4YeHHOM poBepeHHbIM o6pa3oMm. [lanee nony4vYeHHOM p[OBepeHHbIM 06pa3oM
npusHaeTca o4yepegHass Bepcus YTUAWUTbI, NonydyeHHas nwbbiM obpasom, Hanpumep,

|..| CKayaHHas C calTa WWW.Cryptopro.ru, npu ycnoBuKn, YTo OHa Oblna nNnpoBepeHa ApYyruM
—- 3K3EMMNSPOM YTUNUTbI, MOJIYYEHHbIM paHee AOBepeHHbIM 06pa3oM, U nposepka 6biia
YCNELHOMN.

2. Knwou npoeepkn 31, a Takxe MHboOpMauusa o HeMm (pata CO34aHUsA, anroputMm X3L-
dyHKUMN, uaeHTUdUKaTop anropytma noanucu) 3anucbiBalOTCS B UCXOAHbIA KOA
YTUAUTBI Ha 3Tane c6opKu.



http://www.cryptopro.ru/
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4. OCHOBHbIEe TeXHUYECKME AlaHHbIE U XapaKTEePUCTUKH

4.1. NMNporpaMmMHoO-annapaTHblie cpeabl pyHKUMOHMpoBaHUa CK3UN
Windows

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

- Windows XP! (x86);
- Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
— Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntoyaer auctpubyTtmebl Linux, yaosneTtsopstowme ctaHgapty Linux Standard Base ISO/IEC
23360 Bepcuun LSB 4.x:

— CentOS 4/5/6 (x86, x64);

- CentOS 7 (x86, x64, POWER, ARM, ARM64);

— OCb (OS-RT) (x64);

— T4 OC AUC ©CCIN Poccum (GosLinux) (x86, x64);

— Red 0OS (x86, x64);

- Fedora 27/28/29 (x86, x64, ARM);

— Oracle Linux 4/5/6 (x86, x64);

— Oracle Linux 7 (x64);

— OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

— AlterOS (x64);

— SUSE Linux Enterprise Server 11SP4 (x86, x64);

— SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
— Red Hat Enterprise Linux 4/5/6 (x86, x64);

— Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

— CuHTe3-0OC.PC (x86, x64);

— MK «CuHTeaM-KnmneHt» B coctaBe Kl «30C «CnHTEe3M» (x64);
— TK «CuHTe3sM-Cepsep» B coctae Kl «30C «CnHTe3M» (x64);
— KN «OC «CuHTteaM-K» (x64);

— Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

— Ubuntu 18.04/18.10 (x86, x64);

— Linux Mint 17/18/19 (x86, x64);

— Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

— OC NloTtoc (x86, x64);

— Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbbpyc);
— MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix

BkntoyaeT nporpamMMHo-annapaTHble cpeabi:

— OC 2nbbpyc Bepcusa 3 (2nbbpyc);

— ALT Linux 6/7 (x86, x64, ARM);

— AnbT CepBep 8, AnbT 8 CI CepBep (x86, x64, ARM, ARM64);

— AnbT Pabouas ctaHumsa 8, AnbT Pabouasa ctaHums K 8, Anbt 8 CM Pabouas ctaHums (x86,
x64, ARM, ARM64);

— ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

— POCA XPOM/KOBA/BbT/HUKEJIb (x86, x64);
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— FreeBSD 11, pfSense 2.x (x86, x64);
- AIX 6/7 (POWER);
- Mac0S X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris

BkntoyaeT nporpaMMHo-annapaTHble cpefbi:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

Sailfish

BkouaeT nporpaMMHO-annapaTHYH cpeay:
— Sailfish0S 2.1.1.12 (ARMvV7).

i0S

BkntoyaeT nporpaMMHo-annapaTHble cpefbi:

- Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/
9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble cpeabl

— Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
— Microsoft Hyper-V 8/8.1/10 (x64);

— Citrix XenServer 7 (x64);

- VMWare WorkStation 11/12/14/15 (x86, x64);

- VMWare WorkStation Player 12/14/15 (x86, x64);

- VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

— Oracle VirtualBox 5.2 (x86, x64);

— RHEV 4 (x64).

MpuMeyaHuns:
1. Bepcusa POSReady.

4.2. KnrouyeBas cucteMa m KJiroueBbleé HOCUTeNun

CK3N «Kpuntollpo CSP» Bepcun 4.0 R4 ABNSeTCs CUCTEMON C OTKPbITbIM pacrnpenesieHnem
K/IloYel Ha OCHOBE aCMMMETPUYHOM Kpuntorpadum C UCMoNb30BaHMEM 3aKpbITOro K/to4va Ha OAHOWM
CTOPOHE N COOTBETCTBYIOLLEr0 eMy OTKPbLITOro K/to4a Ha APYron CTOpoHe.

Monb3oBaTenb BK/AOYAETCA B CUCTEMY W UCKIKOYaeTcs W3  Heé  yCTaHOBJ/IEHHbIM
YanoctoBepsowmM LEHTPOM MOPSAAKOM.

Monb3oBaTtenb, obnagatowmi NnpaBoM nognmcn u/vnn wWndpoBaHMs AaHHbIX, BblpabaTbiBaeT
Ha ceoeM pabodyeM MecTe WM nonydaetr y aaAMUHUCTpaTopa 6e3onacHoCcTU (B 3aBUCMMOCTM OT
NPUHATOM NOMUTUKM 6€30MacHOCTU) NNYHbIE 3aKPbITbIA KUY (Ktod M) 1 OTKpbIThIN KoY (KoY
nposepkn 3l1). Ha oOcCHOBe KaxXaoro OTKPpbITOro knato4a (kntouya nposepku 2I1) YaocToBepsiowmMm
LleHTpom dopMumpyeTcs ceptudumnkaTt OTKpbITOro knato4a (ceptudukaT Kawoda nposepku ).

4.2.1. KnoyeBon HOCUTENDb

B kauyecTBe K/1HOUYEBBLIX HOCUTENEN NCMOMb3YIOTCH:
-r™MA 3,5”, USB aucku;
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— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PytokeH DUIM (Flash, Bluetooth), PytokeH Lite Rutoken S;

— CMmapTkapTbl PyTokeH Lite SC, PytokeH 3L SC;

— PyToKeH S;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMapTkapTa Y2K;

— Cmaptkapta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— CmaptkapTbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CmaptkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazgen HDD MN2BM (B Windows - peecTp);

- MaeHtndukatopsl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHWe K/OYEBbIX HOCUTENEl B  3aBMCUMMOCTM OT  MporpaMMHo-annapaTHOM
nnatdopMbl oTpaxeHo B XTAN.00087-03 30 01. Kpuntolpo CSP. ®opmynsp, n. 3.8.

AN

1. XpaHeHune 3aKkpbITbiX Kntoverr Ha HDD M3BM mn USB aunckax (B peectpe OC Windows, B

pa3gene HDD npu pabote noa ynpaeneHuvem apyrux OC) aonyckaeTcs TOMbKO MNpw
ycnosum pacnpoctpaHeHus Ha HDD, USB auck wnu Ha NM2BM c¢ HDD TtpeboBaHuin no
obpalweHunto ¢ knwyeBbiIMM HocuTenamm (nN.6.7 XTHAM.00087-03 91 01. PykoBoacTtso
aAMUHUCTpaTopa 6e3onacHoCcTK obwas vyacTb).

. Bce BbiwenepeyncneHHble HOCUTENU WUCMNOJb3YHTCAAOMKHbI UCMOMb30BATbCA TOJSILKO B

KayecTBe MACCMBHOIO XpaHunuWia Kawo4veBol WHdopMaumm 6e3  UCMosb30BaHuUS
KpunTorpadmnyeckmx MexXxaHn3MoB, peasin30BaHHbIX Ha CMapT-KapTe/TOKEHE.

3. Micnonb3oBaHWe HoCcuTenen Apyrux TUMOB - TOSIbKO No cornacosaHuio ¢ ®CB Poccun.

4.2.2. PasMepbl U CPOKU AEUCTBUSA KITHOYEN

ONVHbI KKOYen 3/1eKTPOHHOM NOAMUCU:

K/1t0Y 3/1EKTPOHHOM noanucu 256 nnn 512 6ur;
K/1t04 NPOBEPKWN SNEKTPOHHOM NOAMNCHK 512 nnan 1024 6urt.

ANVHbI KNOYelr, UCNoIb3yeMbIX NP WNGPOBaHUN:

3aKPpbITbIA K04 256 6uT nnn 512 6ut;
3aKpbITbIA K/HOY 512 6ut nnn 1024 6uTa;
CUMMETPUYHbINA K04 256 6uTt

Mpu akcnnyataunmm CK3U  «Kpuntollpo CSP» Bepcua 4.0 R4  pomxHbl  cobntogatbcs
cnefyowme CpoKM UCMob30BaHMS MoJib30BaTeNbCKMX 3aKPbIThIX KAOYEN N CepTUPUKATOB:

MaKCUManbHbIA CPOK AENCTBUSA 3aKpbITOro kawva IM-256 (knwova 2M) - 1 rog 3 mecaua;
MaKCMMasibHbIN CPOK AEeNCTBMA 3aKkpbIToro katoda IMM-512 (knwoua 2MM) - 1 rog 3 mecaua;
MaKCMMasibHbIN CPOK AENCTBUSA OTKPLITOro Ktda 2I-256 (kntoua nposepku M) — 15 nerT;
MaKCMMasbHbIlA CPOK AENCTBUS OTKPbLITOro Kitoda IM-512 (knatoya nposepkn OIM) - 15 neT;
MaKCUMasbHbIA CPOK AENCTBUS 3aKpbITbIX M OTKPbITbIX Kouelhk obMeHa — 1 rog 3 mecsaua.

MNpn hOpMMPOBAHUM 3aKPbLITOrO KJOYa B KOHTEWHEp 3anucbiBaeTcs AaTa WUCTEYEeHUs cpoka
OEWCTBMA 3TOr0 KJ4Ya, MO MCTEYEHUM KOTOPOro B 3aBUMCMMOCTM OT 3HauyeHus napaMmeTpa
ControlKeyTimeValidity Bo3MOXHbl pa3fiM4Hble BapuaHTbl UCMOMb30BaHUSA 3TOMO K/lto4a.

3HadeHne «0» napaMeTpa He HaK/laAbIBA€T HNKAKNX orpan-leHMM Ha NCNoJ1ib30BaHUE KJito4a.
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3HadeHne «1» napameTtpa 3anpewaeTr popMmuposaHme 3 n wndpoBaHMe B KOHTEKCTE 3TOro
Knodya (BO3MOXHO pacwudpoBaHMe paHee 3awundpoBaHHbIX coobwenunit) (3HavyeHme no
YMOJIUaHUIO);

3HadeHMe «2» napaMeTpa 3anpeLlaeT nobble 4EACTBUS C 3aKPbITbIM K/THOYOM.

Cpok pgenicteusa kntoda 6epetcs 3 (B nopsake yMeHbLUeHMs NpuopuTeTa):

— PacwmnpeHna KoHTeNnHepa K/4a;
— PacwmnpeHunsa ceptndukaTa KIw4a;
— [JaTbl co3aaHunsa kntoda + 1 roa 3 mecsaua.

M3meHeHMe napameTpa ControlKeyTimeValidity

[Ans onepaumoHHbIX cucteMm rpynnbl Windows Heo6xoAMMO M3MEHUTb 3HAuvyeHWe KJioua
peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\ControlKeyTimeValidity (an1s 64-61THbIX onepaumMoHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co
ntrolKeyTimeValidity (ana 32-6UTHbIX ONepauMOHHbIX CUCTEM).

Hactponka CK3W pgnsa octanbHbix OC ocywecTtBnseTrcs C MOMOLWbI yTunutbl cpconfig ¢
MOMOLLbIO KOMaHAbI

.Jcpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHne KIK4YeBbIX HoCUTeen

Mpn XpaHeHuun Kntoden Heobxogmmo obecneynTb HEBO3MOXHOCTb AOCTyna K KJHO4YEBbIM
HOCUTENAM He [OoNyLeHHbIX K HUM nuy. [lonb3oBaTeNb HeceT NepcoHasibHYH OTBETCTBEHHOCTb 3a
XpPaHEHNE NMNYHbIX KN4YeBbIX HocuTenen.

3anpellaeTcs oCTaBNsaTb 6€3 KOHTPONS BblYUCAUTENbHbIE CpeacTBa C yCTaHOBNEHHbIM CK3U
nocne BBoAa KOYEBOWN MHGOPpMaLMN.

B cnyyae UEeHTpanM30BaHHOINO XpaHEHMs  KJK4YEeBbIX HOCUTENem B  OpraHuMsauumm,
akcnayatupyowen CK3WN, agMmmHucTtpatop 6e3omacHOCTM (eC/i OH MMEETCs) HeceT MepCoHasibHYHo
OTBETCTBEHHOCTb 3a XpPaHeHMe JIMYHbIX K/IIOYEBbIX HOCUTENEeN nosib3oBaTtenei.

Mpn xpaHeHun knwuyelr B peectpe Windows u Ha HDD M3BM TpeboBaHWs MO XpaHEHUIO
JINYHBIX KJIOYEBbIX HOCUTenen pacnpocTpaHsatoTcs Ha M2BM (HDD M3BM) (B TOM uucne u nocne
yAaneHus knaw4en n3a peectpa, us HDD).

B cnyyae HEBO3MOXHOCTU OTYYXAEHUS KJIIOYEeBOro HOCUTeNs C KAK4YeBOn WHpopMmaunen ot
M2BM  opraHM3auMOHHO-TEXHUYECKUMM  MEPONpUSATUSMU  AO/KEH ObiTb  WUCKAKYEH  AOCTyn
HapywwuTenen k N3BM c knto4amu.

Monb3oBaTtenb, MMEKLWUNA AENCTBYHOWMA cepTUdUKAT M COOTBETCTBYHOLWMA eMy Koy 3l1, B
nobon MOMEHT BpeMeHM (HO He no3gHee Heaenu) A0 OKOHYaHMS CpoKa AENCTBMS AENCTBYIOLLEro
3aKpbITOro K/to4a, MOXeT nponssectn opMnupoBaHme HOBOro kntda I,

dopMupoBaHMe HOBOro ktoua 31, 3anpoca Ha cepTuduMKaT, nepedada 3anpoca B LP u
nony4yeHve ceptudukata NpoM3BOAMTCA COMMacHO MOCNeAoBaTeNbHOCTM, OMMCaHHOW B pasaene 8.5

10
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«DopMMpoBaHue Kik4er nonb3oBatensa» gokymeHta XTAWM.00087-03 91 01. «Kpuntollpo CSP.
PykoBoacTBO agMUHUCTpaTopa 6e3onacHocTn. Obuas yacTb».

KntoueBble HocuTenun ¢ knw4doM 2I1, cpok nencrTemns KOTOPOro UCTEK, YHUYTOXAKTCA NyTEM
I'Iepe(.'bOpMaTl/IDOBaHI/IH (OLIMCTKI/I), 0 4eM genaetcd 3anucb B «XKypHasne nosib3oBaTesia ceTmn».

K co6bITUAM, CBA3aHHbLIM C KOMMNPOMETaLNe KoYein 0THOCATCA, B YaCTHOCTU, Cleaylowme:

— noTeps KYEBLIX HOCUTENEN;

— NoTeps K/KYEBbIX HOCUTENEN C NX NOCNEAYIOWNM 06HapYXXEHNEM;

—  YBOJIbHEHME COTPYAHWKOB, UMEBLUMX AOCTYN K KI04YeBOn MHdopMauum;

— HapyweHue npaBwuil XpaHeHUs W YHUYTOXeHMs (nocne OKOHYaHUS CpoKa AeNcTBus)
3aKPbITOro K/o4a;

— BO3HMKHOBEHME MOAO03PEHUN Ha YyTeuYyky WHMDOPMaUMM WM €€ WCKAXEHWEe B CUCTEME
KOH(UAeHUMaNnbHON CBA3N;

— HapyuweHue neyatun Ha cende C KIYeBbIMU HOCUTENAMMU;

— CNyYaum, Korga Henb3s AOCTOBEPHO YCTAaHOBUTb, YTO MPOM30LSIO C K/KYEBbIMU HOCUTENSIMU
(B TOM unucne cny4daum, Korga K/OUYEBOW HOCUTESb BbIlIEeN U3 CTPOS M AoKasaTelbHO He
OMpoOBEpPrHyTa BO3MOXHOCTb TOr0, U4TO, JAaHHbIM aKT npousowen B pe3ynbTaTe
HeCaHKLUMOHMPOBaHHbIX AENCTBMIA 3N10YMbIWIEHHMKA).

PasnuualoTca ABa BuMAa KOMMpOMETauWMW 3aKpbITOro Kwda: ssBHass W HesiBHasi. [lepBble
YETbIpE cobbiTus TPaKTYOTCA KaK sABHad KOMMNpoMeTauus Ko4en. Cne,qyrou.me TPU Tpe6y}0T
cneunaszibHoOro paCcCMoTpeHunsa B KaXXaoM KOHKPETHOM Ciy4ae.

Mpy KOMNpoMeTaunm CBOEro KJr4a nosib3oBaTtesb AO/KEH HeMeAsleHHO NpeKkpaTuTb CBA3b Mo
ceTu C ApyrmMmu nosb3oBaTtenamu. [pu 3TOM nonb3oBaTenb (MNM agMUHUCTPATOp 6e3omacHocTu
opraHmsauum) posxeH HemeasieHHo m3BectuTb LP (YLU) o KoMnpomeTauuum Knwda nonb3oBaTtens.
MHdopMaums o KOMNpoMeTaunmm MOXeT rnepegaBaTtbcs B YL, no tenedoHy c coobuieHuem 3apaHee
YCNOB/EHHOro Napons, 3aperMcTpupoBaHHOro B «Kaptouke onoBeLleHns 0 KOMNpoMeTaunm».

Mocne KoMmpoMeTauun K4yen nonb3oBaTesb GOPMUPYET HOBbIM 3aKPbITbIN K/KOY M 3anpoc
Ha cepTudmkaT. TaKk Kak NoNb30BaTe/lb HE MOXET MCMOoJIb30BaTb CKOMMPOMETUPOBAHHbIN K4 AN
dopmmpoBaHmsa DI n nepepaym 3anpoca B 3allMLEHHOM BMAE MO CETM, 3anpoc Ha cepTudwukart
BMecTe ¢ 6n1aHKaMm foCTaBnseTcs NMYHO nosib3oBaTtesnieM (agMUHUCTpaATopoM 6e3onacHocTn) B LleHTp
Perncrpauuu.

Mpw xpaHeHun knyert Ha HDD MN3BM Heobx0aAnMMO MCNONb30BaTb MNAapObHYHO 3aLUMUTY.

CK3WN MoXeT PyHKUNOHMPOBATb U XpPaHUTb KNOUEBYHO MHGMOPMaUMIO B ABYX peXumax:

1) B NaMsaTM NpUIOXeEHUS;
2) B «Cnyxbe xpaHeHUs KaK4den», peannsoBaHHOW B BUAE CUCTEMHOrO cepsuca.

KnoumM HaxoaaTcs B K3We A0 3aBepLIeHUs MPUIOXKEHUS UM A0 BbIK/OUYEHUS KOMMblOTepa
(ocTaHOBKM Cnyx6bl), 4YTO MO3BOJISIET WCMOMb30BaTh 3aKpPbITbl K/OY AaXe Mocie 3aKpbiTus
KpUnTorpadnyeckoro KOHTEKCTa.

QOYHKUMOHMpOBaHUE N xpaHeHue kn4den CK3N «Kpuntollpo CSP» Bepcun 4.0 R4 B «Cnyxbe
XpaHeHus kiw4ern» obecneumBaeT AOMOSIHUTENbHYIO 3alUTy KO4YEBOM MHOpMauuMm OT APYIruX
NPUNOXEHW, BbIMNONHAOWNXCA Ha MNDBM, HO MOXeT He3HAUYUTENIbHO 3aMeANnTb NPON3BOAUTENBHOCTb
CUCTEMBI.

B cnyyae Heo6Xxo0AMMOCTM NPOBEAEHUS PEMOHTHbLIX W pernaMeHTHbIX paboT annapaTHOW YacTu
CK3U/COK Heobxogmmo obecneumTb HEBO3MOXHOCTb AOCTyNna HapywuTenss K  KJo4YeBOU
MHpopMauun, coagepxallerica B annapatHoi yactn CK3U/COK. KOHKpPETHbIN NepeyeHb Mep AO0JIXKEH
6bITb ONpeaeneH UCXoas M3 yCroBui akcnnyataumn CK3N.

11
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4.2.4. YHUUTOXEHME KIHYEN Ha KJTIYEBbIX HOCUTENAX

Knoun Ha kaw4eBbix HocuTenax (Bkatodas Touch Memory u cMapT-KapTbl), CPOK AENCTBUSA
KOTOPbIX UCTEK, YHUUYTOXAOTCA NyTeM nepedopMaTMpOBaHMS KIIOUYEBLIX HOocUTenen cpeacteamm MO
CK3W, nocne yero kno4YeBble HOCUTENM MOMYT MCMOSb30BaTbCA AN 3anNnCU Ha HUX HOBOW KIOYEBOW
nHdbopmMaunu.

06 YHMUTOXEHUWN KJIHOYEN [AenaeTcs COOTBETCTBYHOWAA 3anucb B «XypHane nosb3oBaTens
cetn» (cM. BegeHume xypHanos n.8.11 XTAWN.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpaTtopa 6e3onacHocTu. Obwas yYacTb).

4.2.5. Bsanmogencreume ¢ nosib3oBaTteneM npu pabote C KAKYEBbIMU HOCUTENSIMU

Mpn pabote ¢ kaw4yeBbIMKM HocuTenamm CK3M  MOXET MCnonb30BaTb  Kakoh-nmbo
nonb3oBatenbcknii MHTepdenc (UI). D70 MOXeT NpoMCxoauTb, Hanpumep, nNpu HeobXxoauMOCTH
BblbpaTb HocuTenb unm Beectn PIN. YTob6bl OTKAOYUTL MONb30BaTENbCKM MHTepdenc (Hanpumep,
ANna aBToMaTu3auuu), B HEKOTOPbIX MPUNOXKEHUAX cywecTByeT onuusa -silent. Takxe BO3MOXHO
3anpetutb CK3W oTtobpaxaTb nosb3oBaTenbCkuii uHtepdeinc rnobanbHO AN BCEX MPUNIOXEHUA Ha
AaHHoMm MK. Ana atoro B Hactponkax CK3W HyxHO 3aaaTb napametp force_silent paBHbIM eanHuue
(cM. Hmxe), force_silent paBHbIN HyNO BEpHET NoBeAeHWE NO YMOAYaHMI0. ECnu xe Bbi30Bbl PYyHKLMA
TpebyoT  oTobpaxkeHMs  MNonAb30BaTENbCKOro  MHTepdenca, 6yger Bo3BpaweHa  owwnbka
NTE_SILENT_CONTEXT.

M3meHeHMe napametpa force silent:

[Ons onepaumoHHbIX cucteMm rpynnbl Windows Heo6xoAMMO M3MEHUTb 3HauvyeHuWe KJioua
peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\force_silent (ans 64-6MTHbLIX ONepauVOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\for
ce_silent (ansa 32-6MTHbIX oNepauUnoHHbIX CUCTEM).

HacTtporika CK3U ansa octanbHbix OC oCyLLecTBASETCA C MOMOLLbI yTUNUTBI cpconfig:

./cpconfig -ini "\config\parameters' -add long force_silent 1

12
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5. CoctaB CK3U1

McnonHeHne 1-Base knacca 3awmtbl KC1 BbINOSIHEHO B C/eAyloLleM cocTaBe:

KpunTonpoBanaep;

KpunTtoapameep;

MoAy/b ceTeBol ayTeHTUdumKaunm (Kpuntollpo TLS);

mMoaynb 06paboTku ceptudukatos n CMS npoTtokona;

yTUAnTa BblpaboTKN BHELIHEN ramMmMmbl;

yTUANTa KOMaHAHOW CTPOKKU Ans wudposaHms ¢ainos;

yTUAMTa KOMaHAHOM CTpOKKM Ang paboTbl ¢ cepTudmkarTamu;

MoAyNb ayTeHTUdMKauMm nonb3osaTtens B foMeHe Windows;

nakeT paspaboTumka Ans ncrnonb3oBaHus npotokonos IPsec (IPsec SDK);
nakeT paspabotumka gns sctpamBanms CK3U (CSP SDK);

MOAY/b NoanepXkm nHtepderica Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel);

6ubnuoteka, obecneumBawwan nNoAkAYeHMEe U DYHKUMOHUPOBAHUE  KIOYEBbLIX
HocuTenen (RDK).

CK3U dyHKUMOHMPYET B rpynnax nporpaMmMHo-annapaTtHbiX cpea n.4.1.

CK3WN «Kpuntolpo CSP» Bepcmun 4.0 R4 hyHKUMOHMPYET Ha OAHOM M3 ABYX YPOBHEN:

YPOBEHb MPUIOXEHUS;
ypoBeHb aapa OC.

B coctaB CK3U «Kpuntollpo CSP» Bepcun 4.0 R4 BxoaAT:

6nbnunotekn dll, cepsucei, gpansepbl «Kpuntollpo CSP»;

MoAy/b ceTeBol ayTeHTudMKaumm «Kpmuntolpo TLS»;

mMoaynb «Kpuntolpo Winlogon»;

KpunTtorpaduyecknit nutepdenc «Kpmuntollpo CSP»;

MPOrpaMMHbIA AaTyMK ciydanHbix ymcen (MNACYH) ¢ mHcTtanngumen ot dusmdeckoro ACH
(®4CH) BcTpamBaeMoro nporpammHo-annapatHoro komnsekca (MAK) sawwutel ot HCA,
Bbuo[lCH, BHelLHEN raMmbl;

KOHTPO/b LE/IOCTHOCTU NpPOrpaMMHOro obecneveHus;

CUCTEMa MHXEHEPHO-KPUMTOorpadnyeckom 3awmTsl;

cuctema 3awmntbl oT HC (ucnonb3yeTcs onunoHasabHO).

5.1. CoctaB noacucrembl COK

B coctaB noacucteMbl COK BXOAAT cnepyowme KOMMNOHEHTbI:

npunoxeHune (NpuknagHoe nporpamMmHoe obecrnedeHune, ncnonbaytowee CK3N);
nHTepdenc SSPI (nogMHOXeCTBO MHTepdenca kKpuntorpaduyeckmux MpoTOKOA0B Secure
Support Provider Interface (SSPI, CryptoAPI 2.0) gns peanusaumu NpoTOKOSa CETEBOW
ayTeHTUdumkaumm TLS v. 1.0 (noa ynpasneHnem OC Windows);

mMoaynmn Hactponkm OC Windows ans obecneuenmss pyHKUmMoHnpoBaHus CK3U;

nHtepderic CryptoAPI 2.0;

cpeactea Crypt32(Win32, 64) pana obecneuyeHns pabotbl € cepTudukatamMm C
ncnonb3oBaHmeMm wuHtepderica CryptoAPI 2.0 uyepe3 kpuntorpaduyeckuii mnHTEepdenc
«Kpuntollpo CSP» nog ynpasneHnem OC Windows;

cpeactBa Capilite - ana obecneueHuss paboTtbl € ceptudumkatamm C WUCMNOJIb30BAHUEM
nHtepderica CryptoAPI 2.0 yepes kpuntorpaduuecknii nHtepdenc «Kpuntollpo CSP» noga
ynpasneHmem OC cemeinctea UNIX (Linux , FreeBSD, Solaris, AIX);

KpunTtorpaduyecknin nHtepdenc «Kpmuntollpo CSP»;
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— WTaTHble MHTepdeNnChbl KIKYEBbLIX HOCUTENEN;
— ASN.1 - cucrtema KogmMpoBaHus/aekoaMpoBaHus AaHHbIX B ¢dopmaTax ASN.1.

CoctaB moaynen CK3W n noacucrtemol nporpaMmHoin COK ans COOTBETCTBYIOLWMX NPOrpaMMHO-
annapaTHbIX Cpef KOHKpeTusupyeTca B gononHeHuax XXTAM.00087-03 91 02, XKTAKM.00087-03 91
03, XKTAK1.00087-03 91 04, XXTHAKM.00087-03 91 05, XXT5KN.00087-03 91 06, XT5AKN.00087-03 91 07,
XKTSAN.00087-03 91 08, XTHAN.00087-03 91 09, XKTAN.00087-03 91 10 Kk HacToALWEMY AOKYMEHTY.
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6. KoHTponb yenoctHoctu NO CK3U KpunTtollpo CSP

KOHTpOnb LENocTHOCTU AMcTpubyTuBa obecrneymBaeTcs nMpu MoMoWKM yTuUnuTbl cpverify.exe,
NoJly4YeHHOI foBepeHHbIM CNoco60M B COOTBETCTBUM C MpunoxeHnem 1.

CK3W Kpuntolpo CSP no3BonsieT oCcyLwecTBNsATb AMHAMUYECKUA KOHTPOb LenoctHocTh MO.

15



XKTAN.00087-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

7. TpeboBaHMA NO BCTpaMBaHUIO U ucnosibsosaHuto MO CK3U

BcTtpameanme CK3W B 3awmwaemble MHPOPMALMOHHbIE CUCTEMbI AO/HKHO MPOU3BOAUTHLCS B
cooTBeTCcTBUM C MonoxeHnem MK3-2005. BcTpanBaHme A0MXKHbI NPOBOAUTb OpraHu3aunm, nMmerolue
JIMLEH3UI0 Ha NpaBo NpoBeaeHUs Taknx pabor.

Mpu co3pgaHnM 3aWMLEHHON MHDOPMAUNOHHON CUCTEMbI AOJIXKHbI ObITb ONpeaeneHbl MoAesb
BO3MOXHbIX Yrpo3 W MoAuTMKa ee 6e3omacHocTM. B 3aBucMMocTM OT noamTukm 6e30MmacHOCTH
onpeaensieTca Heobxoammblli Habop KpunTorpadumyecknx GYHKUMIA M OpraHM3auMOHHO-TEXHUYECKNX
Mep, peaninlyeMbiX B CO34aBaEMON CUCTEME.

3aluTa OT 3aK/1aoK, BUPYCOB, MOANUMDUKALUN CUCTEMHOrO U npuknagHoro MO gomkHa 6bITh
obecnevyeHa UCNoOIb30BaHNEM, CPEACTB aHTUBUPYCHOW 3aLUMTbl U OPraHM3aLUMOHHbIX MEPOMNPUSATUNA.

Mpu BcTpamBaHum CK3W Kpuntollpo CSP B npuknagHoe nporpammHoe obecnedeHune unu
MCNOJSIb30BaHUM ero B CoCTaBe CTaHAapTHOro npuknagHoro MO A0MXHbLI BbINOAHATLCA criefylowmne
TpeboBaHus:

1. TMpu wncnonb3oBaHMM OTKPbLITOrO KJ/O4a WAKM KAw4da npoBepkyn DI Ao/mkHbl  6bITb
obecneyeHbl ero aBTopusaums, AOCTOBEPHOCTb, LENOCTHOCTb U MAEHTUYHOCTb C MOMOLLbHO
npouenyp YA0OCTOBEPSIOLWEro LeHTpa.

2. Tpn wucnonb3oBaHMM cepTUGUKATOB OTKPLITbIX KAKOYEeNn W Ka4ven nposepkn I,
3aBepeHHbIX MNOAMUCbID AO0BEPEHHON CTOpPOHbl, Ao/MkHa 6biTb obecneveHa 6e3onacHas
[OCTaBka W XpaHeHue cepTudukaTta Ki4va AOBEPEHHOW CTOPOHbI, C UCMOJSb30BaHUEM
KOTOPOro NpoBEPSAOTCS OCTanbHble cepTMdUKaTbl Katouen nposepkn I nonb3osaTenen.

3. Kpuntorpaduyeckoe cpeacrtso, C MOMOLLbD KOTOPOro MNpOM3BOAUTCSA 3aBepeHue Kitouen
nposepkn DI, OTKPbITbIX KAKOYEA WAN CMPABOYHMKOB OTKPbITbIX K/OUeln, AO0KHO 6biTb
cepTMduLUMpoBaHO NO KACCy, COOTBETCTBYHOLLEMY NPUHATON NOAUTUKE 6&30MacHOCTHU.

4. [nsa oTt3biBa (BblBOAA M3 AENCTBUA) OTKPbITbIX KAKOYEn U Ko4ven nposepku 3l AOMXKHbI
MCMoJSb30BaTbCs CpeAcTBa, MO3BOJSKOWNME NMPOM3BECTU aBTOPU3aLMIO OT3bIBaloLWeEro nmua
(B 3TUX Uenax MoxXeT 6bITb MCMONb30BaH CMNNCOK OTO3BAHHbIX CEPTU(PUNKATOB, 3aBepPEHHbIN
MM foBEpPEHHOM CTOPOHbI).

5. Tlpu Bbi3oBe npunoxeHnem ¢yHkumm CK3UW B npuknagHoM nporpamMMHoM obecrneyeHun
AO0/kKHa 6bITb NpeayCMOTpEeHa NpoBepKa KoAa 3aBepLlUEHUS Bbi3biBaeEMON QYHKLUUN.
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8. TpeboBaHusa no 3awurte ot HC4

8.1. O6wme TpeboBaHMA No opraHusauyum pabortbl no 3awumrte ot HCA

3awmTa annapaTHOro u nporpamMMHoro obecneveHns ot HCl npu yCTaHOBKE M MCNOMb30BaHUU
CK3U saBnsieTca cocTaBHOW 4acTbio obuwein 3agaum obecneyeHna 6HesonacHoCTM uHdboOpMauum B
cucTeMe, B cocTtaB koTopon BxoamT CK3U.

Hapsay ¢ npuMmeHeHmeM cpeacTtB 3awutbl oT HCA Heob6xoaAnMMO BbINOAHEHWE MNpuBeneHHbIX
HMXE OpraHM3auMOHHO-TEXHUYECKNX W aAMUHUCTPaTUBHbLIX Mep no obecnedyeHWto MpaBUIbHOMO
(dYHKLUMOHMPOBaAHUA cpeacts 06paboTkn W nepegaynm uHGOpMauMu, a TaKXe YCTaHOBJIEHUE
COOTBETCTBYIOWMX nNpaBun ans obcnyxueatowero nepcoHana, AonylweHHoro Kk pabote ¢
KOHduaeHumnanbHom nHdopmaymen.

3awmTta MHdopmaumm ot HCA posmkHa obecneymBaTbCs Ha BCEX TEXHONOMMYECKMX 3Tanax
06paboTkn MHpOpMauMn M BO BCEX pexumMax (GYHKUMOHWPOBAHUS, B TOM 4uCie NpuU NpoBeaeHun
PEMOHTHbIX U pernaMmeHTHbIX paboT.

3awmTta nHdopmaunmn ot HC pomkHa npeaycMaTpuBaTb KOHTPOJSb 3P E(EKTUBHOCTU CpeacTB
3awmTtbl oT HCA. 3TOT KOHTpPOJSb AOJ/HKEH NEepuoamnyeckn BbIMNOJHATLCA  aAMUHUCTPATOPOM
6e30MacHOCTM Ha ocHoBe TpeboBaHMI AOKYMEHTauun Ha cpeacTBa 3awuTbl oT HCA.

B opraHusaumu, askcnayatumpytowen CK3W, ponxeH ObiTb Ha3HayeH agMWUHUCTpATOp
6e30nacHOCTX, Ha KOTOpPOro BO3NarakTcs 3agaydn opraHusaumm pabor no mcnonbsosaHuto CK3U,
BblpaboTKM COOTBETCTBYIOLWMX MHCTPYKUWIA A4S NOSb30BaTeNien, a TakXe KOHTPOb 3a cobnogeHneM
TpeboBaHuii no 6esonacHocTw.

AOoMUHUCTpaTop 6€30NacHOCTM He A0NXKEH MMETb BO3MOXHOCTM AOCTYyNa K KOH(unaeHUNanbHoOM
MHdOpMaLUN Mosib30BaTeNen.

MpaBom poctyna Kk paboumm Mectam C ycTaHoBneHHbiMM CK3W pgonxHbl obnagatb TOMbKO
onpepeneHHble  Ang  3KCnslyatTauMu  uvua,  npowejlwimne  COOTBETCTBYHLWYH — MOArOTOBKY.
AOMUHUCTpaTOp 6€30MacHOCTM AO/HKEH 03HAKOMUTb KaXAoro nosb3oBaTens, npuMeHstowero CK3U, ¢
hokyMeHTaumen Ha CK3U, a Takxke C ApPYrMMM HOPMaTMBHbIMKM LOKYMEHTaMWu, CO34aHHbIMW Ha eé
OCHoBe.

8.2. Tpe6oBaHM1s NO pa3MeLleHUI0 TEXHUYECKUX CPEeACTB C YCTAaHOBJIEHHbIM
CK3M

Mpn pasMelleHnn TeXHUYECKNX CpeacTB C yCcTaHoBneHHbIM CK3U:

— JonxHbl ObITb MNPUHATBI MEpbl MO WCKOYEHUIO HECAHKLUMOHMPOBAHHOIO A0CTyna B
nMoMeweHnsl, B KOTOPbIX pasMelleHbl TeXHUYeCKue cpenctBa C YyCTaHoBneHHbIM CK3U,
MOCTOPOHHUX ML, MO poAy CBOEN [AesaTeNlbHOCTM He SBAAKWMXCS nepcoHasoMm,
aonyuwleHHbIM Kk pabote B 3TMX noMmeweHuax. B cnyyae HeobxogmMMoOCTU NpPUCYTCTBUS
MOCTOPOHHUX JINL B YKa3aHHbIX MOMELLEHMAX AO/MKEH OblTb 0becrneyeH KOHTPOsSb 3@ UX
nencTemsaMm U obecrneyeHa HEBO3MOXHOCTb HEFATUBHbIX AENCTBUIN C UX CTOPOHbLI Ha CK3U,
TeXHM4yeckne cpeactsa, Ha KoTopbix 3akcnayatupyetrca CK3UM  wn 3awmwaemyto
nHdopmMauumio.

— [JonxkHbl 6bITb NPUHATLI MEPbI, UCKKOYAKOWNE HECaHKLMOHUPOBAHHOE BCKPbITUE KOPMNYCOB
MU cpeacTts, Bxoaswmx B coctas CK3U.

— BHyTpeHHsq nnaHWpoBKa, pacrnoflioXeHMe W YKOMMJEeKTOBaHHOCTb paboumx MecT B
NoMeLLeHMSX AOMKHbI obecneunBaTb UCNONMHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX UM
KoHduMaeHUManNbHbIX AOKYMEHTOB U CBEAEHUN, BKAKOYASA KAKOYEBYIO MHOpMaLUUIO.
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PasmeweHne CK3UW «Kpuntollpo CSP» Bepcun 4.0 R4 B MOMeLWEHUsX, B KOTOPbIX
ocyuwiectBnsietcs o6bpabotka wuWHPOpMauum, coaepXXawen CBeAeHus, CocTaBnsowme
rocy4apCTBEHHYIO TaliHy, OCYLLECTBASETCA YCTaHOBNEHHbIM MOPSAKOM.

CK3N «Kpuntollpo CSP» Bepcun 4.0 R4 BBOAMTCA B 3KCrjayaTauvio U BbIBOAUTCA U3
3KCnayaTaumm B COOTBETCTBMU C AOKYMeHTaumnen Ha CK3N.

8.3. Tpe6boBaHusa no ycraHoske CK3U, obwecucremMHoro u cneuuanbHoro No
Ha N3BM

1.

M3BM, Ha koTopbiXx wucnonbdyetrca CK3W, pomxHbl 6biTb aonyweHbl Ans obpaboTku
KoHduaeHUManbHON uWHQopMauum no  geucteywowunMm B Poccuinckon  ®depepaunm
TpeboBaHMAM Mo 3awmnte nHbopMaumm OT yTeUkn No TeXHUYECKUM KaHanaM, B TOM yucne,
no kaHany ceasn (Hanpumep, CTP-K), c yyeTtoM mogenu yrpo3 B MHGMOPMaLMOHHOM
CUCTEME 3aKa3uuka, KOTOpbIM A0/MKHO npoTtuBocToATb CK3U «Kpuntollpo CSP» Bepcumn
4.0 R4.
Nuctannaumsa CK3WN «Kpuntollpo CSP» Bepcun 4.0 R4 Ha paboumx MecTtax A[OJKHA
MpoOVU3BOANTbLCS TOJSIBKO C ANCTPMOYTMBA, MOSIYYEHHOIO MO AOBEPEHHOMY KaHany.
K ycraHoBke o6LllecMcTeMHOro M crneuuanbHOro nporpaMMmHoro obecneyeHuns, a Takxke
CK3MN «Kpuntollpo CSP» Bepcum 4.0 R4, ponyckaioTcsa uvua, npowejlme
COOTBETCTBYIOLLYIO MOAMOTOBKY U U3YyUMBLUME AOKYMEHTaUUK Ha cooTBeTcTeylowee MO u
Ha CK3W.
Ha TexHu4yeckmx cpeacrtsBax, npegHasHaudeHHbix ans pabortbl ¢ CK3WM, wncnonb3oBaTb
TOJIbKO NMLEH3NOHHOE NporpaMMHoe obecneveHne pupM-n3roToBUTENEN.
Mpn yctaHoBke MO CK3WM Ha M3BM pomkeH 6biTb obecrneyeH KOHTPOJSb LIeNOCTHOCTU U
aocrtoBepHocTb anctpmbytmnea CK3UM n coBmecTHo noctasnsgembix ¢ CK3N komMnoHeHT COK.
Ha M3BM He posxHbl yCTaHaBamBaTbCa cpeactBa paspabotkm MO wm otnagumkn. Ecnm
CpeAcTBa OTNAAKW  MNPUIOXKEHUN  HYXHbl AN TeXHoNormyeckmx notpebHocTen
OopraHusauunm, To UX UCNOSb30BaHUE AO/MKHO 6bITb CaHKLUMOHWUPOBAHO aAMWHUCTPATOPOM
6e3onacHocTn. MNpu 3TOM AO0MKHbI 6bITb peann3oBaHbl Mepbl, NCKAKYaLWmMe BO3MOXHOCTb
MCMoJIb30BaHUA 3TUX CPeacTB AN peAakTupoBaHus koga v namMatn CK3U n npunoxeHun,
ncnonb3ytowmx CK3U, a Takxe ansg npocMoTpa koaa v namatn CK3U v npunoxeHun,
ncnonb3ytowmx CK3U, B npouecce obpabotkm CK3WN 3awmwaemon mHhopmaumm m/mnm
Mpw 3arpy>eHHon K4YeBon nHhopMaunm.
Mpu yctaHoBke nporpammHoro obecnedyeHns CK3WN «Kpuntollpo CSP» Bepcuu 4.0 R4
cneayer:
lMpeaoycMoTpeTb  Mepbl, UCKIKOYaKOWMe  BO3MOXHOCTb  HECaHKUMOHWPOBAHHOMO  He
obHapyXunBaemMoro W3MeHeHUsa annapaTHOM 4acTU TeXHUYECKUX CPeacTB, Ha KOTOpbIX
yctaHoBneHol CK3W (Hanmpumep, nyTem onevyaTbiBaHUs cUCTeMHOro 6noka m pasbeMoB
N3BM).
Mocne 3aBeplieHna npouecca YCTAHOBKM AO/MKHbI  OblTb  BbIMOMHEHbl  AENCTBUS,
HeobxoamMble  ANs  OCYLLEeCTBIeHUs NepuoanYeckoro  KOHTPOAs  LEOCTHOCTH,
yctaHoBneHHoro MO CK3W, a Takxe ero oKpy>XeHusi B COOTBETCTBUMWN C AOKYMEHTaUNEN.
MporpamMHoe obecnedveHne, yctaHasnmBaemoe Ha MIBM ¢ CK3U, He AO/MKHO copepxaTb
BO3MOXHOCTEN, NO3BONAOLLUNX:

o MoauduuMpoBaTb COAEPXMMOE NPOU3BOJIbHbIX obnacTter namaTu;

o MoamduumpoBaTb COBCTBEHHLIN KOA N KOA APYIrMX MoANporpaMm;

o MOAUMDUUMPOBATbL NaMATb, BbIAENEHHYIO ANS APYrUX NOAMNPOrpamm;

o nepepasaTb ynpasreHne B 06nacTb COOBCTBEHHbIX JAaHHbIX W AAHHbIX APYrnx

noanporpaMm;
0  HEeCaHKUMOHMPOBaHHO MoauMduumpoBaTb dannbl, cogep)xaline NCNosHIeEMbIE KoAbl
MpU NX XpPaHEHUU Ha XECTKOM AUCKE;
o NOBbIWAaTb NMpenocTaB/iEHHbIE NPUBUIETUN;

18



XKTAN.00087-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

o MoauduumpoBaTb HacTpoiku OC;
o  MCNonb30BaTb HEAOKYMEHTUPOBaAHHbIE dMpMoi-pa3paboTunkom dyHkumm OC.

8.4. Mepbl no obecneueHmio 3awmnTtbl oT HC4

Mpn ncnonb3oBaHumn CK3W A0MKHbBI BbIMOSHATLCSA C/EAYOWME Mepbl MO 3aluuTe MHpopMaLmm

oT HCAO:

Heobxoanmo paspaboTaTb M MNPUMEHUTb MONIUTUKY HA3HA4YeHUs WU CMeHbl naposen (Ans
Bxoga B OC, BIOS, npu wudpoBaHMM Ha napone u T.4.), UCNOSb30BaTb (GpuAbTpbl Naponen
B COOTBETCTBMW CO C/eayoWnUMn npaBuiaMn:

o ANMHa napons AoskHa 6bITb He MeHee 8 CUMBOJIOB;

o B uucie CMMBOJIOB nNaponsd o6s3aTesibHO A0/HKHbl MNpUCYTCTBOBaTb 6OyKBbl B
BEPXHEM N HMXHEM perncrtpax, umdpbl 1 cneuuanbHble cumeonbl (@, #, $, &, *, %
nT.0.);

o Napofiib HE AO/KEeH BKAo4aTb B cebs nerko BblYMCNsieMble COYETaHMS CMMBOSIOB
(nmeHa, dammnum 1 T. 4.), a Takke obwenpuHATble cokpaweHus (USER, ADMIN,
ALEX nT. 4.);

o MNpW CMEeHe napoJjia HOBOE 3HA4YeHMe [AO/HKHO OTNM4YaTbCA OT npeablayliero He
MeHee YyeM B 4-X No3nunsax;

JINYHBIA Napo/b Nosb30BaTeNlb HE MMeeT NpaBa coobwaTtb HUKOMY;
NepuoanYHOCTb CMEeHbl Napons onpeaenseTcs NpPUHATON NOMNTUKOM 6e3onacHoCTH,
HO He AoNXKHa NpeBbiwaTbh 6 MecsiLueB.
yKasaHHas nonutuka obsAsaTenbHa AN8 BCEX YYETHbIX 3anucen, 3aperncrpMpoBaHHbIX B
OC.
cpeacteamm BIOS posnkHa 6bITb MCKKOYEHA BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnun
BO BpeMsi €€ Ha4yaNibHOM 3arpy3kKn He NMpoXoAsiT BCTPOEHHbIe TeCTbl.
aaMmHucTpatop 6e3onacHoCcTM (ecim OH MMeEETCsA) HeCceT NEepPCOHasibHYH OTBETCTBEHHOCTb
3a XpaHeHMe JINYHbIX KAK4YeBbIX HOCUTENEN NONb30BaTeNnen.

Mpwn skcnnyataunm CK3/ 3anpeLieHo:

OCTaBNATb 6e3 KOHTPOJS BbIYUCIUTENbHbIE CPEACTBA, Ha KOTOPbIX 3KkcnayaTupyercs CK3U
(B TOM umcne cMapT-KapTbl), nocne BBoga kKnaw4yeBon wuHdbopmaumm nmMbo MHOM
KOHUAeHUManbHON nHdopmaumu;

BHOCUTb Kakune-nnbo nameHeHuns B nporpammHoe obecneyeHne CK3WU;

OCYLWEeCTBNATb HeCaHKUMOHUPOBAHHOE aAMMHUCTpaTopoM 6e30MacHOCTM  KOMNupoBaHue
KHOYEBbIX HOCUTENEN;

pa3srnawaTb COoAepXMMOe HOoCcuTenen knaw4deeson wuHdoOpMauum uAn nepefaBaTb CaMU
HOCUTENMU NMLAM, K HAM He AOMNYLEHHbIM, BbIBOAUTb K/IOUYEBYIO MHMOPMALMIO Ha AUCNIEN,
MPUHTEP UHble cpeacTBa oTobpaxkeHus nHdopmauunm;

NCNoab30BaTb KtoueBble HOCUTENu B pexunmax, He npeayCcMoTpeHHbIX
dyHKUMOHMpoBaHueMm CK3WN;

3anucbiBaTh Ha KJKOYEBbLIE HOCUTENN NOCTOPOHHIOK MHMOPMaLULO.

AaMUHUCTpaTop 6e30MacHOCTM AOMXKEH CKOH(UrypupoBaTb OMNepauluoHHYI0 CUCTEMY, B cpeae
KOoTopon niaHmpyetcs mcnonb3oBatb CK3U, n ocywecTtBnsaTb NEpUOSNYECKUI KOHTPOJIb CAENaHHbIX
HacTpoOeK B COOTBETCTBMUM CO cneayrowmmm TpeboBaHnsaMn:

He MCcnosb30BaTb HECTaHA4APTHbIE, U3MEHEHHble UK oTnago4vHble Bepcun OC;

WNCKNOYNTb BO3MOXHOCTb 3arpy3km n mcnosbsoBaHmna OC, OT/IMYHOW OT NpeayCMOTPEHHOMN
WwTaTHon paboToii;

WUCKIKOYNTb BO3MOXHOCTb YAA/I€HHOr0 yrnpasaeHus, agMMHUCTPUPOBaHUSA N Moandukaummn
OC un eé HacTpoek;

Ha MN3BM gonHa 6bITb YCTAaHOBJIEHA TONIbKO OAHa OrnepauMoHHast CUCTeMa;

19



XKTAN.00087-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

— MnpaBOM yCTaHOBKM W HacTporikm OC u CK3WN pomxeH obnagaTtbe TONbLKO agMUHUCTpATOP
6e30nacHoCTH;

— BCe Heucnonb3yeMmble pecypcbl CUCTEMbl HEOHXOAMMO OTK/OUNTL (MPOTOKOSbI, CEPBUCHI U
T.M.);

—  pexumbl 6e3onacHocTn, peanusoBaHHble B OC, [0/MKHbl O6biTb  HACTPOEHbl Ha
MaKCMMasibHbIA YPOBEHb;

— BCeM nonb3oBaTensaM W rpynnam, 3apernctpmposaHHbiM B OC, HeobxoAUMMO Has3HauuTb
MWHUMaNbHO BO3MOXHbIe A/ HOpManbHOW paboTbl NpaBa;

— HeobxoAMMO NpeaycMOTpeTb Mepbl, MakCMManbHO OrpaHu4YmMBatoWme AOCTYN K cneayowmm
pecypcaM cucteMbl (B COOTBETCTBYHOLLMX YCI0BUSAX BO3MOXHO MOJSIHOE yaasieHne pecypca
WM ero HeMcnonb3yeMon 4acTmn):

CUCTEMHbIN peecTp;

dannbl n Katanoru;

BpeMeHHble ainbl;

XXYPHasbl CUCTEMbI;

dannbl NogKayvku;

Kawmnpyemasa nudbopmaumsa (naponuv u T.n.);

o OTnago4Has nHdopMmaums.

— KpOMe TOoro, Heob6xoAMMO opraHusoBaTb CTMpaHue (Mo OKOH4YaHMK ceaHca paboTbl CK3N)
BpeMeHHbIX dannos n dannos noakavkun, dopMumpyeMbiX WAM MOAUDULUNPYEMbBIX B
npouecce pabotel CK3W. Ecnn 3TO He BbINOAHWMMO, TO HA >XECTKUA AUCK AONXKHbI
pacnpocTpaHaTbCcsa TpeboBaHMSA, NpeabsBiseMble K KYEBbIM HOCUTENSM;

— [O/MKHO 6biTb WMCKKOYEHO nonagaHuve B CUCTEMY MpOrpamMM, MO3BOMSAKLWMX MOBbIWATb
npenocTaB/fieHHble NpUBUIErnn 3a cyet owmnbok B OC;

— HeobXxoAMMO perynsipHoO ycCTaHaBAMBaTb NakeTbl 06bHoBNeHus 6e3onacHoctn OC (Service
Packs, Hot fix u T.n.), 06HOBNATbL aHTUBUPYCHble 6a3bl, a TaKXe unccnegoBaTb
MHdOpPMaLUMOHHbIE pecypCbl MO BOMpPoOCaM KOMMbIOTEPHOM 6e30nacHOCTM C  Uenblo
CBOEBPEMEHHON MMHUMM3ALMKM OMaCHbIX NOCNEACTBUI OT BO3MOXHOMo Bo3aencTeusa Ha OC;

— B cnyyae noakntodeHus M3BM ¢ ycrtaHoBneHHbiM CK3WM k 06WWenoCTynHbIM CeTaM
nepefavm AaHHbIX, HEOb6X0AMMO UCKIKUYUTbL BO3MOXHOCTb OTKPbITUS U UCMNOSTHEHUS
dainnoB n ckpmntoBbiX 06bekTOB (Hanpumep, JavaScript, VBScript, ActiveX), nony4deHHbIx
M3 obwenocTynHbiX CeTen nepegavn JdaHHbIX 6e3 npoBeaeHus COOTBETCTBYIOLMX
NpoOBEPOK Ha nMpeaMEeT COoAEepXaHus B HUX MPOrpaMMHbIX 3akfagoK W BUPYCOB,
3arpy>aembix U3 CeTu;

— npu ncnonb3osaHmn CK3W Ha MIBM, noak/to4YeHHbIX K 06WeA0CTyNHbIM CETSIM CBSA3K, C
uenbl UCKIYEHUS BO3MOXHOCTM HECAHKLUMOHMPOBAHHOINO A0CTyna K CUCTEMHbIM
pecypcaM WCnosib3yeMblX OMepauMoHHbIX CUCTEM, K nNporpaMMHoMy obecneyeHunio, B
OKpYXeHun KoToporo ¢yHkumoHnpytot CK3W, u Kk komnoHeHTam CK3UM coO CTOpOHbI
YKa3aHHbIX ceTel AOKHbl UCNOAb30BaTbCA AOMNOJSIHUTENbHbIE METOAbl U CpeACcTBa 3alunThbl
(HanpuMep, yCTaHOBKa MeXCeTeBblX 3KpaHoB, opraHmsaumsa VPN ceten mn 1.n.). MNpn 3TOM
npeanoyTeHMe AO/MKHO OTAaBaTbCA  CpeacTBaM  3aluThl, WMeWMM cepTudukar
YMOJIHOMOYEHHOI0 OpraHa no cepTudukaumu;

— OpraHusoBaTb M WCMNO/b30BaTb CUCTEMY ayauTa, OpraHM3oBaTb pPerynsipHbii aHanus
pe3ynbTaToB ayauTa;

— OpraHusoBaTb WU UCMNO/b30BaTb KOMMJEKC MEPONPUATUIA aHTUBMPYCHOW 3aliuThl;

— [OMXHO 6bITh 3anpelleHo ucnonb3osaHne CK3WM ansa 3awmTel pevyeBon MHdopMaumn;

— pomkHa 6biTb 3anpeweHa pabota CK3UM npu BkAo4YeHHbIX B NM3BM wTaTHbIX cpeactBax
BbIX04a B paanoOKaHan.

o O O O O O
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3anpeLljeHo:

—  WCMOJIb30BaTb K/OUM C UCTEKLLINM CPOKOM AENCTBUS;

—  OCYLLeCTBNATb HECAHKLNOHUPOBAHHOE KOMUPOBAHUE KIIHOYEBbLIX HOCUTENEN;

— pasrnawartb COAEepXUMOE HocuTenen Knw4veBon wuHdbopMaumu wam nepenasaTb CamMu
HOCUTENU AnLUaM, K HUM He AONYLWEHHbIM, BbIBOAUTb KAKOYEBYIO MHMOPMaUMIo Ha amcnnemn
M NpuHTEp (3a UCKJIIOYEHMEM CllyvaeB, NpeayCMOTPEeHHbIX AaHHbIMM NpaBunamMm);

— BCTaBNATb  KJ/OYEBOM HOCUTENb B  YCTPOMCTBO CUMTbIBAHMS B pexumax, He
npeayCMOTPEHHbIX WUTATHbIM PEXMMOM UCMNO/Ib30BaHUS K/IIOYEBONO HOCUTENS;

— noakntyaTtb K MOBM gononHUTeNbHbIE YCTPONCTBA U COEAUHUTENN, HE NpeAyCMOTPEHHbIE
LWTAaTHOW KOMMJIEKTAUMEN;

— paboTaTtb Ha M3BM, ecnn BO BpeMs ero Ha4dajlbHOW 3arpy3ku He npoxXoAuT BCTPOEHHbIN
Tect O3Y, npeaycMoTpeHHbI B NMOBM;

— BHOCUTb Kakne-nnbo usMeHeHus B NnporpammHoe obecneveHme CK3U;

—  WU3MeHATb HaCTpPOMKM, YCTaHOBJNIEHHbIE nporpamMmmMoim YCTaHOBKM CK3K nnm
aAMUHUCTPATOpPOM;

—  WCMoJ1b30BaTb CMHXPOMOCHISIKKN, BbipabaTbiBaeMble He cpeactBamm CK3U;

— obpabaTtbiBaTb  Ha M2BM, ocHaweHHon  CK3MWH, MHpOpMaUKUo,  coaeprkallyto
rocyaapCTBEHHYIO TanHy;

—  uCnosb3oBaTb 6biBWIME B paboTe Kato4veBble HOCUTENN 4SS 3anMcy HOBOM nHdbopmaunm 6e3
npeaBapuTENbHOIO YHUUYTOXEHMS Ha HUX KtoveBon MHgopmaunm cpeactsamm CK3U

—  OCYLLEeCTBNSATb HECAHKLMOHNUPOBAHHOE BCKPbITME CUCTEMHbIX 610K0B MIBM;

— TMPUHOCUTL U WUCMONb30BaTb B MOMewWweHnn, rae pasMmeweHbl cpeactea CK3U,
paanoTtenedoHbl W Apyryl paguonepegatwowyto annapatypy (TpeboBaHme HoCuT
pekoMeHAaTenbHbIN XapakTep).

AnnapaTtypy, Ha KoTopoW ycTaHaBnmBaeTca CK3W, peKoMeHayeTcs NpoBEPUTb Ha OTCYTCTBUE
annapaTHbIX 3aK1aAokK.

8.5. lecTBMA NpnU KOMNpOMETaLuum Kato4uen

B cnyuyae koMnpoMmeTaumm knw4der no GakTy KOMMNpoOMeTauuu [AOSIXKHO 6biTb MNpoBeAeHO
cnyxe6bHoe paccrnegoBaHne. CKOMMPOMETMPOBAHHbIE KJTHOUYM BbIBOASATCA U3 AENCTBUS.

BbiBeaeHHbIE U3 AENCTBUA CKOMMNPOMETUPOBAHHbIE K/HOUEBbIE HOCUTENWU MOCNE MNPOBEAEHUSA
CNy>KebHOro paccnefloBaHNsA YHUUYTOXAKTCA, O YeM [eNaeTcsa 3anucbk B «XXypHane nosb3oBaTens
ceTu».

CkoMMpoOMeTMpOBaHHbIE K/OUM NoanexaT 3aMeHe.

MoapobHbie p[encTBMS NpuM  KOMOpoMeTauuMm Kaw4ven onumcaHbl B n. 8.8 [AOKYMeHTa
«XKTAN.00087-03 91 01. PykoBoacTBo aaMuHUCTpaTopa 6esonacHoctn. Obwas vacTb.»

8.6. TpeboBaHua no noaknroueHnto CK3U ana pab6otbl no ob6wef0CTYyNHbIM
KaHanam nepegadm AaHHbIX

Mopsagok noakntoveHnsa CK3UM k kaHanam cBA3M AoskeH 6bITb onpeaeneH akcnnyatTupytowen
opraHusauuen. JiMuoMm, OTBETCTBEHHbIM 3a 6e3onacHocTb pabotel CK3M no o06wenoctynHbiM
KaHanaM, Kak npaBuno, 4omkeH 6bITb agMUHUCTpaTop 6e30nacHOCTY.

Mpu noakntoyeHmn CK3WM k o6WwenoCcTynHbIM KaHanaMm nepefayn AaHHbIX AO0/HKHA 6biTb
obecneyeHa 6e30MNacHOCTb 3alUMLLEHHOWN CBSA3WU. MpK 3TOM AO/KHbI 6bITb ONpeaeneHsb:

— nopsgok nogkntodeHns CK3U k kaHanawm;
— MU0, OTBETCTBEHHOe 3a 6e30nacHOCTb paboThl NO 06LWEeA0CTYNHbLIM KaHanam;
—  TWMNOBOW perfliaMeHT 3aWMWEeHHON CBA3W, BKIKOYAOWMNA:
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NOANTUKY 6€30MacHOCTUN 3aLLMLLEHHON CBA3MN;

AOMYCTUMBbIN COCTaB MNpUKIaAHbIX MPOrpaMMHbIX CpPeAacTB, AN KOTOPOro AO/IKHO ObiTb
nccnegoBaHo M 060CHOBAHO OTCYTCTBME HeraTuBHOro BaMsHUs Ha CK3WM no kaHany
nepegayn AaHHbIX;

nepeyeHb AOMYCTUMbIX CETEBbIX MPOTOKOJIOB;

3alWMTy CeTeBblX coeanHeHn (nepedeHb AOMYCTUMbIX CETEBbIX 3KPaHOB);

cucTtemMa m cpeactsa aHTUBMPYCHOW 3aLMUThI.

MepeyeHb cTaHAapTHbIX cpeacte OC MoOXeT BKAKOYATLCA AAMUHUCTPATOPOM B TUMOBOM
pernaMmeHT 6e3 npoBeaeHMs AONOSHUTENbHBIX UCCNeaoBaHM No oueHke ux BamsHuSa Ha CK3U. Mpu
3TOM [AOJIXHbI BbIMOSTHATHCS

— CBOeBpeMeHHOe 06HOBfIeHMEe NMPOorpaMMHbLIX CPEeACTB, BK/IKOYEHHbIX B COCTaB pernamMeHTa;
— KOHTpO/b cpeabl dyHKUMoHMpoBaHusa CK3U;

— orpejesieHne N KOHTPOJIb 3a UCMOJIb30BaHMUEM CETEBbIX NMPOTOKOJIOB;

— cobnogeHue npasun nonb3oBaHusa CK3U u cpepon dyHkunoHnposaHmnsa CK3N.

domxeH 6bITb obecneyeH OpraHM3auMOHHO-TEXHUYECKUIA  KOHTPO/SIb  3aMpoCcoB  Ha
yCTaHOBNEHNE coeaAnHeHnss aboHeHTOB Mo NpoTokony TLS ¢ ucnonb3oBaHMeM 3EMEPHbLIX KJHOYeEN,
WCKJTIOYAOLWMX BO3MOXHOCTb WUCMOJSIb30BaHMS abOHEHTOM He CBOMX aTpubyToB coeamHeHus (Takue,
kak Client_Id n 1.n.).

Mpn wuncnonb3oBaHum CK3M ¢ gpyrmmm  ctaHapTHbIMM  NPOrpaMMHbIMUM  CpeacTBamMu
BO3MOXHOCTb noakntoveHns CK3MN k obwenocTtynHbIM KaHanam nepefaym AaHHbIX A0J/KHA 6biTb
BO3MOXHa TOJIbKO MNOCne npoBeAeHus AOMNOSHUTESbHbIX MCCefoBaHM C OUEHKOM HeraTuBHOro
BNMSHUSA Hapywutenss Ha dyHkumoHmpoBaHme CK3W, ucnonb3ytowero cpeacrsa ob6WwenoCcTynHbIX
KaHasnos.

Mpn ycTaHoBKe MapaMeTpoB, MO3BOJMIAIOWMX CO34aBaTb COEAMHEHUS, OTNIMYHbIE OT
KpunTorpadmnyeckn sawuiieHHbiX, B COOTBETCTBUM C HAcToswMMKn npasunamm (TLS-coeanHeHue Ha
ocHoBe cepTudunkaTos katoyen FOCT P 34.10-2001, TOCT P 34.10-2012), aonxHbl 6bITb NPUHATLI MEPHI,
ncKkayawwme ytedky Tpebyrowen 3awmTbl MHPOpMaumm C 3awumwaemoro obbekTa uMHdopmauun. lMposepka
AOCTaTOYHOCTU MPUHATBLIX Mep 3alunTbl NPOBOAMTCS Npu atrectaumm obbvekTa uHdbopmaTusaumm ¢ CK3U no
TpeboBaHnaM MHpOpMaLmMoHHOM 6e3onacHoCTy.

8.7. Tpe6boBaHua No ncnosb3zosaHnio B CK3U nporpaMMHoO-annapaTHbIX
cpeacTts 3awmTtbl oT HCL4

B KkauectBe nporpaMMHo-annapaTtHbiXx cpeacTs 3awmTtel oT HCA B CK3UW  mMoxet
NCNoAb30BaTbCA cepTUdUUMPOBAHHBIN 3NEKTPOHHbIM 3aMoOK «Cobonb», nporpaMmMHo-annapaTHbIi
komnnekc «KPUMTOH-3AMOK», AMA3 «Akkopa» n AlNMA3 «MAKCNM-M1».

DNEeKTPOHHbIN 3aMok «Co6onb» NpeaHa3HauyeH Ana OpraHuMsauuu 3aWuTbl KOMMblOTEpPA OT
BXO/la MOCTOPOHHUX Mofb3oBaTtenei. Noa NOCTOPOHHUMK NOMb30BATENAMU NMOHMMAOTCS BCE NMLA, HE
3aperucTpMpoBaHHble B CUCTEME 3MIeKTPOHHbIN 3aMok «Co6osb» Kak MoJib30BaTeNM [AaHHOro
KOMMbloTepa.

DNEKTPOHHbIN 3aMoK «Cob60Mb» UCMOMb3YETCS Ha CeaylWnX niatdopmax:

— Windows (nnatdopma IA32);
— Linux (nnatdopma IA32);

— FreeBSD (nnatdopma IA32);
— Solaris (nnatdopma IA32).

DNEKTPOHHbIN 3aMok «Cobonb» obecneumBaert:

— perucrpaumio  nonb3oBaTenel  KOMMbOTEPA W Ha3HA4YeHMe WM NEepCOHasbHbIX
MOEHTU(OUNKATOPOB M NapoNien Ha BXO4 B CUCTEMY;
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— 3anpoC nMepcoHanbHOro wuAeHTUdUKATOPAa W Napons MNonb30BaTeNs Npu  3arpyske
KOMMNbIOTEPA;

— BO3MOXHOCTb 6/10KMpPOBaHMS BXO4a B CUCTEMY 3aperncTpMpoBaHHOMO Nnosib3oBaTens;

— BeAEeHMEe CUCTEMHOro XypHana, B KOTOPOM TMPOM3BOAUTCSA perucrpaumst cobbitui,
MMEKLWMX OTHOLLIEHNE K 6€30MacHOCTN CUCTEMBI;

— KOHTPOJib LIeNIOCTHOCTU (haisioB Ha XecTKoM ancke (Tonbko B OC Windows);

— KOHTPOJib LIeNIOCTHOCTU (PU3NYECKUX CEKTOPOB XeCTKoro ancka (tonbko B OC Windows);

— annapaTHyl 3aWwuTy OT HEeCaHKUMOHMPOBAHHOW 3arpy3ku OMNepauuMoOHHOM CUCTEMbI C
rmékoro anmcka n CD-ROM aucka.

YCcTaHOBKa M HACTpolKa 3N1eKTPOHHOro 3amka Ha APM nonb3oBaTens A0/HKHA NMPOU3BOAUTLCS
B COOTBETCTBMM C IKCMJIyaTaUMOHHOM AoKyMeHTauuen. Nepea akcnayaTaunen aNeKTpOHHOro 3aMKa B
coctaBe APM nonb3oBatens Heob6XoAMMO O3HAKOMUTbCA C KOMMJIEKTOM AOKyMeHTauun (B
cooTBeTCTBMM C nacnoptoM YBAJI.00300-04 NC/ KbBAX.468243.067) Ha paHHbIA KOMMJEKC M
NPUHATL peKoMeHAyeMble B JOKYMEHTaUUM 3alUTHbIE OpraHU3auMoHHbIE Mepbl.

HacTpoilka  2NeKTpOHHOro 3aMka Ha  TpebyeMylo  KOHpurypauuito  BbINONHSAETCS
aAMUHUCTpaTopoM 6e30macHOCTM. HacTpolika AO0/HKHA WCKAYaTb BO3MOXHOCTb BMellaTenbCTBa
nonb3oBaTeNis B MNPOLECChbl 3arpy3kuM OnepaumoHHOM cUCTeMbl M npuknagHoro MO u npoBepkwu
LLeSTOCTHOCTM NPOrpaMMHON cpeabl.
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9. YctaHoBka auctpubytmnsos MO CK3U

YctaHoBka IO «Kpuntollpo CSP» Bepcun 4.0 R4 B 3aBUCMMOCTM OT UCMNOSIb3yEMON
naaTdopMbl NPON3BOAUTCS B COOTBETCTBMM C gononHeHusMu XTAN.00087-03 91 02, XTAN.00087-
03 91 03, XXTAM.00087-03 91 04, XTAN.00087-03 91 05, XXTAN.00087-03 91 06, XTAN.00087-03
91 07, XT4K.00087-03 91 08, XKTAWM.00087-03 91 09, XKTHAWN.00087-03 91 10 K AOKYMEHTY
XTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoacCTBO agMuHucTpaTopa 6e3onacHoctn. O6uwas
yacTb».

YcTtaHoBka anctpubytma Kpuntolpo CSP ao/kHa Npou3BOAUTLCA MOSIb30BaTENEM, UMEIOLLNM
npaBa aagMUHUCTpaTopa.

Mepen ycTaHOBKOM HEOH6XOAMMO OCYLLECTBUTbL KOHTPOJb LLeNIOCTHOCTM YCTaHOBOYHbLIX MOAY/EN
anctpnbytmea npum nomowm yTunuTbl cpverify.exe, Bxoaswen B coctaB auctpmbytmea CK3U
Kpuntollpo CSP.
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10. HewTtaTHblEe cuTyauuu npm akcnnayatauum CK3U

Huxe npuBeaeH OCHOBHOW MepeyYeHb HeWTaTHbIX CUTyauui M COOTBETCTBYHOLIME AEUCTBUS
nepcoHasna npu Ux BO3HUKHOBEHUN.

Tabnuua 1 - [lencTBus nepcoHana B HELTATHbIX CUTYyaUUsAX

N°n/n | HewTaTHasa cutyaums

[encTemna nepcoHana

3BaKyaums, yrposa
HanageHus, B3pbiBa U
T.M., CTUXUNHbIE
6encrteuns, aBsapumn
obLiero xapakrtepa B
LleHTpe ynpaBneHus
K/t04EeBOM CUCTEMON.

OcTaHoBUTbL BCe DBM.

MepcoHan, uMerLwWwmnn 4ocTyn K Ka4yam, obs3aH caatb Bce
MMeloLMecs Y HEro B Ha/IMUMn KtoUeBble HOCUTeNn
aAMUHUCTpaTopy 6e3onacHoCTy.

AaMUHUCTpaTOp 6€30MacHOCTM YNaKoBbIBAET BCE K/llOUEeBble
HOCUTENU, perncTpaumoHHble KapTOYkn cepTUdUKaToB OTKPbITbIX
KAo4Yeln nonb3oBatenemn, ceptudumkaTbl Katodern nposepku Il
nosb3oBaTenen B onevyaTbiBaeMbli KOHTENHED, KOTOPbIN BbIHOCUT B
6e3onacHoe noMeleHne nnu 3gaHue. OnevaTtaHHbIi KOHTENHEP
OO/DKEeH HaxoAuTbCs No4A OXPaHOW A0 OKOHYaHWUA AENCTBUS
HeLWTaTHOM CUTyauMn U BOCCTAHOB/IEHMUS HOPMasibHOM paboThbl
annapaTHbIX U NporpaMMHbIX cpeacts CK3N.

AaMUHUCTpaTop 6€30NacHOCTM OMNOBELLAET MO TenedOoHHbIM
KaHanam obLiero nosb30BaHUSA BCeX NoJsib3oBaTenen o
rMpMocTaHoBKe paboTbl CUCTEMBI.

B cnyyae HacTynneHms cobbiTusa, noBnekwero 3a cobon
[OJITOBPEMEHHbIN BbIXOA, M3 CTPOS annapaTHbixX cpeacts CK3U,
aaMUHUCTPaTop 6€30MacHOCTU YHUUTOXAET BCIO K/HOUYEBYIO
MHDOPMALMIO C HOCUTENEN, HAaXOASAWMXCHA B KOHTENHepe.

KoMmnpomeTaums ogHoro
U3 NINYHBIX KJTHOYEBbIX
HocuTenen.

MopsiAoK AeNCTBUIA NpU KOMMpPOMETaUnn Ko4Yen onucaH B pasgene
9.5 «[lencTBUS Npu KOMNpoMeTaumn Kaoyen»,

Bbixoa u3 cTpos
nepBoro JIMYHOro
KM0YEBOro HoCUTeNS.

Heobxoanmo coobuwmntb no TenedoHy B YL, o dpakTe BbiX0oAa U3
CTPOS IMYHOIO K/IOYEBOro HocuTens n obecneunTb ero 4OCTaBKy B
YLl aAns BbISICHEHMS NPUYMH BbiXxoAda M3 cTpos. [ns paboTbl
NCNONb3YETCS BTOPOM NIUYHbIN KNHOYEBOW HOCUTENb.

Bbixoa n3 crtpos
BTOPOro JINYHOTIO
K/IO4EBOro HoCcUTens
(npu ycnosuu, 4uto
nepBbI TOXEe BbllLen
M3 CTpos).

MNMonb3oBaTesb, y KOTOPOro BbIWAU U3 CTPOS 06a NINYHBIX
KNIOYEBbIX HOCUTENS, aBnseTcs B YL aAna noBTOpHON perncrpauum
(6e3 n3MeHeHUs AaHHbIX perncrpauunm).

OTtka3sbl n cébou B
paboTe annapaTHol
yactu APM co
BCTpoeHHon CK3U.

Mpu oTkaszax n cbosix B pabote annapatHon 4Yactu APM co
BCcTpoeHHOM CK3U HeobxoamMo octaHoBUTL paboTy, no
BO3MOXHOCTM JIOKANM30BaTb HEMCNPABHOCTb M B AaNbHeElLeM
MpPOU3BECTN PEMOHT B YCTAaHOBJIEHHOM MOpsiAKe U, NMpu
HeobxoammocTn, nepeycrtaHosky CK3U.
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Nen/n

HewTaTHaga cutyauus

[encTemsa nepcoHana

OTka3bl 1 céboun B
paboTe cpeacTs
3awuTbl oT HCA.

Mpu oTkasax u cbosx B pabote cpeacrts 3awmTbl oT HCA,
aAMUHUCTpaTop 6e30MacHOCTUN, AOSIKEH BOCCTAaHOBUTb
pabotocnocobHocTb cpeacts HC/. Mpu Heob6xoanMocTu
nepeycTaHoBUTb NporpaMMHo-annapaTHble cpeactea HCA.

YTepsa nuyHoro
K/I04EBOro HOCUTENS.

YTepsa NMMYHOro K/K4YeBOro HOCUTEeNsa NpMBOAUT K KOMMNpoMeTaumnm
XpaHAawerocsd B HEM Kiito4ya.

MNMopsaoK AeACTBUIA NpU KOMNPOMETaLumn Kioden onvcaH B pasgene
9.5 «[lencTBUS NMpu KOMMNpOMETaumKn Kayemn»,

OTtka3sbl 1 cbou B
paboTe nporpaMmMHbIX
CpeacTB BCeACTBUE HE
BbISIBJIEHHbIX paHee
owmnbok B
nporpaMMHOM
obecneyeHunn.

Mpun oTkasax n cbosx B paboTe NporpaMMHbIX CPeACTB, BCNeAcCTBMe
He BbISIBJIEHHbIX paHee oWnb0oK B NporpaMMHOM obecneyeHun,
Heob6XxoANMMO OCTaHOBUTbL paboTy, NOKasM30BaTb MO BO3MOXHOCTU
MPUYMHY OTKa30B K cb6oeB 1 Bbi3BaTb pa3paboTumka gaHHoro MO
WAKW ero npeacraBuTens ANns yCTpaHeHUs MPUYnH, Bbi3blBaOLWMNX
oTKa3bl 1 cboun.

OTka3sbl B paboTe
NpOrpamMMHbIX CpeAcTB
BCNeacTBMe
Cny4yamHoro unm
YMBbILWTIEHHOIO UX
NnoBpexaeHus.

Mpwn oTkazax B paboTe NporpaMMHbIX CPeACTB, BCIeACTBUE
CNYy4YanHOro UM yMbILWIEHHOIO UX NMOBPEXAEHUS, TNLO,
OTBETCTBEHHOE 3a 6e30MacHOCTb PYHKUNOHMPOBAHMS
MporpaMMHbIX W annapaTHbIX cpeacTB, 0653aHO NPOM3BECTU
cny>xebHoe paccnegoBaHue no gaHHoMy aKTy C Lesblo
YCTaHOBNEHNS NPUYNHBI OTKa3a M BOCCTAHOB/IEHUS MpPaBUIbHOM
paboTbl NporpaMMHbIX CPEACTB B YCTAaHOBMIEHHOM MoOpsAKe.

OTka3bl B paboTe
NporpamMMHbIX CPeacTB
Bcneacrteue ownbok
onepaTtopa.

Mpun oTkazax B paboTe NporpaMMHbIX CPEACTB, BCNeACTBME OLNOOK
onepaTopa, onepaTtop coobwaeTt o AaHHOM cdakTe nuuy,
OTBETCTBEHHOMY 3a 6e30MacHOCTb PYHKLUNOHUPOBAHUS
MPOrpaMMHbIX M annapaTHbIX cpeacTB. OTBETCTBEHHbIN 3a
6e30nacHoCTb PYHKLUMOHNUPOBaAHNSA NPOrpaMMHbIX W arnnapaTHbIX
CPeACTB AAeT COOTBETCTBYIOLWME YKazaHUA 06CnyXnBarwLeMy
rnepcoHany rno BOCCTAHOB/IEHMIO MPaBUIbHOM paboTbl NMPOrpaMMHbIX
CpeacTB B YCTAaHOBJIEHHOM MopsioKe.

Bce HewTaTHbIE CUTYyaUUU A0/KHbI OTpaXaTbCa B «XKypHane nonb30BaTens cetu».
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11. BctpanBaHue CK3U

Mpwn BcTpameaHmn CK3UN «Kpuntollpo CSP» B npuknagHblie cMCTeMbl HEO6XO0ANMMO NMPOBOAMTL
OLEeHKY BAUAHWSA annapaTtHblX, MporpaMMHO-annapaTHbIX U MPOrpaMMHbIX CPeAacTB CeTU (CUCTEMBI)
KOHPUAEHUNANBbHON CBA3M, COBMECTHO C KOTOPbIMW npeanofaraercs wraTtHoe dyHKUMOHMpOBaHue
CK3MW, Ha BbInonHeHWe npeabsBneHHbIX Kk CK3U TpeboBaHuii B cneayrowmx cny4vasx:

ecnun MHdopMaumsa KoOHPUAEHUMANbHOrO XapakTtepa MOANEXUT 3alumTe B COOTBETCTBUM C
3aKoHopaTenbCcTBOM Poccuiickoin Geaepaunu;

npuM opraHmsaumu Kpuntorpadpuyeckon 3sawmTbl UHOPMaAUMM KOHDUAEHUMANBHOIO
xapaktepa B deaepanbHbIX OopraHax MCMOAHUTENbHON BfacTU, opraHax MCMOSHUTENbHOWN
Bnactu cybwbekToB Poccuinckon denepaumn (panee - rocyaapCTBEHHbIE OpraHbl);

npu opraHusauuum KpunTorpaduyeckon 3awutbl WHMOPMaAUMM  KOHPUAEHUMANBHOIO
XapakTepa B OpraHumsauusx He3aBMCUMMO OT MX OpraHm3auMoHHO-NpaBoBoM (OpPMbl U
opMbl COBCTBEHHOCTM NpU BbINOHEHUM UMW 3aKa30B Ha NOCTaBKy TOBApOB, BbINOJIHEHME
paboT uMAM oKasaHWe YCNyr Ana rocyfapCTBEHHbIX HyXA (panee - opraHusauum,
BbINOSHAIOLME rOCYAapCTBEHHbIE 3aKa3bl);

ecnun 06sa3aTenbHOCTb 3alnTbl MHOPMaUMmM KoHbUAEHUMANbHOro XapakTepa Bo3faraeTtcs
3aKoHodaTenbCcTBOM Poccuiickon degepaumu Ha vy, UMEKWMX AOCTYN K 3TOM
nHdbopMaunm UNM  HageneHHbIX MOMHOMOYMAMM MO  PacrnopsXEHUID CBEAEHUSMU,
coaepxalummcsa B AaHHOM MHdOopMauum;

npu obpabaTbiBaHMM UMHGOPMaLMM  KOHMDUAEHUMANBLHOrO XapakTepa, obnagatenem
KOTOpPOWM SBASKOTCA rOCyAApCTBEHHbIE OpraHbl MAM  OpraHusauuun, BbIMOJHSAOWME
rocyfapCTBeHHble  3akasbl, B Cfy4dyae nMNpuUHATMS WMUM  Mep MO OXpaHe ee
KOHPUAEHUMANBHOCTU NMYTEM UCMONb30BaHWUSA CPeACTB KpUnTorpaduyeckon 3awmnThbl;

npn obpabaTbiBaHUM MHPOPMauMn KOHMUAEHUMANbLHONO XapakTepa B rocyAapCTBEHHbIX
opraHax W B OpraHuM3auusx, BbINOMHAKWMX rocyAapCTBeHHble 3akasbl, obnagaTenb
KOTOpPOM MNPUMHUMaET Mepbl K OXpaHe ee KOHOWAEHUMANbHOCTM MNyTEM YCTaHOBMEHUS
Heob6XxoANMOCTN KpUNnTorpadunyeckon 3awmnTbl 4aHHON nHdOopMaunn.

YKasaHHyl0 npoBepky Heobxoaummo nposoauTb No T3, cornacosaHHomy c 8 LleHTpom ®OCH

Poccun.

ans NCKTIOYEHUS BO3MOXHOCTU BJIUSIHUSA annapaTHbIX KOMMOHEHTOB CoK Ha
dyHKUMOHMpoBaHMe CK3W gosnxHbl 6bITb BbINOSIHEHBI cneaytouwme TpeboBaHUs:

B MO BIOS M2BM poskHbl 6bITb onpeaeneHbl YCTAaHOBKM, UCKAKOYatowme BO3MOXHOCTb
3arpy3km onepaumoHHON CUCTEMbI, OTSIMYHON OT YCTAHOB/IEHHON Ha XXEeCTKOM AMUCKE;

BxoA B BIOS M3BM ponxeH 6bITb 3alyumiLeH naponem ¢ AfIMHON He MeHee 6 CUMBOJIOB;
cpeacteamm BIOS pgomkHa 6bITb UCKAKOYEHa BO3MOXHOCTb paboTel Ha M3BM, ecnu BO
BpEeMS ero HavyanbHOW 3arpy3ku He MpoxXoAsaT BCTPOEHHbIe TeCThbl;

OOMKHO O6bITb NMpoBeAeHO onedaTbiBaHME CUCTeMHOro 61oka c yctaHoBneHHbiM CK3WU,
MCKNoYatolee BO3MOXHOCTb OECKOHTPOSIbHOMO M3MEHeHWs annapaTHOW 4yactu pabouen
CTaHUMN N MOLKOYEHUSA BHELIHNX YCTPOWNCTB;

yctaHoBka CK3M npoumsBogmTCs TOAbKO /uUaMun, UMeWwMMM gonyck K pabotam (B
COOTBETCTBMM C HOpMaMum No 6e30MacHOCTUN, NPUHATBIMX B OpraHmn3auun);

noakntoyaemoe k N3BM obopyaoBaHuMe He AOMKHO co3aaBaTth yrpo3 6esonacHoctn OC u
CK3W, ycTtaHoBneHHbIX Ha M2BM;

M3BM, Ha koTopoi ycTaHaBnuBaetca CK3W, p[o/mkHa BbIMOAHSATb  Mpoueaypbl
CaMOKOHTPOJIS OCHOBHbIX annapaTHbIX KOMMOHEHTOB MOCAe KaxAaoro cbpoca CUCTEMbI
BK/IlOHAs MOMEHT NOSIBMIEHMS MUTaHUS;

K akcnnyaTtaunmm CK3UW pgonyckaiTca nuua, npowejline COOTBETCTBYHOLWLYO MOAMOTOBKY U
MU3yuMBLUNE IKCMyaTauMOHHYIO AOKYMeHTaumto Ha CK3U;
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B ycnosusax:

o

ecnn  mnHbopmaumsa, obpabaTtbiBaemas [1AK, noanexuTt 3alute B COOTBETCTBMM C
3aKoHoAaTenbCTBOM Poccuitickon denepaunm;

npu opraHusaumn Kpuntorpaduueckon 3sawmTbl nHbopMaumm B deaepasnbHbIX opraHax
WUCMOSIHUTENIbHON BfIACTU U B OpraHax MCNOAHUTENbHOM Bnactu cybbektoB Poccuinckon
®denepaumnu;

npu opraHusaumn Kpuntorpaduyeckor 3awntbl obpabaTtbiBaemoi MAK wnHdbopmaunm, B
OpraHmMsaumsx HesaBUCMMO OT WX OpraHu3auMoHHO-NMpaBoBOM ¢GOpMbl U (opMbl
CO6CTBEHHOCTN MPWU BbIMOSIHEHMX UMW 3aKa30B Ha MOCTaBKy TOBApOB, BbIMOSIHEHME paboT
WM OKa3aHue yCnyr Ans rocyaapCTBeHHbIX HYXA,

AN OrpaHM4YeHnst BO3MOXHOCTU BAIMSHWSA annapaTHbiX KoMMoHeHToB CBT Ha (dyHKUMOHMpOBaHMe
CK3MN HeobxoamMo npoBeaeHue wuccrnenoBaHun Ha cootsetctBMe O BIOS CBT, Ha KOTOpbIX
yctaHoBneHo CK3UM «BpeMeHHbIM MEeTOAMYECKMM PpeKOMeHAauMsM K MNpoBeAEeHUD WUCCeaoBaHWUM
nporpammHoro obecnedeHus BIOS no AOKYMEHTUPOBAHHbLIM BO3MOXHOCTSIM».
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12. Acnonb3oBaHue NporpaMMHbIX MHTepdencos

PaspaboTka nporpamMmmHoro obecneyeHms Ha ocHoBe CK3U «Kpuntollpo CSP» ¢ yyetom n.1.5
®opmynsapa XTAW.00087-03 30 01 moxeT npousBoauTbCS 6e3 cozgaHms HoBbix CK3UM B cnyuae
NCNoNb30BaHUs BbI30BOB UHTepdencos CryptoAPI CK3UW w3 nepedHs [NpunoxeHus 2. [aHHble
BbI30Bbl MOryT WCMO/b30BaTbCA KaK HanpsaMylo, Tak W ONOCPefoBaHHO 4epe3 MNpOMEXYTOYHbIe
MHTepdenchl.

B cnyyae wncnonb3oBaHusa (HanmpsiMyd MAM ONOCPEeAOBaHHO) B nNporpamMMHOM obecneyeHum
npoynx BbI30BOB MHTepdencos CryptoAPI CK3UM Heobxoammo npousBoanTb pa3paboTky oTAeNbHOro
CK3WN B cooTBeTCTBMM C AENCTBYHOLEA HOPMATMBHOW 6aszolh (B 4yacTHocTu, C [locTaHoBneHueM
MpasutenbcrtBa Poccuiickon ®egepaunn ot 16 anpensa 2012 r. N9313 u MNMonoxeHnem o paspaboTke,
Npou3BOACTBE, peanmsaunm n akcnayataumm wmdposBanbHbiX (Kpuntorpapuyecknx) cpeicTs 3alunThbl
nHdopmaunm (MonoxeHne NMK3-2005)).
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Mpuno)xxeHue 1. KOHTpPOsb LE/NOCTHOCTU NPOrpaMMHOro
obecneueHusn

KOHTpO/b LeIoCTHOCTM NPpOrpaMMHOro obecneyeHnsa c NOMOLWbIO
aJiIrOpUTMOB X3LWMPOBaAHNA

Moaynb cpverify.exe no3BosseT OCYLWeCTBAATb KOHTPOJb LENOCTHOCTM YCTaHOBJIEHHOIro
nporpamMmHoro obecneyeHuns. KoHTposib LEeNOCTHOCTU (painoB OCYLEeCTBASIETCS Npu 3arpyske danna
Ha WCNONHEeHWEe (M MepuoaMYeckn BO BPEMS BbIMOJIHEHUS) MNM MPU PYYHOM 3anycke MporpamMmmbi
KOHTPOJIS1 LE/TIOCTHOCTU (CM. OMUMUIO —IV HUXKE).

Mpy NOMOLLUM NEepeYnCIEHHbIX HUXE ONMuUMii Moay b cpverify.exe MOXeT 6biTb NCMONb30BaH A
CNeAyWmMX KOHTPOJIbHbIX LieNei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbluMcneHve 3HaueHus
xaw-pyHkumm ana danna ¢ mmenem filename ¢ nomowsbto anropmtma algid. Mone algid moxert
npuHMMaTb 3HadeHusa GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMOAYaHMUIO
ncnonb3dyerca GR3411). [-inverted_halfbytes <inv>] ykasbiBaeTcs, ecnm nonybantbl B hashvalue
nepesepHyTbl (N0 yMmonyaHuto pnsa GR3411 inv NpuHUMMaETCa pasBHbIM <«1», Ana anropuTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTHocTn danna ¢ mMmeHem filename, mncnone3sysa anroputMm algid n xsw-3HavyeHue hashvalue.
Mone algid MoxeT npuHMMaTb 3HadveHumss GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonydaHuto wmucnonesyetcs GR3411). Ecau hashvalue He ykasaH, TO X3wWw-3HayeHue bepeTtcs U3
danna filename.hsh. [-inverted_halfbytes <inv>] ykasbiBaetca, ecnu nonybantel B hashvalue
nepesepHyTbl (No ymon4yaHumio Ansa GR3411 inv npuHMMaeTcsa paBHbIM «1», Ans anropMtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluMcCneHUe 3Ha4YeHus X3W-PyHKLUUM AN KaX[oro m3
annoB, coaepxalmnxcs B KaTanore catname B pa3sgene peectpa (ecnu cathame He ykasaH, TO
6yayT nepecumTaHbl BCe X3LW-3HAa4YeHUs B pasfesie peectpa). Tekyllee 3HaYeHne X3W-pyHKUMA npu
3TOM 3aMeHsieTCa Ha BHOBb nocymMTaHHoe. [lone algid MoxeT npuHUMMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymon4yaHuto ncnonbsyetcsa GR3411).

cpverify —-rv [catname] - npoBepka uenoctHocTn dannioB M3 KaTanora cathame B pasgene
peectpa (ecnn catname He ykasaH, To 6yayT npoBepeHbl Bce (aisibl B pasgesne peecrtpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BbluMCneHne 3HaUeHNs X3W-PyHKUNMU
ana dannos, nepedncneHHbix B xml-darne ¢ uMmeHem in_file B katanore xmlcatname (ecnm
xmlcathame He ykasaH, TO Xx3wW-3HadeHunsa 6yayT nocuuTaHbl AN Bcex danoB, NepeymciieHHbIX B
xml-cbanne ¢ uvMmeHeMm in_file), n 3anucb Nony4yeHHbIX 3HavyeHun B xml-pann c uMeHem out_file.
Tekyllee 3HadYeHMe X3W-PyHKLUMA NpUM 3TOM 3aMeHsIeTCa Ha BHOBb MocuymTaHHoe. lMone algid moxeTt
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 w»n GR3411_2012_512 (no yMoA4YaHuio
ncnonbsyerca GR3411).

cpverify —xv in_file [xmlcatname] - npoBepka UENOCTHOCTM annoB, NEPEUUCIEHHbIX B
xml-cbanne c umeHem in_file B kaTtanore xmlcatname (ecnm xmlcatname He ykasaH, TO npoBepka
6yaeT BbINOMHEHA ANs BCeX GanoB, NepevncrieHHbIX B xml-daiine ¢ nmeHem in_file).

cpverify —r2x out_file - ¢dopmuposaHmne xml-caiina c numeHem out_file, cogepxawiero cnmcok
annoB, HaxopAWMXCS B pasfefie peectpa MNog KOHTPOJIEM LENOCTHOCTM, M X3W-3HAa4YeHUs 3TUX
dannos.
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cpverify —x2r in_file - yctaHoBka noa KOHTPOJIb LENOCTHOCTM ansioB, NEpeyYUCNeHHbIX B
xml-danne c nmenem in_file.

CrnncoK KOHTPONMPYEMbIX MOAYyNen 3aBUCUT OT MCMNOSIHEHUS W MOXeT ObiTb MOslydeH npwu
nomoLwm KoMmaHabl cpverify —r2x in_file.

Ona Toro, 4tobbl nocTtaBuMTb MoA KOHTPOJZIb LIENOCTHOCTKN YCTaHOBJIEHHOE MNporpaMMHoOEe
obecneueHune, HY>XHO BbIMOJIHUTb CNneayrowyto nocsieaoBaTe/IbHOCTb OeNCTBUi:

1. Cozpgatb xml-chann, coaepxawmii CrNNCOK YCTaHaBIMBAEMbIX MOL KOHTPOJb LLE/IOCTHOCTMU
dannos. AaHHbIn Xml-dainn f0MKEH UMETb CNeAYIOLWY0 CTPYKTYpPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity>

3HaueHue nonsa Algid gomkHO paBHATbCA 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, ykasaB B kayecTBe napameTpa
in_file nmsa cospaHHoro xml-danna. Pesynbtatom pabotbl mMoaynsa 6yaetr sasnarbca xml-ann ¢
nMmeHeMm out_file, cogeprxalimini BbIYNCIIEHHbIE 3HAYEHUS X3W-PYHKUMM 4NS nepedyncnenHolx B in_file
hannoB n UMEKLWMN CNeayroLyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7</
Tag>

</entry>
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<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9C</
Tag>

</entry>
</catalog>

</CProlntegrity>

3HadeHune nonsa Algid gomkHo paBHATbCA 00008021.

3. YCTaHOBUTb Mo KOHTPOJib LEeNOCTHOCTM dalfbl, ANs KOTOPbIX 6bl/10 BbIYMCAEHO 3HayYeHune
xaw-dyHKUMK, ncnonblys moaynb cpverify —x2r in_file TestControl, rae napameTtpom in_file asnaetcs
xml-gann, NonyyYeHHbIn B pe3ynbTaTe BbIYNCIEHUS 3HAaYEHUA XaW-DYHKLUNN B NYHKTe 2.

KOHTpO/b LEefIoCTHOCTM NpOorpaMMHOro obecneyeHunss C NOMOLWbIO
aJropyTMoB noarnnmcum

- cpverify -file_verify nmsa_darina [3HayeHne_noanucu] -timestamp agarta

MpoBepka noanucu ddanna C uMeHeM <«uMsa_cdarna». [lapaMeTp «3HadeHue_noanucm»
HeobxoanMmo nepepaBaTthb B Buae 6aiToBOM CTPOKKN. ECnn napaMeTp «3HayeHne_NnoAnmcu» He yKasaH,
TO 3HadeHue noanucu bepetcsa m3 danna uma_danna.sgn. lNMapameTp «haTa» yKasblBaeT, Korga
nognuce 6bina cdhopmmpoBaHa, Heo6xoAMMO yKasbiBaTb B dopmaTe A4.MM.ITrr. [laHHas KoMaHAa
npoBepsieT NOANMUCb C NPSIMOIM NOCNeA0BaTE/IbHOCTbLIO NonybanT, Ansg NpoBepkn nognucu ¢ obpaTHoM
nocneaoBaTesibHOCTbIO 6alT Heo6xoaMMO MCNONb30BaTb KOMaHAY versign ¢ aHanormdHbiM Habopom
napameTpoB. [loagnnucb nNpoBepsSeTCs Ha OTKPbITOM KJ/K4Ye M3 crneumanbHoro ceptudukaTa ans
noanucu koga komnaHum «KPUMNTO-TMPO».

- cpverify —pe_sign FileName [kpuTepuun noncka ceptudunkarta]l [4on. napameTpsbl]

[Job6asneHne B dann ¢ mmeHem FileName uwndposoin nognucu B dopmate authenticode
MOSIHOCTbKD Ha POCCUMUCKMX anroputMax C nomouwbio Microsoft CryptoAPI. C nomowbio AaHHOWM
KOMaHAbl MOXHO noAanucaTb Tonbko dannbl popmaToB .exe n .dll.

Ona Toro utobbl nopgnucaTtb dann, HeobxoAMMO B XpaHunuwe <«JInyHoe» TeKyLllero
nofab3oBaTess MMeTb YCTAHOBNEHHbIN CcepTUMUKAT CO CCbIIKOM Ha 3aKpbITbl KJIHOY, B Ha3HAuYeHUSX
KOTOpOro npucytcTeyeT «lloanucbiBaHne Koga».

MonCK HYXHOro cepTudmrKaTa OCyLECTBIAETCS C MOMOLLbIO C/TeAYOLWNX KPUTEPUEB:

NMsa cybbekTa cepTudmkaTa Noanncu. ITO 3HAUYEHMe

-name SubjectName .
MOXeT 6bITb NOACTPOKON NMOSIHOrO MMEHWN CybbeKkTa.

-alg Algld ANropuUTM X3WKMPOBaAHMA AN NoAMNUCK B
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ceptudukate. Jonyctumblie 3Ha4veHns GR3411,
GR3411_2012 256, GR3411_2012_512.

-fp FingerPrint 3HadeHue shal oTnevaTka cepTudukarta.

Moannce 6yaet nobaBneHa Kak BTOpOCTENEHHas.
Ecnn B paine HeT OCHOBHOM MoAMNUCKM UKW MapaMeTp
—append He nepeaaH, To noanucb byaer
nobaBneHa Kak OCHOBHas.

-append

Ecnn Heckonbko cepTUdMKaATOB YAOBMETBOPSIOT 3afaHHbIM KpPUTEPUAM, TO MNOJSIb30BaTENO
6yAeT NpefocTaB/ieHa BO3MOXHOCTb BPYYHYHO Bbl6paTb HYXHbI cepTudukar.

- cpverify —pe_verify FileName [gon. napameTpsbl]

MpoBepka authenticode noanucu dana ¢ umMeHem FileName 6e3 mcnonb3oBaHus Microsoft
CryptoAPI.

MpoBepka Bcex authenticode nognucen, HanaeHHbIX
-multiple B dhanine. Ecnn napameTp He nepeaaH, 1o byaer
npoBepeHa To/IbKO OCHOBHas NOANMUCH.
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NMpunoxxeHue 2. lNepeyeHb BbI3OBOB, MUCMNOJZIb30BaHUE KOTOPbIX
npu paspaborke cucrem Ha ocHoBe CK3UN «Kpuntollpo CSP» c
yyetoMm n.1.5 ®dopmynsapa XTAN.00087-03 30 01 Bo3MOXKHO 6e3
AOMNOJIHUTEJIbHbIX TEMAaTUYECKUX UCCneaoBaHUN:

OyHKLUMA

OnucaHune

OrpaHu4YeHuns Ha UCNosb3oBaHue
dbyHKUNNM

DYHKLMUN MHULUMaANU3aL MM U HacT

po¥ikm npoBaiaepa

CryptAcquireContext

OyHkumnsa CryptAcquireContext
NCNONb3yeTcs ANs Co34aHus
aeckpunTopa
KpunTonposanaepa C MMeHeM
K/I04EeBOIro KOHTelHepa,
onpeaenéHHbIM NnapamMeTpom
pszContainer

CryptReleaseContext

®yHkuna CryptReleaseContext
MCNONb3yeTCs A5 yaaneHus
AeckpunTopa
KpunTonpoBanaepa, Co34aHHOro
CryptAcquireContext.

CryptContextAddRef

YnpaBnseT CY4eTUYMKOM
AEeCKpUNTOpOB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

MNepeuyncneHne yCTaHOBIEHHbIX
KpunTonpoBanaepos

CryptEnumProviderTypes

MepeyncrneHme yCTaHOBEHHbIX
TUMNOB KPMMNTOMNPOBanaepoB

CryptGetDefaultProvider

lMonyyeHne KOHTEKCTa
nposaligepa, YCTaHOB/IEHHOroO B
CUCTEME MO YMONYAHUIO

OyHkuma CryptGetProvParam

CryptGetProvParam nosy4yaeT napameTpsl
KpunTonposanaepa.
®OyHkunsa CryptSetProvParam

CryptSetProvParam yCTaHaBnMBaeT NapamMeTphbl

KpunTonposangepa.

FreeCryptProvFromCertEx

®DyHKUMS UCnonb3yeTcs ans
yAaneHus geckpunropa
KpunTonpoBanaepa, Co34aHHOro
CryptAcquireContext nnm yepes
CNG.
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CryptlnstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®yHKUUM yripaBieHus
KOHTEKCTOM npoBanaepa no
YMOSTYaHMIo

DYHKLUN reHepauum n obMeHa K/1l04aMu, co3gaHue KOH(I)Mrprp

oBaHue u yaasieHume KJouYen

CryptGenKey

OyHkuna CryptGenKey
reHepupyeT cnyvanHblie
Kpuntorpaduyeckme Kawdu nnm
KJlO4eBYO napy
(3aKpbITbIN/OTKPLITHIA KOUK).

CryptDestroyKey

®yHkuma CryptDestroyKey
yAansieT K4y, nepeaaBaeMbiin
yepes napameTp hKey. lNMocne
yAaneHus K4 (Aeckpuntop
K/to4a) He MoXeT
MCNosb30BaTbhCA.

CryptExportKey

®yHkuma CryptExportKey
MCMoJb3yeTcHa AN 3KcnopTta
KpunTorpauyecknx Knoven ums
K/II0YEBOIr0 KOHTeMHepa
KpunTonpoBanaepa, COXpaHsas
MX B 3aWMLWIEHHOM BUAeE.

PaspelleHo 3KCNopTMPOBaTh TOMTbKO
OTKPbITbIE K/THOUM
(PUBLICKEYBLOB).

CryptGenRandom

®yHkuma CryptGenRandom
3anonHseT 6ydep cnydanHbiMm
6anTamn.

CryptGetKeyParam

OyHkumna CryptGetKeyParam
BO3BpaLLAET NapaMeTpbl Koua.

CryptGetUserKey

OyHkuna CryptGetUserKey
BO3BpaLlaeT AeCKPUNTOpP OAHOWN
W3 AOSITOBPEMEHHbIX K/TH0YEeBbIX
rnap B K/lOMEBOM KOHTENHepe.

CryptImportKey

OyHkuma CryptimportKey
MCMosb3yeTcsa Ana uMmnopra
KpuUnTorpaguyeckoro Kjt4a mn3
Knto4yeBoro 6n106a B KoHTelHep
KpunTonposanaepa.

PaspelweHo MNopTUpoBaTh TOSILKO
OTKPbITbIE K04
(PUBLICKEYBLOB) npu HynesoM
3HayeHun dnaros.

CryptSetKeyParam

OyHKkuma CryptSetKeyParam
yCTaHaBNMBaeT napamMeTpbl
K/tova.

PaspelleHo Mcnonb3oBaHMe TONbKO
CO Cneayrwmmm CUMBOJSIbHbIMUA
aprymeHtamu: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

DyHKUMU 06paboTkn KpunTtorpadmyeckmux coobLieHui

CryptSignMessage

OyHkuma CryptSignMessage
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Cco34aeT X3l OnpeaeneHHoro
coAep)aHusl, noanucbiBaeT XaLW
M 3aTEM NPOU3BOAUT
3aKoAMpoOBaHMe U TeKCTa
MCXOAHOro coobuieHus, m
noAMNMCaHHOIro xXawa

CryptVerifyMessageSignature

OyHKUMSA
CryptVerifyMessageSignature
npoBepsieT 3NEeKTPOHHO-
undgposyo Noanuchb
NOAMMCaHHOIro coobLleHuns.

CryptVerifyDetachedMessageSignat
ure

OyHKLUMA
CryptVerifyDetachedMessageSig
nature npoeepseT nognnucaHHoe
cooblleHune, conepxallee
oTcoeamHeHHyto (detached)
noANMCb UKW NOAMNUCHU

CryptDecodeMessage

DyHKUNS AekoaupyeT,
pacwndpoBbIBaeT N NpoBepseT
coobuieHue

CryptDecryptAndVerifyMessageSign
ature

dOyHKUMA AEKOANPYET U
npoBepsieT coobLieHNE

CryptEncryptMessage

®yHkuma CryptEncryptMessage
3awndpoBbIBaeT N NponsBoanT
3aKoampoBaHue coobuieHus.
AYTEHTUYHOCTb COObLEeHns He
obecneuunBaeTcs.

CryptDecryptMessage

®yHkuma CryptDecryptMessage
NMpou3BOANT packoaMpoBaHue u
pacwmdpoBaHne coobLieHms.
lMpoBepka ayTEHTUYHOCTH
coobLeHnsa He Mpon3BOANTCS.

NMpuMmeyaHune: He gonyckaetcs
aBTOMaTU4YeCKMn aHanus
pe3ynbTaTta paboTbl dyHKLMMK,
HanpaBJIEHHbIA Ha NPOBEPKY
KOPPEKTHOCTN coobLeHuns.

CryptGetMessageCertificates

OyHKLUMA BO3BpaLlaeT
XpaHunuuie cepTuduKaTos m
CMNCKN aHHYNMPOBaHHbIX
cepTndmKaToB U3 COObLLEHUS

CryptGetMessageSignerCount

OyHKUMA BO3BpaLaeT
KOJINYECTBO MOAMMCaBLUMNX
coobLieHne

CryptHashMessage

OyHKUMA co3paeT
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X3WMpOBaHHOE coobuieHne

CryptSignAndEncryptMessage

dyHKUMS co3paeT noanmcaHHoe
1 3awmndpoBaHHoOe coobuerHmne

CryptSignMessageWithKey

dyHKUMS co3aaeT nognncaHHoe
coobleHune

CryptVerifyDetachedMessageHash

OyHKUMA npoBepsieT
OTKpenaeHHbIN X3LW

CryptVerifyMessageHash

OyHKUMA npoBepsieT
X3LWKMpoBaHHOe cooblieHne

CryptVerifyMessageSignatureWithK
ey

dyHKUMA npoBepsieT
noanucaHHoe coobuieHne

CryptMsgCalculateEncodedLength

OyHKLUMSA
CryptMsgCalculateEncodedlLengt
h BbluMCnseT MakcMManbHoe
Konnyectso 6anTos,
Heobxoanmoe ons
3aKOANPOBAHHOIO
KpunTorpaduyeckoro
CcoobLLeHNsA, 3alaHHOM0 TUMOM
coobueHuns, napameTpamu
KOAUPOBaHMs 1 obuen AnMHON
MHGOopMaLUum, KoTopas A0J/KHa
6bITb 3aKOAMpPOBaHa.

CryptMsgOpenToEncode

OyHKUMA
CryptMsgOpenToEncode
OTKpbIBaET KpunTorpadunyeckoe
coobuieHne ans 3aKoaAnpoBaHMUS
M BO3BpalLaeT AecKpunTop
OTKPbITOro coobeHuns.

CryptMsgOpenToDecode

OyHKUMA
CryptMsgOpenToDecode
OTKpbIBaET KpunTorpadunyeckoe
coobuieHve ans
packoaMpoBaHMA M Bo3BpallaeT
OECKPUNTOpP OTKPbITOro
coobuieHus.

CryptMsgUpdate

OyHkumnsa CryptMsgUpdate
MOMOJIHAET TEKCT
KpunTorpagunyeckoro
coobLeHuns.

CryptMsgGetParam

OyHkuma CryptMsgGetParam
nosy4yaeT napaMmeTp coobLieHus
rnocne Toro, Kak
KpunTtorpaduyeckoe coobuieHne
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6b110 packoANpPOBAHO UK
3aKoAnpOoBaHo.

CryptMsgControl

dyHkumsa CryptMsgControl
BbIMOJSIHAET KOHTPOJIbHOE
aencrTeme.

CryptMsgClose

®dyHkumsa CryptMsgClose
3aKpblBaeT AECKPUATOP
KpunTorpadunyekoro
coobuieHuns.

CryptMsgDuplicate

®yHkuma CryptMsgDuplicate
aybnupyet geckpuntop
KpunATorpaduyeckoro
COObBLLEHNS NYTEM YBENTNYEHNS
cyeTUMKa CCbIIOK

®dDyHKUMKN paboTbl C aJiropuTtMamMm

X3WuMnpoBaHusa

®yHkumnsa CryptCreateHash
MHULUManNM3npyeT 4ecKpunTop

Pa3peleHo ncnosb3oBaHue ToSbKO
CO cnefyrLwmMMn CUMBOJIbHbLIMK
aprymeHtammn: CALG_GR3411,
CALG_GR3411_2012_256,

CryptCreateHash HOBOr0 06bEKTa (YHKLIMM CALG_GR3411_2012_512,
X3LWMPOBaHMS NOTOKa AAHHbIX. CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
®yHkumns CryptDestroyHash
CryptDestroyHash yaanset 06bekT yHKUMH

XaWnpoBaHna.

CryptDuplicateHash

®dyHkuusa CryptDuplicateHash
CO34aéT TOYHYIO KoMnuto obbekTa
PYyHKUMN X3WNPOBaHUS,
BKJIlOYas BCE ero nepeMeHHble,
onpeaensiowmne BHyTpeHHee
COCTOSIHME obbekTa yHKLUUN
X3WNpOBaHuS.

CryptGetHashParam

OyHkunsa CryptGetHashParam
BO3BpaLLaeT napameTpbl
06bekTa PyHKUNM X3LWMPOBAHUS
M 3HaYeHne QyHKUnmn
X3LWMPOBaHUS.

CryptHashData

®dyHkumnsa CryptHashData
nepenaéTt faHHble yKa3zaHHOMY
06beKkTy PyHKUNMK
X3LWMPOBaHUS.

CryptSetHashParam

®yHkumns CryptSetHashParam

Pa3pelieHO ncnonb3oBaHWe TONbKO
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yCTaHaBNMBaET NapaMeTpbl
obbeKkTa X3WmnpoBaHus.

C CMMBOJIbHbIMW apryMeHTamu
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.

CryptSignHash

®yHkumsa CryptSignHash
BO3BpallaeT 3HayeHne
3/1EKTPOHHON Undposomn
NoAMMCK OT 3HaYeHusa dyHKUMK
X3LWMpPOBaHUS.

CryptVerifySignature

®dyHkumnsa CryptVerifySignature
OCYLLEeCTB/SET NPOBEPKY
undpoBoMN NOAMNMCH.

Pa3spelleHo ncnonb3oBaHMe TObKO
C AeCKpUNTOpaMun KJo4en,
NOSTYYEHHbIX paHee C NOMOLLbLO
BbizoBa CryptImportPublicKeyInfo
(CryptImportPublicKeyInfoEx) u3
cepTndunkaTa, NpoOBEPEHHOIO C
NoMoL b0 DYHKLNK
CertVerifyCertificateChainPolicy

DYyHKLUN pa60'rb| C CepTMdJMKaTaMM, CMUCKaMUN aHHYJIMPOBAHHDbIX CepTMdJMKaTOB, XpaHuainuem

ceptudumkartos

CNUCKWN aHHYJIMPOBaHHbIX cepTU(hUKaATOB

CertAddCRLContextToStore

OyHKUMA

CertAddCRLContextToStore
nobasnsieT koHTekcT COC B
XpaHunumuie cepTndukaTos.

CertAddCRLLinkToStore

®YHKUMS CO34aET CCbINIKY Ha
CMUCOK aHHYIMPOBAHHbIX
cepTndunKaToB B ApYyrom
XpaHunuuie

CertAddEncodedCRLToStore

OyHKUMA
CertAddEncodedCRLToStore
cozpaet KoHTekcT COC un3
3akoanposaHHoro COC un
nobaBnseT ero B xpaHuauiie
ceptTudmkaTos. OyHKLMSA
co3paeT Konut KoHTekcta COC
nepes nobasneHnem ero B
XpaHunuuie.

CertEnumCRLsInStore

OyHKLUMSA
CertEnumCRLsInStore
nosly4yaeT nepsbii Uun
cneaytowmin COC B
XpaHunuuie. 3ta GyHKUMS
MCMosb3yeTCs B UMKIe Ans
Toro, 4ytobbl NocnefoBaTeNbHO
nony4ymntb Bce COC B
XpaHunuuie.

39



mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1g78fb8c50f31b7b48a1c404d28c6bcae5.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1g78fb8c50f31b7b48a1c404d28c6bcae5.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gd9e5dd4a2f8b0a9e00274c3c7d8e5bd8.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gd9e5dd4a2f8b0a9e00274c3c7d8e5bd8.html
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376012(v=vs.85).aspx

XKTAN.00087-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

CertFreeCRLContext

OyHkuma CertFreeCRLContext
ocBoboxaaeT koHTekcT COC,
YMeHbLIas CYETYUK CCbINIOK Ha
eanHuuy. Korga cyeTtumk
CCbINIOK 06HYyNaeTcs, pyHKumA
CertFreeCRLContext
0CBOBOXAAET NaMsATb,
BblAEIEHHYIO MOA4 KOHTEKCT
COC.

CertCreateCRLContext

OyHKLUMA
CertCreateCRLContext co3paeTt
KoHTekcT COC un3
3akoamposaHHoro COC.
Co34aHHbIN KOHTEKCT He
noMeLlaeTcs B XpaHunuwe
ceptndmkaToB. B cozgaHHOM
KOHTeKCTe yHKUMS
pa3MeLlaeT KOnuw
3akoanposaHHoro COC.

CertDeleteCRLFromStore

DyHKUMS yaansaeT cnncok
AHHYJIMPOBAHHbIX
cepTMdUKaToOB M3 XpaHuUImLWa

CertDuplicateCRLContext

OyHKUMSA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBeNMUnBas CYETUYMK CCbIIOK
Ha COC Ha egnHuuy.

CertFindCRLINnStore

®yHkuna CertFindCRLInStore
HaxoAWT NepPBbIA NN
cnepyowmn koHtekct COC B
XpaHunuuie cepTudunKaTos,
KOTOpbIN COOTBETCTBYET
KpUTEpUIO noucka,
onpegenseMomMy napameTpom
dwFindType n cBi3aHHbIM C
HUM pvFindPara. 2T1a dyHKums
MoOXeT 6bITb NCMOJSIb30BaHa B
umknie gns Toro, 4tobbl HaTH
Bce COC B xpaHunuwye
cepTndunKkaTos,
yAOBMETBOpAOLWME 3aJaHHOMY
KpUTEpUIO noucka.

CertDeleteCertificateFromStore

OyHKLUMSA
CertDeleteCertificateFromStore
yAansieT onpeneneHHbIn
KoHTeKkcT COC n3 xpaHunumuia
cepTndmnKaTos.
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®yHKUMS OCYLLECTBISIET MOUCK
3agaHHoro ceptudumkarta B
CNCKe aHHYIMPOBAHHbIX
cepTndunkaTos

CertFindCertificateInCRL

OyHKLUMA
CertGetCRLFromStore
nony4yaeT nepBbii Uan
cneayowmn koHtekct COC ans
CertGetCRLFromStore onpepeneHHoro nsgartens
cepTndumKaTa U3 XxpaHunumLia
cepTndmkaToB. dTa PyHKLUMSA
TakXe ocyliecTenser
BO3MOXHY0 rnpoBepky COC.

OyHKUMA cepuanunsaumnm
CMMUCKa aHHYIMPOBAHHbIX
cepTndmrKaToB CO CBOMMMU
cBOMCTBaMM

CertSerializeCRLStoreElement

PaclumpeHHble CBOMCTBaA cepTudukaTa cnmcka oto3BaHHbix (COC) ceptucpukartos n CTL

OyHKLUMA
CertGetCRLContextProperty
CertGetCRLContextProperty nosyyaeT paclwMpeHHble
CBOWCTBa onpeneneHHoro
KoHTekcTa COC.

OyHKUMA
CertSetCRLContextProperty
CertSetCRLContextProperty yCTaHaBNMBaET pacClWMpeHHble
CBOWCTBa onpeaeneHHoro
KoHTekcTa COC.

OyHKLUMSA
CertGetCertificateContextPropert
y nonydaet nHdopmaumio,
CoAEepXallyrocs B paclUMPEHHbIX
CBOMCTBaxX KOHTEKCTa
cepTudmkaTa.

CertGetCertificateContextProperty

OyHKLUMSA
CertEnumCertificateContextProp
CertEnumCertificateContextProperti | erties nossonser nepeuncnuTb
es MHMOpMaLUIo, coaepXallytocs B
pacLliMpeHHbIX CBOMCTBAX
KOHTEKCTa cepTudumkara.

OyHKLUMSA
CertSetCertificateContextPropert
CertSetCertificateContextProperty Yy yCTaHaBnMBaeT pacClUMPEHHbIe
CBOMCTBa A4J/151 OnpeaesieHHOro
KOHTEKCTa cepTudumkara.
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CertEnumCRLContextProperties

lMepeuncneHne pacliMpeHHbIX
CBOWCTB Cnncka
AHHY/IMPOBAHHbIX CEPTUPUNKATOB

CertEnumCTLContextProperties

lMepeuncneHne pacliMpeHHbIX
csowmcTtB CTL

CertGetCTLContextProperty

MonyyeHne paclWNpeHHOro
csoncTtBa CTL

CertSetCTLContextProperty

YcTaHOBKa paclUMpeHHbIX
csowmcTtB CTL

CertAddCTLContextToStore

OyHKUMA

CertAddCTLContextToStore
nobasnsiet koHTekcT CTL B
XpaHunvue cepTndunkaTos

CertCreateCTLContext

OyHkuma CertCreateCTLContext
CO3aeT KOHTeKCT
3akoampoBaHHoro CTL.
Co34aHHbIN KOHTEKCT He
noMeLlaeTcs B XpaHunuwe
ceptndmkaToB. OyHKUMS genaeT
konuto CTL B cO34aHHOM
KOHTEKCTe.

CertDuplicateCTLContext

OyHKUMA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,
yBennuumBas CHeTUYMK CCbISTIOK Ha
CTL Ha eanHuLy.

CertFreeCTLContext

OyHkuma CertFreeCTLContext
ocBoboxagaet koHTekcT CTL,
YMEHbLLIAs CYETYUK CCbINIOK Ha
eanHuly. Korga cyeTumk CCbisiok
obHynsetcsa, dyHKumS
CertFreeCTLContext
0CBOOOXAAET NaMsTh,
BblaeneHHyto noa KoHTekcT CTL.

®DyHKLUMK paboTbl Cc cepTudpmukaTamm

CertAddCertificateContextToStore

OyHKUMA
CertAddCertificateContextToStor
e pobaBnsieT KOHTEKCT
cepTudmKaTa B XpaHunuiie
cepTndnKaTos.

CertAddCertificateLinkToStore

[JobaBnseTt ccblKy Ha
cepTudukaTt B Apyrom
XpaHunuuie
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CertAddEncodedCertificateToStore

OyHKUMSA
CertAddEncodedCertificateToSto
re co3paeT KOHTEKCT
cepTndmkaTa us
3aKoAMPOBAHHOroO cepTudunkaTta
n pobasnseT ero B XxpaHunuue
ceptndmkaToB. Co3gaHHbIN
KOHTEKCT HEe COAEPXUT HUKAKMX
pacLUMpPEHHbIX CBOMUCTB.

CertEnumcCertificatesInStore

OyHKLUMA
CertEnumCertificatesInStore
noJslyyaeT nepsblii Uaun
cnepywwuin ceptudukart B
XpaHunuule cepTndunkaTos. ITa
dYHKUMS MCnonb3yeTcsa B LMKIe
Ans Toro, ytob6sl
nocneaoBaTeNbHO NOMY4YUTb BCe
cepTudmKaTbl B XpaHUNMLLE
cepTndmnKaToB.

CertFreeCertificateContext

OyHKLUMA
CertFreeCertificateContext
0cBO60XAAET KOHTEKCT
cepTudmkaTa, yMeHbLlas
CYETUYMK CCbIJIOK Ha eanHuLy.

CertCreateCertificateContext

OyHKUMA
CertCreateCertificateContext
CO34a€eT KOHTEKCT cepTudukaTa
M3 3aKOANPOBAHHOI0O
ceptndmkaTa. Co3gaHHbIN
KOHTEKCT HE NoMellaeTcs B
XpaHunuue ceptndukaTos. B
CO34aHHOM KOHTeKCTe PyHKUMS
pa3MeLWaeT Konuto
3aKoAupoBaHHOro ceptudukaTa.

CertDuplicateCertificateContext

OyHKUMA
CertDuplicateCertificateContext
aybnupyeTt KoHTeKCT
cepTudukarta, yBennumsas
CYETUYMK CCbIJIOK Ha eanHULY.

CertFindCertificateInStore

OyHKLUMSA
CertFindCertificateInStore
HaxoauT NepBbin NN
CNeayouwmn KOHTEKCT
cepTudmkKaTa B XpaHunuLle
cepTudmKaToB, KOTOPbIN
COOTBETCTBYET KPUTEPUIO
noucka, onpeaensemMomy
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napameTpom dwFindType n
CBs13aHHbLIM C HMM pVvFindPara.

CertDeleteCertificateFromStore

OyHKUMSA
CertDeleteCertificateFromStore
yAansieT onpeaeneHHbli
KOHTEKCT cepTudunkaTa 13
XpaHunumua ceptndukaTos.

CertGetSubjectCertificateFromStor
e

OyHKUMSA
CertGetSubjectCertificateFromSt
ore nosiyvyaeT KOHTEKCT
cepTndunKaTa U3 XxpaHunumiia
cepTndmnKaToB, 0A4HO3HAYHO
onpeaenseMbli ero nsgatenem u
CepuUnHbIM HOMEPOM

CertGetlssuerCertificateFromStore

Mownck ceptudmkaToB nsgatenen
3ajlaHHOro ceptudmukarta

CertGetSubjectCertificateFromStor
e

Mownck cepTtudmkaTa no
CEPUNHOMY HOMEpPY U nsgaTesnto

CertGetValidUsages

Mounck nepeceyveHnsa KeyUsage
ONs MaccmBa CcepTudukaTos

CertSerializeCertificateStoreElemen
e

Cepuanunsauung sneMeHTa
XpaHumLa

CertComparePublicKkeylInfo

OyHKLUMSA
CertComparePublicKeylInfo
CpaBHWBAET ABa OTKPbITbIX
Ko4a u onpepensieT, aBnsaTCs
I OHW UAEHTUYHbBIMU

CertFindExtension

®yHkumsa CertFindExtension
HaxoAuT paclmMpeHne B Maccuee
W BO3BpallaeT yKasaTesnb Ha
Hero.

CertGetPublicKeyLength

OYyKHUMA
CertGetPublicKkeyLength
BO3BpaLlAeT AJINHY KJltoya B
buTax.

CertGetIntendedKeyUsage

OyHKLUMSA
CertGetIntendedKeyUsage
nosiy4yaeT Ha3HayeHume K4a 13
ceptudumkarta.

CertCompareCertificateName

OyHKLUMSA
CertCompareCertificateName
CpaBHMBaET ABa cepTudumKaTa u
onpepenseT, aBAATCS M OHU
WAEHTUYHbBIMU.
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CryptSignCertificate

dyHkuma CryptSignCertificate
dopMUpyeT 31EKTPOHHYI0
noanucb 6noka
3aKOoAMPOBAHHbIX AaHHbIX TBS.

PaspelweHo ncnonb3oBaHme TObKO
CO cneayrwmmMmm CUMBOJIbHbIMU
aprymeHtamun: CALG_GR3410,
CALG_GR3410_12_256,
CALG_GR3410_12_512.

ocCsP

CertAddRefServerOcspResponse

YBeSIMYEHNE CYETUMKA CCbIIOK
Ha OCSP oTBeT

CertAddRefServerOcspResponseCo
ntext

YBeSIMYEHNE CYETUMKA CCbIIOK
Ha kKoHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbiTve geckpuntopa OCSP
oTBeTa

CertGetServerOcspResponseContex
t

Mony4yeHne koHTekcTta OCSP
oTBeTa

CertOpenServerOcspResponse

OTkpbITHEe aeckpuntopa OCSP
OTBETa ANS 3a4aHHON LEenoYvku
cepTudmkaToB

OKOHHbIe (PbyHKLMN

CertSelectCertificate

OTobpaxeHune gmnanora eblbopa
cepTmudmkaTa No 3agaHHbIM
KpUTEPUAM

CryptUIDIgCertMgr

OTobpaxeHune gnanora
ynpaBneHus ceptudunkaTamu

CryptUIDIgSelectCertificate

OTobpaxeHune gnanora Bbibopa
cepTndmkaTa

CryptUIDIgSelectCertificateFromSto
re

OTobpaxkeHne ananora Boibopa
ceptudmkaTa n3 xpaHunuwia

CryptUIDIgViewCertificate

OTobpaxkeHne gnanora co
CBOWCTBaMu cepTudmkaTa

CryptUIDIgViewContext

OTobpaxeHune ceptudukaTta,
CMUCKa aHHYNNpPOBaHHbIX
ceptndmkarto mam CTL

CryptUIDIgViewSignerInfo

OTobpaxeHune gmnanora c
MHdOpMaLmern 0 NoagNMCcaBLIEM

CertSelectionGetSerializedBlob

Cepunanusaumsa ceptudukaTa um3
CTPYKTYpbl, UICMONb3YyEeMOW A/1S
oTobpaxkeHus

GetFriendlyNameOfCert

Mpeobpa3zoBaHne MMEHMU
cepTudukaTa K «4nTaemMoMy»
BUAY
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DYHKLMM NPOBEPKU LienoYvexk

CertVerifyCertificateChainPolicy

OyHKLUMSA
CertVerifyCertificateChainPolicy
npoBepsieT Lenoyky
cepTndmrKaToB Ha
AOCTOBEPHOCTb, BK/tOYas
COOTBETCTBUE KPUTEPUIO
WCTUHHOCTM.

CertGetCertificateChain

OyHKLUMSA
CertGetCertificateChain ctpout
Leno4ky cepTndunkaTos,
HauyMHasa C nocneaHero
ceptudmkaTa, B obpaTHOM
HanpaeneHun A0 AOBEPEHHOr0
KOpHeBOro ceptudurkara, ecnu
3TO BO3MOXHO.

CertFreeCertificateChain

OyHKLUMA
CertFreeCertificateChain
ocsoboxxgaeT Lenoyky
cepTudmkKaToB nyTeM
YMEHbLIEHNS CYETUMKA CCbINOK.
Ecnu cyeTumK CCbISIOK paBeH
HYJ/110, TO NaMATb, BblAeNeHHas
noa uenouky, ocesoboxpaercs.

CertCreateCertificateChainEngine

OyHKLUMSA
CertCreateCertificateChainEngin
€ CO3JaeT KOHTEeKCT
HCERTCHAINENGINE, koTopbii
No3BOJISEeT U3MEHATbL NapameTpsbl
MeXaHM3Ma MOoCTPOEHUS LenoyKu
ceptudukartos. MNossonser
OrpaHMunBaTb MHOXECTBO
AOBEepeHHbIX CepTUPUNKATOB.

CertFreeCertificateChainEngine

OyHKLUMA
CertFreeCertificateChainEngine
0CBO6OXAAET KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLENntryFromCertificate
ContextProperties

Co3aaHune CTL Ha oCHOBE CBOWCT
aTpnbyTOB KOHTEKCTa
ceptudmkaTa

CertDuplicateCertificateChain

Ay6nvpoBaHne KOHTEKCTa
LLEMOYKM.

CertFindChainInStore

®OYHKUMSA NOCTPOEHUS LLEMOYKM
Nno 3aAaHHbIM KpUTEPUAM U3
XpaHunuuia
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CertFreeCertificateChainList

OyHKUMa ocBoboxkaeHus
MaccmBa Lienoyek

CertIsValidCRLForCertificate

DYHKLUMSA NPOBEPKU HaNnums
cepTudukata B CNncCKe
QHHY/IMPOBAaHHbIX CEPTUhUNKATOB

CertSetCertificateContextProperties

FromCTLEntry

YcTaHOBKa CBONCTB B KOHTEKCT
ceptudmkaTta Ha ocHose CTL

PacwupeHHble cBoiicTBa ceptudpukara (EKU)

CertGetEnhancedKeyUsage

OyHKUMSA
CertGetEnhancedKeyUsage
nony4vaet nHdopmMaumio o
paclMpPEeHHOM MUCMOJIb30BaHUM
K/1t04a U3 COOTBETCTBYHIOLLErO
pacwnpeHms nnm mn3
paclNpeHHbIX CBOMCTB
ceptudmkaTa. PacwumpeHHoe
NCMOJIb30BaHWe K/itoYa CIyXuT
MPU3HAKOM NPaBOMEPHOro
MCnosb3oBaHus cepTudmkaTa.

CryptAcquireCertificatePrivateKey

OyHKUMA
CryptAcquireCertificatePrivateKe
y nonyyaeTt AeCKpunTop
HCRYPTPROV u napameTtp
dwKeySpec ana onpeneneHHoro
KOHTEKCTa cepTudmkaTta.

DyHKUMK paboTbl C nageHTUdMKaToOpaMm

CryptFindOIDInfo

®yHkuma CryptFindOIDInfo
rnoJly4yaeT nepsyto
npeaonpeseneHHyo nm
3aperncTpmpoBaHHYI0 CTPYKTYpPY
CRYPT_OID_INFO,
COrNlacoBaHHYo C
onpeaeneHHbIM TUNOM Kko4a U C
KJTIOYOM.

CryptEnumOIDInfo

lMepeuncnenune
3aperncTpmupoBaHHbIX
MAEHTUPUNKATOPOB N NoayyeHune
MHGOopMaLUun ans HUX

dDyHKUMN paboTbl C XpaHUAULLEM

CertOpenStore

OyHkuma CertOpenStore
OTKpPbIBAET XpaHunuwe
cepTudmKaToB, NCNOJb3YS
3aZaHHbIN TUN NpoBanaepa.
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CertDuplicateStore

®yHkumsa CertDuplicateStore
aybnupyet geckpunTop
XpaHunvLa, ysennymseas
CYETUYMK CCbIJIOK Ha XpaHWUIunwa
Ha eauHULy.

CertOpenSystemStore

OyHkuma CertOpenSystemStore
MCMOSb3YEeTCA ANA OTKPbITUSA
Hambosiee 4acTo MCNosb3yeMblX
XpaHUnLW, CepTUdUKaToB.

CertCloseStore

®dyHkuunsa CertCloseStore
3aKpblBaeT AECKPUMATOP
XpaHunuua ceptudnKkaTos u
yMeHbLUAEeT CYETUMK CCbIIOK Ha
XpaHUNULLa Ha eanHuLy.

CertAddStoreToCollection

JobaBneHne xpaHunuiia B
KONNEeKLUMIO

CertControlStore

YcTaHOBKa HOTUdMKaALUMK Npy
pasnMumsax B 3aKelMpoBaHHOM
XpaHunuiie u dGU3NYecKomMm
XpaHunuuie

DYHKLMN, UCNoNb3yeMblie ANNA paGOTbI C OTKPbITbIMMN AQHHbBIMAN U obbekTamm

CryptImportPublicKeyInfoEx2

OyHKUMA
CryptImportPublicKkeyInfoEx2
UMMoOpTUPYET UHPOpMaLmio 06
OTKpPbITOM Ktoye B CNG u
BO3BpallaeT AeCKPUMTOp
OTKpbITOro KJto4a.

CryptImportPublicKeyInfoEx

OyHKUMA
CryptImportPublicKkeyInfoEx
MMMoOpTUPYET UMHPOpMaLmio 06
OTKpPbITOM Ktove B CSP
BO3BpaLlaeT AECKPUMTOP
OTKpbITOro KJto4a.

CryptImportPublicKeyInfo

OyHKUMA
CryptImportPublicKeyInfo
npeobpa3oBbiBaeT U
mMnopTupyet nHdopmaumio 06
OTKpPbITOM KJItoUe B NpoBaliaep u
BO3BpalLAET AECKPUMTOP
OTKPbITOro KJtoua.

CryptExportPublickeyInfoEx

OyHKLUMSA
CryptExportPublicKeyInfoEx
3KCMOPTUPYET UHDOpMaLMIO 06
OTKPbITOM KJ1tOYE, CBSA3@HHYHO C
COOTBETCTBYIOLIMM CEKPETHbIM
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K/II04OM MpoBanaepa.

CryptExportPublicKkeyInfo

OyHKLUMSA
CryptExportPublicKeylInfo
3KCMOPTUPYET UHDOpMaLMIO 06
OTKpPbITOM KJlO4e,
aCCOLMNPOBAHHYIO C
COOTBETCTBYIOLIMM CEKPETHbIM
K/IO4OM rpoBaligepa.

CertCompareCertificate

OyHKLUMSA
CertComparecCertificate
CpaBHWBAET ABa cepTudmkaTa
ANs Toro, Ytobbl oNpeaenunTb,
ABASAKOTCA NN OHU UOAEHTUYHbBIMM,

CertComparelntegerBlob

OyHKUMSA
CertComparelntegerBlob
CpaBHMBAET ABa LeNOYNCIIEHHbIX
6noba gnsa onpeaeneHus Toro,
npeacTtaBnsaoT M oHKU coboli aBa
paBHbIX 4Yncna.

CryptExportPublickeyInfoFromBCry
ptKeyHandle

IkcnopTupyet nHdopmaumio 06
OTKpPbITOM KJto4e,
aCCOUMNPOBAHHYIO C
COOTBETCTBYIOLUUM CEKPETHbIM
K/O4YOM nposanjepa.

DYyHKLUMN KOAMpOBaHMH/AeKOAMpOBaHMﬂ

CryptDecodeObject

dyHkuusa CryptDecodeObject
ncnonb3yoTcsa Ans
AeKoAMpOoBaHus cepTudnKaTos,
CMNCKOB aHHYTMPOBAHHbIX
ceptudgukatos (COC) n
3anpocoB Ha cepTUdUKaThbl.

CryptDecodeObjectEx

®yHkumnsa CryptDecodeObjectEx
MCNONb3YTCA AN
AeKoAMpPOBaHUS cepTndmKaTos,
CMWUCKOB aHHYJIMPOBAHHbIX
cepTMdmMKaTOB N 3aNpOoOCOB Ha
cepTudunKaThl

CryptEncodeObject

®dyHkumusa CryptEncodeObject
MCNONb3YKTCA AN KOAUPOBAHUS
cepTndmKaToB, CMNCKOB
aHHY/IMPOBAHHbIX CepTUdUKaTOB
M 3anpocoB Ha cepTUdUKaThI.

CryptEncodeObjectEx

®yHkumsa CryptEncodeObjectEx
MCNONb3YOTCA AN KOAUPOBaHMUS
cepTndmKaToB, CMNCKOB
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aHHYNIMPOBAHHbIX CEPTUDUKATOB
M 3anpocoB Ha cepTudukaTsbl.

MonyueHue 06beKTOoB U3 yAaJl1eHHbIX NCTOYHUKOB

CryptRetrieveObjectByUrlA

OyHKLUMSA
CryptRetrieveObjectByUrlA
nosilyyaet obbekT
MHMPaCTPYKTYPbl OTKPbITbIX
Knto4en no 3agaHHomy URL.

CryptRetrieveObjectByUrlW

OyHKLUMA
CryptRetrieveObjectByUrlW
saBasieTcsa unicode Bepcuen

dyHKUUN
CryptRetrieveObjectByUrlA.

[OononHuTenbHble PYyHKLUUN

CryptBinaryToString

QOyHKUNS NepeBoaANT ABOUYHYIO
CTPOKY B CTpOKYy Base64/HEX.

CryptStringToBinary

OyHKUNA NMepeBoaNT CTPOKY
Base64/HEX B ABOWYHYIO
CTPOKY.

CertFindAttribute

OyHKUMA NMPOU3BOANT NOUCK
aTpmbyTta ceptudmkarta no
naeHTndunkaTopy.

CertGetNameString

®OYHKUMS nosyyaeT ums
BNagensua unu nsaartens

cepTudukara.

CertNameToStr OYyHKUMSA NPON3BOANT
packoampoBaHue nmeHn n3 ASN
cTpykTypbl B DN (RFC1779).

CertSaveStore OyHKUMA NPpOU3BOAUT 3arnncb

XpaHunuwa ceptTndukaTos
(BKSIKOYAsA CMIMCKM OTO3BAHHbIX U
OOBEpPEeHHbIX cepTndnKaToB) B
Buae cTpyktypbl PKCS#7 vnn
6buHapHOro famMna B NaMsaTb UK
dann.

CryptFindCertificateKeyProvInfo

DYHKLUMSA OCYLLECTBNSET NOUCK
3aKpbITOro KJua,
COOTBETCTBYIOLLErO OTKPbITOMY
K/louy cepTudunkara.

CryptHashPublicKeyInfo

OyHKuMA ocywectenseT ASN1
KOAUPOBAHME U X3LLIMPOBaHUE

CTPYKTYpbl
CERT_PUBLIC_KEY_INFO
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CryptMsgCountersign

®yHKUMS BblpabaTbiBaeT
no6aBoYHYIO NOANMUCH.

CryptMsgCountersignEncoded

OyHKUMS BbipabaTbiBaeT
n06aBoOYHYIO NOAMNUCH.
(koampyet cTpykTypy Signerinfo,
Kak onpegeneHo B PKCS #7).

CryptMsgVerifyCountersignatureEn
coded

dyHKUMS npoBepsieT
Ao6aBoYHYyO NoANmUCh.
(AekoanpyeT CTpyKTypy
Signerinfo, kak onpeaeneHo B
PKCS #7).

CryptMsgVerifyCountersignatureEn
codedEx

dyHKUMS npoBepsieT
006aBoOYHY0 NOAMUCH.
(AekoanpyeT CTpyKTypy
Signerinfo, kak onpeaeneHo B
PKCS #7).

CryptMemFree

OyHkuma CryptMemFree
ocBoboxaaeT NamMATb, KOTopas
6bls1a BblAeNEeHa C NOMOLLbIO
CryptMemAlloc nnun
CryptMemRealloc.

51




XKTAN.00087-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,

25.

26.

JinTepaTtypa

FOCT 28147-89. lNocynapcTBeHHbI cTaHaapT Poccuiickon ®epepaumn. Cuctembl 06paboTkm nHdbopmaunm.
3awmTta kpuntorpadumyeckas. ANroput™m Kpuntorpadunyeckoro npeobpasoBaHms.

FOCT P 34.10-94. lNocynapcTBeHHbIN cTaHaapT Poccuitickoin ®eapepaunn. MHpoOpMauMoHHass TEXHOAOruUs.
Kpuntorpadunyeckas sawmta mHdopmaumn. lNMpoueaypbl BbiIpaboTKM M NPOBEPKU 3EKTPOHHOM LMPPOBOM
noanucu Ha 6ase aCMMMETPUYHOIro KpMnTorpadmuyeckoro anroputma.

FOCT P 34.10-2001. lNocypapctBeHHbIl cTaHaapT Poccuiickon ®epepaunn. NHdDopMaunoHHas TeXHONOoruns.
KpunTtorpaduueckas 3awmTta nHdopmaumu. MNMpoueccbl GopMMpOBaHMS U NPOBEPKU INTEKTPOHHON LNGPOBOWA
noanucu.

FOCT P 34.11-94. locynapcTBeHHbIN cTaHaapT Poccuitickoin depepaunn. MHPoOpMauMoHHass TEXHOOrus.
Kpuntorpadunyeckas 3awmta nHpopmaummn. OyHKUMS X3WMPOBAHUS.

FOCT P 34.10-12 WNHdopMaumoHHas TexHonorus. Kpuntorpaduyeckas 3awmta MHpopMaumun. poueccsl
(OopMUPOBAHUA N NPOBEPKU 3NEKTPOHHON LMEMPOBOMA NOAMUCH.

FOCT P 34.11-12 WHdopmaumoHHasa TexHonorusa. Kpuntorpadudeckas 3awmTta MHGopMaumn. PyHKUMS
X3WKMpPOBaHUS.

XKT£AN.00087-03 30 01. KpunTtollpo CSP. ®opmynsp.

XKTSAKN.00087-03 90 01. Kpuntollpo CSP. OnucaHue peanusaumu.

XTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacteo AaMUHMUCTpaTopa 6e3onacHocTu. Obwas yacTb.

. XKTSAKN.00087-03 91 02. KpunTtollpo

. XKTSAKN.00087-03 91 03. Kpuntollpo

CK3U nop ynpasneHnem OC Windows .

CK3W nopg ynpasnenmnem OC Linux.
XKXTSAN.00087-03 91 04. Kpuntollpo
CK3U nop ynpasneHunem OC FreeBSD.
XKTSAN.00087-03 91 05. Kpuntollpo
CK3W nog ynpasneHunem OC Solaris;
XKTAN.00087-03 91 06. Kpuntollpo
CK3U nop ynpasneHuem OC AIX;

XTAN.00087-03 91 07. Kpuntollpo CSP.

CK3U nog ynpasnexHnem OC Mac OS X;

XTAN.00087-03 91 08. Kpuntollpo CSP.

CK3W nog ynpasnennem OC iOS;

XTAN.00087-03 91 09. Kpuntollpo CSP.

CK3W B BUpPTYanbHbIX cpeaax;

XTAN.00087-03 91 10. Kpuntollpo CSP.

CK3W nog ynpasneHnem OC Sailfish;

CSP.

CSP.

CSP.

CSP.

CSP.

PykoBoacTBo

PykoBoacTBo

PykoBoacTBo

PykoBoACTBO

PykoBoAacCTBO

PykoBoAacCTBO

PykoBoAacCTBO

PykoBoAacCTBO

PykoBoACTBO

AAMUHUCTpaTOpa

AAMUHUCTpaTOpa

AAMUHUCTpaTOpa

aaMUHUCTpaTopa

aAMUHNCTpaTOopa

agMUHNCTpaTOopa

agMUHNCTpaTOopa

agMUHNCTpaTOopa

agMUHNCTpaTOopa

6e3omnacHocTw.

6e3omnacHocTw.

6e3omnacHocTw.

6e3omnacHocTu.

6e3onacHocCTH.

6e3omnacHocCTu.

6e3onacHoCTMH.

6e3onacHoCTMH.

6e3omnacHoCTMH.

XXTAN.00087-03 92 01. Kpuntollpo CSP. NHCTpyKumMs no ucrnosb3oBaHuto. Windows.

XKTSAKN.00087-03 94 01. Kpuntollpo CSP. APM BbipaboTKun BHELIHEN raMmMmbl.

XTAN.00087-03 96 01. Kpuntollpo CSP. PykoBoACTBO nNporpammucTa.
[X.680-X.699]. OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)

[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection
- The Directory: Authentication Framework, June 1997.
[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure Certificate

and CRL Profile», January 1999.
MonoxeHne o0  pa3spaboTke,

Npov3BOACTBE,

peanusaumMm "

aKCcnayaTauuun

(kpunTorpadunuecknx) cpeacTts 3awnTbl MHGopMauun (MonoxeHne MK3-2005).
Mpukas GAMNCUN ot 13.06.2001r. N2152 «O6 uHCTpykuuu o6 opraHusaumm n obecneyeHmun 6e3onacHoOCTH
XpaHeHus, 06paboTkM U nepegayn Mo KaHanaMm CBA3M C WUCMNOSb30BaHMEM CPeACTB KpunTorpaduyeckoi

3aWmMThl  MHdoOpMauun ¢
rocyAapCTBEHHYIO TalHY>».

OorpaHM4YeHHbIM  AOO0CTYNOM,

He

cofepxallen

cBefeHun,

Mcnonb3oBaHune

Mcnonb3oBaHune

Mcnonb3oBaHue

Mcnonb3oBaHune

Mcnonb3oBaHune

Mcnonb3oBaHune

Mcnonb3oBaHune

Mcnonb3oBaHune

Mcnonb3oBaHune

WndpoBabHbIX

COoCTaBnAarWNX
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JINCT perncrtpaumm M3aMeHeHUMn

Homepa nucrtos (cTpaHuu)

U3M.

U3MEHEHHbIX

3aMeHEHHbIX

HOBbIX

@HHynMpo-
BaHHbIX

Bcero nucros

(cTpanuu) B
[OKYM.

N9

AOKYMEHTa

Bxoasawui
N° conpoBoau-

TENbHONO AOKYM.
1 aata

Moan.

[aTta
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