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AHHOTaUMA

[JaHHbIN OOKYMEHT cOoAepXuUT o6yt MWHPOpMauUUo N0 WUCMOSb30BAHUIO MNpPOrpamMMHOIo
npoaykTta «XXTHAN.00087-03 93 03. lMpunoxeHune gns cosgaHmsa TLS-TyHHens», npeaHasHayeHHoro
Ans cosgaHus TLS 3alMleHHOro coegMHeHns Mexay KIneHToMm un nokanbHbiM (Iinetd-3anyckaembiM)
WAW yaoaneHHbIM cepBepoM.

1. CucreMHblie TpeboBaHus

Windows
BkitoyaeT nporpaMMHO-annapaTHble Cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntouaer anctpmbyTuBbl Linux, yaosnetBopsitowme crtaHgapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC ANC ®CCIT Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
Cnutes3-0C.PC (x86, x64);

MK «CuHTeaM-KnueHTt» B coctaBe KIM «30C «CnHTteaM» (x64);
MK «CnHTesM-Cepsep» B coctaBe Kl «30C «CnHTeaM» (x64);
KIM «OC «CuHTe3M-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC Notoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nb6pyc);
MCBCdepa 6.3 Cepep (x64, ARM64).

Unix
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
OC 2nbbpyc Bepcus 3 (3nbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT Cepsep 8, AnbT 8 CIN Cepsep (x86, x64, ARM, ARM64);
AnbT Pabouas ctaHumsa 8, AnbT Pabouas ctaHumsa K 8, AnbT 8 CIN Pabouas ctaHums (x86,
x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
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POCA XPOM/KOBANIbT/HUKENDb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
BkitoyaeT nporpaMMHO-annapaTHble Cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BkntoyaeT nporpaMMHo-annapaTHyto cpeay:
SailfishOS 2.1.1.12 (ARMv7).

i0S
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2
/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTtyanbHble cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MpnMeyaHus:
1. Bepcusa POSReady.
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2. Wcnonb3oBaHue nporpaMMbl Ha onepaumoHHon cncteme Windows
2.1. YcraHoBka cnyx6bl stunnel

YcTaHoBKa genaetcs nyTém 3anycka stunnel.exe —install

B panbHenwem cnyxba gns crtapta 6yaer mcnonb3oBatb dann stunnel.exe u3 Tol nankwy,
oTkyaa 6blna npoBeaeHa yCTaHOBKa.

lMepen yCTaHOBKOW HYXHO BbibpaTb pexuMm paboTbl ciyxbbl, yCTaHOBUTb cepTudukaTbl W
copMmupoBaTb ann KoHdurypaumm (CM. ganee No TeKCTY AaHHOrO AOKYMeHTa).

2.2. Hactpoika cnyx6bl stunnel

2.2.1. Bbibop BapuaHTa MCNOSIb30BaHNS

Cnyx6y stunnel MOXHO Mcnosb3oBaTb M60 B pexXuMe KIMeHTa, Mbo B pexnme cepeepa.

B pexume knmeHta stunnel npuHuUMaeT TpaduK OT KIMEHTCKOro MPUNOXEHUS,
3awndpoBbiBaeT e€ro W OoTnpaBnseT Ha cepBep. Ha cepsepe Tpaduk pacwundpoBbiBaeTca U
nepenaérca KOHEYHOMY MPUIOXKEHUIO MW APYION ciyxbe Ha 3TOM cepBepe.

2.2.2. YcTaHoBKa cepTudukaToB

Ona pabotbl cnyxbbl B pexmme cepBepa obs3aTenbHO HyXeH cepTudukat ayTeHTudumkaumm
cepBepa. CepBep MoXeT TpeboBaTb, @ MOXET He TpeboBaTb CepTUdUKAT KIMEHTa Npu coeauHEeHUn
K/IMeHTa C cepBepoM.

Kak Ha KnuMeHTe, Tak 1 Ha CepBepe HYXHO YCTAaHOBUTb HEO6X0ANMble CcepTUDUKATBI:
a) ceptudumkart kopHesoro LleHTpa Ceptudmkaumm (LIC) - B xpaHmnuwe «[loBepeHHble KOpHeBble
LleHTpbl CepTudurkaumm» nokasabHOro KoMnboTepa;
6) ecnn cepTudukart cepBepa WKW KAWEHTa BblAaH Ha noavYnmHéHHoOM LC - cepTudwukaTbl BcCex
noaumHeHHbix LIC B uenoyke A0MKHbI ObiTb YCTaHOB/EHbI B XpaHunuvwe «lMpomMexyTouHble LleHTpbl
CepTudukaymmn» noKanbHOro KOMNbOTEPA;
B) Ha cepBepe A0/KeH 6biTb YCTaHOBEH cepTUdUKAT cepBepa B XpaHunuwe «JInyHble» NoKaabHOro
KOMMbloTEPA C NPMBSA3KON K KOHTEMHEPY 3aKPpbITOro K/o4a cepsepa;
r) ecnn cepsep TpebyeT cepTUdMKAT KIMEHTA — TO HA KIMEHTCKOM KOMMbIOTEpPE AOMXKEH ObiTb
yCTaHOBNEH cepTudMKaAT KNMeHTa B XpaHunnuwe «JInyHble» NoKasbHOro KoMnbtoTepa ¢
MPUBS3KOM K KOHTEMNHEpPY 3aKpbITOro KJjtoya KJneHTa

2.2.3. 3anucb ceptudukatos B pann

Mocne ycTtaHOBKM cepTuUdUKaTa CepBeEpa WM KJIMEHTA B XPaHWUMULLE HYXHO AOMONHUTENbHO
COXpaHUTb 3TOT cepTudumkaTt B an Ha aucke (6e3 3akpbIToro kno4da, 6e3 Lenoykn cepTudukaTos
(dbann *.cer) B popmaTte BASE64 nnm DER).

2.2.4. ®opmMmupoBaHue danna KoHpurypaumm

[Janee npuBegeHbl npuMmepbl dannoB KOHGUrypauuu KAWEHTa W cepBepa A8 CreayloLlen
3agaun. KnueHT ¢ KoMmnbloTepa compl [Ao/KeH YCTaHOBUTb COeAMHeHMe C Beb-cepBepoM
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(srvl.test.ru), npuuém Tpadumk pJo/mkeH ObITb 3awndpoBaH WU  KAWEHT AOo/XeH b6biTb
ayTeHTMdunumMpoBaH no ceptudukary.

B dann koHdurypaumm 3aHoCcATCSa criegyowme onunmn:

MapameTp OnucaHune

debug YpoBeHb NPOTOKO/IMPOBAHMSI.

output MucaTtb nor B file

service NUmsa cepsuca.

socket Onumn setsockopt() onsa cokeTta npuemMa coeAMHEHM, a Tak Xe Aans

NOoKaJibHOIro U yganeHHOro COKeTos.

Service-mode options.

accept MpuHUMaTbL coeamHeHnsa Ha host:port.

Cert Ceptudumkatr B der koampoBke. CoOOTBETCTBYHOLWMNIA cepTudumkaT B

XpaHunnuiuie AoJ1XXeH UMEeTb CCbIJIKY Ha 3aKprTbIl7| KJ1H04.

client Pexxum knuneHTa (yaaneHHbli cepBmc ucnonbsyet TLS/SSL).
connect CoeaunHATb € yaaneHHbIM cepBepoM host:port

delay 3apepxka ansa DNS 3anpoca ans 'connect' onumu.

verify YpoBeHb NpoBepKku cepTudmkaTa yaaneHHOro KomMnbototepa

0 — UrHopupoBaTb cepTudmkaTt
1 — MNpoBepAaTb cepTuduKaT ecnm ectb
2 — Bcerga npoBepsTb cepTudukar

3 — MNpoBepsATb HanMume ceptudukarta B Xxpanmnumue TrustedUsers

[Nanee npuBeaeHbl npuMepbl hannoB KOHGUrypaumn Ansa KamMeHTa u cepeepa An4 creayrowen
3agaun. KnueHT C KkoMmnbloTepa compl [AosKeH YCTaHOBUTb COeAMHEHMEe C Beb-cepBepoM
(srvl.test.ru), npuuyém Tpaduk pomxkeH ObiTb 3awWMdpoBaH WU KIAMEHT A[OAXeH ObiTb
ayTeHTMduumMpoBaH no ceptudukary.

2.2.4.1.Mpumep danna KoHdUrypaumm ans cepeepa

output=c:\stun-srv\stun.log
socket = |I:TCP_NODELAY=1
socket = r:TCP_NODELAY=1
debug = 7

[https]
accept=srvl.test.ru:1502
connect = srvl.test.ru:80
cert=C:\stun-srv\srvcer.cer
verify=2

2.2.4.2.Mpumep danna KoHdbUrypaumm ansa KiaveHTta
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output=c:\stun-cli\stun.log
socket = |: TCP_NODELAY=1
socket = r:TCP_NODELAY=1

debug =7
[https]
client = yes

accept=comp1:1500
connect = srvl.test.ru:1502
cert=C:\stun-cli\clicer.cer
verify=2

2.3. 3anyck cnyx6ebl

3anyck, OCTaHOB M M3MeHeHMe napaMeTpoB CNyx6bl 3amycka AenakTcs 4Yepe3 CTaHAApPTHYH
OCHaCTKY ynpaBneHus cnyxbamm (services.msc).

2.4. YpaneHue cnyxbbi

YpaneHnue cnyx6bl genaetcs nyTém 3anycka stunnel.exe -remove

3. Wcnonb3oBaHue nporpammel B cpeae UNIX

3.1. Peanusauuu stunnel

CywecTtByeT ABe peanusauum cnyxbbl stunnel: ¢ ucnonb3oBaHneMm 6mubnuotekn pthread u c
ncnono3osaHnem fork, OuHapHble dainbl  HasbiBalTca  stunnel_thread w  stunnel_fork
COOTBETCTBEHHO. Stunnel c ucnonb3oBaHmem fork BO3MOXHO MCMosib3oBaTh Tonbko ¢ Kpuntollpo CSP
ncnonHeHue KC2.

3.2. Hacrpouka stunnel

3.2.1. Bbibop BapuaHTa MCNOMb30BaHUSA

Cnyxb6y stunnel MOXXHO ncnonb3oBaTb NMM60 B pexuMe KaneHTa, Tnbo B pexmnme cepsepa.

B pexume «knmeHTta stunnel npuHMMaeT TpaduK OT  KJMEHTCKOro  NpuUIoXeHUs,
3awmndpoBbiBaeT €ro u oTnpaBnseT Ha cepsep. Ha cepeepe Tpaduk pacwmdpoBbiBaeTcs U
nepenaércs KOHEeYHOMY MPUIOXKEHUIO UNK APYroi cnyxbe Ha 3TOM cepsepe.

3.2.2. YcTaHoBKa cepTuduUKaTos

YcTaHOBKa cepTudukaToB nNpouM3BOAMTCS NpW NOMOLWM YTUAUT certmgr u cryptcp 13 coctaBa
Kpuntolpo CSP.

Ona pabotbl cnyxbbl B pexmme cepBepa obszaTenbHO HyXeH cepTudukat ayTeHTudumkaymm
cepBepa. CepBep MOXeT TpeboBaTb, @ MOXET He TpeboBaTb cepTUdMKAT KIMEHTA NPU COEAUHEHUN
K/IMeHTa C cepBepoM.

Kak Ha KNMeHTe, Tak N Ha CepBepe HYXHO YCTaHOBUTb HEOOX0oAMMble CEPTUdUNKATI:
a) ceptndukaT kopHeBoro LleHTpa Ceptudukaumnnm (LUC) - B xpaHunuue ROOT;
/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file root.cer -store ROOT

6) ecnn ceptudukaT cepBepa WM KIMEHTa BbldaH Ha nogymHéHHOM LC - cepTudukartbl BcCex
nogymHeHHbiX LUC B uenoyke Ao/mkHbl 6bITb YCTaHOBMAEHbI B XpaHunuuie CA;

7



XKTAN.00087-03 93 03. KpunTtollpo CSP. lNpunoxeHne anga cosgannsa TLS-TyHHens

/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file ca.cer -store CA

B) Ha cepBepe Ao/mMKeH ObiTb yCTaHOBNEH cepTudumkaT cepBepa B XpaHunumwe My (Tekywero
Nnosib30BaTesNs UK JIOKaNbHOIO KOMMbOTEPA) C NMPUBSI3KOM K KOHTENHEpPY 3aKpbITOro Kjlo4ya cepBepa;
/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file server.cer -cont '\\.\HDIMAGE\server'

r) ecnn cepeep TpebyeT cepTUdMKAT KIMEHTA — TO HA KJIMEHTCKOM KOMMbOTEPE AONXKEH ObiTb
yCTaHOBNEH CepTUdUKAT KAMEHTa B XpaHunuwe My (Tekyllero nosib30BaTens WAM JIOKaNbHOMo
KOMMNbloTEpPA) C NPUBS3KOM K KOHTENHEPY 3aKpPbITOr0 KJo4ya KNEHTa.
/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file client.cer -cont "\\.\HDIMAGE \client'

3.2.3. 3anucb ceptudukaToB B damnn

Mocne ycTtaHOBKM cepTuduKaTa cepBepa MU KINEHTa B XpaHWIULLLE HYXHO AOMOSHUTENbHO
COXpaHUTb 3TOT cepTudmkaT B dan Ha amucke B dopmaTte DER.

Ecnn ceptudukat B Buae darina oTCyTCTBYET, ero MOXHO COXpaHWTb M3 XpaHuauwa uiun us
KOHTEelMHepa nNpu NOMOLLM yTUAuTbl certmgr us coctasa Kpuntolpo CSP.

lopt/cprocsp/sbin/<apxumexmypa>/certmgr -expr -dest server.cer -cont "\.\HDIMAGE\server'

3.2.4. ®opmMupoBaHue anna KoHpurypaumm

MapameTp OnucaHue

chroot KaTanor Bbi3oBa dyHKUMK chroot(), koTopas Bbi3biBaeTcs rnocsie pasbopa

KOH(UrypaunoHHoro ¢danna stunnel.

debug YpOBeHb NPOTOKO/IMPOBaHUA.

foreground foreground pexum.

output MucaTtb nor B file, a He B syslog.

Pid ®ann ana coxpaHeHus pid.

service Mma cepsuca.

Setgid BbinonHseTcsa setgid() B a1y rpynny.

Setuid BbinonHseTca setuid() noa 3Toro nonb3oBartens

socket Onuwun setsockopt() ans cokeTa nNpneMa coegMHEHUN, a TaK Xe A1 JIOKaAbHOro U

yAaleHHOIro COKeTOoB.

Service-mode options.

accept MpuHMMaTb coegmHeHuns Ha host:port.

cert Ceptndukar B der kogumpoBke. COOTBETCTBYWOLWMA cepTudumkaT B XpaHuauuwe

AOJ1IXXEH UMETb CCbIJIKY Ha 3aKprTbIl7I KJTHO4.

client PexxnM knueHTa (yaaneHHbIn cepBmc ucnonb3yet TLS/SSL).

connect CoennHsATb C yganeHHbiM cepsepoM host:port

delay 3apepxxka ana DNS 3anpoca ang ‘connect' onuymu.

local MHTepdelic, KOTopbI AOKEH ObiTb MCMNOMBb30BaH ANSl COEAMHEHUS C YAaNeHHbIM
XOCTOM.
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Verify YpoBeHb NpoBepku cepTudmkaTta yaaneHHOro Komnblotepa
0 — UrHopupoBaTb cepTudmkaTr

1 — lMpoBepsaTb cepTudmkKaT ecnm ectb

2 — Bcerga npoBepsiTb cepTudukar

3 — lMNpoBepsATb Hanmume cepTudumnkaTta B Xxpanmnmue TrustedUsers

Ona 6onee nopgpobHOro onucaHuMss onuuMii M MNPMMEPOB WX WCMNOMb30BaHUSA WCMNONb3yNTe
kKoMaHay man stunnel

Janee npuBeaeHbl npumepbl darnoB KOHMUrypaumu KamMeHTa M cepBepa Ansa crenytowen
3apaun. KnueHT C KoMmnbloTepa compl [AomKeH YCTaHOBUTb CcoeaAnHeHue C Beb-cepBepoM
(srvl.test.ru), npuyém Tpaduk pgomkeH ObiTb 3awmndpoBaH W KIAMEHT AOMKEH  6biTb
ayTeHTUudnUnMpoBaH no ceptudunkarty.

3.2.4.1.Mpumep danna KoHbUrypaumm ans cepeepa

pid=/var/opt/cprocsp/tmp/stunnel_serv.pid
output=/var/opt/cprocsp/tmp/stunnel_serv.log
socket = [: TCP_NODELAY=1

socket = r:TCP_NODELAY=1

debug = 7

[https]
accept=srvli.test.ru:1502
connect = srvl.test.ru:80
cert=/etc/stunnel/server.cer
verify=2

3.2.4.2.TMpumep darina KoHbUrypauum Ang KnmeHTa

pid=/var/opt/cprocsp/tmp/stunnel_cli.pid
output=/var/opt/cprocsp/tmp/stunnel_cli.log
socket = I:TCP_NODELAY=1

socket = r:TCP_NODELAY=1

debug = 7
[https]
client = yes

accept=comp1:1500
connect = srvl.test.ru:1502
cert=/etc/stunnel/client.cer
verify=2

OnuncaHune BCex AOCTYMHbIX B KOHPUrypaunoHHoM daline onuun MoOXHO HalTKN, Bbi3BAaB B KOHCONMU
man stunnel

3.3.  3anyck cnyx6sl

3anyck cny»x6bl NPON3BOANTCS KOMaHAOM
/opt/cprocsp/sbin/<apxutexktypa>/stunnel_thread “nytv Kk ¢pauiny KoHpurypauymm”

[na ocTaHOBKKM HeobxoamMo 3aBepwmMTb Npouecc stunnel.
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