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1. WHcTtannauma CK31 Kpuntollpo CSP

YctaHoBka amctpubytuBa CK3U Kpuntollpo CSP gonxkHa nNpou3BOAUTLCS MONb30BaTENEM, MMEKLLNM
npaesa agMMHUCTpaTopa.
[Ons yctaHOBKM NporpaMMHOro obecnevyeHuns BCtaBbTe KOMMAaKT-AUCK B AUCKOBOA.

Apxutektypa x86/x64
Apxutektypa ltanium

[pumeyaHnsa K BeINyCcKy
0OB630p gokymeHTauum
0O6b30p aucka

Caitr 000 KPUMTO-NPO

PucyHok 1. YctaHoBka CK3U Kpuntollpo CSP

Bbibepute yanobHbii ana Bac A3bIK yCTaHOBKM M AUCTPUOYTUB, COOTBETCTBYIOLUMIA WCMONb3yeMOW
onepaumoHHOM cucTeme.

|..| MpuMeyaHume. TaKkxXe yCTaHOBKA MOXET Mpou3BOANTLCA C ANCTpubyTMBa, nonydyeHHoro ¢ canta OO0
== KPUNTO-MPO. B TakoM cny4yae nonb30BaTeNO HYXHO 3anycTuTb dain auctpmbytmea CSPSetup.exe.

MNMepen 3anyckoM Mactepa yCTaHOBKM BbIBOAUTCS AWANIOrOBOE OKHO, B KOTOPOM AOCTYMeH BblbOp ypOBHS
3awmeHHocTn (KHonka onuum).

153 CSPSetup

KPUMTOIPO - KNiOHEBOE CNOBD B SAWLMTE MHHOPMELIN

http: /e cryptopro.ru

Bnarogapum 3a seibop Kpuntollpo CSP.

[N Npoaom#eHna YCTaHOBKM HamunTe “[anee”,
ANA YCTEHOBKM CNeudMYEckMX HBCTPoeK - "o,

ECnM Bbl HE SHAETE, YT BLIBMPaETE, HEHMATE
"Nanee”,

PucyHok 2. Hauyano yctaHOBKMU

B CK3U KpunTtollpo peanusoBaHbl knacchkl 3awmtbl KC1, KC2, KC3 cornacHo TpeboBaHusam ®Cb Poccuu.
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|53 CSPSetup

AskblK YCTEAHOBKM:

(") English

YposeHe De3oNacHoCTH:
(®KC1
(IKC2
(K3

CKpBITE Hanee OTmeHa

PucyHok 3. Bbi6op ypoBHs 6e30nacHOCTH

YKaxuTte TDEGYEMbIﬁ YPOBEHb 6630ﬂaCHOCTM, €C/IN OH OTNIMYaeTCHd OT 3HAaueHusa no yMmondaHuto. llocne
3TOro MOXXHO nepexoanTb K pa60Te C MacCTepoM YCTaHOBKMU.

3! ¥YcTaHoeka "Kpuntollpo C5P°

Bac NpHBETCTBYET NPOrpaMMa YCTAHOBKH
"KpunTollpo CSP (KC1)"

MporpaMMa BeINanHMT yoTaHosky HpunTolpo CSP 4.0 "
Ha KOMABKOTED. [1NA NPOAOMKEHNA HEMMUTE KHoMKY “fanee”,

I(-_-\ S [ P
Wi o Y
e | Y ,QJ[L:' O
(‘\ (] MPEOYMPEX AEHWE: JaHHaa NporpaMMa SalMILEHE 3aKoHaMH
O] 0f BETOPCKWX MPaBaXx M MEKAYHAPOAHEIMK COrNALEHKAMM,

7~
‘ I |

\_J

azan Hanee = OTmeHa

PucyHok 4. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM

Ecnu Ha mMawuHe 6bina yctaHoBneHa 6onee paHHasa Bepcms CK3U Kpuntollpo CSP, To B okHe mosiBUTCSA
nHdpopmaumsa o6 obHoBnsEMON BepcUn:
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# ¥cranoeka "Kpuntollpo CSP”

Bac npHBETCTBYET NPOrpaMMa yCTaHOBKH
"Kpuntolpo CSP (KC1)"

MporpaMmMa BeINONHUT YCTEHoBKY HpunTolpo CSP 4.0.9184"

Ha KOMMBKOTEP, [NA NPOACMHKEHMA HEMMMTE KHoMKy ~Janee”,

CheayiowMe NpoayKTel DYAYT 3aMeleHEl KOMNOHEHTAMA
YCTEHABNMBAEMON BEPCAN:

Kpunrolpo CSP 4.0,9183

s T ) PP

CrvptoPro
- '\.(_'\
ka}

PucyHok 5. YcTaHOBKa C 3aMelleHNEeM KOMIMOHEHTOB

Ona npogonxeHuns yctaHoskn Kpuntollpo CSP HaxmuTe Aanee.
BHMMaTeNnbHO NpoynTanTe MMUEH3NOHHOE COorflalleHne, KOTOpoe BbIBOAMUTCSA NpU NepBON YCTaHOBKE.
JanbHenwas yctaHoBKa NPON3BOAUTCA B COOTBETCTBUU C COOBLLEHNAMN, BblAABAEMbIMM MACTEPOM.
B npouecce ycTaHOBKM MOXeT 6bITb MPeAnoXeHO:

BBECTU CEPUIMHbIN HOMED NWLIEH3MN KPpUNTOoNpoBanaepa;

o

o 3aperucTpMpoBaTtb AOMOJHUTENbHbIE CYMTbIBATENM KIOYEBOW MHMOPMaUmu;

o HacCTpouTb AONOJIHUTE/IbHbIE AATYMKK caydanHblix ymucen (ans yposHen KC2 n KC3);

o HaCTpoUTb KPUNTOMPOBaAMAEP Ha MCNOJIb30BaHWE CNYyX6bl xpaHeHus kayen (ans yposHs KC1).

3T napaMeTpbl MOXHO U3MEHUTb MOC/E 3aBEPLUEHNS YCTAaHOBKN Yyepes naHenb ceoicte Kpuntollpo CSP.

Ons koppekTHon paboTbl Kpuntollpo CSP nocne 3aBepllieHUs yCTaHOBKM HeobxoaAuMMO nepesarpysuTb
KOMMNbIOTEpP B C/lydae, ecniv Nonb30BaTeNto npeanaraercs nepesarpyska.

B npouecce ycTaHOBKM MacTepoM MOXeT 6biTb NpeanoxeH BblI6Op Hawubosiee noaxoAsillero Buaa
YyCTaHOBKM.
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i ¥YcTanoeka "Kpuntollpo CSP”

Buno yCcTaHOBKH

Bribop Hanbonee NoAXoAAWErD BUAE YCTAHOBKH,
BrIBEpMTE BMA YCTEHOBKM.

() D6biynan

ByaeT YCTAHOBNEH CTAHASPTHEIM HA00P KOMMOHEHT .

(®) Bubopounan

Bblﬁl:lp HEe0oDX0AMMBIX KOMMOHEHTOB nporpaMMel M NankK
YCTaHOBKM, PAcc4MTaHa Ha onbITHEIX NoNE30BaTENSA,

PucyHok 6. Bbi6op BMaa yCtaHOBKM

Mo ymonuaHuio (BMA ycTaHOBKM «O6blyHas») yCTaHaB/MBAKOTCS TObKO OCHOBHble dannbl Ans paboTsbl
CK3W (pna Windows Server 2008 no yMon4aHuIO Takxe yCTaHaBnmBaeTcs «[panBepHas 6ubnuoteka CSP»).
Mpy HEOH6XOANMOCTU MOXKHO U3MEHUTb HabOp KOMMOHEHTOB A/ YCTAHOBKMW:

3 ¥cTanoeka "Kpuntollpo C5P°

Buibopounan ycranoBKa

BblﬁEpHTE KOMNOHEHTE NpOrpaMMel, KOTODEIE HeobxoguMo YCTaHOBUTE.

LLleNKHWTE SH3YOK B CTIMCKE HIBKE, UTo0b! MMEHMTE Cnocob YCTAIHOBKH KOMMOHEHTA.

OnKcaHWe KoMnoHeHTa

Dainel, HeobxoaWMele 4nA
paboTel NpoAYKTE.

QCHOBHBIE hainkl

OrHoBHbIE dalinel (x64)

PacwnpeHHan COBMECTMMOCTE C NpogyKTamy M
Cnyba XpaHeHWA KNKoJei

Revocation Provider

KpunTonposalinep yposHA Anpa OC
CoemecTimocTe © KpunTolpo CSP 3.6
CoBMecTHMOCTE C KpunTolpo C5P 3.0

Manka:
C:\Program Files (x86)\Crypto Pro\CSPY, e

Moackaska < Hasaa OTMeHa

PucyHok 7. BbibopouHasi ycTaHOBKa

PacwumpeHHas cCOBMeCTMMOCTb C npoaykTaMmu Microsoft — Ob6ecneunBaeT COBMECTMMOCTb C TaKUMMU
npunoxeHmsamn, kak Microsoft Office, Outlook Express. Heob6xoamma gns Bxoga B CUCTEMY MO CMapT-KapTaM.

Cnyx6a xpaHeHusa kntouyeinn - ObecrneymBaeT XpaHEHWE, MUCMOSIb30BAHUE U K3WMPOBAHME KIIHOYEN B
otaenbHoM cepsuce OC. o ymMonyaHuio BKAOYeHa Ans ypoBHS 6e3onacHoctn KC2 1 KC3 (noapobHo onuvcaHa B
pa3gene YcraHoBka napameTpos 6e3omacHOCTH).

Revocation Provider - MexaHun3M npoBepKM TEKYyLWEro cratyca ceptudukaTta ¢ ncnonbsoaHnem OCSP.
fBnsieTca AOMNOSIHEHMEM K CTaHAApPTHOMY MexaHuaMy Windows npoBepku cTaTtyca cepTudukaTa Ha OCHOBe
cnmcka oTo3BaHHbIX ceptudukatoB (COC, CRL). Kpome 3TOro npeaoctaBnsieT BO3MOXHOCTb MCMNOJ/SIb30BaHUS
COC, BbinyLWeHHbIX MO Npasunam, onncaHHoiM B RFC 3280.
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KpuntonpoBaiiaep ypoBHA agpa OC- Heobxoanm ans paboTbl KpunTonpoBaiaepa B ciyxbax u siape
Windows (TLS-cepsep, EFS, IPsec).

CosMmectumoctb ¢ Kpuntollpo CSP 3.6 - PeructpupyeT MMeHa npoBanaepoB, COBMeCTUMble C
Kpuntollpo CSP 3.6. HeobxoAMMO TOMbKO MNpM  HalanumMum B XpaHunuuwe <«JInyHble» cepTUdukaTos,
ycTaHoBneHHbIx ¢ KpunTtollpo CSP 3.6.

CoBmectumoctb ¢ Kpuntollpo CSP 3.0 - Peructpupyer uMmeHa npoBainaepoB, COBMeCTUMble C
Kpuntolpo CSP 3.0. Heobx0AMMO TONMbKO TMpWU HanMuMm B XxXpaHunuwe <«JIMyHble» cepTUduKaToB,
ycTaHoBneHHbIX ¢ KpunTtollpo CSP 3.0.

Mpumeuanme. B coctas Kpuntollpo CSP SDK, BXOAWT OnMcCaHuMe napaMeTpoB KOMaHAHOW CTPOKM
[!!| yctaHoBwmka  Windows  (\CHM\msi-readme.txt), KoTopble  yaobHO  wucnofb3oBaTb  ANA
aBTOMaTM4eCcKoro pasBepTbiBaHUs aucTpubyTtumea.

Mocne HaxaTmsa Ha [lanee MacTepoM YCTaHOBKM npeasiaraetcsa 3anjiaHMpoBaTbh UM OTMEHUTb YCTAHOBKY
6nbnmoTtek NoaAepXKM CUMTbIBATENEN, @ TakKXe MPUHSATb pelleHMe O BKIYeHUU (yHKUMOHana HakonaeHus
nHpopMaumm 06 NCNONb30BaHHbIX CbEMHbIX K/THOYEBbLIX HOCUTENAX. NMOMMMO 3TOro, TakXxe Heo6XoANMO BKITIOUUTL
PeXWUM YCUEHHOIO KOHTPO/S UCMOJIb30BaHUA Kto4ven. JaHHbI peXUM OCYLLEeCTBASET KOHTPOJIb CpoKa AeNCTBUS
OO/ITOBPEMEHHbIX K/IOYEelr 3NeKTPOHHOW MoAnMcu M Ka4eBoro obmeHa, KOHTPO/Sib LOBEPEHHOCTUM K/KYel
NPOBEPKN I/IEKTPOHHON MOAMUCU N KOHTPOJIb KOPPEKTHOIO MCMNOSIb30BaHMSA MPOrpaMMHOIro aatymka ClydanHbIX
umncen. Wcnonb3oBaHune CK3U Kpuntollpo CSP 4.0 R4 6e3 BK/IOYEHUA pexXuMa YCUIIEHHOrO KOHTPOns
NCMNOJIb30BaHMS KJIl0YEN pa3peLlaeTcs TONIbKO B TECTOBbIX Lensx.

_[E',J Ycranoska "Kpuntollpo CSP 4.0.9674" | €3

MocnegHne NpMroToBEHNA K YCTaHOBKE NporpaMmbi

MporpaMmMa roToBa K Ha4any yCTaHOBKM,

BoibepuTe Tpebyemble G1ubnnoTekn noaaepxky (MOXKHO HACTPOMTL NO3KE):

[¥] 3aperucTpupoBaTh cumThIBaTEND PeecTp”
|| 3aperucTtpupoBaTh cuMTHIBaTEND CMAPT-KapT

\/ 3aperucTpUpoBaTh CHUTLIBATEND ChbeMHbIX HocuTEnei

|| He coxpaHsTb MHDOPMALIIO 06 MCMONb30BaHHBIX CHEMHBIX HOCUTENAX

(V] YouneHHbI KOHTPONb MCMONb30BaHUS KAKOYEN

HaxxmuTe KHoNKy “YCTaHOBUTL ", YT0Ob! Ha4YaTb YCTaHOBKY.

Yrobbl NPOCMOTPETE MAKM M3MEHWTL NapaMETPLI YCTEHOBKM, HEXKMUTE KHONKY "Haszaa ",
HaxkmuTe KHonky "OTMeHa”™ Ana BbIX0AE U3 MPOrpaMMbl,

< Hasaa H YCTaHOBUTDL ] I OTmeHa

PUCYHOK 8. YCTaHOBKA YCUJIEHHOIO KOHTPOJIA UCMNOJIb30BaHUSA KJ1lOUei

Mpu yctaHoBke CK3M C BKAIOYEHMEM peXMMa YCWUIEHHONO KOHTPOSS WCMO/b30BaHUA Kawo4ven 6yayTt
3anpoleHbl AaHHble C AaTyMKa Cry4YanHbix yucen. B cnyyae owmnbku nonyydyeHns AaHHbix 6yaeTr oTtobpaxkeHo
OKHO, NpUMep KOTOoporo npueeaéH Ha PucyHok 9. B aTom cnydae npu Hayvane paboTbl Nonb3oBaTens B CUCTEME C
yctaHoBneHHbiM CK3U Kpuntollpo CSP 4.0 R4 Heo6xoaMMO npoBepuTb, YTO 3apernctpmposaH xoTs 6bl OAWH
dusnyecknn fatumkK criydvyamHblx uucen (Hanpumep, 6uonormdeckun [CH, BHewWHSS ramMmma uau annapaTtHbIn
OCH), 1 BbINONHUTb KOMaHAy:

csptest.exe -keyset -verifycontext -hard_rng.

Mocne 3aBepweHUsa yctaHoBkn CK3WM ¢ BKAKOYEHHBIM PEXMMOM YCUNEHHOr0 KOHTPOSS MCNOAb30BaHUSA
Kno4yern HeobxoauMmo B o06s3aTesiIbHOM NOpPSAiAKE YCTaHOBUTb [AOBEPEHHblE KOpPHEBble cepTudukaTtbl B
XpaHunuuwe ceptudukaTtoB JNlokanbHOro kKomnbtoTepa CryptoProTrustedStore («[oBepeHHble KOpHEBbIE
ceptudukatbl Kpuntollpo CSP», «CryptoPro CSP Trusted Roots») ¢ nomowbto ocHactkn CeptudukaTtbl nmbo ¢
NOMOLLbIO YTUNUTLI certmgr.exe:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer
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Mocne 3Toro cneayeT oCyWecTBUTb Nepesarpy3Ky KOMMboTepa.

5‘ Ycranoeka "Kpunrollpo CSP 4.0.9702" ol =@ =]

Ycranoska "Kpuntollpo CSP 4.0.9702"

YCTaHaBnMBaoTCA BbIGDaHHbIE KOMMOHEHTbLI NPOrpaMMbl.

4 AoXauTech OKOHYaHMA ycTaHoBKK KpunTolpo CSP". 3To MOXET 3aHATb
o HECKOMbKO MUHYT,

Mpu MHCTaNAAUMN HE YA3NOCE NOAYHYUTE AZHHBIE C A3TYMKE CNYYaNHBIX
__I_é uncen. MNMepeg ncnonezceannem Kpuntollpo CSP HeoBxogumo

yctanoeute 4CH 1 noayunTe MHULNANNINPYIOLLWE AGHHBIE C

NOMOLLIBHD Bbi30Ba "csptest.exe -keyset -verifycontext -hard_rng"

]

OTMeHa

PucyHok 9. OKHO OLIM6KM NONyYeHUs AaHHbIX C AAaTUMKa CJZlyyalHbIX Yncen npm uHctannaumm CK3U.

0
1=}
=
*1)
1
m
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2. WHTepdenc CK3N Kpuntolpo CSP

2.1. [Joctyn K naHenn ynpasnenuss CK3U1

KoHTponbHaa [laHenb ynpaBneHuMs CcpeactBa Kpuntorpaduyeckor 3awmtbl MHbopMaumm (CK3U)
Kpuntolpo CSP pocTynHa Kak oOTAenbHbI NyHKT B rpynne nporpamMMm <«KPUMTO-MPO» (meHio Myck =
Mporpammbl = Kpuntolpo = Kpuntolpo CSP).

[ lonnoxeHnd

Aucnetyep 3agady
Kpuntolpo C5P - 3aLMTHHK
A "= Windows
Kpuntollpo PKI 3 KomaHgHaa cTpoka
CeptdukaThl Manens
YMpaeAeHuA

YnpaeneHve MNpoBoAHKMK
AVLEHIMAMM___

[Mporpammbl no
YMONUSHMHO

PucyHok 10. [locTyn K OCHacTke

MaHenb ynpasneHusa CK3W Kpuntollpo CSP ocywectBnseT AOCTyn K HacTponke (YHKUMA C MOMOLbIO
BKNaAOK:

e O6b6uwme;
e (Ob6opyanoBaHue;
o CepBuc;

e ANropuTMbl;

e bBe3onacHoCTb;

e Winlogon;

e Hactpoiikn TLS;
e [ONOJIHUTENBHO.

11
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€8 Kpuntollpo CSP
ANropUTHBEl BezonacHoCTE Winlogon HacTpoliki TLS
Obwme OfopyaoBaHe Cepeuc JononHATensHo
Iu 4 KpunTollpo CSP Bepoua agpa CK3K:

Bepoua npoaykTa:
L Komnanua KPMMTOIPO, Bee npasa 3aliMueHsI,

E!-' 3aNYCTHTL C NPAEaMH 3AMAHKMCTDETODS

TueHzMA

CepuiaHei Hovep:  4040EGO037EKER 3CAKS
Brnanenew;

OpraH1sauma;

Cpok aeicTEMA 22.05.2014

TWin AHUEHSHI: CepeepHan

EEoa nMUEH3ZMM. ..
Mepean ycTanoeka: 20.02,2014

AzbIk

BrifepuTe AzbIK 4NA 0TOODEHEHMA OKOH

. - <¥MONYaHWe cucTer v
C5P Bawen y4eTHOM 3anMod:

BribepuTe A3LIK ANA 0ToBpaMeHMA oKoH
CSP nonesoBaTensl, He 3a0aBWMy ASEIK
(yMonuaHe cicTems):

Pycokmi

OTMeHa MpUMEHMTE

PucyHok 11. MNaHenb ynpasneHus

2.2. 0O6wme napameTpbl CK3U

Bknagka O6wme (cM. PucyHok 11) nmaHenm ynpasnenuss CK3W Kpuntollpo CSP npeaHasHadeHa ans
npocMoTpa uHdopMmauum o Bepcum yctaHoneHHoro MO CK3W Kpuntollpo CSP, nHdopMmaumm o AULEH3NUU WU
BBOAa HOBOro cepuiiHoro Homepa (nogpobHee cMm. BBoA cepwiiHOrO HOMepa AWLIEH3WWM KpuATonpoBawaepa
«Kpuntolpo CSP»), nameHeHus a3bika paboTbl Nonb3oBaTensa ¢ AaHHbiM MO.

2.3. BBopa cepuitHOro Homepa nuueH3sum kpuntonpoBanaepa «Kpuntollpo CSP»

Mpu yctaHoBke nporpammHoro obecneveHmss Kpuntollpo CSP nonb3oBatento npeanaraetcss BBECTU
AaHHble nuueH3nn. bes BBOAA NMUEH3UM MNONb30BATENIO MNPEeAOoCTaB/ISAETCHa O3HAKOMUTENbHas JINLEH3UA C
OrpaHWYeHHbIM CPOKOM AencTBusA, Ans ucnonb3oBaHua Kpuntollpo CSP nocne oKoH4YaHWs 3TOr0 CpoKa HYXHO
BBECTU CepuUliHbIN HOMep € 6naHka JIMueH3un, NosyvYeHHON y opraHumsauuu-paspaboTunmka uamM opraHusaummu,
nMmerLwen npaea pacnpocrtpaHeHmns npoaykrta. Ecnu Kpuntollpo CSP ncnonb3yeTcs Ha KAMEHTCKOW MalunHe, TO
TpebyeTca NMUEeH3nNs KIIMEHTCKOro TUna, ec/iv Ha cepBepe, TO CepBepHas JINLEH3NS.

Onsa BBOAa nuueH3uu nocne ycraHoBkun Kpuntollpo CSP Bocnonb3ynTecb KHOMKOW BBoa nvueH3un Ha
Bknaagke O6wme naHenu ynpaenenHma Kpuntollpo CSP. OTkpoetcs okHOo «CBeaeHuss 0 mnonb3oBaTene» (CM.
PucyHok 13).

Tak)Xe MOXHO BBECTU JIMLEH3UIO C MoMoublo yTunuTel YnpasneHue nuueHsmamu Kpuntollpo PKI. Ansa
3T0ro BbinonHuUTEe Myck = Mporpammbl = Kpuntollpo = YnpasneHue nuueHsnamu Kpuntollpo PKI. B
ocHacTtke YnpasneHue nuuensmamm Kpuntollpo PKI BbibepuTe NpoAyKT, SMLUEH3MI0 Ha KOTOPbI Bbl xoTuTe
BBECTU. B KOHTEKCTHOM MeHIo BbibepuTte Bce 3apaum - BBeCcTu cepmiiHbiii HoMep (CM. PucyHok 12).

12
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YnpaeneHwe nuueHsvamun Kpuntollpo PKI = B
ﬂ}at-'m Jdeictene  Bwg  Okno  Cnpaexa

oz HEHE 8 &

¥NpasneHne NMLEH3NAMK

|i~ Kpuntollpo CSP H ‘i} VessmeaMon CED
3

&2 Bcezagaun BeecTi cepuiiHeIi HOMEp... |

Buga p  BOK AEACTEMA AMueHzvm: 22,03.2014 (nctek)

N AMLEHINKM: CEPBEpHARA

peua npogykra: 4.0.9183

peua kpunTorpadudeckero sgpa (CK3M): KC1 4.0.6000

Hoeoe okHo OTCHIAE

Cnpaeka

Bkl MoskETE BEECTH HOBBIA CEPWUITHBIA HOMED, MCNOMB3YA COOTEETCTEYHILLYH? KHOMKY Ha
MEHENN MHCTPYMEHTCE MM KOHTEKCTHOE MEHHD JaHHOTD 3NEMEHTA.

Ans ycranoskm nugensnondero (lic) daina eccnonesyiitecs 3nementom "Ynpasnenne
NALEHZMAMK",

BeecTi HOBBIA cepHilHBIA HOMED NMLIEHZMKN

PucyHok 12. BBoa cepuifHOro Homepa

OTKpoeTCﬂ OKHO «CBegeHMss O nofnb3oBaTene», B KOTOpPOM Heobxoanmo YKa3aTb CBeAeHUa o

nonb3oBaTene, opraHusauMm, a TakXXe BBECTM CepUWHbIA HOMep C 6naHka JIMLUEeH3MM B COOTBETCTBYHOLLME
nons eeoga (cM. PucyHok 13).

5, Kpuntolpo CSP

CBeeHnn O NonL3oBaTene
Yka#mTe cBegeHud o cebe,

MNonesoBaTenb:
OpraHvsauma;
CepuiiHeii HoMep:

BEeaWTe CEpMItHEIN HOMED, COOTEETCTEYHOWMA NMUEHSMOHHOMY COrNaLIEHMID,
CepMiiHEI HOMED pacnonoxeH Ha BaweM BnaHke «MMUEHZNA Ha NPEE0 MCNONE30EaHMA Ha
ogHom pabouem mecTe MS Windows nporpaMmboro npoaykTa KpunTtolpo CSPs

PucyHok 13. BBoa AaHHbIX JIMLEH3UU
Mocne BBoAa M HaxaTus knasmwm OK gaHHblE O NMLEH3UM COXPAHATCA UM 06HoBSATCS.

2.4. Hactpovika obopynosaHus CK3U

Bknagka O6opymoBaHMe KOHTposibHOM naHenu CK3W npegHa3sHaveHa pAans u3MeHeHus Habopa
YCTPONCTB XPaHEHUSA WU CYMTbIBAHUA KAKOYEBOM MHMOPMaLum 1 gatymkos caydanHbeix ymucen (A4YC).

Mo yMoNnyaHuMIO NOAAEPXUBAKOTCA BCE CUMTbiBATENM CMapT-KapT (M COOTBETCTBYKOLWME WM  TUMbI
HOcuTenen), BCe [AUCKOBOAbl CbEMHbIX AMCKOB, B TOM u4ucne flash-Hocutenn, pna ypoBHs 3awmtbl KC1
cunTbiBaTeNnb «PeecTp» Takxe BblbMpaeTcs N0 YMONYaHMUIO.

13
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i ¥YcradHoeka "Kpwuntollpo CSP"

Mocnegxne NPUrOTOBEHAA K YCTaHOBKE NPOrpaMMbl

MporpaMMa roToBa K HAYany yCTaHOBKH,

BribepuTe Tpebyembe GMbNMOTERN NoLAEpKK (MOOKHD HECTPOWTE NO3HKE):
3EperMcTpHMPOBaTE CHMTRIBETENE PeecTp”
SaperMcTPUMPOBaTE CHUTHIBATEND CMAPT -KApT

3aperucTPMPOBETE CHMTEIBSTENE ChEMHEIX HOCMTENEN

He coXpaHATE MHGOPMaLYAD 00 MNONLE30BaHHEIX CHEMHEIX HOCUTENAX
|:| HE paspellaTe MHTERAKTMBHRIE CEpBMCRI Windows
HasmuTe KHOMKY “YCTaHoBWTE ", Y4Tobl HEYaTE YCTEHOBKY.

Y1obbl MPOCMOTPETE MAM M3MEHWTE MEPAMETPEI YCTAHOBKW, HEMMATE KHOMKY "Hazaa ™
HapkmmTe KHoMKy "OTMEHE" ANA BEIX0AE M3 NPOrPaMMEl.

< Haszan YCTaHoBMTE OTMeHa

PucyHok 14. HacTpoiika o6opyaoBaHMs No ypoBHIO 3awuTtbl KC1

B wncnonHeHun no ypoBHK 3awmTtbl KC1 npeaycraHoBneH buonormdeckmin ACH. B ncnonHeHusix no
ypoBHSM 3awmnTbl KC2 n KC3 Bbuonornyeckmn ACY / annapatHein CYH «Cobonb» / AMNMA3-Y M-5266 (KPUMTOH
3AMOK/Y), ANMA3-E M-526E1 (KPUMNTOH 3AMOK/E) / ANMMA3 «MAKCUM-M1» MoxHO Ao6aBuTb B Mnpouecce
YyCTaHOBKW KpunTonposanaepa.

3 YcTadoeka "Kpuntollpo CSP”

MocneHWe NpUroToBEHHA K YCTaHOBKE NPOrpaMMbl

MporpaMMa roToBa K Ha4any yCTaHoBKH,

BrifepuTe Tpefyempie GMUBNMOTEKM NOAAENHKM (MOMHO HACTPOMTE MOIHE):
[]3apervcrpuposath cauThiEaTENE "PeecTp”
3aperMcTPMPOBETE CHMTEIBATEND CMAPT -KapT

3apErMCTPUPOBATE CHUTRIBATEND ChEMHBIX HOCUTENERA

3apErMCTPMPOEATE OATHMK CNYYaAHEX Yrucen "Cobone™
[] 3aperucrpypoBaTte GuUonorMueckuil AATUMK CNYYEIAHEIX YMcen (HE peKoMEHAYETCH)
He coxpaHaTh MHbopHMaLo of MONONE30BAHHEIX CHEMHEIX HOCMTENAX
|:| He paspelaTs MHTEpaKTHEHbIE cepBkcel Windows
HaE#MUTE KHOMKY “¥CTAHOBWTE ", 4T00kl HEHETE YCTAHOBKY.

YT1obbl NPOCHMOTPETE WK M3MEHMTE NAPAMETPEI YCTAHOBKM, HEKMMTE KHOMKY "Hazaa™
HasmuTe KHonky "OTMEHE" ANA BRIXOAE M3 MPOrpaMMel.

< Hazan ¥CTaHOBWTb OTMeHa

PucyHok 15. HacTpoiika o6opyaoBaHua no ypoBHAM 3awmTtbl KC2 n KC3

2.4.1. N3MeHeHMe Habopa YyCTPONCTB CUMTbIBAHUS KTHOYEBOW MHpOpMaLumn
24.1.1. Ao6aBneHue cuntbiBaTens

Onsa Toro, utobbl fo6aBuUTb cuMTbiBaTENb, OTKpOKTe [aHenb ynpasneHua CK3UW Kpuntolpo CSP. MaHenb
ynpasneHus Ao/HkHa 6biTb 3anylieHa OT MMEHW aAMUHUCTPaTopa, ANS 3TOr0 HaXMWUTE Ha CCbINIKY «3anyCcTuTb C
npasaMu agMMHUCTpaTopa» Ha Bknagke O6wme (cMm. PucyHok 11). MNMocne nepesanycka nepenaute Ha BKIaaky
O6opynoBaHue N HaXXMUTE KHOMKY HacTpouTb cunuTbiBaTeNy.

14
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'E} Kpuntollpo CSP
ANropUTHBEl EezonacHocTE Winlogon HacTpoiik TLS
Obwme OfopynoBaHie Cepeunc LononHUTensHo

CuMTEIBATENH 38KPBITBIX OB

MozsonaeT aobasMTb 1 Y¥OaniTh CHUTBIBSTENN
SaKpeITEIX KnKoYEf,

HacTpouTe CHMTBIBETENM. ..

AaT4ukM cny-aiHeIe Yucen

ool MosBonAeT D,DﬁaEiMTb WM ¥ASaNnMTh AaTHHKK CI1\,|"-|EIIT1HbD(
oo HHCER,

HacTtpowts ACH...

THNbI KIKOHEBBIX HOCUTENER
?j__ MozE0NAET AODAEMTE MK YAANMTE THNE! KIKOYEERIX
= HOCMTEREM,

HaUDDMTb TNl HOCUTERER. ..

OK OTmMeHa M AMEHKT

PucyHok 16. KonTtponbHasa naHenb. Bknagka «O6opyaosaHue»

OTKpoOEeTCs OKHO «YnpaBneHue cuutbiBatensamm» (cM. PucyHok 17).

|5} .‘)"HpaB.ﬂEHHE CUMTRIBATENAMM
CHMTRIBATENN
(o e
| ==
=

¥CTaHoBNEHb! CNEL YIOWKE CHHTLIEATEMM:

@Bce CYMTHIBETENM CMEPT-KapT

Bre ChEMHEIE AMCKH
P:E Peectp

NofEEnTE. .. YAanuTE CeoiicTEa

0K OTMEHE

PuUcyHok 17. OKHO «¥YnpaBJjieHue cUMTbiBaTeIiMU>»

Ona Toro ytobbl B Kpuntollpo CSP cTano AOCTYMHbLIM WUCMOSIb30BAHME HOBOMO CUYMTbIBATEsNSA, HaXmuTte
KHonky Jlo6aBuTb. 3anyCcTUTCSA MacTep yCcTaHOBKM cuuTbiBaTtens (cM. PucyHok 18).
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|'EX MacTep yCTaHOEBKW CUMThLIBEaTENA

MacTep ycTaHOBKW CYUTRIBATENA

=
™
—

MECTE.'D YCTEHOEKKW NOMOraeT ERINONHWTE YCTAHOEKY M
HECTRPORKY CHMTLIBEATENA KNOYEELIL HOCMTENEA.

Yrofibl NpMCTYIMTE K yoTaHOBKE, HaxmuTe kHonky " danes”.

PucyHok 18. 3anyck MacTepa yCTaHOBKM CYMUTbIBaTeNns

Haxmute kHonky [Aanee, ytobbl neperitn K wary «Bbibop cunTbiBaTens» (cM. PucyHok 19). Boibepute
M3 CNucKa cuYnTbiBaTENb, KOTOPLIN cneayeT AobaBuTb.

=8 MacTep YCTaHOBKM CYUMTLIBATENA

Bwifop cumTEaTeEnA
KaKoi cCUMTRIBaTENE HEOBXo MO VCTAHOBWTE 7

BriGepuTe CUMTRIBATENE, KOTOPRIH CNEOyeT NOBEEWTE, M HakMMTe kHonky " Haneea”.

MpoWvsBoAMTENN: OocTyMHbIE CUMTRIBATENIA

&% Dallas (DS1410E)
¥ Dallas (DS3097E)
¥ Dallzs (D53097U)
—t—l!—‘«mpn
“ Cofione

< Hazag anee OmaeHa

PucyHok 19. OkHo «Bbl6op cuutbiBaTens »

B 3aBucmmoctv OT BbIGpaAHHOrO cuuTbiBaTENs MOXET noTtpeboBaTbca BbIGOp coeAuHEHUs ANns 3TOoro
yCcTpoicTBa. B TakoMm cnyyae Ha cneayiolleM Lware Mactepa BbIBOAUTCSH OKHO «Bbibop coegnHeHns» (cM. PucyHok
20). B 3TOM okHe BbibepuTte coeamHeHne AN CUUTbIBATENSA N HAXMUTE KHONKY [anee.
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= MacTep ycTaHOBKW CUMTHIBATENA

Bwifiop coemHEHMA.
TpefyeTcA BRIGPETE COBQMHEHWE ANA STOr0 YCTPOACTEA

BriGepwTe coemHEHME, KOTOPOE CNEOYET MCMNONL30EATE ANA AEHHOMD COBMAHEHIRA .
Y106kl NpoA0MHMTE YCTAHOEKY NOCNE COSOMHEHWMA, HEXMWUTE KHoMKy " [danee”.

[pcTynHBIE COEAMHEHWA:

LPT1

LPT2

| O

PucyHok 20. OkHO «Bbi6op coeanHeHuns »

Ha cnegytoweM ware BbIBOAUTCA OKHO «MMsa cumTbiBaTens» (cM. PucyHok 21). B 3ToOM okHe BBeAUTE UMS
BbI6BpaHHOro cumMTbIBaTENS N HAaXMUTE KHOMKY [anee.

|'E} MacTep YCTaHOBKM CYUMTLIBATENA

WMma cunmEaTenn
TpebyeTCA HAZHAYMTE MMA ANA 3TOMD CYWTLIEETENA

MokHo NWED BBECTH XENSEMOE MMA ANA STOMD CYMTLIBATENR, MME0 MCNONBS0EATE
ApEANOKEHHDE HIKE MMA. YTofbl NpOQOMKWTL YCTEHOBKY NOCNE BbiSopa MMeHK,
HasknTe kHonky " danee”.

MMH CHATRIEGTENA.
Dalas DS14108), LPT1

< Hazan Hanee = Crmaena

PucyHok 21. OkHO «UAMsa cunTbiBaTens »

MocnegHnin war - «3aBepweHne paboTbl MacTepa YCTAHOBKM cuuTbiBaTENa» (CM. PuUCyHOK 22).
BHUMaTenbHO npoynTanTe TEKCT B 3TOM OKHE, HaXMUTe KHOMKY FOTOBO 1 Mepesarpy3nTe KOMMbIOTEP, €CAN 3TO
TpebyeTcs.
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'8 MaCTEp YCTaHOBKKW CUMTLIBaTENA

JaBeplweHne paboTbl MacTepa
YCTAaHOBKW CYMThIBATENA

BriBparneit Bamu cukTeigaTens TpedyeT QononHUTENEHOR
YCTEHOBKM ApafiBepa yCTPOWCTES 0T NPOMIB0MTENA
AAHHOro yoTpoicTea. Bel MoXeTe nonyuuTe 3TM opafeeps
Ha eef-cepeepe KomMnaHm Kpunto-Tpo no agpecy

hittp: fwnanaw cryptopo ru/cryptopro/productsfcsp/readers htm.

Y108kl S3KOHYMTE YCTEHOBKY CUMTEIBATENRA, HEKMUTE
kHonky "ToToBa".

Mocne SEEEMIEHMA YOTEHOBKM PEKOMEHIYETCA
MNEPE3IAMPY3UTh komneoTep.

Haxmaute kHonky "Hazan”, ecni pefyeTcA MSMEHUTE
NapamMeTRE YCTaHOBKH.

PucyHok 22. 3aBeplieHne Mactepa YCTaHOBKM CUMTbIBaTeNs

NMpumMmeuaHme. ViMeeTcss BO3MOXHOCTb YCTaHOBKW [paliBEPOB
CTOPOHHMX  npousBoauTenen, obecneumBawlme  B3anuModencTBue
Kpuntolpo CSP c annapaTHOM 4acTblo B Cny4yae, eC/in OHM He BXOAST B
coctaB  auctpmbytmea CK3W. [Ons wXx  yCTaHOBKM  cneayer
[L_._Q‘ BOCMO/1Ib30BaTbCA nporpammon YCTaHOBKMU, nocTtaBisiemMon
Mpou3BOANTENSAMU Takmx YCTpPOMUCTB. Hampumep, ecnn Kpuntollpo CSP
yXX€ YCTaHOBJIEHO, M HYXHO MWCMOAb30BaTb HOBble YCTPOWCTBA,
HeobxoanMo yCTaHOBUTb NOAAEPXUBalOWMe ApariBepa W Apyrne Moaynu

OT NpOM3BOAMTENEN 3TUX YCTPOMCTB.

2.4.1.2. YpnaneHue cuntbiBatens

Ona Toro, utobbl yaanuTb cumTbiBaTeNb, OTKpoiTe [aHenb ynpasnenuns CK3W Kpuntollpo CSP. MaHenb

ynpaBsieHNAa AO0J1>XKHa 6bITb 3anyuieHa oT UMeHU aAMUHUCTPpaTopa, And 3TOro HaXXMUTe Ha CCbUIKY <<38I'IyCTVITb C

npaBaMu agMMHUCTpaTopa» Ha Bkiaake O6wmMe (cM. PucyHok 11). Mocne nepesanycka nepenante Ha BKIAAKY

O6o0pyaoBaHuMe 1 HaxXMuTe KHOMNKY HacTpouTb cuutbiBaTeNMN.

OTKpoeTCcs OKHO «YrnpaBrieHuMe cuuTbiBaTeENnssMn» (cM. PucyHok 17). Bbibepute cumTbiBaTeNb, KOTOPbLIN

TpebyeTcs caenatb HEAOCTYMHbBIM, N HAXMUTE KHOMKY YAaNnUTb.
B oTKpbIBLLEMCA AManore noaTBepauTe yaaneHue cuntobiBaTens, Haxas OK.

['EN HO,ﬂ,TBEp)K,ﬂ,EHME Ha YAaneHWE CUMTbIBATENA

! Moareepaute yaanedne cuuteisatena: Dallas (D51410E), LPT1

PucyHok 23. OKHO « MoaTBep>xaeHue Ha yaasieHUe cuUTbiBaTena»

Mocne noaTBepXaeHna ncnonb3oBaHue cumntbiBaTens CK3W cTaHeT HeAOCTYMHO.
2.4.1.3. MpocMoOTp CBOMCTB cuuTbiBaTens
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YTob6bl MpPOCMOTpPETb CBOWMCTBa CuMTbiBaTeENs OTKpoihTe [NaHenb ynpaBnenums CK3UW Kpuntollpo CSP u
nepenaute Ha Bknaaky O6opypoBaHue. B naHenu Hactporikm obopyposaHusa CK3UM Kpuntollpo CSP (cm.
PucyHok 16) HaxxMuTe KHonNky HacTpouTb cunTbiBaTesNn.

OTKpoeTcs OKHO «YnpaBfieHne cuuTtbiBaTenamMu» (cM. PucyHok 17). BbibepuTe cumTbiBaTE/lb, CBOWCTBA
KOTOpOro TpebyeTcsi NMpOCMOTPETb, M HaXXMUTe KHOMKy CBOMCTBA.

BoiBeneTtcs cnpaBoyHas nHdopmaunsa o BbIGpaHHOM cuuTbiBaTesie, B TOM YMCNe, U AaHHble O COCTOSIHUM
ycTponcTtBa. lNocne npocMoTpa CBOMCTB CYUTbIBaTeNs Haxmute kKHomnky OK.

| 'E] Dallas (DS1410E), LPT1
Obwme
9 YrTpolcTeo YTeHnA Touch-memory DS1410E,

noacoearHAeMoe K LPT nopTy,

CoeAWHeEHWE: LPT1

CHMTBIBETENL:

CocToRHKMeE: HeaocTyneH

W3roToBUTENE: Dallas Semiconductor

EBepcma: HeussecTHa

BubnuoTexa CONpAKEHWA:

CocToRHKMeE: YCTaHoBNEHbI
MaroToBuTEND: KoMnaHua KPMTTO-TIRPO
Bepoua:

PucyHok 24. CBOoMCTBa CuMTbiBaTens

2.4.2. N3MeHeHne Habopa yCTPOMUCTB XpaHeHUs K4yeBon MHpopMaumm
2.4.2.1. Afo6aBneHue HocuTens

Ons Toro, 4ytobbl caenaTb AOCTYMHbIM HOCUTENb KAKOYEBOM MHdOpMaumn, OTKpouTe [NaHenb ynpasiaeHus
CK3WM Kpuntollpo CSP. lNaHenb ynpaBneHus AoJKHA ObiTb 3anylweHa OT MMEeHUM agMMHUCTpaTopa, ANS 3TOro
Ha)XMUTE Ha CCbIIKY «3anycTuTb C MpaBaMuM aAMWHUCTpPaTOpa» Ha Bkilaake O6wme (cM. PucyHok 11). Mocne
nepesanycka nepenauTe Ha Bkaaky O6opyaoBaHue U HaXMUTe KHOMKY HacTpouTb TUMbI HOCUTENEMN.

OTKpOEeTCs OKHO «YNpaBfieHne KAyeBbiIMU HOoCUTenamm» (CM. PUcyHok 25).

Hocutenn Marucrtpa, Maructpa CbepbaHk/BGS, Ockap, Ockap CSP 2.0, PUK aBnsawTCa cMapTKapTamu.
Hocutenun tuna Rutoken n eToken asnstoTtcs USB-knovyamu.
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=Y YI'IpaB.ﬂEHME KNHYEBbIMKW HOCMTENAMM

Knkoqeskse HoMTEW

B
| ==
=

YcTaHoEneHs! cnegyrlWKMe KNDYEBRIE HOCUMTENM:

-
[ ESMART Token 326
[ ESMART Token 64K
BT INPASPOT
BT INPASPOT, SCone
BT INPASPOT 1
BT INPASPOT2
b 1seC 1247134
A

OobaenTh. .. YaanuTe CeolicTEa

PucyHok 25. OKHO «YnpaBJ/ieHue K/1Ilo4EeBbIMU HOCUTENIAMUN »
Ona Toro, 4utobbl caenaTb AOCTYMHbLIM KKOYEBOW HOCUTENb, HaxXmuTe KHoMKy Jlo6aBuTb. 3anycTutcs
MacTep YCTaHOBKM K/l04eBOro Hocutens (cM. PucyHok 26).

|} MacTep YCTaHOBKMW KAKUEBOrD HOCKMTENA

MacTep ycTaHOBKHW KNKOYEBOIO
HOCHUTENA

MacTep yoTaHOBKM NOMOraeT BBINONHATE YCTAHOBKY W
HACTPORKY KNIOYEBLD. HOCKTENSH .

Yrofel NpUCTYNMTE K VCTAHOBKE, HEXMKUTE KHonky " Hanes".

azaq anee > OmaeHa

PucyHok 26. 3anyck MacTtepa YCTAaHOBKM KJ/IOUEBOIro HOCUTenN

HaxMuTe kHonky [anee, uyTobbl nepenTM K wary Bbli6opa KIoUeBOro HocuTens (CM. PucyHok 27).
BbibepuTe KIOUYEBOI HOCUTENb, KOTOPLIM CleayeT caenaTb AOCTYMHbIM, U HaXXMUTE KHoMKy [anee.

NMpuMmeuyaHue. 3anpewaeTcs  WUCMNOMb30BaTb  HECbEMHbIE

|..| HOCUTENW, a TaKXe HOCUTenu, AN KOTOpblX He obecneynBaeTcs
—— HernpepbIBHbIA KOHTPOSb.
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|'E] MEIL—I'EFI YCTAaHOBKK KNHYEBOro HOCHUTENA

Bfiop KmOYEBOD HOCUTENA
Karoit kniouesoi HoCWTENE HEOGXD WAMD YCTEHOBWMTE 7

BrifepuTe KnioyeBoi HoCUTENE, KOTOPRIA cneqyeT gofaenTe, v HaxmwTe KHonky " anee”.

MponsEomMTENM: [ocTyNHEIE KNDYEEEIE HOCUTENA:
€¥0s195 A
Charismathics GmbH B ESMARTToken
ISBC CORP. @ ISBC_JavaCard
Komnanwa KFMOTO-MPO ) Jcard
Komnarua Mporpamlapi & MPCOS-GEMALTO
&8 MPCOSEMY v
e e Y nintata T Ml

< Hasan Hanee = OmaeHa

PucyHok 27. OkHO «Bbli6op K/1l0MEeBOro HOCUTENA »

Mocne BbibOpa KAOUEBOro HOCUTENS OTKPOETCA OKHO «MMs KnoueBoro Hocutens» (cM. PucyHok 28). B
3TOM OKHEe BBeAUTE MMSA BbIBpaHHOrO0 HOCUMTENS N HAaXMUTE KHOMKY Aanee.

|'E] MacTep yCTaHOBKM KAKYEBOro HOCUTENA

Hma kxmouyeBOro HOCUTENA
TpefyeTCA HAZHAYMTE MMA ANA 3TOMD KNKYEEOro HOCKMTENA

MoxHo nuBio BEECTH XEeNaeMoe UMA ANA STOMO KNIDYEE0rD HOCUTENA, MG
MCMONE30EETE MPEANoKEHHDE HICKE MMA. YToSkl NpoaoMxMTE YCTEHOBKY Nocne
BrIfopa umeHn, HanmamTe kHonky " Janes” .

MmA KnioueBoro HOCKTENAS

MPC{}SEM

< Hasan Hanee = OmaeHa

PucyHok 28. OkHO «NMA K1IlOUEBOIro HOCUTENA »

B 3aBMCUMMOCTM OT TMMa KJOYEBOr0 HOCUTENs crefylolue warn mMacrtepa MoryT pasnuyaTtbes, Tak Ans
MPCOS/EMV 6yaeT otobpaxeHO OKHO «Pa3smeTka kapTbl» (CM. PUCYHOK 29). B 3TOM OKHe HYXHO YyKasaTb
pa3MeTKy KapTbl, NOC/E Yero nepenTu K cneayowemy Lary.
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|'EX MacTep yCTaHOBKM KNHOYEBOro HOCKUTENA

Kakan pasmetka kapm?
YoTaHOBWTE MapaMeTphl PESMETKM KapThl

ATR: 3B2AD03065A201010100720641

Macra: FFFFFFFFFFFFFFFFBFO0FFFFFD

Mpunoxenne CPCSP

< Hazan Danee = OmaeHa

PucyHok 29. OkHO «Pa3MeTka KapTbl>»

OTKpoeTCcs OKHO «3aBeplleHne paboTbl MacTepa YCTAaHOBKW KIOYEBOro Hocutens» (cM. PucyHok 30).
Ha>xmuTe B HeM KHOMKy FoToBO.

'8 MaCTEp YCTaHOBKW KNHUYEBOIo HOCUTENA

3aBeplweHne paboTel MacTepa
YCTaHOBKW KNHOYEBOro HOCUTENA

Yrofibl SaKoHYMTE YCTEHOBKY KNIOYES0ro HOCHTENA,
HawranTe KHomky ToTosn”.

HaxrmTe kronky "Hazan”, ecnn TpefyeToR MEMEHWTE
NapaMeTpkl YCTAaHOBKA,

PucyHok 30. 3aBepLieHue MacTepa yCTaHOBKM KJIHOUEBOIro HOCUTENS
YCTaHOBJ/IEHHbIM KNOYEBON HOCUTENb OTOBPA3UTCS B CMUCKE OKHa «YrnpaBfeHue KN4YeBbIMU HOCUTENSIMU
(cM. PucyHok 25).
2.4.2.2, YapaneHve Ki104E€BOro HocuTens

Ons Toro u4tobbl caenaTtb HEAOCTYMHbIM KAKOYEBOMW HOCuTenb OTKponTe [aHenb ynpasneHusa CK3U
Kpuntolpo CSP. MaHenb ynpaBneHus AomkHa 6biTb 3anyweHa oT UMEeHU agMUHUCTPATopa, A8 3TOro HaXXMute
Ha CCbIJIKY «3anycTuTb C NpaBaMn agMMHUCTpPaTopa» Ha Bkiaake O6wme (cM. PucyHok 11). Nocne nepesanycka
nepenauTe Ha Bknaaky O6opyaoBaHue 1 HaxXMnTe KHONMKY HacTpouTb TUNbI HOCUTENEN.

B oTkpbiBLIEMCA AManore NOATBEPAUTE yaasleHne KJlo4YeBoro HocuTtens, Haxas OK.
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iz lNoaTeepxaeHWe Ha yAaneHWe KNHYEEOro HOCKUTENA

! . [MNogTeepawnTe yaaneHue knrodesoro Hooutens: MPCOSEMY

PucyHok 31. OkHo «[MoaTBep>xAeHMe Ha yaaJZieHMe KJIl04YEeBOro HoOCuTe s »
Mocne noaTBepXAeHWS KIKYEBOW HOCUTENb CTAHeT HeAOoCTyrneH A WUCMnofib3oBaHMSA B paboTe
KpunTonposangepa.
2.4.2.3. MpocMOTp CBOMCTB K/1IOUEBOro HocuTens

Ons Toro, 4ytobbl MPOCMOTpPETb CBOWCTBA KJ/IIOYEBOro HOCuTens, oTkponTe [NaHenb ynpasnenua CK3U
Kpuntolpo CSP n nepenaute Ha Bknagky O6opypoBaHue. B naHenu Hactpowkm obopyposaHus CK3U
Kpuntolpo CSP (cM. PucyHok 16) HaxMuTe KHONKY HacTpouTb TUNblI HOCUTEJIEN.

B oTKpbIBLWIEMCS OKHE «YMnpaBrieHWe K/o4deBbIMU HOocuTensiMm» (cM. PucyHok 25) Bbibepute ktoueBoWn
HOCUTENb, CBOMCTBA KOTOPOro TpebyeTcs MpOCMOTPETb, M HaXMUTe kKHONKy CBOMCTBA.

OTkpoeTcs okHO «CBolicTBa: MMsa HocuTens» (cM. PucyHok 32), B KOTOpPOM oTobpaxaeTcs cnpaBo4yHas
nHpopMaums o BbiI6paHHOM KJIIOYEBOM HOCUTEsNE, B TOM YUCNE, W AaHHble O COCTOSHUW YCTpoNcTBa. locne
NpOCMOTPa CBOMCTB K/IOYEBOr0 HOCUTENS HaxxMuTe kKHonky OK.

£ INPASPOT, SCone

OBwwe | HacTpoiika pasMeTHM

INPASPOT

BubnuoTera CONPAMEHUA:

CocToaHHe: MoaknCHeHs
MzroToBuTENE: Inpas Ltd
Bepoua: 1.0.0.0

PucyHok 32. OkHO «CBOMCTBa: UMA HOCUTENA »

2.4.3. HacTpoWka gatumkoB cny4danHbix yncen (OCH)
2.4.3.1. Ao6aBnenne ACY

Mpn HacTtporike ACH wn 3arpyske aAnHammyeckux 6mMbnmnorek A0MXKHO 6biTb YCTAHOBMAEHO MPOrpamMMHoe
obecrneyeHne, COOTBETCTBYlOLEEe annapaTHOMY cpeactBy. [oakntouveHne [OCH [0MXKHO COOTBETCTBOBATb
yCTaHOBKaM nNporpaMMHO-annapaTHOro Kommnnekca.

Ona Toro utobbl pobaButb [ACH, oTkponTte [aHenb ynpasneHus CK3W Kpuntollpo CSP. [MaHenb
ynpaBaeHnsa AosmkHa 6biTb 3anylweHa OoT UMeHU aAMUHUCTpaTopa, ANS 3TOr0 HaXMUTE Ha CCbIIKY «3anyCcTuTb C
npaBaMum agMMHUCTpaTopa» Ha Bknagke O6wme (cM. PucyHok 11). MNMocne nepesanycka nepengute Ha BKIaaKy
O6opynoBaHue 1 HaxmuTe kKHornky Hacrtpoutb [CU.

OTKpoeTCs OKHO «YrpaBfieHne gaTymKaMmn criydarHbix ymcen» (CM. PucyHok 33).
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/58 YI'IpaBIIEHHE AaTUMEI MK CII}"-—IaIFIHbI}( yKMcen

LETYMKM CNyYaRHBIX YKCen

¥CTEHOBNEHb! CNEAYOWME AaTHHKH r_nyHaiFlelx HHCem

NobasuTs... Y¥aanuTe CeoicTBa

OTkﬂa MPUMEHUT

PucyHok 33. OKHO «YnpaBJjieHue faTuMKaMM c/lyyaMHbIX uncen»
Onsa Toro, utobbl gobasute ACH, HaxMuTe kKHoNky Jlo6aBUTb. 3anycTuTca MacTtep yctaHoBku ACYH (cM.

PucyHok 34). Haxmnte kHonky [anee, ytobbl NepenTn K cneayowemy wary.

%} Mactep ycranoskm ACH

MacTep yctaHoBkn [JCH

MacTep ycTaHOBKW NOMOraeT BeINONHMTE YCTAHOBKY 1
HaCTPOMKY AATYMKOE ChyYyaidHen yacen (OCY).

YToSkl NpUCTYMMTE K YCTEHOBKE, HExMUuTe kHonky " anes”.

PucyHok 34. 3anyck mactepa yctaHoBku [1CY

OTkpoeTcsa okHO «Bbi6op ACY» (cMm. PucyHok 35). B aTOM OKHe BblbepuTe AaTuMK Cry4valHbIX 4ucen,
KOTOpbI TpebyeTcs 06aBUTb, N HAXMUTE KHOMKY [lanee, 4Tobbl NepenTn K creayrowemy wary.
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"5} Mactep ycraHosku ACY ﬂ

BuiGop [CY
Kakoin [CY Heobixoammo ycTaHoBUTE 7 —

BeiGepute [1CY, koTopelit cnegyeT nobasnTs, U HaxmuTe KHonky "Hanee".

MponssogmTenu: LoctynHeie OCH:

£ anma3 ac

Komnarma KPUMTO-NPO &M KpunTolpo WexopHsit Matepuan
000 Pupma "Arxan” #2 CoBone

< Hasan [anee > OTmena

PucyHok 35. OkHOo «Bbi6op [1CY>»

OTkpoetcsi okHO «Wma ACH» (cMm. PucyHok 36). B 3ToM OkHe BBeauMTe UMsA Bbl6paHHOro Aatymka
CNyYalrHbIX YNCEN N HaXMUTe KHoMKy Oanee.

'3 Macrep yctaHoekm ACH

Wran NCY

TpefyeTcA HasHaYWATE MMA onA storo OCY

oxHO nibio BEECTW XENSEMOE WMA ANA 3Toro . i MCNONb30BaTE

M f OCY, nmé

MPEANOKEHHOE HIDKE MMA. YToBk! NPOAOMKMTE YCTEHOBKY NOCNE BEIBOPE MMEHM,
HawmuTe kHonmky " danee”.

WMma OCY:
fcopa] |

v

PucyHok 36. OkHO «Uma ACY»

MocnegHMM LWaroM Macrtepa OTKPOeTCS OKHO «3aBeplueHune paboTbl MacTepa ycraHoBkmn ACH» (cM. PucyHok
37). HaxmuTte B HeM KHonKy FOTOBO 1 nepesarpy3mTe KOMMbOTEP.
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'€} MacTtep ycranoekm ACH

JaBeplweHne paboTbl MacTepa
yctaHoekn CH

Urobel zakoHuate yotanoeky JCH, HammmTe KHoMKy
"ToToBEO".

MNocne SaEEPWEHWA YCTAHOBKK PeKOMEHIYETCA
MEPEZAMPY3MTh KomMnewoTEp.

Haxrute kHonky "Hazag", ecnu TpefiyeTcA MSMEHWTE
NEpaMEaThEl YCTEHOEKM,

PucyHok 37. 3aBeplwieHme Macrepa ycraHoBku [1CH

2.4.3.2. Yananenune 4CH

Ona Toro, utobbl ypanutb [OCY, oTkpowmTe [aHenb ynpasneHus CK3UW Kpuntolpo CSP. MaHenb
ynpasneHus Ao/HkHa 6biTb 3anylieHa OT MMEHW aAMUHUCTPaTopa, ANS 3TOr0 HaXMUTE Ha CCbINKY «3anyCcTuTb C
npaeamu agMMHUCTpaTopa» Ha Bknagke O6wme (cMm. PucyHok 11). MNocne nepesanycka nepengute Ha BKIaaKy
O6opyanoBaHue 1 HaxmuTe kKHonky Hacrpoutb ACH.

B oTKpbIBLWEMCSA OKHE «YMpaBneHue AaTuMKaMm CiydaiiHblx uncen» (cM. PucyHok 33) Bbibepute AaTuuk,
KOTOpbIN TpebyeTcs yaanuTb, U HAXKMUTE KHOMKY YAANUTDb.

B nosaBuBllemca gnanore Haxmute OK.

' EX “O,EI,TBEDMEHME Ha YAafNeHWE AaTuMKs C.ﬂyl-lal?IHbl}( UK.

! MoaTEEpAMTE YAGNEHHE A3TYMED CAyYaiHex Yyucen: CoBone

PucyHok 38. OkHo «loaTBep)xaeHune Ha yaaneHue [CY»

Mocne noatsepxaeHusa OCY 6yaeT yaanéH.
2.4.3.3. MpocMmoTp cBoicTB [CY

Ona Toro 4utobbl nmpocMoTpeTb cBoncTtBa ACH, OAna Toro utobbl pnobasute [ACH, oTkponTe [aHenb
ynpasaeHus CK3U Kpuntollpo CSP. MNMaHenb ynpaBneHns AoXHa 6biTb 3anyuweHa OoT MMEeHW aAMWHUCTpATopa,
ONA 3TOr0 HaXXMUTE Ha CCbUKY «3anycTuUTb C NpaBaMu agMUHUCTpaTopa» Ha Bknagke O6wme (cM. PucyHok 11).
Mocne nepesanycka nepenaute Ha Bknaaky O6opyaoBaHue 1 HaxMuTe kKHonky Hactpoutb [1CH.

OTKpoOeTCs OKHO «YMnpaBfneHwe AaTumMkamu ciydarHblX uyucen» (cM. PucyHok 33). Bbibepute patuwmk,
CBOWCTBa KOTOpOro TpebyeTcst MPOCMOTPETh, U HaXMUTe KHonky CBOMCTBA.

OTkpoeTca okHo «CownctBa: Uma [ACY» (cM. PucyHok 39), B KOTOpOM oOTob6pa)kaeTcs chnpaBo4yHas
nHdopmMaumsa o BbIGpaHHOM AaTuMKe CnydalHbIX Yncen, B TOM YMUCNe U AaHHble O COCTOSHWUK yCcTpoKcTea. lNocne
npocMmoTpa ceBonctB CH HaxmuTte kHomnky OK.
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'€} Buonorvnueckmia ACY

Buonornuecsuil ACH.

BMOnMoTERS CONPAHEHMA:

CocToaHue: Moaknr4eHsl
MaroToBMTen:: KomnaHua KPHMTOIPO
Bepaaa: 4.0.4548.0

PucyHok 39. OkHo «CBoiicTBa: uma [1CY»

MpuMmeuvanune. Ecim B CK3M HacTpoeHO HECKONbKO A[AaTYMKOB CAy4dalHbIX 4ucen, TO Mpwu
(OopMUPOBAHUM MUCXOLHOW KNHOYEBOW WMHGoOpMaummn 6yaeT mcnonb3oBaTbea OCH, Haxopawmnca B
BEPXHEN CTpPOKEe cnucka ycTaHoBfeHHbix ACY, ecnu ACH He ycTaHoBneH, To 6yaeT ucnonb3oBaH
cnegywowmin m T.4. Hanpumep, ecnn yCTaHOBMEHO ABa AaTyMKa CiydanHbix ymicen - bno4CH mn ACYH
DNeKTPOHHOro 3amka «Cobonb», OHM HaxoAsTCA B COCTOSIHUW — <MOAKJIIOYEH» U B BEPXHEN CTpoKe

ﬂ__l__gl CMMCKa AaTUYMKOB CrlydalHbixX yncen ykasaH JCY SnekTpoHHoro 3amMka «Cobosnb», To (popMmpoBaHue
MCXOAHOM KitodyeBon MHdopMaunm byaet ocywectBnatbes Ha ACH DnekTpoHHOro 3amka «Cobonb».
Ons wucnonb3oBaHusa BuoCH, Heob6xoAMMO C MOMOLLBIO KHOMOK ﬂ nepeMecTmTb ero Ha
BEPXHIOKO MO3ULMIO B CMIUCKE.

2.5. Pabota c KoHTernHepaMn u cepTudurKaTamm

Bknagka CepBucC KOHTponbHoM naHenn CK3UW Kpuntollpo CSP npeaHasHayeHa A9 BbINOSIHEHUS
cnefyrowmx onepauyumn:
o KonvpoBaHue 1 yaaseHne 3aKpbITOro K4va, HaxoAsWwerocs B CyLeCTBYOLWEM KOHTENHepe;

o TectnpoBaHme (nposepka paboTocnocobHOCTM) n oTo6pakeHMe CBOWCTB Ki4va (Ka4en) wu
ceptTudumkarta (cepTudnKaToB) B CyLLECTBYIOLWIEM KOHTEHEpPE;

. NpocMOTp M ycTaHoBKa cepTuduKaTa, HaxoAsWerocs B CYLLEeCTBYKOLWEM KOHTEMWHepe 3aKpbITOro
K/to4a Ha HocuTene;

. OcyulecTBaeHME CBA3KM MexAy CyLlecTByowmnM ceptudukatoMm u3 danna u CylecTBYOLWUM
KOHTEMHEepOM 3aKpbITOro K/lo4a Ha HocuTene;

. M3MeHeHVe M ydaneHue coxpaHeHHbiXx naponen (PIN-kogoB) AoCTyna K HOCUTENAM 3aKpbITbIX
KJo4en;

. Ouuncrka nHdopMaumn 0 paHee UCMOsb30BAHHbLIX CbEMHbIX HOCUTENSAX, HA KOTOPbIX pacnonaraamcb
KOHTENHEPbI 3aKPbITbIX K/THOYEN.

2.5.1. TecTupoBaHue, KONMMpPOBaAHNE N yaaNeHne KOHTeNHepa 3aKpbITOro
KJiro4a
2.5.1.1. TecTMpoBaHMe KOHTEMHEpa 3aKpbITOro Kjaua
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Ona Toro utobbl npoBecTn TecT paboToCcnoCcOB6HOCTU KOHTEMHepa 3aKpbITOro Kiw4a, oTKkponTe [aHenb
ynpasnenua CK3W Kpuntollpo CSP u nepenamte Ha Bknaaky CepBuc (cM. PucyHok 40). HaxmuTe KHOMKY
MpoTtecTupoBaTthb.

%3 Kpuntollpo CSP
ANropUTMBbl BezonacHocTe Winlogon Hacrpolikm TLS
Ofwme OfopyaoBaHe Cepsmc LononHUTENEHD

KOHTEHHED 38KPEITOrD KMKOYA

ST MBCTEPA NOZE0NAIDT NPOTECTUPOBAThL, CKOMMPOBATE MK
YoanuTe KDHTEHHED FAKPEITOrD KNkD4Ya C HOOMTENA,

| MpoTecTvpoBaTte... CronupoBaTe... ¥aanuTe...

CepTUdMKETE! B KOHTENHEDE SEKDEITOrD KIKIYE

3TOT MACTEp NOSBONAET MPOCMOTPETE CEPTHHMKATEI, HAaX0AALMEC
B KOHTENHEDE SEKPLITOrD KIKYa, M YCTAHOBMTE MX B XPaHMMMILE
CEPTHMOMKETOE,

MpoCMOTPETE CEPTUDMKATEI B KOHTERHEDE., ..

NMW4HBE CEpTHDMKET

3TOT MACTED NO3BONAET CBAZETE CERTMRMKET 13 dalina C
KOHTEAHEPOM 3AKPEITOMD KMKOYE, YCTEHOBME 3TOT CepPTHMKET B
HPEHUIMLLE,

¥CTEHOBMTE MMYHBIA CEPTUGMKET. ..

Maponi 3aKpbIThIX KHYeR

3TH MECTEPA NOZBONAOT W3MEHUTE napon [MWH-+oaer) saKpeITeIx
KNMHOUEA MK YASNMTE 3E3N0MHEHHEIE PEHEE Napo.

HzmMeHuTE Naponk. .. Y¥AANKTE 3aNoOMHEHHLIE MNaponu. ..

QK OTMeHa MPHMEHHT

PucyHok 40. KoHTponbHas naHenb. Bknaaka «Cepsuc>»

OTKpoeTCs OKHO «TeCcTUpOBaHWE KOHTEMHEepa 3aKpbITOro Ko4va» (CM. PUcyHok 41).

'S} TecTMpoBaHWe KOHTEHRHEPa 3aKphITOrO KNJa
HKoHTelHep 3aKpEITOrD KNYa
BeeauTe 1nM YEEHHTE KDHTEI-‘FIHED 3AKpPBITOrO KNo4Ya, KEITEIDbII:ﬁ HEEIﬁJ(EIJJ.MMD rg
NpoTECTUPOBATE

MMA Knro4Yesoro KCIHTEﬁHEFIEI:

Ofzop...
BEEOEHHOE MMA 3308ET KMIHOYEE0A KOHTERHED: Mo CEpTUDMKETY ...
(®) MonbsosaTens
KomMnbtoTepa

BribepuTe CSP ANA NOMCKE KNKDYEBRIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptoagraphic Service Provider W

< Hazaa HNanee > OTmeHa

PucyHok 41. OkHO «TecTupoBaHME KOHTEMAHEPa 3aKPbITOro KJr4a>»
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Ha aToi cdopme HeobxoamMmo 3anonHUTL none UMA knouyeBoro KoHTenHepa. OHO MoxeT 6bITb
BBEAEHO BPYYHYIO WM HaWAEHO B CNMCKaxX KOHTeHepoB (kHonka 063op) wan ceptudukatos (kHonka Mo
ceptucdukarty).

Onumn noucka:

e BBeaeHHOe MMsI 3ajaeT KJ/IIOUEBOW KOHTEMHep - MepeksyaTeNnb YycTaHaBMBaeTCs B
nonoxeHve Monb3oBatenb win KomnbloTep, B 3aBUCMMOCTM OT TOr0, B KakOM XpaHwuauuie
(JlnuHble wnnu JlokanbHOro KOMMbIOTEPA COOTBETCTBEHHO) PacrofioXeH KOoHTeWHep. [Ans
TECTMPOBaHMS KOHTeMHepa 3aKpbiTOro kKaw4Ya U3  XpaHuauwa JlokanbHOro KoMMbkoTepa
HeobxoanMbl NpaBa agMUHUCTpaTopa.
e Bbi6epute CSP ona noucka KJ/O4YeBblIX KOHTEMHEPOB - Heob6XoAMMbIM KpunTonpoBaiaep
(CSP) BbibupaeTcs U3 npegnaraemMoro cnucka.
Mocne Toro, Kak BCe NoOAS 3anoJIHEHbI, HAXXMUTE KHOMNKY [anee.
Ecnu Ha JOCTyn K 3aKpbITOMY KJOYY YCTaHOBJ/EeH Maposb, TO OH 6yaeT 3anpoweH. Beegnte naponb wm
HaxXxMuTe KHonky OK.

MNMocne aToro oTKpoeTcsa ¢dopMa C pe3y/bTaToM TecTUpoBaHusa (cM. PucyHok 42), B KoTopoM 6yaer
BblBeZeHa MH(OpMaLUs 0 AaHHOM KOHTelHepe M pe3ysbTaT TecTa.

=8 TecTMpoBaHWe KOHTEMHEDA 38KPLITOrO KAKYa

PaGoTa macTepa NnpoBepKn KOHTENHepa

3aBeplueHa

MpoBepka 3aBepWEHa YINELWHD olwmnbok He obHapy A
KOHTERHED 3aKpLITOrD KNKDYa
MR ivanovcert
YHUKANEHOE MMA ivanovcert
FQCM WREGISTRY Yivanc
MPOBEPKA LENDCTHOCTH KOHTEMHEDE  YCMELWHD
Kniod ofiMeHa AOCTYNEH
ANWHE KNKYa 512 GuT
3KCMOPT OTKPEITOrD KNKYa YCMELWHG
MMNOPT OTKPEITOMD KAKJS YCMELWHG
NoAncE YCMELWHD
NpoBEpKa YCMELWHD W
£ >

CronupoBaTe B Dydep ofmeHa

< Hazan OTmeHa

PucyHok 42. NTorosoe okHO «TeCTUpoBaHUe KOHTeHHepa 3aKpbITOro Kjkuya»

2.5.1.2. KonupoBaHue KOHTEWHEpa 3aKpbITOro KJjrua

Ons Toro 4Ttobbl CKOMMpOBaTb KOHTEMHEP 3aKpbITOro Ki4ya, oTkponTe [laHenb ynpasneHus CK3U
KpunTtolpo CSP n nepenante Ha Bknaaky Cepsuc (cM. PucyHok 40). Haxmnte kHonky CkonupoBaTh.

OTkpoeTcs okHO «KonnpoBaHue KOHTelHepa 3aKpbITOro knto4va» (CM. PucyHok 43).
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5} KonvpoBaHWe KOHTEWHEpPa 3aKpbITOrO KNKYa
HOHTElHED 3aKPbLITOMND KNHYa
EeeguTte 1AM YEIHATE KDHTEI:1HE|:I 3aKpEITOro KNko4Ya, I(EITDFII:-II—T1 HEDEIDD.MMD rg
CKOMMpPOBaTE

Wma kniovwesoro KDHTEIT1HE|:IE:

| | Ofzop...
BEEOEHHOE MMA 33A3ET KIKOUYEEOH KOHTERHED! Mo cepTUdMKaTY. ..
(®) MonbzosaTens
KoMnbtoTepa

BribepuTe CSP ANA NOWMCKE KMKOYEBEIX KOHTEAHEPOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

azan HNanee > OTMeHa

PucyHok 43. OkHO «KonupoBaHMe KOHTeiHepa 3aKpbITOro Kjiua>»

Ha 3Toi ¢opMe HeobxoaMMo 3anofiHUTL none WMSA KnuyeBOro KoHTeilHepa. OHO MOXET 6biTb
BBEAEHO BPYYHYH WM HAWAEHO B CNMCKax KOHTelHepoB (kHonka 063op) unn ceptudgukatos (kHonka Mo
cepTtudukary).

Onumun nowucka:

e BBeaeHHoe MMSA 3afaeT KJ/IIOYEBOM KOHTEeMHep - nepeksiyatenb YyCTaHaBMBaeTCcs B
nonoxeHve Monb3oBaTtenb Wi KomMnbioTep, B 3aBUCMMOCTM OT TOr0, B KakOM XpaHwuiuLie
(JlnuHble nnun JlokanbHOro KOMMblOTEPa COOTBETCTBEHHO) PacnosioXeH KoHTenHep. Ansa paboTel €
KOHTEMHEPOM 3aKpbITOro Kfk4ya M3 XpaHunuwa JIokanbHOro KOMMbkoTepa HeobxoauMmbl MpaBa
aZAMUHUCTpaTopa.

e Bbibepute CSP ana noucka KaHUEBbIX KOHTEMHEepPOB - HeobxoaMMbI KpunaTonpoBanaep
(CSP) BbibupaeTtcs 13 npegnaraeMoro Crimcka.

Mocne TOoro, Kak BCe Nnoss 3anojsiHeHbl, HAXXMUTe KHOMNKY [anee.

Kpuntollpo CSP
0:09:38
BrIfOp KNOYEEOro KOHTEAHEDS

B cnuoke nokaswisaTh:

(®) [IpyHecTEEHHBIE MMEHA () VHMKANEHBIE MMEHa

CnMcoK KnroYesslx KDHTEﬁHEDDEﬂ NoNe30ESTENA:

=
CUMTBIBATENE  MMA KOHTERHEPE

Peectp ivanovcert
PeecTp petrovcert

PucyHok 44. Bbi60op KJ1IIOMEBOro KOHTENHEpa
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"5} BezonacHocts Windows

Bribop ceptudmkata

BriBepuTe cepTudmkat n3 xpaHuanwa "fTudHee” TekyLuero
NoAL30BATENA.

semenowv
WMzparens: Test Center CRYPTO-PRO

Jencrentened c: 23.02.2014 no
04.10.2014

[pocroTpeTs CBORCTER
ceptudmnkara

petrov

Mzpatens: Test Center CRYPTO-PRO

AercrenTened o 23.02.2014 no
04.10.2014

ivanovii

Mzgarene: Test Center CRYPTQ-PRO

JecrenTened o 23.02.2014 no
04.10.2074

OTmena

PucyHok 45. Bbi6op cepTudukara

Ecnu Ha JocTyn K 3aKpbITOMY KJOYY YCTaHOBAEH Maposb, To OH 6yaeT 3anpoweH. Besegnte naponb wm
HaxMuTe KHonky OK.

OTKpOEeTCS OKHO BBOAA MapaMeTPOB HOBOIO KOHTEMHEPA 3aKpbITOro kitova (CM. PucyHok 46). Beegute mms
HOBOrO KJ/IIOYEBOIr0 KOHTEMHepa W YyCTaHOBUTE nMepekntyaTtess BBeAeHHOe UMSA 3apaeTr KAK4YeBOM
KOHTelHep B rnonoxeHve Monb3loBatenb win KoMnbroTep, B 3aBUCMMOCTM OT TOr0, B KakOM XpaHuaulie
TpebyeTcs pa3MeCcTUTb CKONWMPOBAHHbLIA KOHTEMHED.

e KonvpoeaHwWe KOHTeRHepa 3aKpLIToro Kaua
KoHTEAHED 3aKPBITOMO KNHOYa
Beeawte KDHTEﬁHEp JAKpbITOrD KNiD44a, Ha I‘ZIZITCIFIbIﬁ HEDEXDHHMD rg
CROMNWPOBATE

WmMa knoHesoro KDHTEEHEDE:

ivanowvcopy

BEEAEHHOE MMA 330&ET KNKDYEE0H KOHTEAHED:
(@) MNonezoBaTenA
KomMneoTepa

BribepuTe CSP ANA NOWCKE KNKDHYEBRIX KOHT&MHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazan OTmMeHa

PucyHok 46. OkHO «KonupoBaHue KOHTeliHepa 3aKpbITOro Karua>»

31



XKTAN.00087-03 92 01. KpunTtollpo CSP. NMHCTpyKLMSA NO MCNOSb30BaHUIO

Mocne BBOAA HaXxxmuTe KHOMKY MoToBO. OTKPOETCS OKHO, B KOTOPOM HeobxoanMo BbibpaTb HOCUTENb AN
CKOMUPOBAHHOIo KOHTenHepa (cM. PucyHok 47).

= KpuntolMpo CSP

0:09:54
(#)=p BcTaseTe W BeifiepUTe HOOUTENL ANA XPEHEHWA KOHTElHEpa
ZE=Dd  zakpemoro knoda “ivanovoopy”.
BT sap py

CeeneHnA
YCTpolcTES! BCTEBENEHHEIR HOCMTENE!
CocTosHKWe:

OTMeHa CBEAEHWA <<

PucyHok 47. OkHo Bbl6opa HocuTens

BcTaBbTe HOCUTENb B CUUTLIBATENb, BbI6GEPUTE HOCUTENb U3 MepeyvHst YCTPOMCTB U HaxMuTe KHonky OK.
OTKpOEeTCS OKHO CO34aHWs Maposs Ha AOCTYN K 3aKpbiToMy kitody (cM. PucyHok 48). BeeauTte naposib MU
noATBEpPAUTE €ro.

= Kpuntollpo CSP
0:09:14

(Z)em SapnaliiTe Naponb 4NA CO3NEESEMOTO KOHTEAHEPE
EE==? ivanovcopy”.
leu Py

(®) ¥ CTaHOBMTb HOBLIA Naponb EMN

HoBblid Napons: |

MoaTEepHAEHWE:

CTMeHa MNoapobHes =

PucyHok 48. OkHO BBOAa napons
Mocne BBoAa Heobx0AMMbIX AaHHbIX HaxmuTe kHonky OK. CK3W «Kpuntollpo CSP» ocywecTBuT
KOMUPOBaHME KOHTEHepa 3aKpbITOro Kto4a.
2.5.1.3. YpaaneHue KOHTelHepa 3aKpbITOro Kjikua

Ons Toro 4ytobbl yaanuTb KOHTEMHEP 3aKpbITOro Kjtova oTkponTe MaHenb ynpasnaexnuna CK3U Kpuntollpo
CSP, nepeiante Ha Bknaaky CepBuc (cM. PucyHok 40) 1 HaXXMUTe KHOMNKY YAasIuTb KOHTeHHep.

OTKpOETCs OKHO «YAaneHue KOHTeHepa 3aKpbIToro Kitoda» (cM. PucyHok 49).
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| }f",ﬂ,a.ﬂEHME KOHTEI:jIHE[]a 3dKPbITOrO KAHYa
KoHTelHep 3aKpLITOro KNoYa
BEEAWTE MW YKESHWTE KOHTERHED 3aKPLITOrD KNKOYa, KOToPEIM HeobxoauMo ﬁg
YOanuTb

WMs KMoYeBoro KOHTERHERa:
Ofzop...

BEEOEHHOE MMA 3A0EET KNIYEBDI KOHTEMHED: Mo cepTUOMKETY. ..
\® MonesoBaTens
KoMnetoTepa

Beibepute CSP ANA NOMCKE KNKOYEBLIX KOHTERHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

= Masan OTOBO OTMeHa

PucyHok 49. OkHO «YpaneHue KOHTeliHepa 3aKpbITOro Kar4a>»

Ha aToii cdopMe HeobxoamMmo 3anonHUTb none UMa knouyeBoro KoHTerHepa. OHO MoxeT 6bITb
BBEAEHO BpPYYHYI WM HAWAEHO B CNMCKaxX KOHTeWHepoB (kHonka 0630p) unm ceptudukatos (kHonka Mo
ceptucdukary).

Oonumn noucka:

e BBeaeHHoe MMSA 3ajaeT KJIOYEBOW KOHTeEWHep - nepeksyaTteNb yCTaHaBNMBaeTCs B
nonoxeHve MNMonb3oBatenb viM KomnbroTep, B 3aBUCMMOCTM OT TOrO, B KaKOM XpaHuauuie
(JInyHble wnu  JloKanbHOrO KOMMbIOTEPA COOTBETCTBEHHO) PACMOJSIOXEH KOHTElHep. [ns
yAaneHusi KOHTeMHepa 3aKpbITOro Kya M3 XpaHunuwa JlokanbHOro KoMnboTepa Heo6xoAMMbl
npaea aAMUHUCTpaTOpa.

e Bblbepute CSP onA nNoucka K/KO4YEBbIX KOHTEMHEpPOB - HeobXxoAMMbI KpunTonpoBanaep
(CSP) BbibupaeTcs U3 npeanaraemMoro crnmcka.

Mocne Toro, Kak BCe MOJIsA 3aMoJIHEHbI, HAXXMUTE KHOMNKY MoToBO.
B ananore noATBepXAeHWs yaaneHusi KNloYeBoro KoHTeHepa (cM. PucyHok 50) HaxMute KHoMky fla.

e Kpuntollpo CSP

Cefvac ByAeT NpousBEAEHD YARNEHWE BCEX 3aKPBITEIX KNHYEN W

! L cepTudmkaTos KoHTelHepa ivanovcopy'. KonTeliHep nepecTaHer
CYLLECTEOEATE, BOCCTAHOENTE KFOHW C 3TOMD KOHTEHHEpa BygeT
HegozmMokHo, [pogonsunte?

[ 2 J[ b=

PucyHok 50. OKHO NnoATBep>XAEeHUS yAaNleHUs K/1I04YeBOoro KOHTelHepa

2.5.2. T1pocMOTp U yCTaHOBKa JIMYHOIro cepTudmkaTa, XpaHsLerocs B
KOHTEMHepe 3aKpbITOro Kak4ya
2.5.2.1. MpocmoTp cepTUdUKaTa, XpaHSLLErocs B KOHTeiMHepe 3aKpbITOro K/irua

Ona Toro uTo6bl MPOCMOTPETL CepTUdUKAT, XpPaHAWMNACA B KOHTEMHEpe 3aKpbITOro Katwo4va, OTKponTe
NaHenb ynpasnexnuna CK3U Kpuntollpo CSP n nepengute Ha Bkiaaky CepBuc (cM. PucyHok 40), Haxmute
kHonky MpocMmoTpeTrb cepTudukaTbl B KOHTENHEpeE.

OTkpoeTcs okHO «CepTudurKaTbl B KOHTEHEPE 3aKpbITOro Ktoua» (CcM. PucyHok 51).
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"5} CepTU(MKaTEI B KOHTEMHEDE 3aKPLITOrC KAKYa
KoHTeliHep 3aKphITOro KNoya
Beenute uaM YEEHHTE KDHTEHHED SAKPRITOrD KNK4Ya 4nA NpocMoTpa rg

CEPTHMDMKATOE B STOM KOHTEMHEDE

MMA KNKOYEBOro KOHTERHEPa:
| Ofsop...

BEEAEHHOE MMA S3ASET KIKIUEEOH KOHTERHED: Mo cepTUMKATY. ..
(@) MonszosaTens
KomMneloTepa

BeibepuTe CSP ANA NOWMCKE KMHOUEBEIX KOHTEHHEDOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider W

< Hazan Nanee = COTMEHS

PucyHok 51. OkHO «CepTudunkaTbl B KOHTEMHEPE 3aKPbITOro KJr4a>»

Ha 3Toi ¢opMe HeobxoaMMo 3anofiHUTL none UMSA KnuyeBOro KoHTeilHepa. OHO MOXET 6biTb
BBEAEHO BPYYHYIO WIN HAMAEHO B CNKUCKax KOHTeHepoB (kKHomka 063o0p) wnu ceptudmkaTtoB (kHomnka Mo
cepTtudukary).

Onumun nowucka:

e BBeaeHHOoe MMA 3afaeT KJ/YEBOW KOHTEeMHep - nepeknyaTenb YCTaHaBMMBAETCS B
nonoxeHve Monb3oBatennb win KomnbioTep, B 3aBUCMMOCTM OT TOro, B KakKOM XpaHwuauiie
(JInyHble wnn  JlokanbHOro KOMMNbKOTEPA COOTBETCTBEHHO) pacCnoiOXeH KOHTehHep. [nsa
NMpOCMOTPa KOHTEMHEPA 3aKpbITOro Kjto4ya M3 XpaHunuuwa JIokanbHOro KoMnbioTepa Heob6XoanMbI
npasa agMuMHUCTpaTopa.

e Bblbepute CSP ana noucka K/OUeBbIX KOHTEAHEepoOB - HeobXxoAuMbI KpunTonpoBaiaep
(CSP) BbibupaeTtcs 13 npegnaraeMoro crimcka.

Mocne Toro, Kak BCe MONSA 3anosiHEHbl, HAXXMUTe KHOMNKY [anee.

Ecnu ceptudmkaTa B KOHTEMHEpe 3aKpbITOro Kj4ya HeT, 06 3ToM nosiButca coobuieHme (CM. PUCyHOK
52).

|5} Kpuntollpo CSP

B KoHTEAHEpE 33KPBITOMD KNKIYA
! Lo 'le-13f1b328-8F40-41a8-afd 3-05e0776c8Tae" oToyToTBYET CepTudmKaT
OTERBITOND KAKIYE WG poEIHUA

PucyHok 52. OkHO, nHpopMmupyrowee 06 orcyrctBum ceptudukara

Ecnu ceptudukat B BbIGpaHHOM KOHTENHeEpe MMeeTcs, OTKpoeTcs okHo «CepTudwukaT Ans npocMoTpa»
(cM. PucyHok 53).
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| 'E] CepTMdWKATEl B KOHTEHRHEPE 3aKPLITOrO KNHua

CeprudmKaT gna npocMoTpa
MPOCHMOTPUTE W BbIBEpMTE CEPTURMKAT

CepTHdMKaT:
CybeexT:
MocTaBLUmMK:

NEACTEMTENEH C:

[eAcTBMTENEH Nao:

CepHitHbIN HoMEp:

PucyHok 53. OkHO «CepTudunkaTbl B KOHTEMHEPE 3aKPbITOro KJr4ya>»

petrov

CM=petrov, C=RU

E=info@cryptopro.ru, C=RU, O=CRYFTO-PRQO, CN=Test Center CRYFTC
25 hespana 2014, 16:55:03

4 oxTAbpA 2014, 11:09:41

G0B0 80F2 0002 0006 9670

YCTaHOBWMTE CBOMCTEA. ..

< Hazaa loToB0 OTMena

=

[ns NnpocMOTpa OCHOBHbIX CBOMCTB cepTudmKata HaxMmTe kKHonky CBoOMcCTBa B okHe «CepTudukatbl B
KOHTENHepe 3akpbiToro kw4ya» (cM. PucyHok 53). OTKpoeTcs OKHO MpoCMOTpa CBOWCTB cepTudukata (CMm.

PucyHok 54).

Ceptudmkar

Ofume | Cocras | MyTe cepTHdMKELIMN

ﬂ Ceenenna o ceprudmuare

IToT ceprmdHMKaT NpeHazHaAYaETCA Oana:

* MoATEEMHASET YAANEHHOMY KOMIBHOTEDY MAEHTHMDMKSLMIO
BALLEr0 KOMMEKTEDS

KoMy BeiOaH: petrov
KeM Bhigan: Test Center CRYPTO-PRO

Oencreurened ¢ 25.02,. 2014 no 04 10,2014

'? EcTb 3aKpbITHIA KDY ANA STOM0 CEpTUDOMKATA.

YCTEHOBWTE CEPTUOMKET. .. 3EAENEHWE NOCTEELUHKS

PucyHok 54. OKHO NpocMOTpa CBOMUCTB cepTucdukarta

Ha Bknagke «MyTb cepTUdMKauMmM» MOXHO NMPOCMOTPETb BCE CEPTUdMKATBLI A0 KOpHeBOro YL, ecnu oHu

coAepXaTca B KO HTelHe pe.
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2.5.2.2. YcTaHOBKa JIMYHOIro cepTudumnkKaTa, XpaHaLUlEerocsa B KOHTeMHepe 3aKpbITOro
Kno4a

NMpuMmeyaHune. B paHHOM pasgene pyKoOBOACTBa MNOA YCTaHOBKOW JIMYHOro ceptudmkaTta
|!!| NMOHMMAETCs YCTaHOBKa cepTudukaTa B xpaHunuiie JInuHble ¢ GOpMMPOBAHUEM CCbISIKM Ha 3aKPbITbil
KJ1H04, COOTBETCTBYHOLLMI fJaHHOMY cepTudukaTy.

Peannsauua Kpuntolpo CSP nossonsieT XpaHWTb JIMYHbIE CepTUdMKATbI MOJSib30BaTeNs HE TOMbKO B
JlIoKanbHOM CrpaBoO4YHMKE CepTU@PUKATOB KOMMbIOTEPA, @ Tak)Xe BMECTe C JIMYHbIMM KoYaMuM MoJsib30BaTesNs Ha
KJIl0YEBOM HocuTene (Npu yCNOBWM, YTO KJIKOYEBOW HOCUTENb MMEET AOCTaTO4YHbIA 06beM naMaTu Ans 3anucu
cepTudmkaTta). XpaHeHue cepTudukata Ha K/IHOYEBOM HOCUTENle MO3BOMSIET MOJIb30BATEN0 MEPEHOCUTL BCHO
HEObX0ANMYIO K/THOYEBYHD MHGOPMaLMIoO C KOMNbioTeEpa, rae 6bin chopMmMpoBaH K4 MONb30BaTeENS Ha Apyrue
pabouune MecTa.

Ons Toro 4To6bl BOCMOMBL30BATLCS JIMUHLIMK KJIOYaMW U cepTudMKaTaMM MNoSb30BaTeNst B PasfinyHbIX
MPUIOXEHMAX Ha APYroM KOMMblOTEpPe, HEO6XOAMMO Ha 3TOM KOMMbIOTEPE YCTAHOBUTb MOJSIb30BATENbCKUM
cepTudUKaT B JIOKabHbIWN CNPaBOYHUK U CO3AaTh CCbIIKY, KOTopas 6yaeT oAHO3HA4YHO CBS3biBaTb cepTudukar
JIMYHBIM KJIIOYOM MOSib30BaTens.

[Ona Toro 4tobbl YCTaHOBUTb NIMYHBIA cepTUdUKAT, OTKPONTE ero AN NpPOoCMOTpa, AN 3TOro BbIMNOAHUTE
nocnefoBaTeNlbHOCTb AENCTBUN, YKa3aHHbIX B NyHKTe 2.5.2.1.

B okHe «CepTudukaTtbl B KOHTENHepe 3akpbiToro knaw4da» (CM. PucyHok 53) HaxmuTe KHOMKY
YCTaHOBUTDb.

CepTudukat 6yaeT yCTaHOBNEH B XpaHuiuuie «JIMuHble» TeKyLlero nosfib30BaTenis UM KoMMbloTepa, B
3aBWCUMOCTM OT OMLMM, BbIBpAHHOM NPKU NOUCKE KOHTENHepa.

Ecnn ceptudumkaT yxe ecTb B XpaHunuuwe, byaeT BblAaHO npeaynpexaeHune o nepesanncum MnpexHero
ceptudukaTa (cM. PucyHok 55).

| £ Kpuntollpo CSP

o 3TOT CEpTMENKAT Y2KE NPUCYTCTEYET B XPaHUNMLLE CEpTUgNKATOE,

3aMEHNTE CYLLECTEYHOLLMA CEPTMgUKAT HOBBIM, C NPOCTAENEHHOA
CCBUIKDIA Ha 3aKpBITeIA Kard?

[ 2 [ b=

PucyHok 55. NMpeaynpexpaeHne o nepesanucu ceptucdpmkarta

B cnyyae ycnexa nosBuTcs cooblieHme o 3aBeplieHumn onepaummn (CM. PucyHok 56).

|5} Kpuntollpo CSP

Ceprudmkar Beln ycTaHoBAEH B xpanunnie "SnyHele” TekyLLEero
NonkLI0EATENA.

PucyHok 56. OKHO 3aBepLueHNs1 YCTaHOBKM cepTudukarta

Mpwn TakoM cnocobe yCTaHOBKWN CEPTU(MKATOB B COOTBETCTBYIOLLME XPAaHWUNLLA TaKXe yCTaHABIMBAOTCS
cepTudurKaTbl KOPHEBLIX M MPOMEXYTOUYHbIX YL|, €Ci OHM COAepKaTCa B KOHTEMHEpE 3aKPbITOro K/touya.

2.5.3. YcTaHoBKa nu4HOro ceptudunkarta, XxpaHauwerocs B danne

NMpumMmeuaHue. B faHHOM pasgene WMHCTPYKUMM Mo YCTAaHOBKOM NIMYHOrO ceptudumkata noHMMaeTcs
L._!| yCcTaHoBKa cepTudwukata B xXpaHunuuwe JInuHblie C POPMMPOBAHMEM CCbIJIKM Ha 3aKpbITbI KIHOY,
COOTBETCTBYOLWMN AAHHOMY CcepTuduKaTy.

Onsa Toro 4tobbl YCTAaHOBUTb NMYHbINA cepTUdUKaT oTkponTe MNaHenb ynpasneHusa CK3U Kpuntollpo CSP
N nepenanTe Ha Bknaaky CepBuc (cM. PUcyHok 40), HaXXMUTE KHOMKY YCTAaHOBUTb JIMUHbIA cepTUdukar.
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B okHe «PacnonoxeHwe darina ceptudukata» (cM. PucyHok 57) byaer npennoxeHo ykasatb Umsa
cdanna ceptudmkara. Boibepute nyTb K daiiny ¢ nomowbk KHomku O630p, Mocne 4Yero HaXMuUTe KHOMKY
Aanee.

lj MacTep ycTaHOEKW IMYHOMO CepTUdMKaTa

Pacnonoxenwe $aiina cepmmpyKaTa
BeegmTe MK yKaExWTE pACNONOXEHWE $EANS YCTEHAENWESEMOr0 CERTUEMKATE g

MiMA daiina cepcukaTa:

Ofzop...

‘:PEIFIMET Pafing MoxeT 0OHUM W3 CIe Oy

Faiin cepmitmiaTa - X509 (CER, CRT)
CooBwenwe ctanmapta PRCS #7 (P7B, P7M,. DER)
¥paHUNULLE CEpManUS0BaHHED cepTMdMKaToE ((S5T)

JameyaHue:
HexoTopbie hopMaTs Hainos MoryT CoepXaTe B 0OHOM taline
fonee 0gHOMD CEPTWDMKATA.

< Hazan Oanee > OmaeHa

PucyHok 57. OkHo «Pacnono)xeHue cdainna ceptucpukara>

OTKpOeTCs NPOCMOTP OCHOBHOM MHbOpMauMn cepTudmnkaTa ass yctaHoBku (cM. PucyHok 58). HaxaB Ha
KHOrMky CBOMCTBaA MOXHO MPOCMOTpPeTb MOoApobHY WHdOpMauuil o cepTudukaTe B CTaHOAAPTHOM OKHe
NpoCMOTpa CBOMUCTB cepTudukaTa.

'€} MacTep ycTaHOBKM NMUHOTO cepTUdKWKaTa
Ceprmagwacar AN\ yCTaHOEKA
MpocmoTpTe 1 BeIGEPWMTE CENTWIMKAT ANA YCTAHOBKM I@
CepmvdiKaT: ivanavii
CyGrexT: CN=ivanovii, C=RLI
MNocTaswme: E=info@cryptopro.m, C=RU, O=CRYPTO-FRO, CN=Test Center CRYPTO-

[eficTEMTENEH C: 25 gwespans 2014 15:35:04
LeAcTEMTENEH NO: 4 oiTAGpa 2004 . 11:09:41
CepviiHbii HomMep: 6D6A CHEF D002 D006 S65C

CeoicTea. .

< Hasan Danee = OmaeHa

PucyHok 58. OkHo «CepTudukar As YCTaHOBKU»

HaxxmuTte kHonKy [anee. OTKpoeTcs OKHO «KOHTEMHEpP 3aKkpbITOro kaw4ya» (CcM. PucyHok 59).
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2 MacTep yCTaHOBKM NAYHOTO CepTUOMKATA

KoHTeliHep 3aKkp{Toro Kmoua
BeeamTe MK yKEXMTE KOHTEAHED 3EKPEITONO KNHOYE, KOTOPEIA CODTEETCTEYET ﬁg
EbIGpaHHOMY CEpTUDMKATY

|:| Halimi KoHTERHED SETOMATHYECHKA

KrA KNioYeBoro KOHTEAHEPE!
Odzop...

BeeneHHOE MMA S303ET KMNOYEE0H KOHTEHHED:
(®) Monesosatens
() KomnstoTepa

BriGepuTte CSP AnA noMcKa KNoYeEkD KOHTERHED0E
Crypto-Pro GOST R 34 10-2001 Cryptographic Service Provider W

PucyHok 59. OkHO «KoHTeliHep 3akpbITOro karua»

Ha aToi cdopMe HeobxoamMmo 3anonHUTL none UMA knoueBOoro kKoHTenHepa. OHO MoxeT 6biTb
BBEAEHO BPYYHYIO WM HAWAEHO B CNMCKaxX KOHTelHepoB (KHonka 063op) wan ceptudukatos (kHonka Mo
ceptudmkarty). [nd aBTOMaAaTMYECKOro noucka noAXoAsWEro KOHTelHepa cpeau AOCTYMHbIX MOXHO
BOCMO/Mb30BaTbCs onuveli HalTn KOHTeMHEp aBTOMaTUYEeCKHU.

Onumn noucka:

e BBeaeHHoe MMA 3afaeT KJIIOYEBOM KOHTEMHep - nepeksiyatenb YyCTaHaBnMBaeTCcs B
nonoxerHve Monb3oBareno niM KoMnbroTep, B 3aBMCMMOCTM OT TOrO, B KakOM XpaHunuwie
(JlnuHble nnn JlokanbHOro KOMMNbOTEPA COOTBETCTBEHHO) PACMnoOIOXKEH KOHTENHep.

e Bblibepute CSP gna noucka K/O4YEeBbIX KOHTEMHEpPOB - HeobXoAWMbI KpunATornpoBanaep
(CSP) BbibupaeTtcs 13 npegnaraeMoro crimcka.

Mocne Toro, Kak BCe Mo 3amnofIHEHbI, HAXMUTe KHoNky Janee.
Ecnu Ha JoCTyn K 3aKpbITOMY KJIOYY YCTaHOBAEH Maposb, TO OH 6yaeT 3anpoweH. Beeante naponb wm
HaXxmuTe KHonky OK.

Ha cnepyowem ware ¢ noMowblo KHonNkM O630p BbibepuTte XpaHunuwe Ans yCTaHOBKW cepTudukara.
Ceptudukat 6yaeT ycCTaHOBNEH B XpaHwWnuwe nonb30BaTens WX  KOMMbiOTEpa, B 3aBUCMMOCTUM OT
pacnonoXeHunst KOHTeNnHepa 3aKpbITOro kato4a (CM. NpeablAyWwmnii NyHKT).
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'€} MacTep yCTaHOBKK NMUHOMO CepTUhMKaTa
Fpanwmuue cepTMbMKaTos
YiawnTe XpaHunvILE CepTUUKETOS ANA YCTaHOBKKM BbifpaHHoro paHes lﬁg
CEQTARMKATE.

¥iazaHHbIA paHee @nar MCNoNES0BaHWA KNIDYEELDH KOHTERHEDOE NoNL30E3TENA UM
KOMNEDTEDS oNpeasnReT Bblﬁl:lp HE0 B0 IMMED XPEHMNMLL CEPTURUKaTOE

[rn HPEHANWILE CEpTUDUKATOE:

YCTEHOBWTE CEPTMMKAT B KOHTEAHED

< Hazapg Hanee = OmaeHa

PucyHok 60. OkHO «XpaHunuue ceptudukaToB>

OpHoBpeMeHHO cepTudUKaT MOXHO 3anucaTb B KIHOYEBOW KOHTelnHep pAana yapobcrBa noucka
cepTuduKata npu nepeHoce KOHTeWHepa Ha ApPyron KoMmnbloTep. [Ans 3TOro CAYXWUT onuus «YCTaHOBWUTb
cepTudukaT B KOHTelHep» (cM. PucyHok 60).

Ha nocnenHem ware «3aBepluieHne paboTbl MacTepa yCTAHOBKM JIMYHOTO cepTudukata» (cM. PucyHok
61) HYXHO MPOBEPUTH MPaBULHOCTL YKa3aHHbLIX MapaMeTpoB M AJs BbINOJHEHUS YCTAaHOBKWU cepTudukaTa
Ha)xaTb KHOMKy MoToBO.

%] MacTep YCTaHOBKM IMYHOMO CepTUDUKaTa
3aBepuweHve paboTbl MacTepa
lg yCTaHOBKW NUYHOro ceptudmkara

Fatota M3CTEPE YCTAHOBK NMYHOMD CEPTARMEETE YCNELWHD
SaEepleHa.

Beinu yiasaHe! cemyowme NapameTpel:

BzATe cepmkaT "~
Wz aiina Cihes.cer
WMA CEpTURKKATE ivanovii
cyEbexT CN=ivanavii, C=RLU
NOCTABLLIMK E=info@cryptopro i, C=R
NEACTBUTENEH C 25 mespana 2074 . 15:3¢
NEACTBATENEH MO 4 oxtatipa 2014 11:05:¢
CEPUMIAHBIRN HOMED 606A CHEF 0002 0006 56 v
L 4 >

YieoMTech, 4To BeIGPaHL! MPEEMNEHBIE MNapaMEaTPRl U
HaxmnTE KHonKy "ToToEO" ANA BEINONHEHWA YCTEHOBKM,

PucyHok 61. 3aBepwieHne paboTbl MacTepa yCTaHOBKM JINYHOIo ceptudukara

39



XKTAN.00087-03 92 01. KpunTtollpo CSP. NMHCTpyKLMSA NO MCNOSb30BaHUIO

2.5.4. YnpaBrieHue naposssMy A0CTyrna K 3aKpbITbIM K/ll0UaM
2.54.1. N3mMeHeHMe naposia Ha AOCTYN K 3aKpPbITOMY KJ1IOYY

Onsa Toro, 4to6bl M3MEHUTL NApoOSib Ha KOHTEWHep, oTkponTe MNaHenb ynpasneHmnsa CK3U Kpuntollpo CSP
n nepenauTte Ha Bknaaky Cepsuc (cM. PucyHok 40), HaxxMuTe KHONKy U3MeHuTb Nnaposb.

OTKpoeTcs oKHO «KoHTenHep 3akpbIToro kato4da» (cM. PucyHok 62).

58 M3meneHwne naponsa KOHTEI:;‘IHE[J(:] 3dKDBITOrO KNwYa

HoHTelHep Z3aKpBITONo KNoYa

BESAWTE HAH YKaIHKTE I‘ZCIHTELT1HE|:I 3AKPEITOrD KNKDY4a, Ha KOTOpOM HeobxoaMMD rg
W3MEHWTE Naponb.

MMA KNKOYEEOrD KOHTEHHEPS:
Qbzop...
BEEASHHOE MMA 38088T KIHHEE0I KOHTENHED: Mo cepTUhMKETY. ..

\® Mone3osaTena
[_JKoMneroTepa

BriGepuTe CSP ANA NOMCKE KNDYEBEIX KOHTEHHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazaa loToBo OTMeHa

PucyHok 62. OKHO «KOHTelHep 3aKpbITOro Kjarua»

Ha 3Toii ¢opme HeobxoaMMo 3anofiHUTL nose UMSA KauyeBOoro KoHTeirHepa. OHO MOXET 6biTb
BBEAEHO BpYYHYIO WAW HaWAeHO B CNMCKax KOHTelHepoB (KHonka O630p) wAM COOTBETCTBYHOLWMX WM
ceptudukatos (kHornka Mo cepTudukary).

Onumn noucka:

e BBeaeHHOe MMS 3ajaeT K/I4YEeBOW KOHTEMHep - Mepeksto4yaTeNnb YyCTaHaBMBaeTCs B
nonoxeHve Monb3oBaTtenb 1M KomnbiloTep, B 3aBUCUMMOCTM OT TOrO, B KakOM XpaHunuLie
(Jlnuuble  wunu  JlokanbHOTO  KOMMblOTEPA  COOTBETCTBEHHO)  PACMOSIOXXEH  KOHTEWHep.
ABTOMATMYECKN CTABUTCA B HYXHOE MOSIOXEHMUE, eCniv BbI6Op MpoM3BOAMACA MO cepTudukaTty.
Ons paboTbl C KOHTEMHEPOM 3aKpbITOro K/4Ya M3 XpaHunauwa JlokasbHOro KoMMbloTepa
Heob6xoAuMbI NMpaBa agMUHUCTpaTopa.

e Bblbepute CSP ona noucka KJ/O4YEeBbIX KOHTEMHEPOB - Heob6xoAMMbIM KpunTonpoBaiiaep
(CSP) BbibupaeTcs U3 npeanaraemMoro crnmcka.

lMocne TOro, Kak BCe Noas 3anOSIHEHbI, HAXMUTE KHOMKY FotoBo.

OTKpOeTCs OKHO BBOAA Mapons Ha AOCTYN K 3aKpbITOMY K/o4vy BblIGpaHHOro kKoHTenHepa (CM. PucyHok
63). BBeanTe ykasaHHbIM naposib U HaxMuTte KHomnky OK.

= Kpuntolpo CSP

0:09:58
[2)=m BeenwTe naponk ans KOHTEHHEDS
GE=4 "e-13f1b328-8f40-41a8-afd5-05e9776c8 7ae™

EM

Maponsb:

[ zanomsmTe napons

PucyHok 63. BBoa naposisi Ha AocTyn
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Ecnu naponb BBEAeH BEPHO, OTKPOETCS OKHO BBOAA HOBOMO Maposisa Ha AOCTYN K 3aKpbITOMY K4y (CM.
PucyHok 64). BBeanTte ABa>kabl HOBbIM Naposib U HaxXMuTe KHonky OK.

= Kpuntolpo CSP

0:09:58
[£l=m BEeaWTe nEaAbI HOBEIA MAPONb ANA KOHTEAHEDE Te-
GEZ4  13f1b323-8f40-41a8-afd5-05e9776c8 72"
(®) YCTEHOBWTE HOBKIM Naponks EMN

HoEwIi Naponk: |

nDﬂ.TBEpPK.D.EHME:

OTHMEHE MogpofHes ==

PucyHok 64. BBoa HOBOro napons

Mocne noaTBepxaeHnsa eeoaa naponsa CK3U «Kpuntolpo CSP» ocywecTBUT CMeHy Naposigd Ha AOCTyn K
3aKpbIToMy kody. bonee nogpobHo paboTta no ycTaHOBKE Maposis U AOMOJHUTENbHbIX MapaMeTpoB 3alUnThbl
KOHTEelHepa onucaHa B NyHkTe Bbibop cnocoba 3awnTbl AOCTyNa K 3aKpbITOMY K/OYY.

MpuMmeuyaHue. BMecTo yCTaHOBKM Naposigd Ha AOCTYyn K 3akpbiToMy knody CK3U «Kpuntollpo CSP»
[!!| no3BosifeT 3aWwndpoBaTbh AaHHbIN 3aKpbITbIA KUY Ha APYroM 3aKpbiTOM KJKO4e, a TakXe pasfennTb
3aKpbITbIA K/IHOY HA HECKO/IbKO KtoYeBbIX HocuTenen. MNogpobHee 06 aTom B pasgene 3.2.4.

2.5.4.2. YaaneHue 3anOMHEHHbIX Naponen

CK3U «Kpuntollpo CSP» no3sBonger coxpaHuTb B cCrieunasibHOM XpaHW/uLLE JIOKaSIbHOro KOMIMblTEpa
naposim Ha AOCTYMN K KOHTEMHepy 3aKkpbITOro kaw4ya (B cnyyae, ecnum nofnb3oBaTenb CTaBuT dnar 3anoMHUTDb
napoJsib B OKHe BBOJA Mapons Ha AOCTYN K 3aKpbiTOMy knatody). Korga naposb coxpaHeH, npu obpalieHun K
3aKpbITOMY K/OYY OH He 3anpawuBaeTcs. B 3TO e XpaHunuwe 3anucbiBaeTCsd TOYHbIA MyTb K K/OYEBOMY
KOHTelHepy (CcBA3Ka MeXxAy WUMEHEM KOHTeMHepa MU YHUKasIbHbIM MMEHEM KOHTENHEepa).

Onsa Toro, 4ytobbl yaanuTb 3aNOMHEHHbI Naponb, oTkponTe [aHenb ynpasnenmnsa CK3U Kpuntolpo CSP un
nepenante Ha Bknaaky Cepsuc (cM. PucyHok 40), HaXXMuTe KHOMNKY YAanuTb 3anNOMHEHHbIE NapoJin.

OTKpoOEeTCs OKHO «YaaneHue 3arnoMHeHHbIX naponen» (CM. PucyHok 65).

=Y ¥naneHwe 3anOMHEHHEIX naponeﬁ

YAANWTE BCE 3EMNOMHEHHEIE NADONN 3aKPEITEIX KIKYEA:
|:| MonezosaTena
|:| KomMnbroTepa
YOEMMTE MHOODMALAKD 08 MCNONE30BaHHBIX ChEMHEIX HOCUTENAX:
Moresosatens

KoMneioTepa

OTMeHa

PucyHok 65. OKHO «YpaaseHue 3anOMHEHHbIX napoJsiein»

B 3ToM okHe ycTaHoBuTe dnarn Monb3oBartensi/KoMnbroTepa 415 yAaleHUss COXPaHEHHbIX Ha
JIOKaNbHOM KOMMbIOTEPE B CMEUMasibHOM XpaHuaulle naponei u Haxmute kHonky OK. Ecnv coxpaHeHHbIX
naposieli HeT, TO COOTBETCTBYtoLWas o6nactb 6yAeT 3aTeMHeEHa.

CK3N «Kpuntolpo CSP» OCYyWeCTBUT yAaneHue COXPaHEHHbIX Maposieit TONbKO W3 CheumanbHoro
XpaHuuLLa Ha NIoKaNbHOM KOMMbIOTEPE; Naposib Ha AOCTYN K 3aKPbITOMY KAOUY He yaansiercs.

KpoMe TOro, B 3TOM Xe OKHE MOXHO OTAEeNbHO yAanuTb MHCbOpMaLl,VHO (0] CbMBVILIECKVIX XapakKTepucTtnkax
HOcuTenemn, Ha KOTOPbIX pPacnosioXXeHbl K4eBblie KOHTeVIHepr, ncnosnb3oBaswnecdad paHee Ha [AdaHHOM
KOMMblOTEpPE. ITO MOJSIE3HO, ecnu KI04EeBOM KOHTeVIHep Ha HOBOM HOCUTENE WUMEET TO XE UMA, 4YTO OAUH U3
paHee ncnosb3oBaBWNXCA Ha JaHHOM KOMMblOTEPE KOHTeVIHepOB.

2.6. YcraHoBKa napaMeTpoB 6e30macHOCTM

Bknagka BbesonacHoOcTb KOHTponbHOW naHenn CK3UM Kpuntollpo CSP npepHasHauyeHa ansa Bblbopa
napameTpoB 6e3onacHocTu npu pabote co CK3UN «Kpuntolpo CSP».

a1



XKTAN.00087-03 92 01. Kpuntollpo CSP. MHCTpyKUMSA NO MUCMONb30BaHUIO

Ana Toro, uTobbl YCTaHOBMTbL MapaMeTpbl 6e30MacHoOCTH,

oTkponTe [laHenb ynpasneHua CK3U

KpunTtolpo CSP. MNaHenb ynpaBneHns A0/MHKHA 6bITb 3anylweHa oT UMEHW aAMUHUCTPATopa, A/ 3TOF0 HaXMmuTte
Ha CCblI/IKY «3anycTuUTb C NpaBaMu aAMUHUCTpPaTopa» Ha Bkiaake O6wme (cM. PucyHok 11). Mocne nepesanycka

nepenaguTe Ha Bknaaky besonacHocTb (CM. PucyHok 66).

L5 ]

Obwwme I ObopyaosaHue I Cepsuc [ ononHUTENbHO

Anroputmel | BesonacocTe | wWinlogon |  HacTpoiiki TLS

HasHadyeHHbie no ymondaHuio CSP ana yKasaHHbIX TUNoBs
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

| Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v |

GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:

[Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v]

GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:

| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexxum paboTel CSP

BoibepuTe CSP ana HacTpoitku:

[T] CoxparsTe nHbopMaLyto 0f MCNONb30BaHHBIX ChEMHBIX HOCUTENSX

YOUNeHHbI KOHTPOMb MCMONb30BaHUs KMioYel

| Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v |

[7] BrntoumnTe KswmposaHue

@) XpaHWTb KNKOYM B NaMATH NPUAOKEHMI
Mcnonb3oBaTh cny#0y XpaHEHMS KMO4el  YcTaHOBUTbL

a
swa: | 8

OK

][ OTtmMeHa

MpumMeHnTb

A

PucyHok 66. KoHTponbHas naHenb. Bknagka «be3onacHOCTb»

Ha Bknagke Be3onacHOCTb MOXHO Bbl6bpaTb peXxunM paboTbl: C XpaHEHMEM KOYeN B MaMATU NPUIOKEHUN
nmbo c xpaHeHueM knwo4den B cnyxbe xpaHeHus knwouden. Mpu XxpaHeHUn Ka4den B cnyxbe xpaHeHus Kiuden
BCE OMepaunmn C 3aKpbITbIM K/OYOM MPOU3BOAATCA BHYTPU CAYX6bl, BHELIHEMY MPUIOXKEHUIO BblAAETCSH TONbKO
pe3synbtaT, u4To 6o0nee 6e30MacHO, 4YeM XPaHUTb K/IKYM HEMOCPEeACTBEHHO B MaMATU NpuioXxeHun. B
ncnonHeHnax CK3W, ceptuduumnpoBaHHbix no ypoBHto KC2 nnu KC3, pexum paboTbl C XpaHEHMEM KOYeN B

cnyxbe ABNSEeTCS eANUHCTBEHHbIM AOCTYMHbIM (CM. PUCYHOK 67).
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"l Kpuntoflpo CSP )
Obuwme l_ Obopyaosatue l Cepsuc l [AononHUTEensHO
AnropuTMbl besonacHocTb \ Winlogon I HacTpoiiku TLS

HasHa4eHHbie no ymon4aHuio CSP Ans yKasaHHbIX TUNoB
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

lCrypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
[CryphoPro GOST R 34.10-2012 Cryptographic Service Provider v]
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
[Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pro vJ

Pexm paboTel CSP

(| CoxpaHaTb MHDOPMALKIO 08 MCMONL30BaHHBIX CHEMHBIX HOCUTENAX
(V] YounerHbiit KOHTPOnb MCMONb30BaHUA KMOYel

Bribepute CSP ana HaCTPOMKM:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v

XPaHUTb KNKOYK B MaMATH NPHNOKEHMIA
@ Wcnonb30BaTs cnyxBy XpaHeHWs Knouei

[ | BknrtoumTe K3wmposaHue Pazmep Kk3wa: | 8

OK ] ( OTmMeHa MpUMEHNTE

L

PucyHok 67. Bknaaka besonacHocTb, ypoBeHb 3awmtbl KC2 nnun KC3

Mpu xpaHeHun knto4ven B cnyxbe XxpaHeHUs KoYeln BO3MOXHO NPUMEHEHME K3LWMPOBAaHUS KOHTENHEPOB
3aKpbITbIX KOYen. KawmnpoBaHme 3aKo4aeTCa B TOM, YTO CUMTAHHbLIE C HOCUTENS KJIIOUYM OCTAKTCA B NaMATH
cepBuca.

Kniou u3 kawa siBNSeTcs AOCTYMHbIM W MOC/e U3BMEYEHUS KIIIOUYEBOr0 HOCUTENs U3 cuuTbiBaTens, a
TaKXXe Mnocsie 3aBeplieHns paboTbl 3arpy3mBLLEro 3TOT KU MpUIoXKeHus. Kaxabli KoY M3 Kalwa AOCTYneH
noboMy MNpuUoxeHuto, KoTopoe paboTaeT MoA TOW Xe YUYETHOW 3anucblo, YTO U MPUIOXKEHWE, NMOMeCTUBLLEe
3TOT KJOY B K3W. Bce KOUM M3 K3Wa AOCTYMHbl 40 3aBeplleHuss paboTbl Cyx6bl XpaHeHus kntoden. Mpu
nepernosiHeHMM Kalla oYepeHON KoY 3anucbiBaeTcsl Ha MECTO CaMOro paHHero KJo4a, NoMeLEHHOro B KaLl.

KawunpoBaHMe KOHTEWHEPOB MO3BOMSIET YBEAMUYUTb MPOU3BOAUTENIBHOCTL MPUIOXEHUA 3a cuyeT 6onee
6bICTPOro A0CTyNa K 3aKpbITOMY K/OYY, T.K. CYUTbIBAHME K/1l04a OCYLLECTBAETCS TONbKO OAMH pas.

Pa3mep Kawa 3ajaeT KONM4ecTBo Kﬂ}OHEVI, KOTOpbl€ OAHOBPEMEHHO MOryT XpaHUTbCA B NaMATU.

Ons Toro 4Ttobbl BKAYUTL KawnpoBaHue, HeobxoanmMo YCTAHOBUTb dnnar B none Bknwountb
K3lWuMpoBaHue. Heobxoanmmo Takxe 3aaaTb pa3Mep Kala B COOTBETCTBYHOLWEM MoJie BBOAA.

NMpumMmeuyaHue. Ecnv Ha AOCTYN K 3aKpbITOMY K/HOYYy YCTAHOBJIEH MapoOJsb, Maposib HE COXPaHeH Ha

JIOKanbHOM KOMMblOTEPe, 3aKPbITbl KAOY HaxoAMTCS B Kale (paHee K HeMy yxe 6bin ocylwecTsieH

foctyn), To obpaleHuMe K AaHHOMY 3aKpbITOMY KWy npousongetr 6e3 nosiBNeHUMs OKHa BBoOAA
L!!| naposis rnosib3oBaTenid — K104 aBTOMaTUYECKM CUUTHIBAETCH U3 K3La.

CK3MN «Kpuntollpo CSP» ocCywecTBAsSeT K3WMWPOBaHWE 3aKpbITbiX K/OYEN, CBHA3@HHbIX C

cepTudmrKaTamMm, YCTaHOBIEHHbIMU B XpaHunuiLe cepTudmkaToB JlokanbHOro KoMnbloTepa (HanpuMep,
3aKpbITbIX Ktoyel LleHTpa cepTudmkaunn, Web-cepsepa) TonbKo AN KOHKPETHOro nosb3oBaTens.

Ha Bknagke «be30MacHOCTb» TaKXe MOXHO BKJKUYUTb PEXUM YCUEHHOro KOHTPOJS MCNOJSb30BaHUsA
KO4Yen, ecnm oH He 6bin BkAOYEH npu yctaHoBke CK3U Kpuntollpo CSP. MMocne BKAOYEHUS pexuMa 4vepes
KOHTPOJIbHYIO NaHesb B 06s13aTeNbHOM nopsaake Heo6xoauMo:

1) ocywecTBMTb 3anyck yTunuTbl csptest.exe
csptest.exe —-keyset -verifycontext -hard rng
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2) YCTaHOBUTb [OOBEPEHHbIE KOpPHEBbIe cepTUdUKaTbl B XpaHuUIULIE CepTUPUKATOB JIOKanbHOro
komnblotepa CryptoProTrustedStore («[joBepeHHble KopHeBble cepTudukaTbl Kpunrtollpo
CSP», «CryptoPro CSP Trusted Roots») ¢ nomowbto ocHacTkm Ceptudukatbl nmnbo c
NOMOLbIO YTUAUTBI certmgr.exe:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer
3) nepesarpy3uTb KOMMbIOTEP.

2.7. [JdononHutenbHble HAaCTPOMKU
Bknagka AlonosMHUTENbHO KOHTPObHOM naHenn CK3U Kpuntollpo CSP npegHa3HadeHa ans:
) NpoOCMOTpa BEPCUN U NyTeN pasMmelleHuns ncnonbdyembix CK3N «Kpuntollpo CSP>» dannos;
e  YCTAHOBKW BPEMEHM OXWAAHMA BBOAA MHAOPMaLMK OT Nosib3oBaTens.

2.7.1. TlpocMOTp BEPCUN UCNOb3yeMbIX hanios

[Ons npocmoTpa Bepcuin 1 nyTeln pasMellenuns ncnonbdyemblx CK3U «Kpuntolpo CSP» daiinoe otkponTte
NaHenb ynpaesnenuns CK3U Kpuntollpo CSP n neperanTte Ha BkIaaKy [JlononaHUTENbHO (CM. PucyHok 68).

| 53 Kpuntollpo CSP
ANropUTHBl BesonacHocTe Winlogan HacTpoikmn TLS
Obwme Ofopyaosaque Cepemc [ononHUTENEHD

Bepoa daiinoe
e
Hma Bepois T MyTe a

advapii2.dl 6.3.9600,16334 %04 C:\Windows'system32ad
advapi32.dl 6.3.9600,16334 %86 C:\Windows\SysWOWa4y
crypt32.dl  6.3.9600, 163834 w64 C:iWindows'system32iry
oypt32dl  6.3.9600,16334 x86  Criwindows\SysWoWwady
inetcomm.dl 6.3.9600, 156334 %64  C:\Windows'system32\ine
inetcomm.dll £.3.9600.163834 x86 C:\Windows'\SysWOWeady v
£ >

CronMpoBaTE B Aydep ofmeHa

Bpema cokMaaHWA BE0AE

Bo spema paboTel CSP Ha 3kpade MoryT DeiTe NoK&saHb! AWanoroskle
OKHE, TpeDyoWME BE0AE MHBODPMALIM 0T NONES0EaTENA,

30eCk MOXHO HECTPOMTE MHTEPBAN BPEMEHH, N0 SEBEPWEHHID
KOTOPOrD 5T OkHa ByYAYT 3a8KPbIThI, Kak GyATo NoNL30BaTEND
HE¥aN Ha KHOMKY "OTMEHE",

YCTaHOBMTE BPEMA CoKMASHWA BE0AA. ..

PucyHok 68. KoHTponbHasa naHenb. Bknaaka «[10NOJIHUTENIbHO »

B pa3gene Bepcumn dainoB B TabnuuHon dopme npeactaBneHa MHbOpMauuUs O BEPCUSX U MYTAX
pa3melleHnsa ncnonbayrowmxcas CK3N «Kpuntollpo CSP» dannos. JaHHy0 MHOOPMaLUMIO MOXHO CKOMNMPOBATb B
6ydep obMeHa, HaxaB Ha COOTBETCTBYHOLLYIO KHOMKY.

2.7.2. YcTaHoBKa BpeMeHU oXXuaaHus Beoda MHCbOpMaLI,MM OT NoJib3oBaTens

Bo Bpems pabotbl CK3U «Kpuntollpo CSP» Ha skpaHe MOryT NOsBASATbCS AManoroeble OkHa, Tpebyowmne
BBOZa MNosib3oBaTeneM onpeaeneHHblX AaHHbIX (HanpuMep, BBOA Naposis Ha AOCTYM K 3aKpbITOMY K/O4Y).

Ona Toro, utobbl YyCTaHOBUTb WHTEpBan BPeMEHU, MO 3aBeplIeHUN KOTOPOro 3TUM OKHa 6yayTt
aBTOMaTU4YeCKu 3aKpbiTbl (AeACTBME, SKBUBANEHTHOE HaXxaTuio MoJb30oBaTeNleM KHOMKW OTMeHa), OTKpoiTe
NaHenb ynpaeneHuna CK3U Kpuntollpo CSP n nepeniante Ha Bknaaky JlonosHUTENbHO (CM. PUCyHOK 68).

HaxXMnTe KHONKY YCTaHOBUTb BpeMSAl OXXuaaHUA BBOoAaA.
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OTKkpoeTcs okHO «MHTepBan BpeMeHW oxuaaHusa BeBoada» (CcM. PucyHok 69). YcTtaHoBMTE HeobxoauMble
3HadyeHMa nepeka4vaTenen 3HavyeHUMe noJsib3oBaTesis M 3HavyeHMe nNOo YMOJIYaHMIO ANsA  Bcero
KOMMbloTEpa.

'] MHTepBaﬂ EpeMeHH OXWaaHWMA EBOAA
BeeaMTE MHTEPBAN BPEMEHM OMMAAHWA BE0AE NONb30BATENA B
AWanoroBeIX okHax Kpuntalpo CSP B cekyHaax:

3HEYEHWE NONb30BATENA?

(®) Mnonb30BaTh CUCTEMHOE SHAYEHHE MO YMON4YaH D

() ¥cTaHoBuTh BeckoHeYHOE CRMAGHME

() ¥CTaHOBMTE MHTEpEan: £00 5 | cexyHa

3HEYEHWE N0 YMONYEHKKD ANA BCOErD KOMNBKOTERS:
YCTaHOBMTE DECKOHEYHOE OHMAEHME

® YCTaHOBEWTE MHTEpEaN: 600

PucyHok 69. OkHO «MIHTepBan BpeMeHM OXkuaaHua Beoaa>»
B 3TOM OKHe ycTaHOBUTEe HeobxoAMMble 3HaYeHWs nepeknyaTenen 3HauvyeHue noJsib3oBaTens W
3Ha4yeHue No YMOoIYaHUIO AJIS BCero KoMnbrotepa.
MNepekntoyaTtens 3Ha4YEeHUE NOJZIb30BaTENIA MOXHO YCTaHOBUTb B OAHO U3 CeAYOWMX NOSIOXEHNI !

. Mcrnonb3oBaTb CUCTEMHOE 3Ha4YeHWe Mo YMOJYaHWI — YCTaHaB/IMBAaET 3HayeHwe, orpeaeneHHoe
nepekntoyaTeneM 3HavyeHme No YMOSHaHMIO A1 BCEro KOMMNbOTEPA; 3TO 3Ha4YEeHMe YCTAaHOB/IEHO MO YMOJIYaHUIO;

. YCTaHOBUTL GECKOHeYHOoe OXuaaHue - ycTaHaBnuBaeT 6eckoHe4yHoe OXuAaHue BBOAA [AaHHbIX
nonb3oBaTtens;

o YCTaHOBUTb UHTEpBan — onpeaenseT MHTepBas BpeMeEHWN, BO BPEMS KOTOPOIro Nosib30BaTeslb A0XKEH
BBECTU AaHHbIE.

N3MeHnTb nepeknoyatens 3Ha4YeHUME MO YMOJIYHaHUIO AN BCEro KOMMblOTepa MOXET TOJSIbKO
aAMUHUCTpaAToOp NOKanbHOro kKomnbtoTepa. [lMpu 3TOoM, ecim B naHenu Kpuntollpo CSP akTuBHa ccblika
«3anyCcTuTb C NpaBaMn agMnHmncTpaTopa» (cM. PucyHok 40), To €€ HY>XHO HaxaTb.

Mo yMONYaHMIO yCTaHOBIEHO OXUAaHMWE BBOAA B TeUeHune 600 CEKYHA.

NMpuMmeuyaHne. 3HauyeHMe Nosib3oBaTenss UMeET 60/bLINI NMPUOPUTET MO OTHOLIEHUID K 3SHAUYEHUIO
Mo yMOJIYaHUIO ANA BCEro KoMnbioTepa (HanpuMmep, €cnv 3HavyeHue nepeksnovatens 3HavyeHue

lL!A_“ Mo yMOJIMaHUIO OIS BCEro KOMnbioTepa YCTaHOBJIEHO B MOJSIOXEHME YCTaHOBUTb MHTepBan - 600
CeKyHZ, a nepek/iyaTeNb 3HAYeHUe NoJsib30BaTesiId B MMOJIOXKEHNE YCTAaHOBUTb 6GECKOHEYHoe
oXuaaHue, To AeNCTBUTENbHBIM 6yAeT 3HaUYeHMe — YCTaHOBUTb BECKOHEYHOEe OXuaaHue).

45



XKTAN.00087-03 92 01. KpunTtollpo CSP. NMHCTpyKLMSA NO MCNOSb30BaHUIO

2.8. Bbibop napameTpoB KpunTorpadunyeckmx anroputMoB

Bknagka ANroputMbl KOHTponbHOM naHenu CK3W Kpuntollpo CSP npeaHasHadeHa AN YCTaHOBKM
pa3fMyHbIX NapaMeTpoB peann3oBaHHbIX KpUnTorpamnyecknx anroputMoB.

[Ons yCTaHOBKM MapaMeTpoB Kpuntorpaduyeckmx aaroputMoB oTkponTe [laHenb ynpasneHus CK3U
KpunTtolpo CSP n nepenante Ha Bknaaky Anroputmbl (cM. PucyHok 70):

'E} Kpuntolpo CSP
Dfwme OfopyaosaHue CepBmc OonoAHUTENEHD
ANropuTHEl BesonacHoCTE Winlogon HacTpoiiki TLS

M&apaMeTPE! &nropUTHOS

BribepuTe Tun CSP 0ns HACTPOIKK NapaMeTpoE:

GOST R 34. 10-2001 Signature with Diffie-Hellman Key Exchange

MapaMeTpel ENropUTHME WHBPOBaHMA:

MOCT 28147-89, napaMeTpbl N0 YMONYaHHO W
MapaMeTpel aNrOpMTHE NOANKCH:

MOCT P 34, 10-2001, napaMeTpel N0 YMONYaHWD v
MNapameTpel anropiTHa Quddm-KXennmaqa:

MOCT P 34, 10-2001, napameTpel ofMeHa no yMan4z v

PucyHok 70. KoHTponbHasa naHenb. Bknagka « AnropurMmbi»

Ha 3aknagke ARNroputMbl MOXHO BbibpaTb Tun KpunTonpoBawaepa, AN KoOToporo 6yaer
ocywecTBnaTbCcsa HacTponka (B Bepcun Kpuntollpo CSP 3.6 gocTyneH eAVMHCTBEHHbIM TUM KpunTonpoBaiaepa:
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange), nocne 4yero Ans COOTBETCTBYHOLUUX
Kpuntorpadumyecknx aaropuTMoB peanmaoBaHa BO3MOXHOCTb YCTAHOBKM NapaMeTpoB:

o yCTaHOBKa napaMeTpoB anroputMa wngposaHms — FOCT 28147-89.

e  YCTaHOBKa napaMeTpoB ajiroputMa BblpaboTKM W MNPOBEPKU 3EKTPOHHOW UMBPOBOM MNoanucu -
OCT P 34.10-2001;

. yCTaHOBKa napaMeTpoB anroputMma Auddun-XennmaHa - FOCT P 34.10-2001.

2.9. Hactponka ayteHTU(dpUrKauum B foMmeHe Windows.

Bknagka Winlogon koHTponbHon naHenu CK3W Kpuntollpo CSP npegHa3HayeHa A7 HACTPOMKM
ayTeHTUdMKauMn B JOMEHe C ncnonb3osaHuem anropntmos MOCT.

Ona HacTtponkn Winlogon oTkpoinTe [NaHenb ynpasnennsa CK3W Kpuntollpo CSP n nepenante Ha BKNagKy
Winlogon (cM. PucyHok 71):
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= Kpuntolpo CSP
Ofwme ObopyaoBaHue Cepeuc OononHUTENEHD
ANropyTHBI BesonacHocTh Winlogon HacTpoiakm TLS

KNHUEB0M CUMTEIESTENE N0 YMOM4EHMKO
BeibepuTe CSP AnA HaCTpOkKM:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BrifepuTe CUMTHIBATEND:

He ycraHoeneH

MapaMeTpil
|:| OTkno4rTE KpunTolpo Winlogon

WononezoBaTe anropuTMel KpunTolpo CSP Ha KDC

Mo EeHTHOMKETOPE! KOHTPONNEDDE A0OMEHE

PucyHok 71. KoHTponbHas naHesnb, Bkiaaka Winlogon

Mpn ycTaHOBKe Ha KOHTponnep pgomeHa 6yaer pgoctynHa pans Bbibopa onuua WMcnosnb3oBaTtb
anroputmbl Kpuntollpo CSP Ha KDC u 6yayTt 3amnofiHeHbl Nofs MAEHTUMOUKATOPOB KOHTpoOJepa AOMEHa.
MoapobHo 0 HacTponke Winlogon CM. COOTBETCTBYHOLLYIO AOKYMEHTaLUMIO.

Mpn Heob6XooMMOCTM MOXHO TMOJIHOCTBbK  OTK/OUUTL  MCNoNb30oBaHMe anroputmoB [OCT npwm
ayTeHTUduUKauum B AoMeHe. [ns 3Toro npegHasHadyeHa onuusa OTknwunTb Kpuntolpo Winlogon.
2.10. Hactpouku TLS.

Bknagka Hactpoitka TLS Ha KOHTponbHoM naHenu CK3W Kpuntollpo CSP npepgHasHaveHa ans
HacTpolku npoTokona TLS, obecneumBatowemM ayTeHTUDMKALMIO CBA3bIBAIOLNXCSA CTOPOH, KOHMDUAEHUNANBHOCTD
N LEeNOoCTHOCTb NepechbiiaeMon MHdopMaLmn.

Ons HacTtporikm TLS oTkpownTe MNaHenb ynpasnenmsa CK3W Kpuntollpo CSP n nepenante Ha BKNAAKYy
Hacrtpoiika TLS (cM. PucyHok 72).
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"5} Kpuntollpo CSP
Ofwme CbopyaosaHue Cepeuc HdononHWTensHo
AnropuTHEl BesonacHoCTE Winlogon HacTpaliki TLS
KnueHTt

NoNbZ0EaTE NpoTokon QCSP

[JHe npoBepaTE cepTUhMKAT CEpBEPa Ha 0T3LIE
[[IHe npoBepaTE HasHa4EHWE cofCTEEHHOMD CEPTMDMKETS
He Mcnonb3oBaTh yoTapeswe dpher suite -t

Cepeep

MoNe30BSTE NPOT

[JHe nposepaTh cepTUhMKAT KNMEHTE HA OTSHIE
[]He npoBepaTh HasHaueHWe cORCTEEHHOMD CEpTUdMKATA
|:| He MCNonbI0BaTE YCTapeswe dpher suite-kl
[ Nopaepswmsate RFC 5746 (Renegotiation Indication)
[] Tpefioeate nognemsiy RFC 5746 (Renegotiation Indication)
[IWcnonssoeaTe cepTHMKAT KOMMBIOTEPE NO YMONYEHWID
PasMep Kala cecoii: &4 =

MarouMansHoe yucno LUC B sanpoce cepTHhMKaTE: 100 =

PucyHok 72. KoHTponbHasa naHesnb, Bkaaaka Hacrpoiika TLS

B napameTpax KnveHTa:

dnar Ucnonb3soBaTb NpoTokos1 OCSP — KIMEHTOM OCYLLECTBASETCS NPOTOKON NPOBEPKU cepTudukarta
no 6ase cepsepa OCSP Responder;

¢dnar He npoBepsaTb cepTUdUKAT cepBepa Ha OT3bIB - K/IMEHTOM HE MPOM3BOAMTCA MNpoOBEepKa
cepTUdUKaToB Ha NPUHAANEXHOCTb CMMCKY 0TO3BaHHbIX cepTudmkaToB (CRL);

¢dnar He npoBepATb Ha3HauYeHue co6CTBEHHOro cepTudukKaTa — OTK/IOYaAET NPOBEPKY Ha3HAYEHUN
cobcTBeHHOro ceptudukaTa;

¢dnar He ncnonbsoBaTtb ycrapeBwue cipher suite-b1 - oTk/II0O4aeTCa BO3MOXHOCTb MCMOJIb30BaHMUS
cipher suite, B kOTOpbIX 6bl1M 06HapPYXeHbI YSI3BUMOCTMU.

Heobxoanmo Tpebosatb noaaepxky RFC 5746.
B napameTpax cepsepa:

¢dnar Ucnonb3oBaTb nNpotokon OCSP - cepBepoM OCYLLECTBASAETCSA NMPOTOKOS NPOBEPKU cepTudmukaTa
no 6ase cepeepa OCSP Responder.

MyTeM yCTaHOBJIEHMS COOTBETCTBYIOWMX (haroB B MOMSX CepBepa AOCTUrAETCA OTK/OUYEHME CEPBEPOM
npoBepkn ceptTudmKaTa KAMEHTA Ha HaJMuMe B CMUCKE OTO3BaHHbIX CEPTUGMMKATOB, MPOBEPKM HA3HAUYeHUs
cobcTBEHHOrO cepTudmrkaTa, ucnosb3oBaHmue cipher suite, B KOTOPbIX 6bl/M 06HAPYXEHbI YSI3BUMOCTY.

MocpencTtBoM ycCTaHOBNEHMS/CHATUA naroB, CBA3aHHbIX C pacwupeHmeM Renegotiation Indication,
KOHTponnpyeTtca TpeboBaHne 6e3onacHOro cesidbiBaHMs Heckonbknx a3 handshake (cm. RFC 5746).

B cooTBeTCTBYIOWMX MNONAX HaCTpauMBaeTCs pa3Mep K3Wa CecCM M MaKCUMMasibHOE 4YWUCIO0 LEeHTPOB
cepTudumkaummn B 3anpoce ceptudukara.
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3. WHTepdenc reHepaummn Knrodem

KpunTtolpo CSP MOXET MCNonb30BaTbCs Pas3fiMYHbIMKU MPUNIOXKEHMAMUM, B TOM 4uCne Ana co3daHus
KOHTenHepoB Ha nnatdopme Windows ¢ ucnonb3oBaHueM cnyxbbl ceptudmkaumm Windows Server.

MpumeuaHue. B onepaumoHHbIX cuctemax Windows B cnyvae MCNONb30BaHUSA Cnyxbbl XpaHeHus
kntoyen ana yposHs KC1 (cM. paspen YcraHoBka napameTrpoB 6€30MacHOCTM) WAW WCMOJb30BaHMUSA

E_!_“ Buonormnyeckoro gatyunka cny4danHbelx uncen ans yposHen KC2/KC3 (cMm. pasgen HacTponka AaTyvMKOB
cAyyarHbIX Yncen) Auanorn Bblbopa cuUMTbIBATENS W FeHepaumm Ki4va MosBASAITCS Ha CEPBUCHOM
Jeckrone.

3.1. TleHepaums KIO4YeEN 1 nonyveHme ceptnudurkata npm nomowm YL

Ons popMnpoBaHna NNYHBIX KAKOYERA M NoNyyYeHUss cepTUdUKATOB MOXXHO BOCMOJSIb30BaThbCsl TECTOBbIM
LleHTpom CepTtndmkaunm https://www.cryptopro.ru/certsrv.

e- = "9"' https://www.cryptopro.ru/certsre/certrgma.asp ,0 ~r&c ” B CnysBibl CepTUdMKaLIKN Ac.., | |

Microsoft Cnyxbu ceptudmraymm Active Directory — Test Center CRYPTO-PRO

PacwupeHHbIW 3anpoc cepTudMKaTa

WoenTnhuumpyowme ceegeHuA:

Mma: |Cugopoe Mean MeaHoeuy

3nekTpoxHan nouta: [sidorovi@mail ru

OpraHuszauua: |ACME
Mogpazpenenune: |MapkeTuhr

lopoa: |Mockea
OBbnacTe, wWraT:

CtpaHa, pervon: |RU

Type of Certificate Needed:

|Cepm¢mxar NPOEEPEN NOAMMHHOCTH KITMeHTa

MapameTpel Knoya:

® Coagats HoBuii HaBop kniouelt () Mcnons3oeaTs cyljecTeyowmi HaBop knueil
CSP: | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider V|

Mcnonesosanue kmioueit: O Exchange O Tognucs @ 0Ba
[ 512 .
Paswep kniosa: S ransapras pape vl 312
® ApToMaTHYECKOE UMA KOHTelHepa Knova () 3agaHHoe NoNL30BATENEM MMA KOHTEHHepa Kniova

LI MomeTnTe KNIOU Kak 3KCNOPTHPYEMEN|
L] BeniounTh yeunerHyo 3aWuTy 3aKpLIToro Knova

LI McnonkaosaTe NokansHOe XpaHUMMLLE KOMALIOTEPA ANA cepTudHKkaTa
Coxpanfem cepmudiuxam & NoKamEHOM XPaHunuLe
EMECITIO NOMb308aMENLCKO20 XPanunuwa cepmuthukamos. He
yomadaanueaem kopreeol cepmudbukam LC. Heobxodumo beime
adMuRLUCMPpamopon, ymobsl co3dams MoKaneHoe
XpaHUnuLE.

PucyHok 73. N'eHepauusa kao4a npv nomoiwm YL
B ananore cosgaHus kaw4va m HOpMMpoBaHUS 3anpoca Ha ceptudukaTt 3agante "Wma Bnagenbua"
cepTudmnkata u BBeaMTE CBOM aapec aNeKTpoHHoM noutkl "Agpec E-Mail".

Ecnn 3anpawwuBaeMblii cepTuduKaT npeanosiaraeTcs UCNoNb30BaTb B 3/IEKTPOHHOM noyTte, Bbibepute
CepTuduKaT 3aWmTbl 371eKTPOHHON No4uTbl O6s1acTb NPUMEHEHUA KJlo4a.

Ecnn 3anpawuvBaeMbll  cepTuduMKaT npeanosiaraeTcs MCNofb3oBaTb B MpoTokone TLS, Bbibepute
Ceptudmkar ayteHTMUMKaLMM KIMEHTa B pasaene O6s1acTtb NpUMEHEHUA KJiya.
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MpuMmeuaHue. Ecnv BBeAEHHbIN agpec MoYTbl He COBMajdaeT C 3aperMcTpuMpoBaHHbIM aapecoM B
|!!| Outlook Express (Outlook), ucnonb3oBaTb Kpuntorpadpuyeckme QyHKUMM B 3MEKTPOHHOMW MoyTe
6yaeTr HEBO3MOXHO.

3.2. Co3sagaHue KNK4eBOro KoHTenHepa

3.2.1. Bbibop KHOYEBOro HOCUTENS
Mpwn co3gaHum KNOYEBOro KOHTEMHEPA OTKPOETCSA OKHO Bblibopa knto4yeBoro Hocutens (cM. PucyHok 74).

{8 Kpwntollpo CSP x|
0:09:44
(P)=p BCTaBLTE W BLIBEPMTE HOCMTENL ANA XPAHEHWA KOHTEHEDE
:g 3aKPLITOrD Knioda "Test_17,

CeegeHua
YCTpoicTEa: BCTEBNEHHEI HOCUTENE:
- CocToaHue:

OK | OTMeHa CeeaeHWA <<

PucyHok 74. Bbi6op knroueBoro Hocutens

3TO OKHO OT06pa)KaETCF| B TOM Cny4ae, Korga nosib3oBaTtesib MUMEET HECKOJ/1bKO YCTDOVICTB, cnyxawmnx
KMOYEBBLIMU  cunTbiBaTenaMu. B cnydae, korpa KIIOYEBOM CUMUTbIBATENb TOJIbKO Oo4AuH, OH BbI6VIpaETCF|
aBTOMaTU4YECKN, N 3TO OKHO He 0T06pa)KaeTC9|.

Mocne TOro, Kak KAYEBOW cUMTbIBaTeNb BblibpaH, HaxmuTe KHonky OK.

3.2.2. TleHepauunsa HayanbHOW nocneposaTtenbHocTM ACH

Mocne Bbi6Opa KAHOYEBOro CUMTLIBATENS, €CNIM B CUCTEME He yCTaHoBMeH annapaTHbin [CH, oTkpoeTcs
OKHO «Buonornuyecknn gatymk criydamHbix umcen» (cM. PucyHok 75).

Kpuntolpo CSP x|
0:058:25
BronorM4ecami OaTHHE I'_rl'ﬁl"-lﬂl:&Hbl.'-( HMCen

HaMainTe KNSsMwM unm I'IEI:IEHELLI.EIHTE YEa3aTene

MBILUK Ha4 3THM OKHOM A0 TEX Nop, NOKa KNKDY He E'E.I'D.ET
co3naH...

|HET

OTMEHE

PucyHok 75. Buonormyeckuin gaTtumk ciyyamHbix umcen

Buonorunyeckumi AaTyUK cnyanlelx ymncen npeaHasHa4eH Aans reHepauunm Ha4vanbHOM
nocnenoBaTteNbHOCTU AaTUMKa CJ'Iy‘-IaVIHbIX ynucen.

Onsa reHepauyun Heobx0ANMMO HaXuMaTb Ha KIaBULWWN AU ABUrATb MbILWbIO.
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3.2.3. BBoA naposia Ha AOCTYN K 3aKPbITOMY K04y

Mocne 3aBeplueHnsa paboTbl BUONOMMUYECKOro AaTynKa CydyalHbiX YMCes OTKPOETCA OKHO BBOoAa Maposns
Ha AOCTYM K 3aKpbITOMYy K/HOYy CO34aBaeMOro KoHTeliHepa (CcM. PUcyHok 76).

= Kpuntolpo CSP

0:09:50
(£)=m 3apaliTe Naponb ANA COSAABSEMOT0 KOHTefHEpE Te-
GE24 ba%a269d-1f95-4845-b468-52db54c72cd 3",

(®) ¥CTaHOBMTE HOBLIR Napons RU

HoBEIA Naponk:

MNoaTEE#AEHHE!

OTHMEHE MogpofHes ==

PucyHok 76. BBoa naposisi Ha AOCTYN K 3aKPbITOMY KoYy

B none HoBbIN naposab MoJsb30BaTe/lb A0JIKEH BBECTU TEeKCTOBbINM naposib Ha A0CTyn K 3aKpbITOMY
KN4y co3gaBaemMoro |<0HTe17|Hepa M NOATBEpPANTb €ro NOBTOPHbIM BBOAOM B nosie NMoarseprkaeHue.

Mocne BBoAa napons HaxmuTe KHonky OK.

Ecnn knwou reHepupyeTcs Ha HoOCuTesNb, MNOAAEPXMBAKOLWMA annapaTHbl Naposib WAWM MWUH-KOA, TO
Heo6Xx0AMMO BBECTM TOT Naposib (MUH-KOA), KOTOPbIN YyCTAaHOB/IEH HA 3TOT K/IHOYEBOW HOCUTESb.

3.2.4. Bbibop cnocoba 3almTbl 4OCTYNA K 3aKPbITOMY K04y

MommMmo BBoaa napons B CK3U «Kpuntollpo CSP» cywecTBylOT Apyrue cpeacTBa 3alUMTbl AOCTyna K
3aKpbITOMY Knto4vy. [Ana Bblbopa noaxoAaswero cpeacTBa 3aluTbl B OKHE BBOAA Maposis Ha AOCTYN K 3aKpbITOMY
KUy CO34aBaeMoro KoHTenHep (CM. PuUcyHoOk 76) HaxmuTe kHonky Mopgpo6Hee. OTkpoeTcsa OkHO Bblbopa
cnocoba 3awmMTbl AOCTyNna K 3aKpbITOMy K4y CO34aBaeMoro KoHTenHepa (cM. PucyHok 77). 3awwmTta
HOCuTenen, NoAAep>XXMBAKOLWMX annapaTHbIA Napofb (MMH-KOA), BO3MOXHA TOJIbKO Ha 3TOM naposne (NMH-Koae).

= Kpuntolpo CSP

0:09:50
9 3SanaiTe Naponk AMA COZNSBAEMOr0 KoHTelHepa Te-
E== Seafacof-3cc5-40dc-85ed-fa351b05dbf7".

o

(®) YCTaHOBWTh HOBLIN Naponk RU

HoBelit naponk:
MNogTeepkaeHIe:

() YCTEHOBUTE MACTER-HITOY

Co3AETE HOBEIM KOHTERHED

(D) PasznenTb KNKOY Ha HECKONbKD HoCUTENEH

QK OTMeHa

PucyHok 77. Bbibop cpeacTBa 3aliMTbl OCTYNa K 3aKPbITOMY K104y

B 3TOM OKHe coaepxaTcs cneaylwme nons:
e YCTaHOBUTb HOBbIW Naposib — BBOJ TEKCTOBOrO Napons;

e YCTAaHOBUTb MAacCTep-KAKY - 3aWnbpoBaHME AAHHOMO 3aKPbLITOro K/toua Ha APYroM 3aKpbiTOM
Knoue (M3 Apyroro Kal4YeBOoro KOHTelHepa);

51



XKTAN.00087-03 92 01. KpunTtollpo CSP. NMHCTpyKLMSA NO MCNOSb30BaHUIO

. Pazgenutb K04 Ha HECKOJIbKO HOCUTeNneW - pasjefieHve [aHHOro 3aKpbiTOro Kikua Ha
HEeCKO/IbKO HocuTenen ans obecneveHns AOCTyNa K HEMY.

3.2.4.1. YcraHOBKa HOBOro naponsi
Ecnn nepekntoyaTenb Ha nofsie YCTAaHOBUTb HOBbIA naponb (cM. PucyHok 77), To CK3U Kpuntollpo
CSP oCywecTBUT 3aliMTy K/to4ya Npu MOMOLWM MNapons Ha AOCTyn, BBEAEHHOro C knaeuaTtypbl. Heobxoammo
OCYLLeCTBUTb AENCTBUS, ONMUCaHHble B MYHKTe BBOA Mapons Ha AOCTYN K 3aKpbITOMY KAKOYY.

3.2.4.2. YcraHOBKa MacTep-knio4da

Ecnn nepekntoyaTenb Ha nosie YcraHOBUTb MacTtep-katod (cM. PucyHok 77), To CK3U Kpuntollpo CSP
OCYLLEeCTBUT 3almTy KJ4Ya Npu noMowm 3awmdpoBaHUa [AHHOMO 3aKPbITOrO K/k4ya Ha APYroM 3aKpbITOM
Kroye.

Ons 3Toro Heo6xooMMO BBECTU WMS KOHTeWHepa (unm BbibpaTb KOHTEMHep M3 CAMCKa C MOMOLLbO
KHOMKK BblGpaTb), coaepXallero 3akpbITblii KAOY, Ha KOTOPOM 6yAeT OCYyLecTBAeHO 3awundpoBaHue
MCXOAHOro 3aKpbITOro Knatoya. Mpu HaxaTum KHOMKM Bbl6paTb OTKPOETCS CMUCOK CYLLECTBYOWMNX KOHTENHEPOB
(cM. PucyHok 78).

Kpuntollpo CSP

0:09:51
BrIGOp KNKOYEBOrD KOHTEHHEDS
B crMcke NoKazeblBaTs:
'ZEZ' Apy#ecTBeHHEIE HMEHA 'Z::Z' YHUKANEHEIE HMEHA
CMMCOK KNKYEBEIX KOHTERHEPOE NONb30BaTENA:
-~
CUYMTEIBETENE  MIMA KOHTEMAHEDS &
REGISTRY le-023c8983-fboc-4d53-0dba-607220149706
REGISTRY le-226a15ad-4e 2a-4405-b 26f- 1ae 5c860c 797
REGISTRY le-bag%a269d-1f98-4845-b468-52db54c 7 2cd 3
REGISTRY test_0 "
< >

PucyHok 78. CNUCOK CyL|eCTBYHOLMNX KOHTEMHEPOB

Mocne Bbibopa HEOH6XOAMMOro KOHTEMHepa HaxMuTe kHonky OK. Mpu 3ToM npousongeT 3awmdpoBaHue
[AHHOr0 3aKpbITOro K/o4a Ha Kakt4e BbiIbpaHHOrO KOHTelHepa.

CK3U Kpuntollpo CSP no3BonsieT OCyWecTBNSATb 3awundpoBaHME [AHHOrO KJ4va He TOJIbKO Ha
CYLLECTBYIOWEM 3aKpbITOM Kitoye. Mpu ycTaHoBKe ¢dnara HanpoTue nonss Co3paaTb HOBbIM KOHTeHep (CM.
PucyHok 77) aHanormyHo 6yaeT co3gaH HOBbIN KOHTEMHEP M Ha ero kjw4dye 3andpoBaH 3aKpbITblA K4
[AHHOr0 KOHTEMHepa.

3.2.4.3. Pa3aeneHue KJ1l0Ma Ha HECKOJIbKO HOCUTeneun
Ecnu nepekntoyatens ycTaHoB/EH B nose Paspenutb KKOY Ha HECKOJIbKO HocuTesnen (CM. PUCYHOK
77), To CK3UN «Kpuntolpo CSP» oCyLwecTBUT 3alMTy Kao4a Npu NOMOLWM pasgefieHns A0CTyna K HEMY MexAay
HECKOJIbKUMU K/I0YEBbIMU HOCUTENSaMU. Kaxablil N3 3TMX HoCUTENen aBNseTCs CaMoCTosATelbHbIM KOHTEAHEPOM C
Cco6CTBEHHbBIM MapofsieM Ha AOCTYN K 3aKpbITOMY K/HOYY.
3anonHuTe cnegyowme nons:

. KonuuecTtBo HocutTenem ANA 3arpy3kKm - 4WUCI0 HOCUTENEen, HeobxoauMblX Ans AocTyna K
3aKpbITOMY KJHOUY.

e Ob6uee KOJIMUYECTBO HOCUTENEN — obllee KOIMYECTBO HOCUTENEN, MEXAy KOTOpbIMU KoYy 6yaeT
pasfesneH.

Mocne 3amnofiIHEHUs 3TUX NOMeN HAUYHETCA MPOLLEeCC CO3A4aHUA HOBbIX KOHTEMHEpPOB, Y4YacTBYIOLIMUX B
pasfieneHnn UCXoAHOro K4a. KoanyecTBo co34aBaeMblX KOHTEMHEPOB pPaBHO 3HAYEHMIO, YKasaHHOMY B nofe
O6Lee KONMMYECTBO HOCUTENEen:

1. [nsa kaxporo co3faBaeMoro KOHTelHepa OTKPOETCS OKHO Bblibopa katoyeBoro Hocutens (cm.
PucyHok 74). B aTOM OKHe BbibepuTe HOCUTENb, KOTOPbIN 6yaeT y4yacTBOBaTh B pasAesieHMn Kitoya.

2. Tocne Toro, Kak ans Bcex KoHTenHepoB BbibpaHbl HOCUTENN, OTKpOeTCcs okHO [CH.
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3. Tocne 3aBepleHns reHepaumm OTKPOETCS OKHO BBOAA Maposis Ha AOCTYMN K 3aKpbITOMY K4y AN
KaXK4oro cospgaBaeMoro KoHTerHepa (cM. PucyHok 76). B 3TOM OKHe HYyXHO BBECTUM unum BblbpaTb apyroe
CpeACTBO 3aWKMTbl AOCTYNa K 3aKpbITOMY K/tody nNpu nomowm kHonku NMogpo6Hee (cM. PucyHok 77).

Mocne cosmaHMsa BCEX KOHTEWHEPOB, y4yacTBYWOLIMX B pasfefnieHuMu kiwua, 6yaet obecrnedeHa 3almTa
AOCTyMa K 3aKpbITOMY KJlou4y.

3.3.  OTKpbITME KHOYEBOro KOHTENHEpa

3.3.1. OTCcyTCTBME KNKOYEBOrO HOCUTENS

B cnyyae OTCYyTCTBMS K/IHOYEBOrO HOCUTENS MPUM OTKPbLITUM K/HOYEBOrO KOHTEMHEepa MOSIBUTCS OKHO,
coobuwatouiee 06 otcyTcTBUM HocuTens (cM. PucyHok 79).

& Kpuntolpo CSP X
0:09:47
L3 ] BCTaBbTE KMHOHEBOM HOCMTEND
S R
ED testi1”

CEencsH1A

YCTpoicTEa: BCTEENEHHBIA HOCUTENE:

CocToaHme:

OTmena CeegeHua <<

PucyHok 79. OtcyTcTBMEe Heo6xoanMMoro Hocurtens

Mocne Toro, Kak HocuTenb 6yAeT NOAK/IOYEH, OTKPOETCA Ceaytollee OKHO.
Ecnn TpebyeMbii HOCUTENb YCTAHOBUTbL HE YAAETCs, HaXMUTe KHOMKy OTMeHa.

Korpa Heob6xoanMbIA KNKOYEBOW HOCUTENb MOAKIOYEH, OKHO, coobuwlatouwee 06 OTCYTCTBUM KIIHOHEBOro
HocuTens, He oTobpaxaeTcs.
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3.3.2. [MpoBepKa napond Ha AOCTYN K 3aKpbITOMY KJ/IHO4y

Mocne Toro, Kak K/O4YeBO HOCUTENb YCTAHOBMEH, NoTpebyeTcs MOATBEPXAEHWE Mapons Ha AOoCTyn K
3aKpbITOMY KJHOUY KOHTElHepa.

3.3.2.1. NMpoBepka TeKCTOBOro napons

Ecnn yctaHaenvmBanach 3awWmnTa AOCTYMNa K 3aKpbITOMY K/IO4Yy C NOMOLWb0 napons (CM. NnyHKT 3.2.4.1), To
6yneTr oTobpaxxeHO OKHO MPOBEPKM Mapons AnsS AOCTyNna K 3aKpbITOMY K4y OTKPbIBAEMOro KOHTeWHepa (CM.
PucyHok 80).

= Kpuntolpo CSP

. 0:09:54
= BeeawTe Napons ANA KoHTelHepa “test 07
GlE==
=

EM

Mapons: |

[ 3anomHuTs napons

PucyHok 80. NMpoBepka naposs Ha AOCTYN K 3aKpPbITOMY K/lOUy

Ecnu paHee Bo BpeMs BBOAa Mapofis Ha AOCTYM K 3aKpbITOMY Kitody dar HanpotMe nons CoxpaHuTb
napoJsb 6bi11 YCTaHOBMEH, TO Naposib 6bl1 coOXpaHeH B peecTpe. [MoBTOpHbIA BBOA (MpoBeEpKa) 3TOro Napons He
TpebyeTcs, MO3TOMY OKHO MPOBEPKM Naposs oTo6paxeHo He 6yaerT.

Ecnu naponb BBeAeH HEBEPHO, 6y,qu npeanoXXeHo NOBTOPHO BBECTU NaApoOJib.

MpuMmeuvaHue. Hocutenun, umerouwme aﬁﬁapaTHbIVI MMH-KOA, MOTYT UMETb OrpaHN4YeHne Ha KoJIn4yecTtBo
I‘!!l HeyaaudHbIX MOMbITOK BBOAA nMapond. [lpeBbilleHWe 3TOro rnpegena nNpUBOAUT K 6ﬂOKMpOBaHMlO
HOCUTENA Unun KOHTemHepa.

3.3.2.2. MpoBepka napons npv sawmppoBaHUU KJIlOYa Ha APYroM KJloue

Ecnu 3awmTa AoCTyna K 3aKpbiTOMY K4y 6blia ocyllecTBieHa npyv NoMowM 3awndpoBaHMs AAHHOIO
3aKpbITOro K/4a Ha APYroM 3aKkpbITOM katode (CM. nyHKT 3.2.4.2), To 6yaetr oTob6paxeHO OKHO MpOBEpPKM
napons Ans AOCTyna K 3aKpbITOMYy KJIIOUMY KOHTElHepa, Ha K/4ye KOTOpOoro nmpoBOoAMNOCH 3awundpoBaHue (CM.
PucyHok 80).

Mocne Toro, Kak 6bi1 NoaydeH AOCTYN K KWy paclndpoBaHus, npousongeT pacwundpoBaHme Kiroya
OTKPbIBAEMOr0 KOHTENHepa.

3.3.2.3. NMpoBepka napona npu pasaeneHumn Karda Mexay HECKOJIbKUMMU
HOCUTENAMM

Ecnn 3awmTta goctyna K 3aKkpbiTOMY K/IO4Yy OCYLLeCTBAsSNaCb NPy MOMOLWM pasgesieHus Ka4a Mexay
HocuTenamm (CM. NyHKT 3.2.4.3), TO npoBepKy TpebyeTcs OCylecTBUTb A/ Takoro KO/MYecTBa HOCUTENEWn,
Kakoe 6b10 ykasaHo B none KonvuecTBOo HocuTeneiM ANa 3arpysku npu cosgaHum KoHTelHepa. [pu
HaxO0XAEHUM O4HOrO M3 Koven 6yaeT NnponsBedeHa CTaHAapTHaa NpoBepKa naposs AN Ka4da-4yacTu.

Mpn OTKPbLITUM OAHOrO M3 HOCUTENEN, YYacTBYIOWEro B pa3fefieHnn Kiua HEeKOTOporo KoHTelHepa (a
BCE OHM B CBOK OUYepefb TaKXe SABMATCA HOCUTENAMW), MpOoBEpKa Mapons Ha AOCTYMN K 3aKpbITOMY K4y
NMpoOBOAMTCA B COOTBETCTBMM CO CMOCO6OM 3aliuTbl AOCTYMNa K KoYy, NMPUMEHEHHbIM K AaHHOMY HocuTesno. B
o6lEeM cnyyae, AN pasHblX HOCUTENEN, y4yacTBYKOLWMX B pasfenieHnUn 3aKpbITOro K/oya OAHOr0 M TOro e
KOHTelHepa, MOryT 6biTb MPMMEHEHbI pa3Hble CNOCo6bI 3alliMThl AOCTYMa K KoY.
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4. OnucaHue UCrnonb3oBaHWs, HACTPOEK M YNpaBfeHNs KNYaMu Moayns CeTeBOM
ayTteHTUdmkaumm Kpunrtollpo TLS

[Ons HacTpoMKM ABYCTOPOHHEro coeauvHeHus (KaneHT-cepBep) no npoTtokony TLS nosnb3oBaTento C
npaBaMu agMMHUCTPaTOpa HEO6X0ANMO BbIMONHUTL Crieaytowmne AencTBus:

1. YcraHosutb lIS
YctaHoButb Kpuntollpo CSP
YCTaHOBUTb KOPHEBOM cepTUDUKAT B XPaHUAMULLE KOMMNbIOTEPA

YcTaHOBUTbL cepTUdUMKaT B |IS M HACTPOUTL ABYCTOPOHHIOK ayTeHTUDUKALMIO

vk wN

YCcTaHOBUTb CEPTUPUKAT NO1b30BATENS

6. BbINONHUTb NPOBEPKY COEANHEHMA
[na BbiNycKa cepTMdUKATOB B KauecTse npmumepa ncnosbsyerca Tectosbli LIC Ha caitTe cryptopro.ru

4.1. YcraHoBka IIS Ha cepsepe.

B cnyudae, ecnu cnyx6ebl IIS He ycTaHOBMEHbI B onepaumMoHHon cncteMme Windows Mcnoab3yeMon BeEpCUn
Nno YMONIYaHUIO, Heo6X0AMMO BbIMOJIHUTL YCTAHOBKY C TMOMOLLbI MOJIb30BaTENIbCKOrO WHTepdeinca 4yepes
KomnoHeHTbl Windows. [Ans 3Ttoro yepe3 MmeHi [lyck oTkpoite [MaHenb ynpaBneHus, Hangute [MporpaMmbl m
KOMMOHEHTbI, BbibepnTe BKIOYEHNE U OTK/IOYEHME KOMNOoHeHToB Windows.

B amnanorosom okHe KomnoHeHTbl Windows Bbibepute cnyx6bl IIS. Ana pabotel no TLS obs3atenbHo
OOSKHbI 6bITb YKa3zaHbl cny>x6bl NHTEPHETa M CpeAcTBa ynpaBieHus Beb-canToMm:

o | &@ | R
A, n » Control Panel ﬂ Windows Features . -? ogran eatures P
Control Dane) Hiom Turn Windows features on or off o
To turn a feature on, select its check box. To turn a feature off, clear its
View installed updates check box. A filled box means that only part of the feature is turned on. hnge, or Repair.
#' Turmn Windows features on or m =
b Geme: I
m Indexing Service v
7! |, Internet Explorer 8
Installed On
= Internet Information Services
i FTP Server

= Web Management Tools -
1156 Management Compatibility
[¥! I, 0S Management Console

[¥! | 1S Management Scripts and Tools
IIS Management Service
- |l | World Wide Web Services [
T e s o

@ | Application Development Features [
D Common HTTP Features
: Health and Diagnostics
|® | Performance Features
+ [ |, Security

Internet Information Services Hostable Web Core
ol Media Features
¥ Microsoft NET Framework 3.5.1
¥ Microsoft Message Queue (MSMQ) Server -

[ ok | Cancel | ‘

T
PucyHok 81. BknroueHne koMmrnoHeHToB IIS

Haxxmute OK an15 BbINO/IHEHUS HAaCTPOWKM cepBepa.

4.2. YcraHoska Kpuntollpo CSP

YctaHoBka Kpuntollpo CSP BbinonHseTcs 3anyckom danna CSPSetup.exe, ganee nowaroBo C NOMOLLbIO
MacTepa YycCTaHOBKWM (cM. WHctannaumsa CK3W Kpuntollpo CSP) [Mpu BbibOpe BMAa YCTAaHOBKM YyKaxuTte
BbIOOPOYHYKO YCTaHOBKY, 4YTO6bl MMETb BO3MOXHOCTb BK/HOYUTb KOMMOHEHTbI, HE BXOoAslluMe B CTaHAAPTHbIN
Habop no ymonuaHumio.

B awnanore BblI6OpPOYHOM YyCTaHOBKM HeOBXOAMMO yKasaTb, YTO MNpuUIoXxeHue 6yaeT MCMOAb30BaHO B
KayecTBe KpunTonpoBanaepa ypoBHs aapa OC:
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i3 Ycranoeka "Kpwntollpo CSP”

Buibopounan ycTaHOBKA

BblﬁEpMTE KOMMOOHEHTEI NpOrpaMMsl, KOTophslE HeofBxoauMo YCTAHOEWTh.

LLenKHMTE 3HEHOK B CTMCKE HIHE, YTofkl M3MEHHTE CNocof YCTEHOBKKM KOMNOHEHTA.

OMMCEHWE KOMNOHEHTA
--------- (= ~ | OcHoBHeIe daink
e Heobxoaum ana paboTh

--------- =3 ~ | OcHoBHele darnel (x549) e e e
--------- = ~ | PacWMpEeHHan COBMECTMMOCTE CMPOAYKTEM| 4y anpe Windows (TLS-cepeep,

--------- ¥ | Cnywba xpaHeHna knoqer IPsec, EFS).
--------- ¥ - | Revocation Provider
-------- {Q M [XpynToNpoBaiaep yposHA Aapa OC

=) JanHeli KOMNOHEHT By T YCTAHOBNEH HA NOKANBHBIR XECTKNA JUCK,

=18 JaHHEIA KOMOOHEHT W BCE NOAKOMMNOHEHTEI By ayT yCTAHOBAEHE! HA NOKANBHBIA HECTKWA SNCK.

Em  [anHbiii KOMNOHEHT BYAET YCTAHOBNEH ANA 33MYCKa NO CETH,

18 3 [aHHelil KOMNOHEHT W ECE NOAKOMMOHEHTEI ByayT yCTaHOBNEHEI ANA 33MYyCKa NO CETH,

¥ [JanHbid koMnoHEHT BYAET HEADCTYNEH,

Moackazka < Hazan OTmMeHa

PucyHok 82. BknroueHme komnoHeHToB Kpuntolpo CSP npu yctaHoOBKe

[anee ycrtaHoBKa MpPOM3BOAMTCS C pEKOMEHAYyeMbiMM MO YMOMYaHUIO napaMeTpamu. o 3aBeplieHUu
YCTaHOBKW nepe3arpysuTte KoMnbloTep.

Ons Toro, 4ytobbl BBECTM AnUEH3M0 Ha TLS man npoBepuTb €€ Hanuuume, BOCMOSb3YNTECb OCHAaCTKOWM
YnpasneHue nuueHsmsasmu Kpuntollpo PKI, koTopas oTkpbiBaeTca 4epe3 MeHi [lyck (Bce nporpammbl -
KPUMNTO-MPO >Kpuntollpo PKI)

4.3. YcTaHOBKa KOpHEBOro ceptudmKkaTta B XpaHUIuLLE KOMMNboTepa

Ona KoppekTHOM paboTbl cepBepa B XpaHunuuie cepTuduKaToB A0/KeH 6biTb yCTaHoBNeH cepTudukart
KOPHEBOro YyAOCTOBEpsAWero ueHTpa. [Ana nofaydeHus cepTudukaTta WCMOAb3yeTcs TeCTOBbI LEHTp
ceptudukauymm Kpunrollipo.

Bpay3ep, yepe3 KOTOPbIA OCyLleCcTBNAETCS AOCTYyNn K Beb-uHTepdency ueHTpa cepTudumKaumm, HYXHO
OTKPbITb  OT WMeHM agMuHucTpatopa. OTkponTe Beb-uHTepdenc ueHTpa ceptudukaumm Kpunrtollpo
https://www.cryptopro.ru/certsrv/

Ona koppekTHOM paboTbl ¢ dYHKLMOHANOM BbiNycKa cepTudukaToB Heobxoammo Ao6aBuUTbL agpec LeHTpa
ceptTudunKkaumm B AOBEPEHHblE CalTbl B HacTpolkax 6pay3epa. [Ons 3Toro B cBOMCTBax bpay3epa Bbibepute
BkNnaaky be3onacHoCTb, B CNMCOK HaAeXHbIX canToB aobasbTe y3en https://www.cryptopro.ru/ n coxpaHuTte
N3MEHEeHUNsI CBOMCTB.

N3 cnucka penctBuini BblibepuTe nofay4vyeHne cepTudukaTta yaoctosepsowero ueHTpa (KopHesol
ceptudukat Heob6xoaMMo nony4vaTb AOBEPEHHbIM 06pasom).
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: [E=R(E=R =
' —,
\ ~ "
| %,'|‘°" https://www.cryptopro... 2 ~ & C | = Test Certification Authority | | {0 o7 ioh
®aiin  [Npaska Bug WsBpannoe Cepenc Cnpaexa
KPUNTO T i 8
n PO €CTOBbIN UEHTP CEPTUPUKaALKNU
English version
BHMMa@HKe.
LleHTp cepTUdMKaLMKM UCNONb3YET KPUNToNpoBaiiaep Kpuntolpo CSP Bepcun 3.6.
MoNb30BaTENW C YCTAHOB/IEHHBIM KPUNTONpoBaiiepom Kpuntolpo CSP Bepcumn 1.1 He cMOTYT NpoBepuTb 3L uenTpa.
KpWnTonNpoeEargep MOXHO NONYUMTE 20ECk.
LleHTp peanvzoBaH Ha OCHOBE CNyxObl cepTMdUMKaUKMK, BX0AAWER B COCTAE ONepauMoHHOR cucTemMel Windows Server 2003.
LleHTp npegHasHaqeH ToMLKO AN Leneld TecTMpoBaHMA KpunTenposaraepa Kpuntolpo CSP v He 4o/mKeH WCNoNL30BaTeCA ANA APYTHX LIENeH.
BOCNONb30BaTLCA YCNYTaMU 8ACTBYHOLIETND YAOCT 0 UeHTpa 000 "Kpunto-Mpo”MoxHo o6paTMBILIMCE NO agpecy
info@cryptopro.ru wnu no Tenedony +7 (495) 780 4820.
Bbl MOXETE UCMONEZ0BATE TECTOBEIA LEHTP ANA Toro YTofkl NONYUMTE LMbPOBOH CepTUDWNKAT OTKPEITOTO KNHUa ANR PAZNMUHEIX NPANOKEHWIA.
C nomowste undposoro cepTudikata Bel croxkeTe ofecnednTs LenocTHOCTh, asTOPCTED M KOHDMAEHUMANEHOCT Nepejasaemol B CeTv
WHDOPMALIAK.
AOnA nenyueHKA uudpesoro cepTudmkaTa Bel fomxHel GyaeTe cOPMUPOBATE 3aKPLITEIA M OTKPLITEIR KNHOUM M BEECTH A3HHLIE, KOTOPEIE
MCNONL3YKITCA ANA CBASLIBAHMA OTKPLITOrO K043 M Bnagensua cepTdukara.
NoapobHee 0 UMDDOBLIX CEPTUDHMKATAX MOXHO Y3HATL 306Ck,
BuIGEPHTE MYHKT U3 MEHID U HEXMUTE KHoNky "[ansuwe”
o} ChOPMUPOBATE KNIOUN M OTNPABMTE 38MPOC Ha CEPTUDMEAT
® MONy4NTE CEPTHMUKAT Y IOCTOREDAHILIETD LIEHTPE MM JEACTBYHKILMIA CIMCOK 0TO38aHHIX CEPTHMNMKATOR
e} MpOBEPUTE HANWUKME ERIMYLIEHHOTO CEPTUDMKATE
Ha rnaemyio cTpanuy Bamwe >>> v
< >

PucyHok 83. TectoBbii LIC

Janee BbINonHsAeTCS 3arpy3ka ceptudukarta LeHTpa cepTudukaumun. Boibepute MmeTosn wndpoBaHus u
Ha)XMWUTE Ha CCbINKY «3arpy3ka ceptudukarta LC».

I(\E)’\I|'°" https://www.cryptopro.. LP~-ac H = CyxBel ceptudimkanun A... ‘ ‘

®aiin  Mpaska Bung VaBpannoe Cepeuc Cnpaska

CriyseBil cepTwhkaLn Active Directory (Mierosoff) — Test Center CRYPTC-PRO

3arpyzka cepTupukara LIC, Lenc4ku cepTUgMKaToOR unu CRL

YTo0sl 0BEPATL COPTUMMKATAM, BbIaHHLIM 3TM UEHTDOM CEPTHMMKALIMM, YCTAHOBUTE 3Ty Lenoyky cepTvdukaTos LIC.
YUtoDsl 2arpyznTe cepTndmkat LC, Lenouky cepTUdbWKkaTOR MNW CNWCOK 0T36IES cepTudbukaTos (CRL), snifepuTe 3T0T cepTH(HEAT M METOD WHDPOBAHKA.

Cepruduar L|C:

MeTon widpoeaxum:
CODER
@ Base 64
Jarpyaka cepTndikara LIC
3arpyaKd Lenodi CepTHOMKATOB LIC
Zarpyaka nocnenxero Gazosoro CRL
3arpyaka nocnenHero passocrHore CRL

PucyHok 84. 3arpy3ka ceptudpumkara LIC

Mpu nonydyeHun cepTuduKaTa HyYXHO BblbpaTb «OTKPbITb cepTUduKaT». ECnn AaHHbIA cepTudukaTt
paHee He Obln yCTaHOBMEH B XPaHWAWLIE AOBEPEHHbIX KOPHEBbIX LIEHTPOB cepTudwmkauum, ero Heobxoammo
yCTaHOBUTb.
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Ceptndmkar

OBwme |cgcras | Myt oepmd:mcaumm|

(5=

'!ZQJP; (eenenna o ceprudmkare

HeT qoBEepHA K 3TOMY KOPHEBOMY CEPTHhHKATY
uenTpa ceprwdmraumn. Yrobo BknounTe nosepue,
YCTAHOBHTE 3TOT CEpTHDHKAT B XPaHHNHLLE

aosep p ¢ ceprwMKaTOoB LEeHTpoB
cepTidmKaLym.

MoapobHee o ke

Komy Bhifjan: Test Center CRYFTO-FRO

Kem BBifaH: Test Center CRYFTO-FRO

Deiicrenrened ¢  07. 04. 2009 mo 04. 10. 2014

Y CTEHOBMTE CEPTHgMKET. .. l SSAENEHWE NOCTIEWWKS

PucyHok 85. NMpocmoTtp ceptudmkara LIC

B okHe mMpocMoTpa cBeaeHuit 0 cepTudmnKaTe HaXMUTE KHOMKY «YCTaHOBUTb cepTuduKaT», OTKPOETCs

MacTep uMmnopTta cepTudnKaTos.

B ananore Bbibopa xpaHuauia cepTuduKkaToB ykaxute «MoMecTuTb cepTudmnkaTbl B Cleayolee XpaHunuLe»,

npu Bbl60pe XpaHunnuia nocrtasbTe CbJ'Ia)KOK «lMokasaTb d)msmquKme XpaHnnua>», yKa>Xute B 4OBEPEHHbIX
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KOPHEBbLIX LUEHTPpaX CepTMCbVIKaU,VIVI XpaHUnwe 1oKasibHOro KOMnbOTEPA.

Ceptudnkar

Ofwme |CocraB I MyTe cepTMd:MKBLIMMl

Komy|
Ke Bribop xpaHunuLa MoxeT Beime npoussegeH Windows AETOMETHMUECKM, MW HE
M e MOMHO YKa3aTb PasMELLEHME CEPTUGMKETE BRYUHYIO.
() ABTOMETHYECH BLIBPATE XPEHMIMLLE HA OCHOBE THNAa CepTMdMKaTa
] _
(@) MoMeCTUTE BCE CEPTMHOMKETEI B CIELYIOWLEE XPaHUIMLLE
¥paHUnMLe CEpTUDMKETOE:
MoapobH Buibop xpaHunnwa ceptudmkata @

@'ﬁ CBeEeHHA O CEpTHDHKaTe

HeT noBepna K 3TOMY KOpHEBOMY CEpThpUKaTy
yenTpa ceprudmkaym. Yrobe BmounTe nosepue,
YCTEHOBHTE 3TOT CEPTHHMKAT B XPaHWNHLLE

X bIX CEPTWEMKATOB LISHT POB

i P B

cepTy
MacTep umnopTa cepTMdUKaTos

Xpanwnuue cepruduraros

KPEHATCA CEPTHAMKETEL

XPEHWNMLLE CEPTUPHMKATOB - 3T CUCTEMHBIE 0fNacTH, B KOTOPLIX

BrIBEpUTE XPEHUMHMLLE CEPTHHHMKATOE.

MadHoe

=
<

MoapebHee o xpaHUIMIWAX

[loBEpeHHbIE KOPHEBLIE LIEHTPbI OEIJTM4|E|
| PeecTp [

il NokansHeIR KoMnboTep
~| CMapT+«apTa

|_NARSMIATE MHRS ATHAISHIAD R 1RS A

Fs

b

MokasaTs GHSHYEtKMe XPaHUIMWLE

EHa

] ’ OTmeHa ]

il

PucyHok 86. YcraHoBka ceptudmkara LIC

3aBepLunTe yCTaHOBKY cepTuduKaTa creaya AanbHennM yKasaHusaM Mactepa.
[nsa npoBepKyM MNpaBUIbHOCTM YCTaHOBKM cepTudMKaTa BOCMONb3YMTECh OCHACTKOM ANs ynpaBneHus

ceptudukatamm Kpuntollpo CSP. B meHio lMyck Bbibepute Bce nporpamMmbl > KPUMTO-MPO > CepTudukathbl.

MpaBUbHO YCTAHOB/IEHHbIA KOPHEBOW cepTUdUKaT LO/KEH pacrnofiaratbCa B XpaHwunuwe [oBepeHHble
KOpHEBbIE LIEHTPbI CepTUdUKaLMM NOKaNbHOMO KOMMbOTEpa.

D Ceprudpmkate
®ain  Jdedctewe Bug Okno  Crpaeka
] pa

Il & & XE = H 5

(=N o =

- || & *

| KopeHb koHconu -
> EJ Ceprndmkatsl - TekyLmil nonb3oBaTENs F
4 B Ceprndmkatsl (nokankHeIi komnsoTep)
| NMudHoe
4 || [loBepeHHbIE KOPHEBLIE LEHTPEI CEpTIY
a [ | Peecrp
| Ceptudmkarel
| CropoHHwii
| Tpynnoean noauThka
| Npeanpuatne
| Cmapr-kapta

m

JloBEpUTENBHBIE OTHOLWEHWA B NPEANPY
MpomexyTouHble LEHTPEI CepTudmKaly
JoBepeHHble n3gaTenn

CepTudnkaThl, K KOTOPBIM HET JOBEPUA
CTOpPOHHME KOPHEBBIE LEHTPEI CEpTdL
Josepenneie nuua

Jpyrue nonssosarenn
Homegroup Machine Certificates

RO v - <

NoreneHHRIE KODHERRIE CENTUOUKATRI ©
4 [ | +

Komy eeigan

5] Copyright (c) 1997 Microsoft C...
@ Microsoft Authenticode(tm) Ro...
5 Microsoft Root Authority

S Microsoft Root Certificate Auth...
[SINO LIABILITY ACCEPTED, (c)97 ...
51 Test Center CRYPTO-PRO

il Thawte Timestamping CA

4 n

Sl VeriSign Class 3 Public Primary ...

Kem Beigan

Copyright (c) 1997 Microsoft Corp
Microsoft Authenticode(tm) Root.
Microsoft Root Authority

Microsoft Root Certificate Authori,

MNO LIABILITY ACCEPTED, ()97 V..
Test Center CRYPTO-PRO
Thawte Timestamping CA

VeriSign Class 3 Public Primary Ce,

Xpanunuie Peectp cogepxmt 8 cepTudukatos.

PucyHok 87. XpaHunuuwe [loBepeHHble KOPHEBbIEe LLeHTPbl cepTudunkaumm
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4.4,

YcraHoBka ceptudumkaTta IIS
Ons Toro, 4ytobbl HacTpoOUTb COEAUMHEHWE C CepBEPOM Mo npoTokony TLS, HeobxoauMoO npeanpuHATb

cnegywoume warn:

1.

BbINYCTUTb cepTudMKaT IIS, ecnm oH He Bbln BbINYLLEH paHee U YCTaHOBUTb €r0 B COOTBETCTBYIOLLEE
XpaHunumLe

HacTpowuTb IIS ¢ ykasaHuem ceptnudmKaTa

nposeputb coeanHeHune no HTTPS

4.4.1. Bbinyck ceptndukaTta IIS
Ons nonydeHnsa cepTudunkata Ncnonb3yetcs LUeHTp ceptudukaunm Kpuntollpo.
Bpay3ep, yepe3 KOTOpbIA OCYLLECTBMSETCS AOCTYN K Beb-MHTepdency ueHTpa cepTUuduKkauum, Hy>XHO

OTKPbITb OT UMEHN aAMUHNCTPATOPa.

OTKpoiTe Beb-UHTepdenc ueHTpa cepTudukaumm Kpuntolpo https://www.cryptopro.ru/certsrv/ u u3

cnucka aenctemin Boibepute «ChHopMMpoOBaTh KIKOUM U OTNPaBUTb 3arnpoc Ha cepTudukaT».

Q\ = "|‘0" https://www.cryptopro... © ~ @& < H ¥~ Test Certification Authority  » ’ |
®Qaiin  [paska Bua Wsbpannoe Cepsuc Cnpaska
KPUNTO ) 2

’ e TecToBbI LEHTp cepTudukaumm

English version

BHumaHue.

LenTp ceprndmnKaymm ucnonbiyer kpuntonposaiigep Kpunrollpo CSP sepcun 4.0

Monb30BaTenu C yCTaHOB/IEHHbIM KpunTonposaigepom Kpuntollpo CSP Bepcuu 1.1 He cMoryT nposeputb UM yenTpa.
KpyunTonposaikaep MOXHO NONY4YMTs 2AECk.

LleHTp peannz0BaH Ha ocHoze CnyXObl cepTuduKaumm, BXOARLIEH B COCTAB ONepaumoHHoi cucTemsl Windows Server 2003.

LleHTp NpeaHasHayeH TONLKO ANS Lenel TeCTMpoBaHuA KpunTonposanaepa KpunTtollpo CSP ¥ He 40NXeH MCNONbL30BaTeCA ANA APYrUx Leneun.
Bocnonb30BaTbCA yCnyraMu Aencreyiouiero Yaocrosepsawulero yeurpa 000 "Kpunrto-fpo”MoxxHo o6paTMBlunch No agpecy
info@cryptopro.ru unu no tenedouny +7 (495) 780 4820.

Bbl MOXETE MCMONb30BaTL TECTOBLIA LLEHTP ANA TOro YyTobsl MoNyumTs UMdPOBOH CepTUDMKAT OTKPLITOMO KNYa ANS PasNvyHbIX NPUIOKEHWIA.
C nomowwsk undposoro ceptudmkaTta Bel cMoxeTe ofecneunTs LENOCTHOCTb, 3BTOPCTEO M KOHDWAEHUMAN5HOCT: NEPEaaBaeMot B CETH
vHdopMaumu.
[inA nonyyeHus umbposoro ceptudukaTa Bel JomkHel ByaeTe chopMMpoBaTh 3aKPbiTsI U OTKPLITHIM KHUM WM BBECTU JaHHbIE, KOTOpkIe
VCMONb3YHTCR ANA CBA3LIBAHMA OTKPLITOrO KNYa M Bnagensua ceptuduxara.

MoapobHee o uMdPOBLIX CEPTUDMKATAX MOXHO YIHATh 30€Ch.

BbiGepuTe NYHKT U3 MEHIO M HaXMUTE KHONKY “danbwe”

® CchopMUpOBaTE KNIOYM W OTNPABUTE 3anpoc Ha CepTUdMKaT

(0] MonyunTs cepTudbukaT YaocTosepaioLero LieHTpa wnu SeCTBYIOWMIA CIMCOK 0TO3BaHHLIX CEpTUMMKATOR

MpoBepuUTL HanUuKe BeINYLEHHOro cepTudmnkaTa

Ha TNABHYIO CTPaHUUY ‘ A,amu_\e > v
< >

PucyHok 88. CospaHue knro4va n ceptudukara B TectoBom LIC

Ha cneaytowem ware BbibepuTte aeictene «CozaaTh M BblAaTb 3anpoc K 3ToMy LIC».
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g‘(\':%“"'" https://www.cryptopro.. 0 ~ @ || Wyl cepTudmnkaLmn A.., | | AL

Microsoft CrywGe ceprudueaipim Active Directory — Test Center CRYFTO-PRO

P W 2anpoc cepTUdMKaTa

MonuTiea LIC onpenenset Tunsl CEPTURMKATOE, KOTOPEIS Bel MOKETE 3anpalliBaTs. BuBepuTe HykHOS AeicTEME:
C0313Th W BHINATH 38NPOC K 3TOMY LIC.

PucyHok 89. Bbi6op 3anpoca ceptudukara

B nogasuBweMca Ananore nmnoATBepAUTE BbINOJSIHEHME onepauun C CepTMCbMKaTOM OT WMEHMU
nonb3oBaTtend.

B oTKkpbiBWENCA popMe 3anofiHMTe AaHHble cepTudukaTa. MNMpu 3anonHerHum nong Mma (Common Name)
HeobXxoAMMO y4unTbIBaTb, YTO UM cepTudUKaTa AO/KHO COBMagaTb C AOMEHOM, obcnyxmnBaembiM cepeepom IIS,
AN KOTOPOro BblNycKaeTca ceptudukar.

Microsoft CnyxBe ceptnimkaumm Active Directory — Test Center CRYPTO-PRO

PacwunpeHHbIR 3anpoc cepTudgukaTa

HoeHTHdHuMpyloWHEe CEEQEHHWA:

Wma: test-srv local

al'leKTpOHHE.H noyra:

Oprannaauma;

Mogpa3agenexne:

lopoa:
ObnacTs, wrar:

CrpaHa, perwoH: RU

Type of Certificate Needed:

CeputikaT npoBEpKY NOANWHHOCT CepEepa ~

[lapameTphl Knioya:

@ Coapate HoBwlil HaBop knoueli ) Mcnonk3oBate cywecTEYOLW WA Habop knkousii
CSP: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -

Mcroneaosanve kmouedt: (O Exchange ) Mognuee @ OBa

MuHAMaNEHEIR: 512

PE'BMEP knioya: 512 MakzumansHuit:512

(CTEHABDTHEIE DEIMEDE KITHWER 512)

@ ApTomatMueckoe UMA KOHTeiiHepa kmioua () 3agadHoe nonb3oBatenem UMA KOHTelHepa Knoua
MoMETUTE KNKY KaK 3KCNOPTHRYEeMBbIi

[C] BrniounTs yeuneHHy D 3aLLUTY 38KPLITOro Knoua
[lononHHTENbHLIE NapamMeTpbL:
®opmar zanpoca: @ CMC @ PKCS10

Anroputm xewwnposanuA: TOCT P 34.11-94 -
Wcrone3yemca monsko OnA NodnucaHUs 3anpoca.

[T] Coxpanuts aanpac

ATpuByTEI: -

4 3

MouATHoE wmA: Cert for test server

PucyHok 90. 3anonHeHmne napameTpoB ceptucdpukara IIS B tectoBom LIC
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3anonHuTe HeobxoauMble NOMs, YKaxuTe Tun ceptudukaTta «CepTudukaT npoBepku MOAJIMHHOCTH
cepBepa», B napameTpax Kawo4ya ykaxuTte «lMcrnonb3oBaTtb HOBbIM Habop kntoyven» n Bblbepute CSP: Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider. Ecnu B ganbHeiweM npeanonaratTCd MaHUNynsuuMm c
KNo4YoM ceptudukaTta, And yaobctBa MOXHO MOMETUTb KUY Kak 3KCNOPTUPYEMbIA M B AOMNOSIHUTESbHbIX
napameTpax yKasaTb MOoHATHOe uMs. OcTanbHble NapaMeTpbl peKOMeHAYeTCs OCTaBUTb MO YMOJYAHMUIO.

Mocne 3anonHeHus nonein dopMbl HaXMUTE KHOMKY «BblaaTb».
B AnanoroBoM okHe 6yaeT nNpeanoXeHo ykasaTb Naposb Ans ceptudmkaTa. B AaHHOM cnydyae naposb He

TpebyeTcs, NoNsi HY)KHO OCTaBMTb MYCTbIMU M HaxaTb kHonky OK. Mocne 3aBepleHnUs paboTbl 6MOIOrMYECKOro
AaTyvka B 6paysepe OTKpbIBAaeTCs CTpaHMUa CO CCbIIKOM ANsl YCTAHOBKM BbIMyLLEHHOro cepTudukaTa:

"_é Chy:x6bl cepTndunraunn Active Directory (Microsoft) - Windows Internet Explorer E@
@u L4 |"" https://www.cryptopro.ru/certsrv/certfnsh.asp = % “‘)‘ A |||P Bing R -]

’Z Favorites e OBl cepTudmkanmn Active Directory (Micros..

Microsoff Gy ceprudburauyn Adtive Direclory — Test Center CRYPTO-PRO

Ceprudmkar BeIgaH

3anpolWeHHBIi BaMW CepTU(RMKAT BbiN BaM BbIAH
YCT3HOBWTE 3T0T CEpTUdMKAT

[T CoxpaHuTs oTBET

PucyHok 91. YcTaHOBKa co34aHHOro yepes tecroBbii LIC ceptugpukara IIS

HaxmMnte «YCTaHOBUTb 3TOT cepTudumkat». Ha cTpaHuue nossutca coobuieHne o6 ycnewHon ycTaHoBKe
ceptudukaTta.

Ons npoBepku MpaBMAIbHOCTU YCTAHOBKM cepTuduKaTta BOCMOJSIb3yMTeCb OCHACTKOW AN ynpasiieHus
ceptudukatamm Kpmuntollpo. B MeHto MNyck Bbibepute Bece nporpammbl - KPUMTO-MPO > CepTudukaTthl.
Ceptudmkart cnyxbbl IIS gomkeH HaxoamMTbCa B XpaHunuwe JIndyHoe noKasibHOro KoMnbeoTepa.

£ Ceprudmkarsl EI@

EJ daiin Jeiicteme  Bug  Owwo  Cnpaska
e« 2@ & I XE = HE

| KopeHb koHconm

Komy ebigan Kem BeigaH

» B Cepnuratel - Teyuimi nonssosates A test-srv.local Test Center CRYPTO-PRO

4 [E)) Ceprudmkatsl (nokansHblii kKomnstoTep)
4 [ Nudnoe

a [ | Peectp

| Ceprudmkare
| MloBepeHHEIE KOPHEBBIE LEHTPEI CEPTUdNK
| MloBepuTenBHbIE OTHOLLIEHNA B NPEANPUATY
| MpomMesxkyTouHBIE LEHTPEI CepTUdUKaLIN
| NosepenHble nsgatenn
| CepTudmkatel, K KOTOPBIM HET 40BEPUA
| CTopoHHWe KopHEBEIE LIEHTPEI cepTdmKal
| MosepeHHble nnua
| fpyrve nonbsoeatenn
| Homegroup Machine Certificates
_| JloBepeHHEIe KOpHEBEIE CEPTMgNKATE CMa
| NosepenHsie ycTpoiicTea

4 mn 2 4 I

Kpanwnwnie Peectp cogepxunt 1 cepTudmiar.

PucyHok 92. NMpoBepka Hannuus ceptudukara IIS B xpaHUIuLLe /IOKaJIbHOro KOMMNbIOTEpa

Ecnu ceptudwukat He nonan B XpaHunuue JIMYHOE JNOKasibHOro KOMMblTepa, TO Hanaute ero B
XpaHuAMLLE TEKYLLEro Nofib30BaTeNs Yyepe3 ocHacTKy CepTudukaTtbl U NepeHecuTe B yKa3aHHOE XpaHunumLe.

4.4.2. Hactpotika IIS ¢ ykasaHuem ceptudmkaTta
OTkporite gucnetyep cnyx6 IIS ogHUM M3 cnegyowmx cnocobos:
e oTKkpowTe NaHenb ynpasaeHua = AOMUHUCTPUPOBaHUE = [ucnetyep cayxob IIS;
® BbI30BMTE KOMaHAHYIO CTPOKY KOMbUMHaumel knasuw Win+R 1 BBeauTe KOMaHAy inetmgr

B Aucnetuepe cnyx6 IIS wenkHuTe NpaBoi KHOMKOW Mblwn Ha Beb-y3en no-ymonuaHuio (Default Web
Site) n BbIbepuTe B KOHTEKCTHOM MeHto M3meHnTb npuBasku... (Edit Bindings...)
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W5 Internet Information Services (IS) Manager ===
i 9
) v USER-PC » Sites » Default Web Site » B B £ @.-
h

File View Help

Connections . Actions
@ Default Web Site Home

Al B Explore
a j USEE P? (uts.ar TJC\LIISEV] Filter . Go % Show All | Group by: . Edit Permissions...
pplication Pools - =
Edit Site
N = Is -
, — ¥ Bindings...
Default Web Site 2 = & | [ . i
Sruivee ) & 9 o B & B sasicsetin

Authentic... Compression  Default Directory  ErrorPages  Handler Vi

Site Bindings @ flﬁw
Manage Web Site €3
Type Host Name Port IP Address Binding Informa.., Add... 2 Restart
http 30 - L »
|| m stop
Browse Web Site

Browse *:80 (http)

Advanced Settings...

< 1 ] » Configure
Limits...
. Online Help

:
| [=1] Features View | (72 Content View

Ready eﬁ

PucyHok 93. Aucnetuep IIS

B cnncke npuBSA30K caTa HaXxMuTe KHomnky Job6aButb... (Add...).

&5 Intemet Information Services (IS) Manager = [E][=
@ \J [@ » USERPC » Sites » Defoult WebSite » | @~
File View Help
re O Default Web Site Home
vl 8 Explore
4 93 USER-PC (user-PCluser) . et . Edit Permissions...
%) Application Pools S —
g oep Site Bindings ? =
48] Sites
i€ Default Web Site
Type  Host Name Port 1P Address Binding Informa.. [ Add..
htp 80
Ad Site Binding 7|l —_—
Inage Web Site ~
Type: 1P address: Port: e
All Unassigned - u
a) Stop

Browse Web Site

Browse 80 (http)
S5L certificate:

Advanced Settings...

e [ FTe— o [
Configure
Limits..
" Online Help
[= Features View |72 Content View
Ready €

PucyHok 94. flo6aBnenne ceptucdunkara SSL

B oTkpbiBWEMCSA ananore nobaBneHUs MPUBSA3KM CalTa yKaxuTe TN npotokosna nogknatodeHus (Type)
HTTPS, a B Bbinagatowem cnucke CeptudukaTel SSL (SSL certificate) Bbibepute cepTudmkaTt, co3gaHHbIN ANs
cnyxb6 IIS. Haxmnte OK ans coxpaHeHusi napaMeTpoB, 3akponTe MNpuBa3kn canta u nepesanyctute IIS, Haxas
Mepesanyctutb (Restart) B okHe gucneTyepa.
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5 Internet Information Services (IIS) Manager ==~
® » USER-PC » Sites » Default Web Site » & @~
-

File View Help
» g Default Web Site Home
493 USER-PC (user-PC\user)
2 Application Pools
4 .(8] Sites I

L@ Default Web Site ’23, \:a‘ P EI cii 1

Authentic.. Compression  Default  Directory  ErrorPages  Handler
Document  Browsing Mappings

Filter: - (G0 ~ G Show All | Group by:

- _ ) . - "
E; e s - @="
= ﬂ" JE <§ﬂ el =
HTTP Logging MIMETypes Modules  Output  Request
Respon.. Caching  Filtering |

8

b Browse Web Site
SSL Settings =

m

Management

D Configure
Configurat.
Editor -

[ Fetues View | 2 Cortent View ot ]

Ready €

PucyHok 95. Nepe3anyck IIS
4.4.3. T[lpoBepka coeanHeHusa no HTTPS

Ons nokanbHOM MpOBEPKW COEAMHEHWUS WCMNOMb3yWTE CCblUIKY B JIEBOM 4acTM OKHa MeHepxepa IIS,
KOTOpas nokasaHa Ha crefyoleM pucyHke, nnu yepes 6paysep nponaute no ccolike https:/<domainname>//,
raoe <domainname> - AOMEHHOE WUMSA HacTpauBaeMoro cavTta (rge npeaBapuTenbHO AO/MKeH ObiTb HacTpoeH
DNS).

CK3U «Kpuntollpo CSP», d¢dyHkumoHupytowee B OC Windows 10, Takxe noaaepxuBaetr paboTty B
pamkax HTTP/2 npu B3aumogeicteBmn c Internet Explorer/Edge u Internet Information Services (IIS). Ans
obpaTHOl COBMECTMMOCTM C NpoTokosioM HTTP B cnyyae BO3HUKHOBEHWSA MNpob6sieM, CBSAI3aHHbIX C OTCYTCTBUEM
nogaepxkn HTTP/2 Ha knueHTe/cepsepe, HeobxoauMmo B HacTpoikax Internet Explorer/Edge/IIS oTknw4nTb
noaAepXKY HTTP/2 (Ha cepsepe oTK/II0YaeTcs napaMeTpom
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters\EnableHttp2TIs REG_DWORD
0).

= Internet Information Services (I5) Manager ===
@U [@ » USER-PC » Sites » Default WebSite » | &l ) @ -

File View Help
Connections

@ Default Web Site Home

495 USER-PC (user-PCluser]
) Application Posls
408 Sites

/) Default Web Site ’;}?J ‘:@ ° Ej <§i 1

Authentic.. Compression Defaut  Directory  ErrorPages  Handler
Document  Browsing Mappings

Filter: ~ (01Go - 5 Show All | Group by: 5
s P Edit Site

= - = 5 i e -

& ﬁ H i <§>C| ihg = Manage Web Site ~
HTTP Logging MIME Types  Modules Output Request = Restart
Respon... Caching Filtering

% i B Stop

= Browse Web Site
S5L Settings

m

Management

E]

Configurat...
Editor -

Ready €

PucyHok 96. NpoBepka coeanHeHusn ¢ cepsepom no HTTPS

Ecnu cnyx6bl IIS HacTpoeHbl NpaBuiibHO, B 6pay3epe 0To6pa3nTCsl COOTBETCTBYOLLAA CTpaHMLa:
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mv &) https:/test-srvlocall ~ @[B4 x |[B sng
X [ Fireshot ~

< Favorites ‘ s B Suggested Sites v ] Web Siice Gallery v

Bg'l.'Cnyxou:ep'QOmu... és X’ &~ v (3 d v Pagev Safetyv Toolsv @~

internet information services

Dene @ Internet | Protected Mode: On G~ R100% v

PucyHok 97. Pe3synbTtaT npoBepkun coeanHeHuns ¢ cepsepom no HTTPS

Ona Toro, utobbl cepeep IIS noagepxwBan ABYCTOPOHHIOW ayTeHTUdukaumio ¢ 6paysepom
rnonb3oBaTesnsl, HYXHO BbICTaBUTb B napameTtpax IIS cooTBeTcTBYlOwWMe TpeboBaHusa. Ons sTtoro B Aucnetdyepe
cnyx6 IIS Bblgenute Beb-ysen no-ymonudaHuto (Default Web Site) n BbibepuTe B OTKpbIBLUEMCH MEHIO
MapameTpbl SSL (SSL settings).

w [@ » USER-PC » Sites » Defoult WebSite » |8 < @ -
File View Help
e Default Web Site Home - y
# | B Explore ke
USER-PC {user-P i i
P (user-PCuser) - - BB Go - GshowAll | Group by: Edit Permissions...
2} Application Pools d "
Edit Site
4 .[&] Sites 1Y = = = i Bind
Default Web Site & \g m = — indings...
@ eiasiiesses e = ‘ e
Authentic.. Compression  Default  Directory  ErorPages  Handler ————— S
Document  Browsing Mappings View Applications
- N - View Virtual Directories
B o= # # £ o
= R g Manage Web Site (a)
HTTP Logging  MIMETypes Modules  Dutput  Request -
Respon... Caching  Filtering o) Wi |
P Start g
& L ® Siop
S5L Settings Browse Web Site
[] Browse =80 (http)
M Tt 8] Browse %443 (hitps)
Advanced Settings...
= Configure
Configurst... -
Editor =~
@ Hep
- - Online Help N
[ Festre Vi [ CortentView .
Ready B

PucyHok 98. HacTtpoiika ABYyCTOpPOHHEN ayTeHTUudUKauum

B napameTpax SSL npocTtaBbTe dnaxok «TpebosaTb SSL» (Require SSL) un ykaxuTte ana ceptudunkaTos
knuneHTa «TpebosaTb» (Require).
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'€f| Internet Information Services (I5) Manager

[E=3 e |
@ () [@ » USRPC v Stes v DefaukwebSite + [Nl
File View Help
Connections - i Actions
2 Q SSL Settings >
KE N - =
478 l{%ER PC_ (user-PCluser) This page lets you modify the 55L settings for the content of a Web site =
-2} Application Pools or application, & Help
4-[@] Sites 7] Require S5L ~ _ "y
.. Default Web Site Jilios TS S
Client certificates:
Ignore
Accept
@ Require
Configuration: 'localhost' applicationHost.config, <location path="Default Web Site"> 9

PucyHok 99. NMapaMeTpbl SSL ana ABYCTOpPOHHEN ayTeHTU(UKaumm

[Mocne 3TOro Haxmute
OMUCaHHbIM BbllLe CrocoboM.

4.5.

«MpuMeHnTb» (Apply) ANna coxpaHeHus Wu3MeHeHMW W nepesanyctute IIS

YcTaHoBKa JIMYHOro ceptudmkaTa nonb3osartens
[ns ycnewHol paboTbl Nosib3oBaTeNisi C CeEpBepoM Mo npoTokony TLS, Heo6xoanMo:
1. YcraHoBWTb Ha KOMMbOTEpP Nonb3osatena Kpuntollpo CSP
BbINYCTUTb INYHDBIN cEPTUPUKAT NONb30BATENSA, ECIM OH He Bbl/ BbINYLEH paHee M YCTaHOBUTb ero B

XpaHunnuuie JlnyHoe TEKYLW,Eero nonb3oBaTtena nan Ha HOCUTEIb 4PYyroro Tmna, Ll,OCTyI'IHbIﬁ Aana
CYNTbIBAHMA HA KOMMNbIOTEPE NO/1b30BATENA

3. BbINOAHUTL NpPOBEPKY CBA3U C CEPBEPOM

Ncnonb3ys yctaHoBo4YHbIM dann CSPSetup.exe ycraHoBute Kpuntollpo CSP Ha KoMnbioTep
nonb3oBatens. [Ona pelweHua TeKylleh 3ajayM  A0CTAaTOMHO MPUHATL  NpUM  yCTaHOBKE MapaMeTpbl,
pPEKOMEHAYEMbIE MO YMOJSTHAHMUIO.

Ceptudmkat  nonb3oBaTenss  MOXHO  MOAy4YMTb  4epe3  UeHTp  ceptudukaumm  Kpuntollpo
https://www.cryptopro.ru/certsrv/

Ha nepsol cTpaHuue ueHTpa ceptudurkaunm ebibepute «ChopMnpoBaTh KOUM M OTAPaBUTb 3anpoc Ha

ceptudukar.
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KPUNTO Tecrosbiit LEeHTp cepTudukauum
P

English version

BHuMaHue.

LleHTp cepTUdMKaLMM MCNONb3YET KpunTonpoeaiaep Kpuntollpo CSP Bepcuun 3.6.
Nonb30BaTeny C YCTaHOB/IEHHbBIM KpUnTonpoBangepom Kpuntolpo CSP eepcun 1.1 He cMOTyT nposepuTo LM yexTpa.
KpunTonpoeakgep MOMHO MONYYATE 308Ck.

LleHTp peanvz0BaH Ha OCHOBE CNy#Obl CepTUOMKaUMK, BX0AALER B COCTAE ONMepauMoHHOoM cucTemel Windows Server 2003.

LieHTp npegHasHadYeH ToMbKO ANA Leneld TECTMPOBaHWA KpunTonposadaepa Kpuntolpo CSP W He QOMMeH MCNoNb30BaTeCA ONA APYTMX LEeneH.
BoCnonb30BaThCA YCNYTaMi AeCTBYOLLEro YAoCcToOBepAKLWero uedTtpa 000 "Kpunro-TNpo MoixHo obpaTMBLIKMCE No agpecy
info@cryptopro.ru unu no tenedony +7 (495) 780 4820.

Bbl MOMETE MCNONbI0BATE TECTORLIA LEHTP ANA TOro YTobsl NoenyUWTs UMGPOBOH CePTUEMKAT OTKPLITOMD KNKOUE ANA PasAWUHLIX NPUNOKEHHA.

C noMowsr uudposoro cepTudukaTa Bel cMoxeTe obecneunTs UENDCTHOCTE, AETOPCTEO U KOHPWAEHUMANEHOCTS NEpeqaBaeMol B CETH
WHDOpMaLAK.

ONA NonyyeHna UMGposoro cepTdMKaTa Bel Lon¥Hel GyaeTe chOpMUPOBaTE ZaKPLITEIA N OTKDLITEIR KNHUM M BEECTW AaHHbIE, KOTOPLIE
WCNONbL3YHTCA ANA CBA3LIEAHWA OTKPbLITOro KNW4Ya 1 BJ'IE,\'J,EJ'H:LI,a CeDTHdJHKaTE.

MNoopofHee o UMDPOBEIX CEPTUDMKATAX MOMHO Y3HATh SAECh.

BbIDepHTE NYHKT U2 MEHID W HEXKMMTE KHONKY “Janbie”

® ChopMMpoBaTE KNIOYKM U OTNPABMUTE 3aMpoC Ha CepTUdMKET
(0] MonyunTs cepTUbUKAT ¥ [OCTOBEPRIOLLEro LIeHTpa Wi AeliCTEYIOLWMIA CIMCOK OTOZEaHHLIX CEPTUMNKATOR
o] MpoBepUTE HANWYKME EbIMYLLEHHOTD CepTHdUKaTa
Ha rnaewyw cTpaHuuy Danswe === l

PucyHok 100. 3anpoc ceptudmkarta nosib3oBartesia Ha TectoBom LIC

Janee cnepyet Bbl6paTb ccbiiky «Co3aaTh M BblAaTb 3anpoc K aTomy LIC»

Microsoft CryxB ceprudusaLpin Active Directory — Test Center CRYPTO-PRO

Pacwup I 3anpoc cepTudmkaTa

MonuTkxa LIC onpenenseT TUNE! CepTUCIMEATOR, KOTOPEIE Bkl MOMETE 3aNpallHEaTs. BuiSepuTe Hy¥HOE delicTane:
C021aTs W BLINATE 380DOC K 3TOMY LIC.

PucyHok 101. PacwumpeHHbI¥ 3anpoc ceptudukarta

B ¢dopme co3paHmsa 3anpoca oba3aTesibHO 3anosiHUMTE creaylowume napameTpbl: MMsSI Nosb30OBaTens, B
KayecTBe Tuna cepTudurkaTta ykaxure cepTudumkat NnpoBepku NoAIMHHOCTU KnaneHTa, Bbibepute CSP: Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider, npn Heo6XoANMMOCTU AanbHENLLMX MAHUMNYNSLUUA C KJIHOYOM
noctaBbTe naxKok «MoOMeTUTb KU KaK 3KCMNOPTUPYeMbI». HaxXxMuTe KHOMKY «BblaaTb».
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Microsoft Cmyoxbel ceprudmrauun Active Directory - Test Center CRYPTO-PRO

PacwupeHHbIi sanpoc ceptudmkarTa

NoeHTHPHUHPYIOUWHE CEEAEHHRA:

Wma: Test user

al'IeKTPOHHE.H noJra:

COprannaayms:

Moapasgenenne:

lopog:
OBnacTe, wrar:

CrpaHa, pernoH: RU

Type of Certificate Needed:

CeprudmKar NpoBepKY NOANMHHOCTA KNMEHTE  ~

MNapameTpel knwuya:

@ Coapate Hoeelit HaBop kniouelt ) Mcnonb3oBate cywecTeyrowmil Habop knoyei
CSP: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -
WMcnonsaosanne kmioved: O Exchange O Mognwcs @ Oba
Paamep knoua: 512 MimaneralfS2 (oo oprise pesweps kol 512)

MakcHmane 512

G ABTOMaTHUECKDE NMA KOHTeﬁHepﬂ KnH4va 3afnaHHoe NonbaoBatenem UMs KOHTeﬁHepﬂ KnH4a

MMoMETUTE KNHOY KaK IKCNOPTUPYEMEIil

[T BrniounTh yeHNeHHYH 3aLLNTY 38KPLITOrD KNoua

ﬂDI‘IDﬂHI’lT-Eﬂ BHEIE NapaMeTpkl:

®opmar sanpoca: @ CMC @ PKCS10
Anroputm xewmwposanua: TOCT P 34.11-94 ~

Mcnonsayemea monskoe 6na nodnucaHuA 3anpoca.

[T Coxpanuts 3anpoc

ATpubyThI: v

4 3

MoHATHoe wMA: Test User

PucyHok 102. NapameTpbl 3anpoca ceptudukaTa nosb3oBatens

Mocne cpabaTtbiBaHMs 6uonormyeckoro patumka Kpuntollpo CSP npeanaraet 3agaTb Napofib ANns
CO34aBaeMoro KOHTenHepa. 3aTeM HY>XXHO YCTaHOBUTb BblAAHHbIN cepTudukar.

Ha OTKpbIBLUENCS CTPaHULE HAXMUTE CCbISIKY «YCTaHOBUTbL 3TOT cepTudukaTt».
& CnyBel ceptudpmiaumm Active Directory (Microsoft) - Windows Internet Explorer EI@
@Q b4 "0" https://www.cryptopro.rufcertsrv/ certfnsh.asp = % |‘f| X | | B zing R 'l

> Favorites = CnywBol ceprudimkaumnn Active Directory (Micros...

Microsoft Cryxe ceprudpkauum Active Directory — Test Center CRYPTO-PRO

CepTHdonEar BblgaH

3anpolWeHHEI BAMU CEPTURIMKAT BIN BaM BHIAAH
YCTAHOBNTE 3TOT CEPTUHNKST

[C1CoxpaHuTL oTBaT

PucyHok 103. YcTtaHOBKa cepTudukarta B XxpaHuauiuie
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MNpu ycTaHoBKe cepTudmKaTta B XpaHWIULLE TeKyLlero nonb3oBaTens 3anpawunBaeTcs naponb AN
KOHTerHepa. Mocne BBOAA Naposis cepTuduKaT YyCTaHOBIEH.

MNpoBepuTb Hanuume ceptTudukaTa B XpaHunuvuwe JIMYHOEe TEKYLLEro Mnosjib30BaTeNls MOXHO C MOMOLbIO
ocHacTkn «CepTudukaTbl».

&l Ceptudmkatel EI@

EP File Action View Window Help =
e 2nE = XE = H
~| Kopetb konconn “ || Issued To . Issued By

4 [EJ) CepTudmKatsl - TeKyLIMii NoNb30E

Test Center CRYPTO-PRO

4 || Personal
a4 || Registry
| Certificates
. [ ] Trusted Root Certification Auth
. || Enterprise Trust
o [ ] Intermediate Certification Auth
» || Active Directory User Object
o [] Trusted Publishers
> [ ] Untrusted Certificates
> || Third-Party Reot Certification £
» || Trusted People

m

. || Certificate Enrollment Requests
. || Smart Card Trusted Roots

4 [EJ) Ceptuduratel (noKanbHEIH KoMNE
. || Personal

4 || Trusted Root Certification Atk ™
1| m 3 Ll m 3

Registry store contains 1 certificate.

PucyHok 104. NMpoBepka Hanimuna ceptudumkarta nosib3osaTesia B XpaHuauwle

CepTtudmkaTt nonb3oBaTenss B COCTaBE KOHTEMHEpPA 3aKpbITOro KaK4a TakXke MOXeT 6biTb COXpaHEH Ha
pPas3nnNYHbIX TUNAax HocuTenen.
4.6. [lpoBepkKa ABYCTOPOHHEN ayTeHTUdMKAUUM KINEHT-cepBep

[na npoBepkn coeanMHEHUsI C CEpPBEPOM MO MPOTOKONY TLS HyXHO 3aliTu yepe3 6pay3ep Ha CTpaHuuy
cepBepa https:/<domainname>//, rae <domainname> - nMsl JOMeHa cepBepa.

Ecnu HacTpoika coeauHeHWs1 BbIMNOIHEHA NMpPaBWIbHO, TO MPU Nepexoae Ha CTpaHuuy OTKPOoeTCs Auanor
¢ BbiIbopoM cepTudukaTa.

-

&

BesonacHocts Windows
MoaTeepxaeHwe cepTvdrKaTa

MoareepauTe 310T cepTudmiat, Haxae kHonky "OK". Ecnm 3To
ATEEDA P . Ky
HEMPABUNBHBIN CEpTUdNKAT, HaxXMUTE kKHonKy "OTMena”

=] test
| Wzpatent: Test Center CRYPTO-PRO
DeictenTtensd ¢ 09.12.2013 no 04 1...

[pocmoTpETE CBORCTES CEPTUDMK...

[ ok || omera

PucyHok 105. Bbi6op cepTtucdukara

Mocne Bbibopa cepTUdmMKaTa 6yaeT 3anpoLleH Naposib K KOHTEMHepy cepTuduKaTa nonb3oBaTens.
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[ "~

53 Kpuntollpo CSP @
0:09:45
(£)=m EEenuTe Napons ANA KOHTEHHEPE
Z[E=4 "e-7208952f-26c4-4e 28-bfac-abc48fa454a0”

EN

Napons:

3anNoMHUTE Napanb

PucyHok 106. BBoa naposia KOHTEMHEepa 3aKpbITOro Kjtua

Mpn BBOAE NPaBUIIbBHOIO NapoJsa Mosib30BaTest0 OTKPbIBAETCH AOCTYM K ca17|Ty.

L1

MpumeuaHmue. lNpu nonyyeHnn ceptudukata nosb3oBatenss Heobxoammo ybeamTbCs B TOM, 4TO
rnone  «YAydlweHHbld  KAKOY»  COAEpXMUT  3HadeHue  «[lpoBepka  MNOAJIMHHOCTM  KJIMEHTA
(1.3.6.1.5.5.7.3.2)», a none «Wcnonb3oBaHMe k/4Ya» - 3HadyeHus «LundpoBas noanucs,
HeoTpekaemocTtb, LWndposaHue kntoven, WndposaHne aaHHbix (f0)». B cnyyae OoTCyTCTBMS OAHOMO
M3 3TMX 3HAUYEHMIN B YyKa3aHHbIX MOMSAX ABYCTOPOHHAS ayTeHTU@UKaUMSA <KIMEHT-CepBep» MOXeT
6bITb HEBO3MOXHA.
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5. OnucaHue ncnonb3oBaHWsl, HACTPOEK M ynpaBeHns KnovaMm Ha cepeepe ISA/TMG

5.1. Pa3sMelleHune ceptudumkata ayTeHTUdmKaumm cepeepa Ha cepeepe ISA/TMG

Ha komnbloTepe c cepeepoM ISA/TMG cepTudukaT ayTeHTUdUKaLMM cepBepa A0NXKeH 6biTb pa3MeLleH B
xpaHunuuie JlokasbHbI KomnbiloTep\JIMuHbIEe C TMpUBA3KOW K KJIIOYEBOMY KOHTENHepy JoKasnbHOro
kKomnbtloTepa. Ceptudukar LeHTpa cepTudurkaumm, BblAaBLIEro 3TOT cepTuduKkaTt - B XpaHuniviuie JIoKkanbHbIA
koMmnblotep\[loBepeHHble kKOpHeBble LleHTpbl CepTudmkaumm (ecnm 3toT LIC kopHeBoi) nnu JlokanbHbIA
koMmnbrotep \lNMpomexxyTouHbie LleHTpbl Ceptudukaumm (ecnm 3701 UC nogumHéHHbIN. B 3TOM cnydae Bce
BbllecTosWMe cepTuduKkaTbl NpPoMexyTouHbix LIC n kopHeBoW cepTudUKaT AOMKHbI 6biTb YyCTaHOB/EHbI B
COOTBETCTBYIOLWME XPaHUAMLLA TOKANIbHOMO KOMMbOTEPA).

Ecnn knoyeBOW KOHTEMHEpP, COOTBETCTBYIOWMA 3TOMY cepTuduKaTy, PpacrosiokeH B peecTpe
KoMnbloTEpa, TO HeobxoauMo A06aBUTb NMpaBa Ha YTeHue-3anucb Ans cnyxebHon ydétHoin 3anucm Network
Service Ha pa3gen peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

MpoBepnTb Hannume HeobXoAUMbIX CepTUMUKATOB MOXHO C MOMOLb ocHacTku "Ceptudukatbl" -
cneumanbHO HaCTpoeHHOW KoHconn MMC Windows. [Ons 3anycka KOHCOAM HYXHO BbiMNOAHUTE TMyck =
Mporpammbl = Kpuntollpo = Ceptudukarbl

| lonnoxeHu

g Aucnetyep 3agad
Kpuntollpo CSP ey JaMTHMK
0 -
'S | Windows
Kpuntollpo PKI e~ KoMaHAHaR cTpoka
CepTMdMKaThl fl MNaHens
(= m}
N " | ynpaeneHua

¥npaeneHWe H MNpoBoAHKK
JNMLEHIMAMM...

m MporpamMmel Mo
£ YMONYAHHHD

PucyHok 107. 3anyck koHconu Ceptudpukarsbl

lMocne 3anycka OTKpbIBAETCS KOHCO/b:
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CeptudmkaTsl - O
EP ®aiin  Jelictene  Bua  Owkno  Crnpaska - &
= EY

| KopeHe koHcoaw Wran

CeptudunkaTel - Te WA NoNE3CEATENE e .
+ B Cepmnp Ky Cemeq:-m(aTbl - TEKYLUMIA NoNbZDEATENE

. [P CeptudukaTsl (NoKanbHbIA KOMABHOTER) @Cepmq:maml (noKanbHBI KoMNbIOTER)

PucyHok 108. KopeHb koHconu Ceptudmkarbl

YcTaHOBUTE KypCcop Ha cepTudukaT cepeepa ISA:

= CepTMduKaThl = B
[EP OQaiin  [eiicteme Bug  Owno  Cnpasxa - [&
o« HE 4B XE R HE

“| KopeHs konconu || Komy Ebl,ﬂ,’aH Kem BeigaH Cpok geAcTENA

4 [ Ceprudnkatel - TekyLumii nonssoeatent

Test Center CRYPTO-PRO 04.10.2014

4 | nunoe

a4 || Peectp

| Ceptndmkatsl

» [ [loBEpEHHBIE KOPHEBBIE LIEHTPI CEf
+ [ [loBEpUTENEHEIE OTHOLLEHMA B NpEa
> || MpomexyTouHele LEHTPEI cepTHdMI
+ [ OBwekT nonesoeatena Active Direct:
> [ JosepenHblie usgatenn
s || CepTMdmKaThl, K KOTOPEIM HET ADBE
+ ] CTOpOHHWE KOPHEBEIE LIEHTpEI CEPT
» [ [oBepeHHsle nuua
» [ MocTaewwmen cepTudnkaTos Npoeeg

» || MSIEHisterylournal
» || 3anpocekl 33aaB0K Ha cepTudmkaT
» || [loBEpEHHEIE KOpPHEBLIE CEPTUdMKE
. EJ CepTudmkatsl (noKankHLIA KoMABIOTER ¥
£ > £ >

Kpanunuiye Peectp cogepxunt 1 cepTudmiar.

PucyHok 109. Xpanunuue JinuHoe Tekyllero nosnb3oBatens

C ncnonb3oBaHueM pyHkumn «Konnposatb», 3aHecute ceptudukar B 6ydep obmeHa.

MNMocne 3Toro ycraHoOBUTE KypcoOp Ha pasgene «JIMuHble» cepTUPUKaTOB JIOKaSbHOro KOMMbKTEpPa WU
BbIMNONHUTE PYHKUMIO «BCcTaBuTb».

MNMocne ycTtaHOBKM cepTuduKata cepBepHOn ayTeHTudukaumm ISA, Takum xe obpas3oM ycCTaHOBUTE
cepTudumKaT LeHTpa cepTudukaummn B XxpaHunuile «/JoBepeHHble KOPHEBbIE LIEHTPbI CepTUdMKaLMN» XpaHunua
JIOKaNbHOro KoMnboTEpPa.

5.2. Pa3MelleHue cepTUdMKaTa KIIMEHTCKOM ayTeHTUdKUKaummn Ha cepsepe ISA/TMG

Ecnu mexay cepBepoM ISA/TMG n KOHe4YHbIM Beb-cepBepoM TpebyeTtcs wndpoBaHue Tpaduka no TLS c
ayTeHTUdUKaumen no ceptudurkaTy KJMEHTa, TO BbIMYCKAETCA CepPTUdUKAT KIIMEHTCKOM ayTeHTudukauum. Ha
KoMmnbloTepe c cepBepoM ISA/TMG 3ToT cepTudMKaT AOMKEH OblTb pasMelleH B XpaHunuvwe JloKanbHbIN

72



XKTAN.00087-03 92 01. KpunTtollpo CSP. NMHCTpyKLMSA NO MCNOSb30BaHUIO

koMnbloTep\JIMuHbIE C NPMBA3KON K K/IOYEBOMY KOHTEMHepy NoKanbHOro koMmnbtoTepa. CeptudwmkaT LeHTpa
cepTudukaumm, BblAaBLIEro 3TOT cepTuduKaT - B XxpaHunvwe JlokanbHbIi kKOMNbloTep\lOBEepeHHbIe
KOpHEeBble LleHTpbI Ceptudmkauyum (ecnn 3TOT LC KOpPHEBOW) nnn JlokanbHbIN
koMmnbrotep \lNpomexxyTouHblie LleHTpbl Ceptudukaumm (ecnm 3701 UC nogumHéHHbIN. B 3TOM cnydae Bce
BblecTosWwmMe cepTuduKkaTbl NpoMexyTodHbix LIC n kopHeBol cepTuduKat AOMKHbI ObiTb YyCTaHOBMEHbI B
COOTBETCTBYOLWME XpaHMAULLA NTIOKANIbHOIO KOMMbioTepa).

Ecnu kno4eBOl KOHTEWHep, COOTBETCTBYKWOLWMIA 3TOMYy CcepTuduKkaTy, pacrnosioxXeH B peecTpe
KoMnbloTEpa, TO HeobxoauMo A06aBUTb NMpaBa Ha YTeHue-3anucb Ans cnyxebHon ydétHoin 3anucm Network
Service Ha pa3gen peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

5.3. Hactpoinka coegnHeHunst ¢ Web-kiameHToM

Mocne yctaHOBKM CepTU@PUKATOB OTKPbITbIX K/toyen, Heo6XoAMMO yCTaHOBUTb M HacTpouTb CnywaTtens
ons BHewHero IP aapeca cepsepa (IP agpec ceTeBoro nHtepdenca, 4OCTYNHOrO U3 BHELIHEN CETH).

YcTtaHoBKa M HacTtpomka Cnywartenen ocywecTtBnsercsas Ha Bkiagke Incoming Web Requests okHa
cBoiicTB ISA cepepa (PucyHok 110):

B okHe ISA Management yCTaHOBUTb KYpCOp Ha MMS CepBepa M Ha)kaTb NpaByl0 KHOMKY MbILWN.
B nosiBuBWwEeMcs MeHto Bbi6paTb NyHKT Properties.

B okHe cBOICTB cepBepa BbibpaTb 3aknaaky Incoming Web Requests.

BbibepuTte pexum nHamsmayanbHoro Cnywatensa ans kaxgoro IP agpeca B none Identification.

MASLOY Properties d |

General I Outgoing ‘wfeb Requests
Incoming 'web Requests | Auto Dizcoverny I Perfarmance | BesonacHocTe

— ldentificatian

™ Use the zame listener configuration for all P addreszes

%" Configure lizteners individually per P address

Sermver | IP Address | Drizplay Nl .-*-.uthentiu:...| Semer C... |

agd. | Bemee | Edi |

TCP part; IEEI

S50 port: [443 [” Enable S5L listemers

— Connections

Connection settings: Configure... |

[ Azl unauthenticated uzers for identification

k. I OTtieHa [ EHEEHHTE

PucyHok 110. YcTtaHOBKa U HacTpoiika Cnywartenen

[Nob6aBbTe HoBOro CnywaTtens B cNMcok cnywartenen ISA cepsepa.

YcTaHOBUTe MMS cepBepa.

YcTtaHoBuTEe BHeWwHU IP-agpec, Ha KoTopbin 6yaeT HacTpoeH CnywaTtens.

BeBeaunTte nms, ¢ koTopbiM 6yaeT oTobpaxaTbCsa AaHHbIM CnywaTens B AanbHeNWweM (ONUMOHaNbHO).
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Seryer [ MASLOY =
IP Address: [152.168.68.5 |
Display Mame: |pit.rikail.

[T Use a server cetificate to authenticate to web clients

I Select,.. |

—Authentication
[ Basic with thiz domair:

I Select domain...

[ Digest with this domain;
I Selest domar.. |

v Integrated

[ Client certificate [secure channel only]

(] I Cancel

PucyHok 111. lo6aBneHune Cnywarens/peaaktuposaHue cBoMcTB Cnywarens(1)

Ona HacTpoWMKM 3alUULLEHHOro CcoeAuMHEHUsI Mo MpoTokony TLS ¢ ABYXCTOPOHHEW ayTeHTUduKauum
cepBepa ISA Heobxoanmo:

B okHe pobaBneHus Cnywartens WM B OKHe pefakTMpoBaHUM cBoicTB Cnywartens, ykasaTb Ha
ncrnonb3oBaHue cepTudurkaTta cepepa Npu ayTeHTudbmkaumm ¢ Web-knmeHTomM.

Seryer: [MasLOY =l
IP Address: [192.168.68.5 |
Dizplay Mame:; Ipif.nikuil.ru

v illze a server certificate to authenticate to web clients

I Select... |

—Authentication
[ Basic with this domair:

I Selest domar.. |

[ Digest with thiz domair:

I Selest domar..

¥ Integrated

[ Client certificate [zecure channel anly]

ak I Cancel |

PucyHok 112. flo6aBneHune Cnywarensa/peaakrmpoBaHMe cBoMUcTB Cnywartens(2)

BbibpaTb cepTudumkaTt cepsepa, KOTopbii 6yaeT ncnonb3oBaTbCa ANS ayTeHTUuduKaumu.
HaxaTb KHonky Select.
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B nosasuBleMcs OKHe Bbl6paTb M3 Cnncka CepTVICbMKaT OTKPbITOro KJjito4a cepBepa:

Select Certificate 7| x|

Select a certificate from the list of certificates available on the specified
SETVEN

Certificates:

lzzued Tao | lzzued By | E spiration Date | Friendly Mame |

b kol ru CATEST MA. .

2k, I Cancel

PucyHok 113. Bbi6op cepTudmkata OTKpbITOro Kjrua cepsepa

Yka3aTb Ha ncnosnb3oBaHune ceptudukarta knmeHTa (onuus Client certificate (secure channel only)).

Seryer. [MasLov =l
IP Asddess: [192.168.68.5 |
Dizplay M ame: Ipif.niku:uil.ru

¥ Use a server certificate to authenticate to web clients

Ipif.nikoil.ru Select. .. |

— Authentication
[~ Basic with thiz domair:

I Selest domair,..

[™ Digest with this domain:
I Selest domair.. |

v Integrated

[v iClient certificate [secure channel onlyk

(1] I Cancel

PucyHok 114. flo6aBneHmne Cnywarena/peaaktmpoBaHue cBOUcTB Cnywarens(3)

Mocne yctaHoBkM cepTudmkaTa (cepTUdUKATOB) OTKPbITbIX K/O4elh, HeobXoAMMO YCTaHOBWUTbL W
HacTpouTtb Cnywatensa (Web listener) ans BHewHero IP appeca cepsepa (IP agpec certeBoro mHTepdeiica,
OOCTYMHOro U3 BHELUHEN CETU).

YcTtaHoBKa 1 HacTporka Cnywartenen ocyLlecTBASeTCs no AOKyMeHTauuun Ha ISA cepsep.

B okHe pobaBneHus CnywaTens uim B OKHe peAakTUpoBaHWKW CBOMCTB CnylwaTtens HeobxoAuMo ykasaTb
Ha MCnonb3oBaHWe cepTudukaTa cepsepa Npu ayteHTUdmnKkaummn ¢ Web-knmeHToM 1 BbiIGpaTb HAaCTPOEHHbIM B M.
3.5. ceptudmkaT cepBepa, KOTopbin 6yaeT MCnonb30BaTbCs AN ayTEHTUdUKaALUN.

NS HacTpoOWKM 3alMLEHHOrO COeAMHEHMS MO NpoToKony TLS C ABYXCTOPOHHEN ayTeHTudukauuen
HeobxoAMMO AONOSTHUTENBHO YKa3aTb Ha TpeboBaHue cepTudukaTa KaneHTa.
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5.4. Ty6bnukauus Web-cepepa B ceTn IHTepHeT

B >TOM paspgene paccMmaTpuBaeTcs MNoOpsAOK  AencTtBuin npu  ony6numkosaHum  Web-cepsepa,
pacnonoXeHHOro BO BHyTpeHHel ceTu. [pun aToM coeanHeHne cepsepa ISA n Web-cepsepa 6yaeTt yctaHOBNEeHO
rno npoTokony SSL.

Ons nybnukaumm Web-cepsepa BO BHELLHIOK CeTb HEO6X0ANUMO:

1. MonyuynTb U ycCTaHOBUTb Ha nybnukyembii Web-cepeep cepTuUduKaT OTKPLITOrO Kito4a, KOTOPbIN
6yaeTt ncnonb3oBaTbCa A9 CEPBEPHON ayTeHTUdUKaumu.

TpeboBaHua K cepTuduKaTty:

e UMaA ceptudpukata (Common name) AO/MKHO coBnagatb C AOMeHHbIM umeHeM Web-cepsepa,
YyKa3blBaeMOro Ans peampekrta nocTynaruwmx 3anpocos (Bknaaka Action okHa cCBOWCTB npaBuna
Web nybnukauun);

e 0O6nacTb UCMO/Ib30BaHMSA KkoYa A0/KHA coaepxaTb «AyTeHTudukauma Cepeepas.

2. YcTaHoBMUTb cepTudumkaT kopHeBoro LIC B uenodke ceptudukatoB Web-cepBepa Ha cepBepe ISA, B
XpaHunuile JlokanbHbI KOMNbloTep \[loBepeHHble KopHeBble LleHTpbl CepTudukaumm.

3. HactpouTtb Web-cepeep ans nogaepxkm SSL coegmHeHus.

HacTtpoiika Web-cepBepa npou3BoAMTCA B COOTBETCTBMM C AOKYMeHTauueln cooTBeTcTBytowero Web-
cepsepa.

4. Co3paTb U HacTpouTb NpaBuna nybnmkaumun Ha cepsepe ISA.

B okHe ISA Management ycrtaHoBuTb kKypcop Ha Web Publishing Rules, Haxoaswuincsa B rpynne
Publishing

Ha)xaTb NpaBylo KHOMKY MbILWM 1 B NOSABUBLUEMCSA MeHI0 Bbi6paTb nocnegoBatesibHo New 1 Rule
B oTkpbIBLIEMCS OKHE, C MOMoLLbio MacTepa co3aaHus Mpasuna Web nybnunkaumm, co3gaTb NpasBurio.
BBectn ums ny6nmkaummn (MponsBosbHOE UMS) U HaxaTb «[anee»

New Web Publishing Rule Wizard x|

Welcome to the New Web
Publishing Rule Wizard

Thiz wizard helps you create a new Web publizhing rule.
Web publizhing rules map incoming requests to the
appropriate Web servers.

Muote: Be sure to create new policy elementz required by the
rule before pou use thiz wizard,

Web publizhing rule name:

Ipif.niku:uil.ru

To continue, click Mest.

¢ Hazan I Danee » I OTreHa |

PucyHok 115. OkHo MacTtepa co3anaHusa MNpasuna Web

B okHe Destination Sets octaBuTb 3HauyeHune, npegnaraemMoe No yMonyaHuto (Nobble Ha3HAYeHUSA) U
HaxkxaTb «[lanee».
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x|

Destination Sets
Select the destinations ta which thiz rule applies.

Apply this rule ta:

¢ Hazan I DNanee » I OTreHa |

PucyHok 116. OKHO YCTAaHOBKW Ha3Ha4YeHus

OTON yCTaHOBKOM oOnpeaensieTcsi, 4to AaHHoe npaBwuno nybnukaumum (dakTtmdecknm peauvpekT) 6yaert
npuMeHaTbCs Ko BceM Web-3anpocam, npoweawmm yepes CnywaTenei, BHe 3aBUCMMOCTM OT TOFO, Kakon pecypc
N3 BHYTPEHHEN ceTn oHW 3anpocunn. B cnydyae nybnukaumm Heckonbkux Web-cepBepoB, Heo6x0aMMo co34aTb U

NMPUMEHATb B NpaBuiax ny6n|/||<a|_u/|v| Ha3Ha4deHun4.
B okHe Client Type ocTaBuTb 3HauyeHWe, npeanaraeMoe no ymonyaHuto (Nobblie 3anpocbl) M HaxaTb
«[anee»

New Web Publishing Rule Wizard x|

Client Type
Y'ou can zpecify client type by uzer name, group name, or IF address.

Apply the rule to requests from;:

" Specific computers [client address zetz)

" Specific uzers and groups

¢ Hazan I Danee » I OTreHa

PucyHok 117. OKHO TMNa KJIMeHTa

B 3TOM OKHe Mbl yKasbiBaeM, 4YTO nMpaBu/io nNpuMeHsieTcs ko Bcem Web-3anpocam, BHe 3aBMCMMOCTM OT
TOro KAMeHTa, KTo cpopMmnpoBas 3anpoc.

B okHe Rule Action Bbi6paTb peampekT 3anpocoB Bo BHyTpeHHuI Web-cepsep (Redirect the request
to this ...)

Beectn gomeHHoe nmsa nybankyemoro Web-cepsepa 1 HaxaTb «[anee».
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New Web Publishing Rule Wizard x|

Rule Action
Specify how yau want this e ta respond ta requests from clients.

FRezponze to client requests:

" Discard the request

{+ Bedirect the request ta this internal 'Web server [name or IP address):

Iefu.niknil.rd Browsze... |

r Send the oniginal host header to the publizhing server instead of the actual
one [zpecified abawve).

W

Connect ta this port when bridging request as HTTF: an

Connect o thiz port when bridging request az 551 443

T

Connect to thiz port when bridging request az ETF: 1

¢ Hazan I DNanee » I OTreHa |

PucyHok 118. OkHO BBOAJA AOMEHHOIro MMEeHMU

YCcTaHOBMB NpaBWAO peavpekTa TakuM obpa3oMm, BCce 3anpochkl, npuweawmne k Cnywartento Ha 80 nopr,
6yayt peaupektnpoBatbcss Ha 80 nopt Web-cepBepa. Toxe camoe 6yaeT npoucxoaAuTb C 3anpocamu,

noCcTynuBWMMK Ha 443 nopt (no npotokony TLS).
3aBepwunTb paboTy Mactepa, HaxaB «[0TOBO>.

B cnucke npasun Web-nyb6nmkauun nosiBUTCS HOBasi CTpoKa, COOTBETCTBYHOLWAs CO3A4AHHOMY Hamu

npasuny.

SA Management 101 =l

J AdeficTEMe  BHA |J & = | | | 2

CTpYKTYPE I Qrder | Marmne | Description | Ackion | Applies ko | Destination
nternet Security and Acceleration Server a B 1 pif . mikoil.ru Route,..  Any reguest Al destinations
=3 Servers and Arrays BiLast  Default rule Ceny Arvy request All destinations

=4 MasLov
[]--- Manitoring
Computer
[]--g Access Paolicy
=% Publishing
i3] Web Publishing Rules
|7 Server Publishing Rules
----- ([ Bandwidth Rules
[+ Policy Elements
[+ Cache Configuration
- Manitoring Configuration :I

PucyHok 119. Cnucok npaBun Web-ny6nukauumn
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6. OnucaHwe UCnonb30BaHUs, HAaCTpoeK M ynpasreHusa kntodamm B Kpuntollpo Winlogon

Ona peanusaumm nepBoHayanbHoOM ayTeHTMdUKaummM nonb3oBaTens npotokona Kerberos V5 no
cepTudnKaTty M KIKOYEBOMY HOCUTENIO, BbINYLWEHHbIMU B COOTBETCTBMM C anroputmamm FOCT P 34.10-2001
wnn FTOCT P 34.10-2012 c ncnonb3oBaHuem ceptndunumnposaHHoro CK3U Kpuntolpo CSP HyXHO BbINO/HUTb
cnepytowme AencTens:

1. YcraHOBMUTb M HaACTpOUTb KOHTpossiep AomeHa Ha cepBepe (Active Directory Domain Services

HacTpanBaeTCs COrMacHO CTaHAapTHOM AOKyMeHTauum Windows).

2. YctaHoBuTb CK3UN Kpuntollpo CSP Ha cepBep, Ha KOTOPOM pa3BoOpayMBaeTCsl KOHTPO/iep AOMeHa, Ha
cepBep LeHTpa ceptudumkaumn (B cnyvae, ecnm cnyxba LIC pacnonaraercs Ha oTAeIbHOM cepBepe) u
Ha KOMMNbIOTEpPbI NOsb30BaTenen JoOMeHa.

YCTaHOBUTb 1M HaAcTpouTb cnyxby ceptnudurkaunn Active Directory (LIC).
BbinyctuTh cepTuduKkaT KOHTpPOIJepa AOMEHaA.

BbinyCcTnTb cepTudumnkar AreHta permcrpaunu.

BblNyCTWUTb CMapT-KapTy No/b3oBaTend AoMeHa.

ouAw

Onsa pabotbl Kpuntollpo Winlogon HeobxoamMma cneuumanbHasa nnueHsns (ansa cepeepa u knueHTtckoro MK).
OTa NnueH3nsa MoxXeT BXoAuTb B AuueHsuio Kpuntollpo CSP, unu BbigaBaTbCA OTAENbHO. BBecTn cepuiiHbin
HOMEp NIMLEH3UM MOXHO C NMOMOLbIO YTUAUTBI YNpasneHune nuuensnammn Kpuntollpo PKI (nogpobHee CM. cCblKy
Ha pasgen B MHCTPYKLUK).

6.1. YcraHoBKa n HacTpomnka cnyxbbl ceptudmkaumm Active Directory (LIC)

CeptudukaTbl KOHTposepa AOMeHa W nMoJfib3oBaTefielt AOMeHa 3anpaliMBaloTCs 4depe3  O0CHacTKy
Ceptudmkartbl Ha cepBepe, Ha KoTtopoM HactpoeH LIC Mpeanpusatua (Enterprise CA) wunm Jepe3 Beb-
nHtepderic LleHtpa Ceptudwmkaumm MUOM, WMeOWMM MNpaBo BbiMycka cepTudukatos. [anee
paccMaTpuBaeTCcs BapuaHT pa3sepTbiBaHua LC Ha cepBepe.

Mepen yctaHoBkoM M HacTpounkoih LIC Mpeanpusatva Ha cepBepe AonXKeH 6biTb ycTaHoBneH Kpunrtollpo
CSP, Takxe notpebytoTca npasa rpynnel AAMuHucTpaTopbl Mpeanpuatusa (Enterprise Administrators).
Onsa yctaHoBku LIC Mpeanpusatus Hy>Ho aob6aBuTtb ponb LleHTpa ceptudmkaumm.

[ns aTOro B gMcneTyepe cepBepoB HYXHO BblbpaTh [l06aBUTb PpOJIN U KOMIMOHEHTDI.
Ha ware Bbibopa ponn cepBepa Heobxoanmo oTMeTuTb Cny»x6bl cepTtudmukartoB Active Directory.
= MacTep nobaeneHws ponei M KOMNOHEHTOB == -

KOHEYHEIA CEPEED

Bbibop poneit cepsepa D sestioc

BrifepuTe oaHy AW HECKONLKD PONeid ANA YCTaHOBKM Ha STOM CEpEEpe.

Ponn Onucarne

P ~ Cnyxbel ceprndukaTos Active
[] DHCP-cepeep E’ . IJD o
Ponu cepeepa e irectory (AD CS) npeaHasHaueHs!l
v| DN5-cepsep (YcraHoBneHo AN COSAAHWA LEHTPOE
R =
KomnoHeHTs O Hyper-V CEPTMOUKALIMN W CERZAHHBIX CIyHG
, Onel W NO3EONAKT BblasaTh
[] Beb-cepsep (IIS) P =E Aa
) CEPTMUKATE ANA MHOMECTES
= Ly NPMACKEHWIA 1 YNPABAATE 3THMMU
O Cepeep npunoxeHuii = cepTMdUKaTaMM,

V| Nomerneie cnyxBel Active Directory (Ycrasosnes
[ Cnyxbei Active Directory obneruentoro aoctyna ¥
[] Cnyx6si Windows Server Update Services

[ Crys6sl akTUBaLMM KOPIOPETUEHLIX AULLEHIM
[ Cnyxbei neuatu v aokymeHTos

[ CnyxBsi noawTvku cetv v gocTyna

[ Crys6ul paseepraisarus Windows

O

[] Cryx6ul yaanenHeix pabounx cTonos

— -

{ m >

| < Hazag || lanee = | YcTaHoBKMTE

PucyHok 120. flo6asnenune ponm LIC

Mpu 3TOM nob6aBnsoTca HeobxoaMMble KOMIMOHEHTbI:
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=] MacTep AobaBneHWs poneii ¥ KOMNOHEHTOB = | =] =
Buibo p pone 7 Ne [= Macrep f06aBAEHWA PONEA N KOMMOHEHTOB - <CHEH*;2$::S§F;
| — b4

[05aBWTb KOMMNOHEHTLI, HeobxoaWMble Ana CayxXbbl

ceptnomkatos Active Directory?

pe

,ﬂ,.I'IH YNP3aBAEHWMA 3THM KOMNOHEHTOM TpE'ﬁyFOTCH CRegyrolne CEpTMEUMKATOE Active

cpegcTea. OnHaKo WX HE HY#HO YCTAHAENMEETE Ha OAHOM 1 TOM e  (AD CS) npegHasHavqersl
CepEcpE haHKs UEHTPOE

KauM 1 CEASaHHbIX Cfl)«")K.ﬁ

NOZE0NAHT EblA3BaTh
4 CPE,\'J,CTE;E SAMWHHMCTPUPOEIHMA pOﬂEH KaTbl ANA MHOXECTED

4 CpepcTBa YAANEHHOTD 3AMUHUCTPUPOBAHUA CEpBEpa

4 Cpegctea cyx6 ceprudukaumm Active Directory EHWA 1 YNPABARATE 3TN

KaTamu,
[Cpeactea] CpeacTea ynpasneHna LEHTPa CEpTUBNKELL

£ m »

Brntounts cpegcrea ynpasnensus (ecnm npumenmnmo)

JoBasute KDMHOHEHTI:I‘ ‘ OmmenHa ‘

< Hazag lanee > YeraHoeuTs Ommena

PucyHok 121. flo6aBneHne KOMNOHEHTOB Ana ponum LIC

[Janee NpuHUMAlOTCA MO YMONYaHUIO KOMMOHEHTbl WM Ha creayloweM ware BblbupaeTca cnyxba ponen
LleHTp cepTudmkauum.

= Mactep no6aBaeHUA PONei ¥ KOMMNOHEHTOR = || = -

BbI6C}p C;"Iy>+<6 poﬂeﬁ KOHE4HSIA CEPSER

DCtestloc

BuiGepure cnyx6ul poneid ana ycraHoexk ana CnyxGel cepTudukatos Active Directory.

Cnyxbel poneit Onucanne

Llentp ceprudukavam (LIC)

WCNoAB3YETCA ANA EBIMYCKE

O BeB-cnyxba NOMMTUK PETMCTRALNN CEPTUOHMKATOE CEPTUDVKATOR 1 YNPABNEHAA MMA.
KamnoneHTs [] BeB-cnywba perncTpaumm cepTudukaTos Heckoneko obbeguHertsix LIC
CnyxBa cepTudukanv A O Ceresoii oteerumk obpazyoT “H(PPBETPYKTYP)’
N ] OTKPITEIX KNKOYEH,
okGbl ponei [] CayxBa perncrpanmm & ueHTpe cepTudKaLmm uspe]
MoaTeepx aeHue [] CnyxBa perncrpaumm Ha ceTeBslx yCTpolicTeax
< m »

| < Hazag || Danee » | YcraHoBuTE Otmmena

PucyHok 122. Bbi6op cny»x6bl ponn LIC

Ha ware MoparBep>xaeHue nocse npocMoTpa Bbl6paHHbIX Ana YCTaHOBKUM KOMMOHEHTOB HaXXMUTe
KHOMKY YCTaHOBUTb.

80



XKTAN.00087-03 92 01. KpunTtollpo CSP. NMHCTpyKLMSA NO MCNOSb30BaHUIO

[ MacTep AobaBneHVa poneii ¥ KOMNOHEHTOB == -
MoATBepX AEHUE YCTAHOBKU KOMMOHEHTOR R

Mepes Hauanom paboTs Yokl yCTAHOBWTE Ha BEIGPaHHOM CEPEEPE CAEAYFOWME pOnM, CyKObl pONEH MM KOMMNOHEHTHI,
HEHMWTE KHOMKyY "YcTaHosuTe"

ABTOMATMUECKUI NEPEIANYCK KOHEYHOTO CEPEE 3, BCAK T ebyetca

Bribop cepeepa O pesany paep Pety

Ha stoit CTPaHWULE MOTYT BEITE 0T0'5Pa)OCEH bl AONOAHWUTENbHBIE KOMMNOHEHTHI I:HEI'IPMMEP. CpeacTea
E,D'MHHMCTPAPOEEHMH:II TaK Kak oHW Belnu EhlspEHbl asTomatnuecky. Ecan sul He xoture YCTaHaBNUEaTh

KOMMOHEHTE 3TV ONONHATEN bHBIE KOMMOHEHTHI, Ha#MKTE kHoMKy “Hasag”, 4robbl CHATE WX dnaKKu,

Ponwm cepeepa

;,';'.‘F.fé CERTUCHKILMH A...

Cnyebml cepTudukatos Active Directory
CayxGel ponedi
LleHTp ceprdmkalmmn
:
PEACTES YAANEHHOTD aMUHUCTPMPOBaHWA CEpEepa
CpeacTea agMWHMCTRUPOEaHMA poned
Cpeactea cnyx6 cepTudukauvn Active Directory

CpeacTea yNpaBEnEHWA UEHTPE CEPTUDUKALIMK

3KCNOpT NapaMeTpos KoHGUrypaLmm
YkasaTe anETEPHATUEHBIA MCXOAHLIR MyTh

< Hazag Nanee > |YcraHoB|.m: | | Omuena |

PucyHok 123. NoaTBep)>xAeHNe yCTaHOBKU KOMMOHEHTOB ponum LIC

Mo OKOHYaHWW YCTAaHOBKM KOMMOHEHTOB, Tpebytowmnxcs ans ponu LleHTpa cepTuduKauum HyxXHO
HacTpOUTb CNyX6bl cepTUduMKaToB. N5 3TOro HaxMmuTe «HacTpouTb cnyxbbl ceptTudurkatoB Active Directory Ha
KOHEeYHOM cepBepe».

[ MacTep A06aBAEHUA PONER U KOMIMOHEHTOB == -

KOHE4HsII CEPSER

X0, yCTaHOBKM DCsestloc

MpocmoTp X048 YCTaHOBKMN

o ¥CTaHDEKa KOMMOHEHTa

TpebyeTca HacTpoiika. YcTaHoska sninontena Ha DC.test.loc

CnywBol ceptudmratos Active Directory
Yrobe HacTpouTe cnyxbel cepTudmkatos Active Directory Ha KoHeYHOM cepeepe, TpebyroTca

ONONHWTENEHEIE ASHCTENA,
HactpouTe cnyskbel ceprudmkatos Active Directory Ha KOHEYHOM CepEEpe j

LleHTp ceptndmraLim

PegynsTatsl CpeacTea yaaneHHOro agMMHUCTPHMPOBAHWA CEpBEpa

CpeacTea agMUHUCTPWPOBAHKMA poneit

Cpeactea cayxb ceprmdmraiym Active Directory
CpeacTea ynpasneHna LEHTPa cepTndmkaumm

3TOT MAEcTEp MOMXHO 38KphITh, HE NPEPLIEAA EBINOAHANWMECS 3aaa4n. Habmoaaiite sa xogom
EbINOMHEHWA 334841 MW OTKPOWTE STy CTPaHWLY CHOEE, EbIBPaE Ha NAHENM KOMEHZ NYHKT
"VYeepomnenwa”, a zatem "Cesgenna o sagaqe”

3KCNOpT NapaMeTpoE KoHGUIypaumu

< Hazap, lanee > akpuiTe O

1]
T
=

PucyHok 124. HacTtpoiika cny»x6bi ceptucdmkatos AD Ha KOHEYHOM cepBepe

OTKpoeTcs MacTep HaCTPOMKN KoHdUrypaumm cnyxbbl ceptmdmkaTos.
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YuyeTHble AaHHble

YUETHbIE AaHHbIE

CyxBel ponei

KOHEYHLIA CEPBEP
DCl.test.loc

YKSXKUTE YUETHBIE IaHHbIE [NA HACTPOMKK Cyx6 poK

Yrobbl yCTaHOBMTE Ciegytowme cny#bnl ponn, HeoGXoAUMO GbiTe YWIEHOM NOKANEHOR rpynne
"ALMMHICTPATOPEI™

* ABTOHOMHBIN LEHTP cepTudMKaLmm

* Cayxfa permcTpauvy 6 ueHTpe cepTudnkaumy vepes Muteprer

* CeTesol OTEETHMK
Urobu yoraHosuTe chegytowme cnyxbel ponu, HeoBxogumo BeiTe YASHOM rpynns
"AAMUHWUCTPATOPE NPEANPHATHA™

* Leutp cepTudmeanmm npeanpyuATAa

* Beb-cayxba monuTUK perucTpani cepTudUKaTos

* Beb-cayxba permcTpaumm ceptvdkatos

* Cayxfa perMcTpauyMy Ha CeTEBsIX yCTpoHCTEax

¥YueTHoie pgannbie: TEST \AgmuHucpatop

JononnuTenbHele CEEAEHWA o ponax cepeepos AD C5

| < Hazap || [anee > | |Hacrpc:\mb|| Ormena

PucyHok 125. YyeTHble faHHble cny»x6bl cepTudpukaros AD

YKaxuTe yuyeTHble JAaHHble [Ans HacTpoWKM W Ha cfeayloweM Lware BblbepuTe posb

cepTudmKaunm».

Cnyx6b1 ponei

¥UeTHBIS faHHEIZ

BapWaHT YCT2HOBKW

Tun LUC

33KpEITER KA
WnoposaHue
Ame LC
Cpok aelcTaua

Ba32 JaHHEIX CELTHOMKET...

NoaTeepx AeHua

KOHEYHBIA CEPBEP
DCl.test.loc

Buibepute cnyxObl pou An8 HaCTPOMKM

UenTp ceprudukalmm

[] Cayx6a perncrpalm B UeHTPE cepTUdMKaumy yepes MnTepHet
[ Ceresoii oteeT4mMK

[] Cay=6a perncrpalv Ha CeTeBbIX YCTPOHCTEAX

[] Beb-cnyxba perncTpaumu cepTudiKaTos

[] Beb-cayxba NONMTHK PErucTpaLMN CEPTUHMKETOR

JeononsurensHeie ceegeqna o ponax cepeepos AD €5

| < Hazag || Janee > | |Hacrpcme || Ommena

PucyHok 126. Bbi6op cny»x6bl ponu ans HacTponkum LIC

Haxxmute Janee n Bbi6epuTe BapuMaHT yCTaHOBKM.

«LeHTp
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KOHEYHBIA CEPBEP
BapuaHT ycraHoBkM DCltestloc

YUeTHEIE AaHHbIE YKaxmTe BapuaHT ycTaHoBkK LIC
CryxBel ponei

Hrobibl yMpOCTUTE YNPAEAEHWE CEPTWGUEKATAMI, LEHTDE CEPTUGMKALIMA NPEANPUATAA MOTYT

WCMONL30EaTL AoMeHHbIE cayxbel Active Diractory (AD DS). ABTOHOMHEIE LEHTPE CepTUdMKILMK

HE MCNoAB3YIOT AoMeHHbIe cnyxbel Active Directory gna swigaqv cepTUBUKATOE MK yNpasneHKA
LIS MR T ll] FIMH,

ndpoaanue ® LC npeanpuatia

Wmg LIC YtoBhl UEHTPH CEPTMOUKALNK NPEANPHATAA MOTAW EBIAEEATE CEPTHGOUKETE UK MOANTHINA

- CEPTADUKATE, CHK THHE EXOAWUTE B MEH W GLITE NOLKNFCUEHE] K CETH.
Cpok Jenctaua Eaats 2 = bt e

B333 AaHHEL CERTHOMKAT... ) AsToHomHBI LIC

MoaTBEpX JeHHE ABTOHOMHEIE LEHTPEI CepTudMKalmn MOryT BeiTs uneHamn paboueid rpynnal uan gomea. Mpu
MCMONL30EaHMM AETOHOMHBIX LEHTPOE CepTMdMKaLMKM AoMeHHble cnyxBel Active Directory i
CETEEOE NOJKAKYEHME HE TpeyroTcA,

MoapobHes o EApUaHTE YCTAHOBKK

| < Hazag || [anee » | |HaCI'pDI.1Tb || Ommena

PucyHok 127. Bbi6op BapuaHTa yctaHoBku LIC

Ha cneaytowem ware ykaxute tun LC (KOpHEBON/NMOAYNHEHHbIN).

KOHEYHLIA CEPBER

TM I |_||C DCl.test.loc

YUeTHblE AaHHbIE Ykaxwre Tmn LIC
ChyxBel poned

BapMWaHT YCTaHOBKM Mpw ycranoeke cnyxd ceptudukaros Active Directory (AD CS) B cosgaete wim pacwupaete
~ MEPAPXMID MHGpacTPYKTYPbl oTKpeITax katoueid (PKI). Kopresoid LIC pacnonoxen na sepunne
MEPEPXUW MHDPACTPYKTYPsI OTKPBITEIX KIOUSH M BelAaeT COBCTEEHHEIN CaMOsasepRIoWMI
JaKDLITEIA KMIOY ceptudukar. Mogunnennsid LC nonyqaer ceprudmkar ot gpyroro LIC, pacnonomensoro seiwe &
MEDAPXMN MHBPACTEYKTY Db OTKPBITE KIFUE,
WmdposaHue
MR LIC ®) Kopresoi LIC

- Kopresnie L|C HacTpanBatoTCA B MEpapXMKA MHEPaCTRYKTYPhl OTKPHITHIX KNHOYER NepEhbimy;
Cpok gercTans -

HacTporika apyriix LIC moxeT He noTpefosateca,
Ba3a AaHHbIX CEPTHOMKET...

MoaTeepx aekume () NMoguunerHmi LIC

Jna pabote noguunennsx LIC tpebyetca ycranosnentan wepapsia MHGpacTpykTypsl
OTKPEITEX KAMOYER; OHW AETOPUSOBAHE! ANA ELIAAYM CEPTMGWKITOR LIEHTDOM CERTHGMKALIM,
PACMONCHEHHBIM BLILLE B WEPADKH M.

Mogpobhee o Tune LT

| < Hazag | | Janee > | | Hacrpoute | | Omaera

PucyHok 128. Bbi6op Tnna LIC

Mocne 3Toro Hy>HO co3aaTb 3aKkpbIThin Katou LC.
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_ KOHEYHbIA CEPBEP
3a KPbITbIA KHOY DCl.test.loc

YUSTHEIZ A3HHEIE YKaxumre T1n 33 KPBITOTO KNHO4a
CnyxBrl ponei

BapuWaKT YCT2HOBKN Urobul £03836aTE CEpTUEMKATE M BLIAABATE WX KNMEHTaM, LenTp cepTudmikaumm (LC) aonxen
HWMETH SEKPI:ITbII:i KNHo4y.

Tun LUC
OBITRIA EROU ®) Cozgats HOBLIN SaKPBITHIN KON

T McnonesyiiTe T0T NapaMeTp, 8CAM Y BaC HET 3AKPBITOMD KAKYA WIM Bbl XOTUTE CO3A3Th HOBRIA
P h SEKPLITHI KNHoU.

Mg LT

Cpok pefictaua ) VicnonesosaTs cylwecTEYOWNIA 3aKPBITEIA KoY

Wcnonezylite 3707 napametp, utobel npu nepeycradoeke LC rapaHTMpoBaTe HeNpeprEHOCTE ©
Ba3a JaHHEIX CEPTUQMKAT... pakee BuiA cepTud

(Pt

MoATBEpK ASHHE () BuiBpate cepTMdHKaT W MCNONL30BATE CBA3AHHEIA C HIM 33KPBITHIR KoY
BribepuTe STOT NapameTp, CAM Ha 3TOM KOMMLIOTEPE ECTh CYULECTEYIOWMA cepTidmKkaT
WM ECAW Bbl XOTUTE MMNOPTUPOEATEL CEPTUHUKAT M MCNONb30EATEL CEASAHHLIA C HIAM
SEKPLITHIA KN4,
_) BribpaTs CyWECTEYOWMIi SaKPBIThIA KM Ha 3TOM KOMNBHOTEDE
Buibepute 3TOT napaMeTp, ecnn Bbl COXPEHWAW 3KPEITEIE KWW M3 NpegslyLei
YCTAHOBKM MAN XOTUTE MCMONB3OBATE 3aKPLITEIA KAKOY U3 APYroro MCTouHNKE.

MNogpobHes o 3aKPEITOM KAKOUE

| < Hazag | | lanee > | | Hactpowte | | Omaena

PucyHok 129. Bbi6op Tuna 3akpbiToro karwoua gnsa LC

Janee BbibepuTe M3 [AOCTYMHOrO CAMCKa MOCTaBLMKa CAyX6 wWudpoBaHns U npocTaBbTe daxok
«Pa3pewnTb B3anMoaencTene ¢ agMMHUCTpaTopoM, ecnum LIC obpallaeTcsa K 3aKpbITOMY KHOUY».
MpumMeyaHue: B HekoTopbix Bepcusix Windows Server aaHHbIN ¢pnaxok HasbiBaeTcs «Paspewmnts CSP goctyn K
pabouemy ctony». ECM 3TO CBOWCTBO OTKAHOUEHO, CUCTEMHbIE CY>KObl HE CMOTYT B3aMMOZENCTBOBaTb C paboumm
CTOJIOM MOJIb30BaTENS, KOTOPbIV BOLLUE B CUCTEMY.

KOHEYHBIA CEPBER

lndposaHme ana LIC DCl.testloc

YYeTHble AaHHbIE Ykaxure napameTpbl LIJI/IC])DOBEIHHFI

CysGel ponei

BapuanT YCTaHOBKM Bribepure noctasuwmk cnyxb wubposaHua: JlavHa knroua:
Tun LC [ Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pr [ | [ 1024

33KpbLITHIA KAHOY
BrifepyTe x3W-anropuT! ANA NOANWCHIBAHAA CEPTARWKATOR, Bblfasachbi 3Tum LIC:

TOCT P 34.11-2012 512 6wt
lMme LIC

Cpok aeicTauns
Ba3a AaHHbIX CEPTHOMKET...

MoaTeepxkasHuE
PazpewwTe E3auMofefcTEME € agMUHMCTpaTopom, ecnn LIC obpallaeTca K 3aKphIToMy KAy,

Mogpobhee o wndposanum

| < Hasag | | Danee > | | Hacrpoute | | Omaena

PucyHok 130. Bbi6bop napamerpoB wmndpoBaHusa ana LIC

Ha cnepytowem ware 3agaetca nma LC.
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= KoHgurypauws cnyx6el ceptudukaros Active Directory = | & -
KOHEYHBIA CEPBEP
M M#A |_LC DCl.test.loc
YUgTHbIE AaHHbIE YraxuTe uva LIC

CyxBel ponei

BeeguTe oblee MMA, ONpeenAtoLLEe 3TOT LeHTR ceptidmkanmi (LIC). 3To mma Gyaer
A0BABNATHCA BO BCE CEPTWHMKATDI, Boliasaemble gaHHbiM LIC. 3navennn cyddurca
PEZAMUSHOLLErSCA UMEHWM CO3A3K0TCA SETOMATHUECKM, HO MOTYT GbiTE M3MEHEHSI,

BapuanTt
Tun LIC

3aKPbLITEIA KAHY
OBwee vma gna storo LIC:

test-DC1-CA

LndpoBaHmue

Mme LC

Cpok aeifcTaun Cydbvke pasavuaolwerocs MMeH:

DC=test,DC=loc
Ba3z ganHbix CEpTHDHEAT...

MoaTBepx acHKMe MpeanpocMOTP PasnnYaloLLEnOCA MMEHU:
CN=test-DC1-CA DC=test, DC=loc

Moapothee of umenn LIC

| < Hazag || Danee > | Hacrpoute Ormena

PucyHok 131. Beoa o6wero nmeHum LIC

Mocne 3Toro ykasbiBaeTcs CpoK OeNCcTBMS Ki4da m pacnosioXxXeHune 6a3bl A4aHHbIX CepTVICbVIKaTOB.

f Kondurypauwms chyxbsl ceptndukatos Active Directory \;‘i-
KOHEYHbIA CEPBEP
[NoaTBepxaeHue DCltestloc
VUETHLE AZHHBIS YTo6bi HACTPOWTD CAEAYHOWME PONW, CYKEE PONER WA KOMMNOHEHTHI, HAKMWUTE KHOTIKY
_ "Hactpowts”.
CywBel poneit
BapWaHT YCTaHOBKM » Cnymbol ceprdmrannn Active Directory
e Llentp ceprndukanmm
33KPLITBIA K04 Tun LLC: KopeHe npegnpuatua
WM&DoaaHHE Mocraewmk cryxb Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service
_ WP POEEHIA: Pravider
Mmg LIC
; ANropvT! XEWMPOBAHKA! FOCT P 34.11-2012 512 Guwr
SEORIASHEIBH [nvna knroua: 1024
B232 JaHHEIX CEPTUOUKAT. . Paspewwuts s3aumogeiictene ¢ Brawueno

MoATEEpX AEHMHE 3AMUANCTRATOPOM:

Cpox geiictena ceptmpmkara:  18.03.2019 16:11:00

Paznmuaroweecs mma: CN=test-DC1-CA DC=test,DC=loc
Pacnonoxerue Bazel gannex  C\Windowsh\system32\Certlog
CepTUHUKaTOE:

Pacnonomerme xyprana 6asel  C\Windows'\system32\Certlog
AAHHBIX CEPTMRNKATOR:

< Hazap Danee > | Hactpouts | | Ommena

PucyHok 132. NoarBep)xaeHue napamerpos LIC

Bce ykasaHHble napameTpbl ewé pa3 BbiBOAATCA Ha ware MoarsepxxaeHune. Haxmnute Hactpoutb An14
TOro, YTo6bl CKOHPUIYpUpPOBaTb CNYX6bl B COOTBETCTBUM C STUMWU NapaMeTpamu.

B npouecce co3gaHus 3akpbiToro kntova ans LC BbIBOAUTCA OKHO BuMonornyeckoro gatymka cry4vamHbiX
ymncen (ACH) n kpunTonpoBanaep 3anpawmBaeT Naposb Ha CO34aBaeMbl KOHTENHep (Naposib B AAHHOM cnyyae
YKa3biBaTb HE HY>HO).
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[ Kongurypaums cnyxbel ceptudukaros Active Directory = | & -

KOHEYHbIIA CEPBEP
X0/, BbIMONIHEHNS DClest.loc

I—acrpavsalo'rcn CNEAYHILLME DOSM, Cﬂ}')Kﬁhl PONEH M KOMNOHEHTEI:

Hacrpoiika..

B =
Cyncon < Kpuntolpo CSP 5
LiewTp cep) 0:09:27

Bronormdeci ASTHHK U'Iy‘-lﬂﬁHle HMcen

Y

HamMMaiTe KNasHWK MK NepeMelLETE wasaTens
MEILWW HAA 3THM OKHOM A0 TEX Nop, NOKS KoY He ByaeT
co3aaH...

|He‘r |

X104 BEINCAHEHHMA

< Hazap DNanee > HactpouTs OmmeHa

PucyHok 133. BbinosiHeHue KoHdurypuposaHusa L|C

Mo OKOHYaHMM BbIMNOSHEHUS KOHMUIYpUpPOBaHUS BbIBOAUTCA WHMOpMauMs 06 ycrnewHon HacTpoike
cnyxo6bl LIC.

Mocne BbINOMHEHUA J[aHHOW 3afjayuM KopHeBoW ceptudwmkat LIC MOXHO yBMAETb B XpaHunuue
[oBepeHHble KOPHEBbIE LLeHTPbl JIOKasbHOro KOMINblOTEpa yepes3 ocHacTky Ceptudukarbl.

NpvMeyaHue: €eCciIM W3MEHEHUs He BCTYNWIW B CUIy, ANS O6HOBMEHMS TPynnoBOW MOSIUTUKM B
KOMaHAHOW CTpoKe BbinonHuTe gpupdate /force.

6.2. [obasneHue wabnoHoB cepTUdUKATOB Ha cepBepe

Ona Toro, 4tobbl KOHTPONNep AoMeHa nogaepxusan Winlogon, Heo6xoaAnMMO BbINYCTUTb cepTUdUKaT Ans
KOHTpon/iepa pAoMeHa. Ytobbl nonb3oBaTesib C posbkd AreHta perucrpauMm  Mor Mpou3BOAUTb BbINYCK
cepTMdnKaToB ANS APYruX NONb30BATENEN, HYXHO BbINyCTUTb cepTudmKkaTbl AreHTa permcrpaumm u Bxoga no
cMapT-KapTe.

LWabnoHbl 4ns BbllWeyKa3aHHbIX CEPTUMUKATOB MO YMONYAHUIO MOTYT 6bITb OTKAIOYEHbI, MO3TOMY HYXHO
NpoBEPUTb UX HanM4umMe B Crmcke WabnoHOB cepTUdUKATOB U BKIKOUUTbL HegocTawowme. s 3Toro Ha cepsepe,
Ha KOTOpPOM ycTaHoBneHa cnyxb6a LC, oTkpohTe OCHacTKy ueHTpa cepTudwukaumu: NMaHenb ynpasBneHus —
AaMuHucTtpuposaHue — LleHTp Ceptudukaumn. B cnmcok wabnoHos cepTudnkaTtoB He06X0AMMO BKIOUYNTL
WwabnoHbI:

KoHTponnep ngomeHa,
AreHT perucrtparop,
Bxoa co cMapT-KapTow.

Ons 371oro Bblbepute LWa6bnoHbl cepTuduMKaToB, 3aTeM W3 KOHTEKCTHOro MeHto Cospgatb -
BbigaBaeMbli WabnoH cepTtucukara.
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sl certsrv - [LleHTp cepTudmkaumm (JlokansHbia)\test-DC1-CA\LLabaoHbl cepTudmkaTos] = | = -
Pain  Jefictene  Bug  Cnpaska

=z &= H

:._»J Lentp ceprudukaumn (MokansHe| | Mma HazHnaueHne
4 g test-DC1-CA 5l Mourosan pennukauwa katanara MouTeEaA PENAMKALMA CAyKBbl KaTano...
~| OroseanHbie cepTudukart|| 5 MpoBepka NOANMHHOCTI KOHTpOANE... [poBepka NoAnMHHOCTM KnenTa, Mpo..
_ Betgareie ceptudukatel || G npoeepka noannHHocTh Kerberos MpoBepka NoANMHHOCT KNKenTa, Mpo..
.—. 3anpocel & oxuAaHIN ] Arent soccTanosneris EFS BoccTaHoeneHwe daiinos
- Heyaauribie sanpocel ) Basosoe wudposanue EFS Wndpytowan daitncean cucrema (EFS)
| =T Ynpaenenue Mpoeepka NoANMHHOCTH KnenTa, Mpo..
Cozgate 3 | Belgaeaemenii watnod ceprudmnkara fipo
Bua b Wudpyrowan daitnoean cuctema (EFS)..

OBHOBNTE ceptudmkaumn  <Bce>

MognuceieaHne cnncka gosepua (Micr...
JKCNOPTUPOEaTE CNMCOK. ..

Cnpaexa

< m >

BrntoueHne AONOAHWTENBHBIX LwaBGnoHoE CEpTM¢MKETDE H3 3TOM LEHTRE CEFITM(‘JMKELI,MM

PucyHok 134. flo6aBneHne wabnoHoB ceptucdmnkaTos

OTKpOeTCs OKHO BKNOYeHUA WabnoHoB cepTMdUKATOB, B KOTOPOM HYXHO BblAeNnTb WabnoHbl 1 HaxaTb
OK.

(] BiatoueHwe wabnoHoB cepTU(HUKATOB -

BrifiepiTe oamMH WwalnoH cepTdaKaTa AnA MCNoNESOBaHWA B 3TaM LeHTpe ceptidikaism (LIC).

HDMMBHEHMB. Ecrm COZAaHHLIA wabnoH CEPTARMKETE HE DTDﬁpEJKEETCﬂ E CMWCKE, NOOCXOMTE HEKOTODOE
BPEMA, NOKE MHPOPMELUMA O walbnoHe He 5)'JJ,E!T PENMWUMPOEGHE Ha BCE KOHTRONNEPLI A0MEHT.

He BCce WafinoHe! CEPTMRMKATOE B OPraHu3aumMM MoryT BeiTe BocTynHEl AnA Bawero LIC.

,.':l,CI'IC."IHHTE"II:H:_."PC b1H¢Cpr-.Iﬂle1rC CM. B pﬂE,ﬂ,&"IEDEHCEHbIE CBEAEHWNA O LwabnoHax l:El:iTI-ﬂEtIMF_ETl:!E:E

Wras HazHaueHwe A
E |IPSec |KEocpearuk |P-GesonacHocTi
E |PSec (@sToHOMHEI Sanpoc) |KEocpearuk |PGesonacHocmi _
& RAS-u |AScepeepsl MpoBepKa NoAnMHHOCTW KneHTa, Mposepka no =
TF] AreHT BOCCTEHOBNEHNA Ktous AreHT BOCCTEHOENEHWA KMDYER
& Arent PEMMCTRELMK (KoMNEoTER) AreHT zanpoca cepTMDHKaTa
& frent permcTpaw Exchange (@8ToHOMHEI 2anpoc) AreHT sanpoca cepTMDMKETE
E MapwpymzaTtop (@ETOHOMHEIA Sanpoc) poEEpKa NOAMMHHOCTH KNWEHTA
E MNeperpecTHRIA UEHTD CERTMGMKALIMN <Boes
& Nogrvesisarve koga MoanvceIBaHWe Koaa
E MNognuceisaHue omcmaka DSPC Mogrmcanwe OCSF hd
< m ¥

| 0K | | Omena

PucyHok 135. BknroueHue wabaoHoB cepTudmnkaros

[Janee agMUHUCTpaTopy AoMeHa HeobxoauMo o6HOBUTH wWabnoHbl yepe3 MaHenb ynpasneHua CK3U
KpunTtolpo CSP. [1nsa 3toro Ha Bknaake Winlogon Hy>XHO HaxaTb KHOMNKY LLIa6/1OHbI.
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e Kpuntaollpo CSP -
Ofwme I CbopyaosaHue I Cepsuc I HdononHWTensHo
AnNropuTHB I BesonacHoCTh | Winlogon | HacTpolika TLS

KNOYBBOI CHATEIBATENE MO WMONHAHMID
BriGepuTe CSP ANA HACTPOIKA:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BrIiDEpUTE CUMTHIBATENS:

He ycTaHosneH

MapamMeTpbl

|:| OTimounTe Kpunrolpo Winlogon

HMnone30BaTE anropuTMel KpunTalpo C5P Ha KDC

MaeHTUOWKATOPEI KOHTRONNEPOE AOMEHA
KoHTponnep AoMeHa:

| DC1.test.loc w | | SKNOpTUPOBATE

MaEHTMPMKETOD KOHTPONNEPS AOMEHE:
|{f1fc|?m3{d5d4ac5-9262-?e6??dd2?116} | LUiaBnaHE

Mocne BbIMNO/IHEHMA 3TOr0 [AEWACTBUSA MOABUTCA COOOLLEHME O TOM, YTO BCE LWABMOHbI YCMELWHO
0BHOBJIEHBI, MOXHO BYAET NPUCTYMNaTh K CO3AaHMI0 3a8BOK Ha cepTUdUKaTHI.

Ecnu pepakTupyoTca wnm pobaBnatoTcs HoBble WAbMOHbI Ans KOHTpONepa AOMEHa W areHTa
pernctpauunn, naHHoOE nencrene HY>XHO Npon3BoaAnTb B obs3aTtenbLHOM nopsagke.

6.2.1. Hactpoiika wabnoHoB cepTudmnKkaTon

Ona Toro, utobbl cepTuduKaTbl MOXHO 6bl10 ucnonb3oBaTb B Winlogon, HyXxHO, 4TO6bI OHM
yAoBneTBopsann onpeaenéHHbiM TpeboBaHusaM K cepTudwmkatam KoHTponnepa gomeHa, AreHTa perucrpaTopa,
Bxopa no cmapT-kapTe. [logpobHee paHHble TpeboBaHMA OMMCaHbl B AOKyMeHTauuu  Microsoft
http://support.microsoft.com/kb/281245/en-us

Ecnu cywecTtBytowmii wabnoH He yAoBIETBOPSiET TpeboBaHMIO, K COCTaBy cepTudmkaTa, He06XoANMO ero
M3MEHUTb. [N5 3TOr0 HYXHO CO34aTb KOMWIO LWabfioHa, OTpeAakTMpoBaTb €€ U BKIUNTb B CMUCOK WabioHOB
LcC.

OTkporTte ocHacTky LleHTpa ceptudpukaumm (Myck - lNaHenb ynpasneHus — AAMWUHUCTPUPOBaHWE -
LleHTp cepTndunkaumnm).

B ocHacTke Bblbepute cBon LC, oTtkponTte LLUabnoHbl cepTudunkaToB.B KOHTEKCTHOM MEHI0 HaXxmuTte
YnpaBneHue.
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Mann  dedctene

Buwa Cnpaeka

o= 7 0 H

fﬂ Uentp ceptduraumm (NokaneHeii) Wran

4 g test-SERVDC-CA

[7] OrozeanHHbIE cepTudHKaTEI
| BelgaHHble CEPTHGMKATEI
7] 3anpockl B oXMABHAK

[7] Heyaauwele 3anpocel

I Bxog co cmapT-kapToi ¥3K
= BeG-cepeep TLS

5 Bxonco CMapT-KapTon

& Arent PErMCTRaLMK

B KoHTponnep gomeqa

||j LWabnoHs! cep‘mdmna‘mnl i I "

| ¥npasnenne

Cozgate
Bug
OBHoBUTE

FKCNOPTUPOBATE CNMCOK..,

Cnpaeka

T U OIOC CE T T TS T
H KonTponnep gomena

= BeG-cepeep

= KomnetoTep

H Nonszogartens

HazHnauenne

Bxog co cmapT-kapton, MNpoeepka nog...

Mpoeepka NoAIMHHOCTY CEPEEpPE

Bxog co cmapt-kapTow, MNpoeepka nog,.

AreHT 3anpoca cepTudgnkaTa

Mpoeepka nognuHHoCTY cepeepa, MNpo..
Mpoeepka nognuHHOCTI KNneHTa, Bxoa,..

AreHT 3anpoca cepTudrkaTa
AreHT 3anpoca cepTudrkaTa

33LMLLEHHEA NEKTPOHHEA NouTa, Mp..
MouToEan penankauma cy*Gel KaTano..,
Mpoeepka nognuHHOCTI KAMenTa, MNpo...
Mposepka nognnHHOCTY KAnenTa, MNpo...

Boccranoenenue dalince
Wwndpyrowan daincean cucTema (EFS)

Mpoeepka nognuHHocT KAnenTa, MNpo..,

Mposepka NoANMHHOCTY CEPBEPa

Mpoeepka nognuHHoCTK KAnenTa, MNpo..,

Uwdoviowan dannoeas cncrema (EFS)...

Janyck ocHacTkW WwabnoHoe cepTidukaToe

3anycTuTcs ocHacTka wWwabnoHoB cepTudukaTos. B
Ha)kaTb B KOHTEKCTHOM MeHI0 «CKOMMpOoBaTh Wab/ioH».

Qaiin  Jeidctene Bug

Cnpaeka

@

XE = BHE

] WaBnowe ceprudmkatos (s

< 1] >

OroBpaxaemoe nma wabnoHa

]| Wnpposanme CEP

Huc Exchange

& Toneke nognuce nonesosatens

& Toneko nognuce Exchange

I Mpoeepka NoARMHHOCTI paBodei cTa..
= MpoBepKa NOAAMHHOCTA KOHTROANED. .,
= npoeepka nognuHHocT Kerberos

= MpoBeperHBIi ceaHo

& Nourosan PENAWKALWA KaTanora

[ Nonesosatens co CMapT-KapTon

H Nonesosatens Exchange

H Nonesosatens

-E Moa4MHERHBIA LEHTP cEpTUdMKALMK
& Noanuceisarme cincka ADBEQUA CEPT..,
-E Mognuceisadne otnuia O5PC

F Nognuceisarue koga

= MepekpecTHBIA LEHTP cepTuduKalin

= MapwpyTusatop (asToHOMHBIA 3anpoc)

= KopHesoi uenTp ceptidgmiaumn

Bepcwa cxemel

—_ o Pl L e e e i i P = P P P e e PO

DeictEna

JdononHWTensHeIE 42f..,

JonoaHUTENEHEIE GEM...

4

4

Keoxtponnep gomena |

Ckonupoeate WabnoH

H KonTponnep gomera

]| Komnetotep

5 Bxog co cmapT-kapTa
5 Bxog co CMapT-KapTa Bee sagaun
5 Bxog co cmapT-kapTa

& Bef-cepeep
= Ceoiictea
< m

Yaanute

HFM WMCNoAB3CEaHHMK J3HHOTO wabnoHa B ka4ecTee Bazos

Cnpaeka

HMameHuTte umena

MoaaTe NOBTOPHY M 33ABKY ANA BCEX BNAAENBLEE CEPTMOUKATOR

Hel HYXHO BblbpaTb pepakTupyemblii WabnoH wu
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OTkpoeTca ¢dopMa, B KOTOPOW MOXHO W3MEHUTb CBOWCTBA LWAGMOHOB TakK, 4TO6bl OHM COOTBETCTBOBANU

TpeboBaHMAM, oOnNuMcaHHbIM B N.N. TpeboBaHus K cepTUdMKaTy KOHTposasepa [AOMEHa,

cepTuduKaTy ANna BXoaa Mo cMapT-KapTe.

CeOWCTBa HOBOTO WabnoHa

inepoEaHE I ATTecTaLmA Knoysi I Vimp cyBibexta I Cepeep
TpefoBaHWA BblOa4MA I YeTapeewWe WwalnoHesl | PacwmpeHua I bezonacHocTs
CoBMECTUMOCTE | Oiwme | OfpafioTka sanpoca

OroGpaxasmoe MA wabnoHa:

Korma "KoHTponnep gomena’|

WA wabnoHa:

|Kc-nu1n "KoHTponnep gomeHs”

MNepwoa oeficTEMA: MNepwon ofHoEnEHWA:

C e~

OnyGnvkosate cepmeuiat B Active Directory

|:| He wcnonesoeaTts aETOMATHHECKYIO NEPESARBKY, ECMKM TAKOoRA
cepTihuKaT yxe cywectsyeT B Active Directory

| CK || OmaeHa |

TpeboBaHusa «k

Mocne coxpaHeHWs HOBOro wabnoHa HY>XHO nobaBuTb ero yepes Cnncok wabnoHos CI'IOCO6OM, OonncaHHbIM B M.

6.2 [lo6aBneHune WwabnoHoB cepTUdPMKaATOB Ha cepBepe.

6.3. BbInyck cepTudmKaTa KOHTponnepa AoMeHa

Bbinyck cepTudmkata KOHTpon/nepa [AOMeHa AO/DKEH TMpOM3BOAWTBCS Ha CepBepe, Ha KOTOPOM
pa3BépHyTbl cnyx6bbl AD, nonb3oBaTenem C npaBamMm agMuHUCTpaTopa gomeHa. [Ons atoro yepes meHo Myck
MOXHO OTKpbITb OocHacTtky mmc Ceptudmkartbl, 3ateM B XxpaHunuuwe JinyHoe JIoKasibHOro KOMMbiloTepa

Bbl6bpaTh BCce 3agaum — 3anpocuTb HOBbIN cepTudumnkar.

90



XKTAN.00087-03 92 01. Kpuntollpo CSP. MHCTpyKUMSA NO MUCMONb30BaHUIO

EP aiin  Jeiicteme  Bug  Oknwo  Crpaska
s xnFE o=@

=] KopeHe konconu

-

Kony eeiaan
b [ CepTudmkarsl - TEKyLLMii NoNb30BaTE EDC‘] test.loc
4 [E)) Ceprudukarsl (MNOKNBHBIR KOMABIOT) Etest-DC‘l-CA
4 [ Munoe
a ] Peectp

[ Ceprud

Cpok geiictena  HasHaueHn
20.03.2015 Mpoeepkar
18.03.2019 <Bee>

B 1 dos PEHHBIE KOPHEE Bce zagaun
p [ JoBepuTensHeie oTH
b [] MpomexyToutbe ue
B JloBepentbie nsgaten Hoeoe okHo oTcroaa [JononHnTensHele onepaumn

3anpocnTe HOBLIA CEPTUQMNKAT...

Bug Wmnopr...

b B CepTudmkatel, kK KOTQ OBHOENTE
p [ CTopOHHUWE KOPHEBEI
b ] flosepenneie nnua

p [ MocTasmkm cepTud| Cnpaeka
B ] YaanenHsi patounii cTon

I [] 3anpocel 3aRBoK Ha cepTidmkaT
I [] [loBepeHHble KOPHEEBIE CEpTMdIK
b [] [oeepernbie yeTpoiicTea

3KCMNOPTMPOBATE CIIMCOK...

3anpocuTe HoBbIA cepTudmkat oT uenTpa ceptudukauun (LLC) 8 3Tom gomene

PucyHok 136. 3anpoc ceptudmkarta KOHTpoJisiepa AOMEHa

OTKpoeTcs MacTep perucrpauum ceptudukaToB. Haxmute danee.

MNepen Hauanom paboTol

Cregytolne Warn NoMoryT yCTaHOBWTE CEPTUGMKATE], ABNAMLLMECA UNGPOBLIMK YHETHBIMK AaHHEIMM,

MCNOABEIYEMBIMK ANA NOAKNHYEHNA K BECNPOEOAHBIM CETAM, 23LLMTEI KOHTEHTA, MAEHTUGHKALNN 1 MHEX
3anay BesonacHocTn.

Mpexae Yem 3anpawneate cepTguear, yBeauTecs, YT

3TOT KOMNOBHITED NOAKNHIYEH K CETH]

MMEHITCA YUETHEIE JEHHBIE, KOTOPBIE MOMYT BbITs MCNONE30BAHLI 4NA NOATBERXAEHWA NPAEE HA
NoAYYEHUE CEPTUgMKATA,

MoapobHee 0 UNbpPOBLE CEpTUhUKATAX

PucyHok 137. Macrtep perucrpauum ceptucdmkarTos
OTkpoeTcs ananor Bbibopa NONUTUKN perucTpaummn.
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BeIG0Op NOAWTWKKM PETMCTPaLLMK CEPTUOMKATOB

MeawTrka perncTpaunn cepTMGUKATOE NO3E0AAET PETMCTPMPOBATE CEPTMGMKATE! H3 DCHOBAHWM 334aHHBIX
3apaHee WabnoHoe cepTudukaTos. MNonuTuka perucTpaunn CepTdMKaTos y3Ke Morna BeiTs HACTpOoEHa,

Hacrpaneaembie aAMUHUCTPATOROM

MonuTtka perncTpauun Active Directory ~

Hactpaneaembie Nnonb30BaTENSM JoBaenTe

HOAPO&HEE O NONWTHEE PECUCTRIUNK CEETHQHKETOE

PucyHok 138. Bbi6op nonnMTUKKN peructpaumm ceptudpukartos

B AaHHOM OKHe HYXHO OCTaBWTb MapaMeTpbl MO YMOJIYAHUIO U MEPENTU K CNeaylLleMy Lary, Haxas
Aanee.

N3 cnucka TMnos CepTMCbMKaTOB Bbl6epMTe KOHTpOl’lﬂep AOMEHa.

3anpoc cepTMPKHKATOB

Bbl MomKETE 33NPOCHTE CAELYHILIWE TUNEI CEpTHdUKaToE, BriGepuTe cepTdmKkaTel, KOTOPBIE XOTUTE
3aAMpoCUTE, U HEXKMWTE KHOMKY "3aneka’.

[v] Kowtponnep aomena kp Cocroanme: JoctynHo MNogpoBHocT ~
ChegytoLme napameTpel CnpeaenatoT XapakTep MCNOAL3CEIHUA 1 CROK AEACTEMA 43HHOMT THNA
cepTudmkara:

WMcnonesoeanne knova: Ludposan nognuce
Wndpoeanue kKnroyei

MeanTikn npumeredna: MNMposepka NOAMMHHOCTI KAWEHTA
MNpoBepka NOAAMHHOCTI CEpBEERA

Cpok gefictenn (grei): 363

[[JMouroean pennukauma katanora kp Cocroanme: [octynHo MogpoBHoctk v

[ Nekazate ece wabnoHe

MogpotHee o cepTudukaTax

PucyHok 139. 3anpoc ceptudmkata KOHTposIsiepa AOMeHa

MpoBepbTe MNpPaBUIbLHOCTL M MpU HEOBXOAMMOCTM Bbi6epuUTe MOCTaBWMKa CAYX6bl WWUGHpoBaHMSA B
CBoMcCTBaX Ha Bk/1aAKe 3aKpbITbIA KJIIOY.
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Ona Toro, 4tobbl BbINYCTUTL CEPTUGMUKAT Ha KOHTPOJIEpP AOMEHA, HaXMuTe KHOMKY 3asBka. [pu
BbiMycke cepTuduKaTa npeasiaraeTcs YCTAHOBWTb HOBLIM Maposib Ha KOHTelHep. B npouecce co3aaHus
3aKpbITOro Kf4Ya Ans KOHTposiepa AOMEeHa BbIBOAWUTCS OKHO Buonormyeckoro ACH u kpuntonpoaiiaep
3anpallnBaeT NapoJsib Ha Co3AaBaeMblit KOHTeMHep (Maposib B AaHHOM C/lyyae yKasblBaTb HE HYXHO).

Mocne 3aBeplieHns paboTbl Buonornueckoro ACH oTKpoeTcs OKHO, UHdopMupylolee 06 ycrnelwHown
yCTaHoOBKe cepTudukaTa.

PesyneTaTol YCTAHOBKW CEPTHRMKATOR

CAsayLLIME CEpTHdHIcaTE! Bbink NOAYUEHEI I YETAHOBNEHDI HE ARHHOM KOMNBHITEDE,

NonauTkka perucrpaumi Active Directory

| KoHTponnep goMens J Cocroanme: Yenewno

PucyHok 140. Pe3synbTaTt ycTaHOBKM cepTuduKaTa KOHTpoJIJiepa AOMeHa

Pa3sepHyB MogpO6GHOCTN MOXHO NPOCMOTPETL CBEAEHUS O cepTuduUKaTe.
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—sl Perucipauma cepTuduiaTos

PesynbTaThl YCTAHOBKKM CEPTUMKATOR
CHE“D‘}'PULLI,H! {!Pm¢|“KHTN Ebl.l'lld MOTyHEHE W YCTAHDENEHE M3 JAMHOK KOMNsFOTEDE.

| Moawruxa perncrpaumi Active Directory

KonTpoanep gosmena o Cocrommme: Yenewno Nogpobroctn ~

Chnegyrouwme NapaMeTpsl cNpejenaoT XAPAKTEp HENOABICEAHWA W CPOK AEACTEMA A3HHOTO THNA
CEPTHgHKATE

" Ceprudmrar -

Obuwe | Cocras |ﬂ:nw:q:-m¢lmu _

MpocmoTpers ceprivdiKkat

B CerenesHsn o cepTidmrare

IToT cepTuduKaT NpeaHASHAYAETCA ONAC |
# DfecnewinaseTt NONPEHE Hﬂmnmmii OT YEanNSHHOMD _

KOHME:OTEpa
*MoaTBEMKAIET YOANEHHOMY KOMMGITEDY MASHTHEN S BMIS0

B3WEND KOMNEEOTEPa
lotoso

KoMy Buipan: DE 1. test.loc

Hew awoan: test-DC1-CA

Nedwcrestenes ¢ 20.03. 2014 no 20.03.2015

| EtTb poiTosh KoY ARA 3TOR0 cepTideeaTa,

Moapobres o cepTrdumaTax

[ xS |

PucyHok 141. NMpocMoTp cBeaeHuit o ceptudukare

CepTtudumkat KOHTponaepa AOMEHA B pe3ynbTaTe A0/KEH O6biTb YCTAHOBMEH B XpaHUAuLLe cepTudunKkaTos
nokanbHOro KkomnbetoTepa. Mocne Bbinycka ceptudurkaTa KOHTpOAep AOMeHa HeobxoaMMO nepesarpysmuThb.

MpuMeyaHue: Onsa ceptudukatos ¢ FOCT-knovamMm GyHKUMM aBTOMATUYECKOrO BbiMycKa CepTUdUKaTOB
KOHTpo/flepa [AOMEHa HeAOCTYMHbl, MO3TOMYy Heo6X0AMMO CNeAWTb 3a BalMAHOCTblO cepTudukata DC u
06HOBNSATL €ro A0 UCTEYEHMS CPOKa AEWNCTBMS.

6.3.1. TpeboBaHusa K cepTUdUKaTy KOHTpoOJISIepa AOMeEHA

CeptndukaT AOKEH UMETb paclmMpeHne TO4YKM pacnpocTtpaHeHms CRL, KOTOpbIi yKasblBaeT Ha
AeNncTBUTENbHbIN cepTudukaTt cnucok ot3biea (CRL), Hanpumep:

[1] Touka pacnpenenenus cnmcka ot3biBa (CRL)

NMa Toukn pacnpocTpaHeHus:

MonHoe nmsa:

URL=http://serverl.name.com/CertEnroll/caname.crl

Mpun HeobxoammocTu paspen cybbekta cepTudukaTa [OMMKEH codepxaTb NyTb K KaTanory
cepBepHoro obbekrta (MMS), HanpuMep:

CN=Serverl.northwindtraders.com OU = Domain Controller, DC = northwwindtraders, DC = com
Pazpen Mcnonb3oBaHue AO/MKEH coaepXaTb:

Undposas noanuce, LLindposaHne knroyen
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e Pazpen OCHOBHble OrpaHUYeHNs AO/KEH CoAepXaTb:

[Tun TemMbl = KOHeYHbIN Cy6beKT, orpaHUYeHns Ha AMHY nyTu = OTCyTCTBYEeT]

e Paszpgen pacwMpeHHOro UCnofb3oBaHMA Kio4va cepTudmkaTa A0HKEH coaepXKaTb:
MpoBepka NoANMHHOCTM KnneHTa (1.3.6.1.5.5.7.3.2)

MpoBepka noannMHHoOCTK cepeepa (1.3.6.1.5.5.7.3.1)

e Pazpen dononHutenbHoe nMs cybbekTa aosmkeH coaepxatb DNS-umMs. MNpu ncnonbsoBaHum SMTP-
pennukaumMn pasgen [onosiHMTeNbHOoe uMA cybbekTa cepTuduKaTa AO/MKEH TakKXe coaepxaTb
rnobanbHbIn yYHUKanbHbIM mnaeHTudukatop (GUID) obbekTa KOHTpo/anepa AOMeHa B KaTasore.
Hanpumep:

Opyroe nmsa: 1.3.6.1.4.1.311.25.1 = ac 4b 29 06 aa d6 5d 4f a9 9c 4c bc b0 6a 65 d9
DNS Name=serverl.northwindtraders.com
e LWabnoH cepTndurkaTa AOMKEH UMETb pacllMpeHme co 3HavyeHneMm BMP «DomainController»

6.4. Bbinyck ceptudmkarta AreHta permcrpaumu.

Mo ymMonuaHuio paspelleHune Ha 3anpoc CepTVICbVIKaTOB OT Nuula nonb3oBaTensd NnpeaoctaBdA€TCA TOJIbKO
aAMUHUCTpaTopaM goMeHa. OAHaKO Mosb30BaTesNio, He ABASAKLWEMYCS afMUHUCTPATOPOM [AOMEHA, MOXET 6bITb
npeaocTtaBsieHO pa3peleHne CTaTb areHToM perncrpauuun.

[ns BbiNycka CMapT-KapT areHta peructpauuu u Monb3oBaTesiell AOMeHa JAOo/MKHa 6biTb  Takxe
yCTaHOB/MEeHa noaaepxka HeobXoANMbIX CUMTbIBaTesNeln (Ccblika Ha pasZien B OCHOBHOW UHCTPYKLUK).

MNpuMeyaHue: Hanuuume ceptudukaTa areHTa perncrpaumm nosBOMSET NoAaBaTb 3asiBKM Ha MoJlyyeHue
cepTnduUKaToB 1 Co3aaBaTb CMapT-KapTbl OT MMeHU 060ro nonb3oBaTesns B COCTaBe opraHusaunu. MonyveHHas
TakuMm 06pasoM cMapT-KapTa MOXET 3aTeM MUCMOJIb30BaTbCs ANt BXOAA B CETb MO UMEHEM Monb3oBaTtens 6e3 ero
Beaoma. lNockonbky cepTudmkaT «AreHT perncrpaummn» npefocTaBfsieT WMPOKME BO3MOXHOCTU, HACTOSTENbHO
PEKOMEHAYETCS MPUAEPXKMBATLCS B OpraHM3aumMm CTPOrMxX MNOMTUK 6€30MacHOCTM ANst 3TUX CepTUDUKATOB.

YTob6bl CTaTb areHTOM perncrtpauumn, Heob6xoAMMO MoAdaTb 3asABKY Ha cepTudMKaT AreHT perucrpauum
yepe3 ocHacTky CepTudmkatbl — Tekywmnii nonb3oBaTesNb.
- |:|-

) PermcTpauma cepTMOUKaTOR

3anpoc cepTUPHKaToB

Bbi MoxeTe 3anpocnTe cegyrolne TUNel cepTudkatoe. BeiGepute ceptudnkatel, KOTOpLIE XOTUTE
3ANPOCHTE, M HAXKMUWTE KHOMKY "3anreka’.

Monutuka permcrpaymn Active Directory A
[] ArenT Boccranoeneqns EFS Jrj Cocroanme: JoctynHo MogpoBHocTi v
AreHT pervcTpanmn ,!‘J Coctoanme: JoctynHo MogpoBHocT A -

CnegyrolWwne NapamMeTpel CNPELENARIT XapaKkTER MCNONBI0BAHMA M CPOK AEACTENA JAHHOTO TUNAE
cepTudnkara:

WMcnonesceanue kntowa: Lndposan nognuce

MonuTien NpumMeHerna: AreHT 3anpoca cepTidmKaTa

Cpok geifictenn (grei): 730

CeolicTea

[ JMNokazate ece wabnoHe

| 3aneka || COTtmena

PucyHok 142, Bbi6op 3aaBkM AreHta perucrpauyumm

Heob6xoanmMo oTpeaakTupoBaTh WabnoH cepTudurkaTa, HaxaB Ha KHonky CBolicTBa.
Ha Bknaake 3akpbITblit ko4 B nose MocTaBmK cyx6bl WMdpoBaHUSA HYXXHO yKasaTb NocTaBLiMKa.
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CeoWcTBEa cepTdMKaTa -

| Cbuwe | CyleexT | PacwmpeHa | 3EKPBITHIA KDY |LI,EHT|: CEPTHEMKALIN |

MocTasLme CyBbl LW poBaHMA ~

Mocraewme cny#éel wWindposanua (C5P) - 310 nporpamma, Co34a0Lan oTKRLITEIA 1
33KPLITLIA KAKMKW, KOTOPBIE MCNOABIYHOTCA BO MHOMMX NPOLECCaY, CBA3AHHLIN
cepTMdUKaTanm,

BriGepuTe nocTaewmea cnyxGel Wngposanna:

[] Microsoft Strong Cryptographic Provider (Mognnes) ~
[ Crypto-Pro GOST R 34.10-2001 Cryptegraphic Service Provider (Moanuce)
[ Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Moanuce)

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(Mognuce)

[]Microsoft Base Cryptographic Provider v1.0 (Moanuce)

[ Lp—— £ Do m PCC e P~ Lllnam b e bie Pemesidiee (Tl m e 1

[ Mokazatk ecex nocTasymkos cnykd wndposaHma

MapameTpbl Knioqa v
Twn knroua v
| 0K | | OTmeHa | | MpurMeHUTE

PucyHok 143. Bbi60op nocraBLmMKa c/y»6bl wunpposBaHun
Ha Bknagke LleHTp cepTudmkaummn obs3atenbHO AOMKEH BbiTh yKasaH cooTseTcTBytowmin LIC.
Ceoictea cepTudmkara -

| Obuye | CybeerT I Pacwmperna I 3EKPEITEIA KoY | LieHTp cepTuduKaLim

Cepeep pervcTpaunn HeoBxo UM ANA BIA3YN U NPoANEHNA cepTndmkaTos. CucTema
NOAKNHYEETCA K CEPBERAM PETMCTRALIMM W3 CAEAYHOLLErD CNcka AnA oGpatoTiu
33NPOCoB HA CEPTMdMKATEI

Ha kaxaom cepeepe pErMCTPALMK AOCTYNHEN HE BCE LIABNoHe! cepTudnkaToe. B uenmx
AWNErHOCTUEN NOMESHD ONPELENUTE BCE JOCTYNHbIE CEPBEPDI PETMCTRALMMN.

LlenTp cepridmrann Tum:
[ test-DC1-C& Kopreeoi LC npeanpuatia

[] Mokasate Bce cepeeprl perncTpauym

MoapobHee o CepBEpax pErMCTRALMKN

=]

| QK || OTmena | MpumMeHrTE

PucyHok 144. Bbi6op ueHTpa ceptudmukaumm
Mocne coxpaHeHWss U3MEHEHUWN HYXHO HaXaTb KHOMKYy 3asBka Ans Toro, 4Ytobbl HayaTb (opMMpoBaHue
KOHTelHepa ¢ cepTMdMKATOM K 3aKpbITOro Krtouya.

Ecnu poctynHo 6onee ogHOro cumtbiBaTens, otobpasutca gnanor Bbibopa CUMTbIBATENS, B KOTOPOM HYXHO
yKasaTb, Kyaa NOMeCTUTb CO3/1aBaeMblil KOHTelHep.

B npouecce co3gaHus 3aKpbiTOro KJk4a BbIBOAMTCA OKHO Buonormyeckoro ACH u kpunTonpoBanaep
3anpawmrBaeT Naposib Ha Co34aBaeMbli KOHTenHep. Nocne BBoda Napons v BbiBOAUTCA coobuieHne 06 ycnewHom
BbiNycke cepTudurkaTa
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) PermcTpauma cepTMOUKaTOR

PesynbTaThbl yCTaHOBKW CEPTUOMKATOBR

CJ'IE,.EI‘}‘FDLLI,HE CEFITI.‘1¢II.‘1KETI:|I Gelam noayHEHBl W Y CTaHOBNEHBI HE AaHHOM KOMNOBHITEDE,

AreHT peructpagimn

Monutuka perucrpawmu Active Directory

J Cocroamme: Yenewno

MogpotHooTi v

loToBo

PucyHok 145. Pe3ynbTaT BbINOJIHEHUSA YCTAaHOBKM cepTudukaTa AreHta permcrpartopa

6.5.

Bbinyck cepTudmkaToB Anis BXoAa No CMapT-KapTe.

Ha komnbloTepe B AOMEHe, Ha KOTOPOM npeaBapuTenbHO ycTtaHoBneH Kpuntollpo CSP, nonb3oBaTtesb,

ABNSIOWNNACA YSIEHOM rpynnol Monb3oBaTtenu u nMerLwmin CepTVI(bVIKaT AreHta perucrpartopa, MoXeT
BbINYyCKaTb CepTVId)VIKaTbI Ana opyrux nonb3oBaTtenen goMeHa.

Ona >3Toro B oOcCHacTke CepTMdJMKaTbI HYXHO pa3BepHyTb Yy3en JInyHblie U Bbl6paTb MYHKT
Ceptudmkarsl, B  KOTOpOM BbIMOJIHUTb Bce 3apaunm - [ononHuTenbHble onepauyum -
3aperMCTpMpOBaTbCﬂ OT MME€HM.

] CepTrdMKaTsl == -
EP Gdaiin  Jeiictene  Bug  Okwo  Cnpaexa
[ E
| Kopetb koHconn ~ ||| Komy Beigan Kem eeigan Cpok gefcTe
4 Y Ceprudmkatel - Tekywunii nonssoe iiajser\rdc.test.local test-SERVDC-CA 12.03.2015
4 [ Muurce Tilservdc.test local test-SERVDC-CA 14,03.2015
a3 p?ECTP ﬁﬁltest-SERVDC-CA test-SERVDC-CA 12.03.2019
| Ceptudmratel
p .ﬂ.OEl Bece 3aaaum » 3anpocUTh HOBLIA CEPTUGNKAT..,
v _ Aos Hoeoe okHo oTcroga Vimnopr...
b L Mp
p 7] OB CGHOBRTD | JononHuTensHEIE onepaLm 3 CozgaTe HacTpanBaemelii 3anpoc...
B _ Jutil- e ‘ 3aperncTpupoBaTLCA OT MMEHW..,
4 ~ Ce Y¥NpasneHne NoAMTMKAMN PETMCTPALAN. .
B[] CTOpOHHWE KopHEBBIE LEHTPEI
p ] Aosepeqnbie nua
p || Mocrawmkn cepTudukaTos ny
] JoeepeHHsle KOPHEBBIE CERTHE
4 [P CepTudmiatsl (nokansHbIi koMb
4 || Muuroe
4 || Peectp
| Ceptudmkatel
b [ JloBEpEHHbIE KOPHEBEIE LEHTPI
b ] [oBepuTensHele OTHOLWEHUA B/ .,
< . L] > < n ¥
38laperncTPUPOoBaTECA OT MMEHW..,

PucyHok 146. Bbinyck ceptucdmnkata nonb3oBaTtesiss CMapT-KapTbl

Mepenante K cepTuduKaTy AreHTa perucrtpaumm, KOTOpblii 6yAeT MCMosb30BaThbCA AN MOAMUCLIBAHUS

obpabaTbiBaemMoro 3anpoca ceptudukaTa.
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—:) Peructpauma cepTudrkaTos

BribepwTe cepTMdmMKaT areHTa permcTpaumnm

CepTidimikat areHTa perncTpaumn HeoBxoanum ANA NOANWMCK 3aNpoca Ha CEpTUGMKAT OT MMEHKW ADYTIX
nonezoeateneid. HaxmnTe kHonky "O63op”, yToBel HaliTh cepTudWKaT NoOANKCK, 3 3aTEM LLEAKHWTE
"danee",

CepTudukar nognucm:

OTtmena

PucyHok 147. Bbi6op ceptudmkarta AreHta permcrpaumm

Mocne Bblbopa cepTudMkaTa AreHTa perucTpauum M3 crmcka AOCTYMHbIX CepTUdUKaATOB 3arnpallinBaeTcs
napoJsib Ha AIOCTYN K 3TOMYy CepTUdUKaTy.

- (O x

=l PervcrtpauMa cepTUdUMKETOR

BeibepuTe cepTMdUKaT areHTa perncTpaumnm

CepTUdMKaT areHTa perncTpaumMm HeoBxoum ANA NOANMCK 3aNPoCa Ha cepTHGUKAT OT UMEHK ApYTIX
nons3ceatenei. Haxmute kHonky "063o0p”, uToBel HARTW cepTUUKAT NOANKUCK, 3 3aTEM LLIENKHWUTE

= Kpuntolpo CSP
0:09:45
(#l=p BeepuWTe Naponb ANA KOHTEfHEpa
2[E=4 "e-EnrollmentAgent-dab12db5-728d-4bas-3575-31bd62531
Ceptudukar nognucn] ===
ArEHT pETMCTPALMK AU O6zop...
Napons: ||

[ 3anoMuTs napons

HDAFIDEHEE 0 NoJ34Ee 33AB0K Ha CEETHdJHF.ﬂTbI OT WRMEHK JPY X NoJbL30BATENER

Janee Otmena

PucyHok 148. Beoa naponsa ana ceptudumkarta AreHta perncrpaumm

B MacTepe peructpaumm cepTMdMKaToOB YyKasblBaeTcs TWUM cepTudukata Bxopa €O CMapT-KapToOM.
Heob6xoanMo oTpeaakTMpoBaTb NapaMeTpbl Bbinycka cepTudurkaTta, Ans 3Toro HaxMmute KHonky CBOMCTBa.
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) PermcTpauma cepTMOUKaTOR

3anpoc cepTUPMKaTOB

Bel mozkeTe 2anpocnTe CnegyroLmMe TUnel cepTndmkatoe. BuiGepuTe cepTudMkaTel, KOTOpPEIE XOTUTE
3ANPOCHTE, W HEKMUTE KHonky "Janee”,

=
~
(®) Bxog co cmapT-kapToii 1) Cocrosnme: JoctynHo MogpoBHocT ~
Chegyrolne NapaMeTpel CNPELENAHT XapakTep MCNONB30BaHUA M CPOK AeACTENA JaHHOTO THMNa
cepTudimkarTa:
WMecnonezceanue kntoua: Lndpoean nognuce
Wndposanne knroqed
Monutnen npumenedna: MNposepka NOAAMHHOCTY KAWEHTE =
Bxoa co cmapT-kapToi
Cpok geAcTenAa (gHed): 365
~
[JNokazate Bce WabnoHk
MoapobHee o ceprudmrarax
| Nanee | | Otmena

PucyHok 149. Bbi6bop TMna ceptudmkara

Hy>XHO yKasaTb MocCTaBWMKa CNyX6bl WKUGHPOBAHUA U UEHTp cepTudMKauMM Ha COOTBETCTBYHOLUMX
BKM1aAKax:

Ceonctea ceptudmkaTa III[
3aKPLITHIA KHEY | | |eHTp cepTudmKaLim
MocTaswme cnyxbel LLMGpoBaHKA i

Mocraewmk cnyxBel Wngpoeanua (C5P) - 3To nporpamma, co3gamiwan oTKpeITeld 1
IAKPLITEIA KKK, KOTOpPEIE UCNOMBIYHOTCA BO MHOTHX NPOLECCaX, CBAZEHHBIX
cepTUdUKaTamm,

BriBepuTe nocTaBwwka cnyBol LLMGpoEaHNA:

[] Microsoft Strong Cryptegraphic Provider (WndpoeaHue) ~
[] Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (lUndposanne)

[C] Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Wndposanne)
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider

(Wndpoeanwne)
[] Microsoft Base Cryptographic Provider v1.0 ((Undposarue)
[ LY P, A Darm MCC qmd M~ Heallimn am T mand s hir Nemandear Al hadnanaine 4 hd
[ ] Mokazate scex nocTaewmkos cyx6 W posaHuA
MoapobHes 0 3aKPLITLE KAHIYAX
| QK | | OTMeHa | | MpUMEHUTE

PucyHok 150. Bbi6op nocraswmka cny»x6bi wincdposaHns

Onsa coxpaHeHus BbIGpaHHbIX MapaMeTpoOB HYXHO HaxaTb KHOMKy FMpuUMeHUTb U 3akpbiTb ¢dopMmy. B
MacTtepe co3gaHusa ceptudukata HaxmuTe [anee, 4T0bbl NepenTn K cnegytwowemy wary u BblbpaTtb
nosb3oBaTesns AOMeHa.
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BhlﬁE‘pHTE‘ NoONbB30BaTENA

UroBel 3anpocuTe CEpTUgNKAT 0T MMEHM APYroro NoAs30B3TENA, BEEANTE erc GopMansHoe MMA UAK
AomeHHoe unMA. Hanpumep, ncnonesyiite dopmar "uma damuana”, "uma_nonesoeatenn” uau
"AomMeEH\MMA_NOnE30BaTENA",

Mpexae Y4em 3aNpaLLMEATE CEPTHGWKAT NONLI0BATENA, YOEANTECE, YTO YCTPOMCTED, HA KOTOPOM OH
Acxer BbITe YCTAHOBNEH, NOAKMHYEHD,

ViMa nonb3oBaTens MAM NCEBACHHM:
TESTONtestuser | | O6zop...

HOAFIO&HEE 0 NoA34E 23AB0K H3 CEDTMd)HKETbI OT WMEHW APV X NoAb30B3TENER

| 3aneka || {hmerla|

PucyHok 151. Bbi6op nosb3oBaTens, AN KOTOPOro BbiNyCKaeTcsa cMapT-KapTta

HaxmuTte Ha KHOMKY 3asaBKa, yTO0bbl Ha4YaTb (bOpMVIpOBaHVIe KOHTEI‘;IHepa M KJo4ya.

[anee Bbl6MpaeTcs YCTPOWCTBO AA 3anucu Ha HocuTeNb. CumTbiBaTeNb O0J/HKEH 6biTb MOAK/IOUYEH K
KOMMblOTEPY, @ CMapT-KapTa onpefenstbcsa. B npouecce ¢OpMUPOBaHUS KOHTEMHepa BbIBOAUTCS OKHO
Buonornuyeckoro [CH v 3anpalunMBaeTcs naposb A/ HOBOro KOHTENHepa.

B auanore Bbibopa Maponsi HYXHO BBECTW MNapofib ANS CO34aBAaeMOro KOHTelHepa. [ns npaBuibHOM
paboTbl CO CMapT-KapToM Naposb AN5 CO34aBAaeMOro KOHTEMHeEpa U CMapT-KapTbl AOMKEH 6bITb OAHUM.

B pe3ynbTate BbiIBOAUTCA coobuieHne 06 YCI'IeLLIHOl‘;I 3anncum KOHTel‘;IHepa Ha CMapT-KapTy.

PesynbTaThl yCTAHOBKKM CEPTM(NKATOB

Cnegyroume cepTudkaTel Bbiin NoAyYEHBI W YCTAHOBAEHDBI HE J@HHOM KOMIBHOTEDE,

NMonuTuka perncrpaumm Active Directory

(%) Bxog co cMapT-KapToii W Cocrosmme: Yenewro MogpoBHocTi ~
Chegyrolne NapamMeTpel CNPeAenamT XapakTep MCNeNb30BaHUA M CPOK AEACTENA JaHHOTO TUNA
cepTudnkara:

WMcnonesceanue kntowa: Lndposan nognuce
Wndpoeanne Knrodei

Monutken npumenerna: MNposepka NeAAMHHOCTY KAWEHTE
Bxoa co cmapT-kapToi

Cpok geficTenn (gHei): 365

MNpocmoTpeTe cepTudimkat

| Cnegyrowwii none3oeaTens || 3akpbITe |

PucyHok 152. PesynbTaTt Bbinycka cepTtudukara
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Mocne ToOro, Kak KOHTEVIHep 3anuncbiBae€TCd Ha HoOCUTENb, BXOoA C AOMEHHOMN YHETHOVI 3anuncblo
nonb30BaTeN s MOXET OCYLUECTBAATLCA C aBTOpVI3aLLVIel7I Mo CMapT-KapTe.

testuser
TESTO\testuser

testuser

testuser@testloc

CmapT-KapTa

hHH-KO,iI,

Y

PucyHok 153. ABTOpM3auMa C NOMOLLbIO CMapT-KapTbl NOJib30BaTesis AOMEHa

Ona aBTOpU3aumu nNonb3oBaTeNs AOMEHa K KOMMbKTEPY, C KOTOPOro OCYLLECTBASETCS BXO4 B AOMEH,
HY>XHO MOAK/IOUYUTL CUNTbIBATENb M BCTaBUTb B HEr0 CMapT-KapTy, 3aTeM U3 NapaMeTpoB BXoAa BblbpaTb 3Ha4YOK
«CMapT-kapTa» u Bectn NMNH-koA.

6.5.1. TpeboBaHusa K cepTudunkaTty 4nsa Bxoga no cMapT-KapTe

e Touka pacnpocTtpaHeHus CRL (rae CRL - cnncok oT3biBa cepTudukarta) Ao/mkHa bbiTb 3aMnofiHeHa,
[JOCTYMHa U HaxoAUTLCA B OMEpPaTUBHOM pexunme. Hanpumep:

[1]Touka pacnpocTtpaHeHus CRL
NMa Toukn pacnpocTpaHeHus:
MonHoe nmsga:

URL=http://serverl.name.com/CertEnroll/caname.crl

e lcnonb3oBaHue knoya = Uudposas nognuce

e  OcHoBHble orpaHnyeHuns [Tun TeMmbl=KoHeuHbIn cybbekT, OrpaHnveHuns ASINHbI NYyTU=HEeT]
(Heobs13aTenbHO)

e lcnonb3oBaHMe yNy4dlleHHOro Kva =

MpoBepka nNoanMHHOCTM KnneHTa (1.3.6.1.5.5.7.3.2)
(NMposepka nognnHHocTU knmneHTa (OID) TpebyeTcsa ToNMbKO B Criydasx, Koraa ceptudukar
MCNOSb3yeTCs A1 NMPOBEPKN NOAJIMHHOCTM NO NpoTokony SSL.)

e Bxop B cuctemy c nomouwbto cMapT-kapTthl (1.3.6.1.4.1.311.20.2.2)

e [lononHutenbHoe nMmsa cybbekTta = gpyroe nmsa: OcHoBHoe nMs nonb3oBatens= (UPN). Hanpumep:
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OCHOBHOE MM$ Nosib30oBaTens = userl@name.com
UPN Apyroe umg OID: "1.3.6.1.4.1.311.20.2.3"
UPN [pyroe nms 3HauyeHue: ITo Ao/mkHa 6biTb ASN1-koanpoBaHHasa ctpoka UTF8

° Tema = Pasnuyaroweecs UMsa Nosib3oBaTesis. DTO nose aBnaseTcs obszartenbHbIM AOMNOSHEHWEM, HO
3anosiHATb ero Heobs3aTeNbHO.

6.6. Hactpowka Active Directory 1 KoHTposiepa AOMeHa A5l BXoAa No CMapT-KapTaM C
MOMOLLbIO FPYMMOBOW MOSIUTUKM NPU UCNOSIb30BaHUN CTOPOHHErO LeHTpa cepTudukaumm

[Ona npoBepku NOASMHHOCTM C MoMoLWbio cMapT-kapTbl B Active Directory Heobxoanmo, 4Ttobbl paboune
CTaHuum co cmapTt-kaptamu, Active Directory n koHTponnepbl aomeHoB Active Directory 6binv npaBuiibHO
HacTpoeHbl. YTo6bl BbINOMHUTL MPOBEPKY MOAJIMHHOCTWU MOJfib30BaTeNle Ha OCHOBe CepTUdMKATOB OT LEHTpa
cepTudukaumn, HyxHo, 4Tobbl npunoxeHwe Active Directory posepsano 3ToMy uUeHTpy cepTtudukaumn. U
paboune cTaHUMW CO CMapT-KapTamMW, W KOHTPOSEepbl AOMEHOB AO/MKHbl 6blTb HACTPOEHbl C MNpaBUIbHO
HaCTPOEHHbIMK cepTudUKaTamm.

Mpu nobon peannsaumm MHPPaACTPYKTYypbl OTKpbITOro kntoda (PKI) HeobxoauMMo, 4yTobbl BCE y4YaCTHUKMU
[OBEPSASIN KOPHEBOMY LEHTPY CepTUdMKaLMKN, K KOTOPOMY MPUBSA3bIBAETCS BbIMyCKatoWNA LeHTp cepTudmkaumu.
N KOHTpoOnnepbl AOMEHOB, U paboune CTaHUUM CO CMapT-KapTaMu AOBEPSIOT 3TOMY KOPHEBOMY LIEHTPY.

[na HacTpolikn Active Directory v KOHTpossiepa AOMeHa Heo6X0oANMbI CleayioLe YCoBnUs:

° YT106b!I BLINOJIHUTL NPOBEPKY MOAMHHOCTM nosib3oBaTenen B Active Directory, CTOpoHHMeE BbinycKatowme
LeHTpbl cepTuduKaumm AoNXHbI HaxoanTbeca B XpaHunuwe NTAuth.

° YT106bl BbIMOAHATL MPOBEPKY MOAJIMHHOCTU MOSb30BaTeNen C MOMOLbD CMapT-KapT, KOHTPO/epsbl
AOMEHOB A0/1XHbl 6bITb HACTPOEHbI C CEPTUMMUKATOM KOHTpOJIIepa AOMEHa.

° Takxxe MOXHO HacTpouTb Active Directory Tak, 4Tobbl HE3aBUCMMbIE KOPHEBbIE LIEHTPbl cepTUdUKaLNU
pacnpoCTpaHsANMCb B XpaHMIULLA AOBEPEHHbIX KOPHEBbIX LEHTPOB CEPTUdMKALMN BCEX YTIEHOB AOMEHa C
MOMOLLbIO FPYMMNOBONM NOMUTUKMN.

6.6.1. YKasaHug No HacTpounke

[Ons HacTponkn Heob6xoaMMO MMETb He3aBUCUMbIN KOpHEBOW cepTuduKaT B KogupoBke Base64 X.509, a
Takxe cepTudumkaTtbl Bbinyckatowmnx LIC.

6.6.1.1. Ao6aBneHne He3aBMCMMOIO0 KOPHEBOIO LleHTpa cepTudukaumm K
AOBEPEHHDbIM KOPHEBbLIM LIEHTPaM B 06bEeKT rpynnoBoi NONUTUKK cnyx6bl Active
Directory.

HacTpoiika rpynnoBoi noauMtukyu B AoMeHe Windows ANns pacnpocTpaHeHWs HEe3aBUCUMbIX KOPHEBbIX
LEHTPOB CepTUdMKALMM B XPaHUNMULIA [OBEPEHHbLIX KOPHEBbLIX LIEHTPOB BCEX KOMMbIOTEPOB [OMEHA
Npon3BOAMTCA C/eayoLMM 06pasoMm:

1. OTkpoliTe B KOHCOIM MMC OCHAcTKy YnpaB/ieHUe rpynnoBoi NOIMTUKOMN.

2. PasBepHWTe B OTKPbIBLUENCA OCHACTKE 3/1IEMEHTbI: YNpaBJ/ieHue rpynnoBoi NoaMTtukon - Jlec:
<umsi gomeHa> > [loMeHbl. Ha cOOTBETCTBYIOLEM AOMEHE BblbEpUTE B KOHTEKCTHOM MEHIO
N3MeHUTB.
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KoHconb1 - [KopeHb koHconu\YnpaBaeHWe rpynnoeoi noamtukod\Jlec: testlocal\lomeHbi\testlocal \Default ... \;‘i-

Yaanute
Mepenmenosate

O6HoBUTE

Cnpaeka

™

T3 I'D',"I'II'IDBDH NOANTAKK NPMMEHARCTCA
BETENEA 1 KOMMbHO TEROE:

Qaiin  [elictene  Bug  WzBpannoe  Owkno  Cnpaska !En
YRR I
~| Kopetb koncoaw Default Domain Policy Jleiictemna
4 |3 ¥npaenexue rpynnoscii noanTikoil OfnacTs | Ceegerma | T | e Default Domain Policy N
A _ﬁ e test.local
4 (5 Domensl Cesnsu JonoanuTeneHbie eficTBNA
4 5 testlocal MNokasaTs cEASK B PACNONOXEHUA. |test.|oca| v |
%] Default Domain Balin = ME CAITEI, AOMEHE M NOAPSSASNEHMA;
p (2] Domain Wzmennts. . ! =
= . MHY IATE Nk
I- & test MprHyarTENBHBIR HET ¥
b _.r Oé‘bEKTt CeAst BEAMOYEHE
b [ OuneTpe
: CoxpaHuTe OTHET.
[ LE] Hauanex
I @ Cairel Bug
jﬁ': Mogenuposan Hoeoe okHo oTcroga
4 Pesynetatel rp 5
Hoewlid Bng NnaHenn 3a4au...

PucyHok 154. OcHacTka YnpaBJ/ieH1e rpynnoBoi NoOJIMTUKON

OTKkpoeTcst OKHO PefiakTopa ynpaB/ieHUst rpynnoBbIMU NOUTUKAMU

3. B pepakTtope ynpasneHus rpynnoBbiMK NOnMTMKaMu passepHute KoHdurypauma komnbrotepa
- NMonutukm > KoHdpurypauma Windows -> MNapamerpbl 6esonacHoctu > NMonutukm
OTKPbITOro KJitoua > [loBepeHHble KOPHEBbIE LeHTPbl cepTudukaumm. B 310 xpaHunuiie
nMnopTupyrte kopHeson ceptudukaT LC, OTKpbIB Yepe3 KOHTEKCTHOE MEHI0 MacTep MMnopTa
cepTudnKaToB N Creays yKkasaHusaM mMactepa.
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B Pegaktop ynpasneHWA rpynnoebIMin MoJNTMKaMK == -
®aiin  [feiictene  Bug  Cnpaska
o= nE O c= B
_: Menwtuka Default Demain Policy [DC1.TEST.LOC] ||| Komy Bbigan - Kem BelgaH
4 (i KeHdurypauna KomMneTepa ltest-DC1-CA test-DC1-CA
4 | MNoantvkn

I [ | Kondurypauua nporpamm
| Kendmrypauywa Windows

1%

[ MonuTuka paspeLueHua nMeH

CueHapun (3anyck/3aeepLueHne)

MapameTpel BesonacHocTk
A MoauTuky yueTHe sanuceii
& Nlokanenbie noauTkn
S KypHan cobeimaii
4 Tpynnel ¢ orpaHnyerHsIM gocTynom

4 Cuctemuele cnyxBel
5 Peectp
’_3| Dainoean cCTEMA
i; Moawtnin npoeogHon cetu (IEEE 802.3)

Vvvvvvvvv[,_dl'[

~| Bpanamaysp Windows B pexume noesiluenHoi BesonacHo
~| MNMonwTukw gucneTyepa cnucka ceTei
;;'Ig Moawtniwn Becnposogroin cetw (IEEE 802.11)

-

4[] MoauTukW OTKPBITOro KNO4a
| WndposarHan daiinoean cuctema (EFS)
| 3awwTa gaHHbX
Wndposanue gucka BitLocker
_| Ceptudmkar ceTesoi pasbnokmpoekn 4na indposaHms
_| TapameTpel aBTOMATUHECKOrD 3aNpoca cepTHMKATEE
_| [loBEpEHHEIE KOPHEBEIE LEEHTPEI cepTrdHKaLm
| [loBEpUTENEHBIE OTHOLLEHWA E NPEAMNPHATIN

| MpoMexyToUHEIE LEHTPEI CEPTUgUKILMKI
1 Non oo wo e noro o
< m > < m >

Kpannnue JoBepeHHbIE KOPHEBBIE LEHTRLI CEPTMGUKALIMN cogepnT 1 cepTidunkat.

PucyHok 155. flo6aBneHne ceptucdmnkarta gosepeHHOro YL B rpynnoBbie NOJIMTUKUN

6.6.1.2. [fo6aBneHue CTOPOHHUX BbiIMNYCKAWLWMX LEHTPOB cepTudmnkaumum B
xpanunuue NTAuth cny»x6b1 Active Directory.
CepTudukaT BXoAa no cMapT-KapTe AosKeH 6biTb BbiNyLEH LEHTPOM cepTuduMKaumm, HaxoasawmMmcs B
xpaHunuue NTAuth. KopHeBble cepTudukaTbl LeHTpoB cepTudmkaumm Microsoft Enterprise CA aBTOMaTUUYECKMU
pobasnsoTca B xpaHunuwe NTAuth, a cepTudukaTbl CTOPOHHMX LEHTPOB cepTudukaumm Heobxoammo

MOMECTUTb B XPaHW/MLLE BPYYHYH WM C MOMOLLbK YyTuUauUTbl certutil, kKoTopas npucyTCTBYeT B MnocTaBke
Microsoft Windows.

Xpannnuwe NTAuth pans Bcero sieca HaxoguTCs B KOHTeWMHepe KoHdurypauun. [pumMmepHoe
pacrnonoxeHue:

LDAP://serverl.name.com/CN=NTAuthCertificates,CN=Public Key Services,CN=Services,
CN=Configuration,DC=name,DC=com
Mo ymMonyaHuio 3TO XpaHuUaULWe Co34aeTCs Npu yCTaHOBKE LeHTpa ceptudukaummn Microsoft Enterprise.

Ons Toro, ytobbl NoMecTuUTb ceptTudukaTt B xpaHunuwe NTAuth ¢ nomowbio certutil coxpaHuTe ero B
darin 1 BbINOSHUTE CeayoWyo KOMaHay:

> certutil ~dspublish -f <filename> NTAuthCA
3pecb <filename> - nmsa darina c ceptnduKkaTom.
Mocne nomelweHns cepTU@UKATOB HE3ABUCMMOIo UeHTpa cepTudukaumm B xpaHunuuie NTAuth

rpynnoBas nosmtuka Ha 6as3e poMeHa pa3Mmewaer pasgen peectpa (oTneyaTok cepTudwukaTta) Ha Bcex
KOMMblOTEpax AOMEHa B CneayloLlleM pasgene:

HKEY_LOCAL_MACHINE\Software\Microsoft\EnterpriseCertificates\NTAuth\Certificates

O6HoBNEHME Ha pabouymx CTaHUMSAX MPOUCXOAMT KaXkable BOCEMb YacoB (CTaHAAPTHbIA WHTepBan
rpynnoBon nonmtuku). Mpu HeobXoAMMOCTU MOXHO MPUHYAUTENbHO TMPUMEHUTb TPYMMNOBYH MOJUTUKY C
MOMOLLIbI0 KOMaHAabl Ha cepBepe gpupdate /force

6.6.1.3. 3anpoc M yCTaHOBKa cepTugumkKaTta KOHTPOJIJIEPOB AOMEHa Ha KOHTpoJsuiep(bl)
AOMeEHa.
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KaxAabli KOHTpoNep AOMeHa, BbIMOJHSAIOWMNIA NpoBepKY NOAIMHHOCTM NoNb30BaTeNe No cMapT-KapTaM,
[O/MKeH nMeTb cepTudunKaT KOHTponnepa AoMeHa. lNpu ycTaHOBKe UeHTpa cepTudukaumm Microsoft Enterprise B
nec cnyx6bl Active Directory Bce KOHTpoOSfiepbl AOMEHa OTMe4alTcs B cepTudukaTe KOHTPONIEPOB AOMEHa
aBTOMaTMyeckun. dopmaTt cepTudmkaTa A0/HKEH OTBeUaTb TpeboBaHMAM K cepTudmMKaTy KOHTpossiepa AOMeHa.

Moapo6HO 3ampoc M ycTaHoBKa cepTudMKaTa paccMaTpuBaeTcss B pasgene Bbinyck cepTudukarta

KOHTpoO1epa AOMEHa.

6.6.2.

Bxoa B agomMmeH no YaK

B KpunTtollpo Winlogon peannsoBaHa BO3MOXHOCTb MCMonb3oBaHus YOK ansg aBTopmu3aunm B foMeHe. Ans

TOro, 4tobbl HACTPOUTL 3TY DYHKLMIO, HYXKHO BbINOJHUTL Ha cepBepe AD cneaylowmne AencTBus:

1. BkWOYXTbL B HacCTpoiKax rpynnoBoi Monutuku AD napaMeTp, paspellarolimii npy BxoAe Bbl6op U3
CcepTMdMKaATOB, COAEPXKALLMUX SNTEKTPOHHYH NOAMUCH.

MapameTp Pa3zpewintb KJOUYU noanucen Ans BXoAa BK/OYaAETCA B penaKkTope rpynnoBbiX MOJINTUK

(gpedit.msc) Ha

KOHTposnepe

AOMEHa B

y3ne

KoHdurypaumsa

AAMMHUCTpaTUBHbIE WabnoHbl — KomnoHeHTbl Windows — CMapT-kaprTa.

KoMnblOTEpa —

.

®aiin  Jeiictene Bug  Cnpaska

e aE R HE=E T

PepakTop ynpaeaeHUA rpynnosbiMy NOAMTUKaMM

BE |

=[ Nonwmuka Default Demain Controllers Pc ~

< CmapT-KapTa
4 [ Kendurypauna komneoTepa
t Paspewmts Kntoum noanuced gas CocTosHne CoctoaHue Kommentapy
El OnTHEN
- BXOAa. i=| PaspewwmnTe ceptndmkatel Ges aTpubyTa cepTudUKaTa pacluMpento.., He sagana Her
I || Kondurypauma nporpasi -
K Wind MMoKasbIBaTe 3KpaH BCTPOEHHON PasbAoKMPOBKM NPK BXOAE He 3agana Her
b [ Kongurypauus Windows = ||| VizmenuTe napamerp noauTmim P =
= a3 ELLINTE KAFYM NOANMCEN 4NA BXOA3. BrntoueHa Her
4 || AgMuHucTpatweHble waBnott
4 [ Komnonentel Windows TpeBosarua: PaspelunTs cepTdimkarsl C MCTEKLLNM CPOKOM AEACTENS. He sagana Her
b Internet Explorer He niee Windows Vista BrAtounTe pacnpocTpaHerne cepTndMKaTos CO CMapT-KapTel He saaana Her
| MetMeeting HacTpowuTe o4MCTKY KOpHEBOTD CepTUdUKaTa He sagana Her
- Onucanne:
- i BKIHOUMTE PaCNPOCTPaHEHWE KOPHEEDOMD CEPTMRUKATE CO CMAPT-K... He 3agaHa Her
| Password Synchronizat 3IroT Napamerp nossonAer pacnpocTp P pTud P ut
| RSS-kaHank! paspeLLTE NP BX0AE NEpEdMCAEHIE 3anpetuts sosspawienne Tekcroesx PIN-kogos gucneryepom yuer.. He zagana Her
| Server for NIS CEPTUHMKATOE, DCHOBAHHBIX Ha PaspewmTe ncnonssosanne ceptudmkaros ECC ana exoga v npose.. He saaana Her
| rive ' ThHUNLTPOELIBATE AyBANKATE cepTUdNKATOE BXOAa £3343Ha er
| SkyD) KKo4ax nognncei 0 B! H H
| Windows Media Center MpPUHYANTENEHE CHUTBIEATE CO CMAPT-K3PThI BCE CEPTUMKATEI He zagaHa Her
y Ecnu 3T0T napameTp BkANEH, TO HA
| Windows Messenger 3KpaHe Bx04a ByayT NepedMceHb! MokaselEaTs CTPOKY NpW GACKMPOBKE CMBPT-KapThI He sagana Her
_| Windows PowerShell BCE AOCTYMHBIE ANA CMAPT-KapThl M3mennTs xpanaLLesca B cepTidukate uma cyboexTa He sagana Her
| Workplace Join CEPTUGUKETEI TONEKD C KHOHOM BrAroumTE caykGy CAMOHACTPANBAFOLLNKCA YETPORCTE 41A CMApPT-... He sagaHa Her
' NOANKMCH, , . .
| Ananus crabunsHocTi YeeqomnaTe o6 ycnelwHoi yeTaHoBKe Apaiisepa cmapT-kapT He 3agaHa Her
- Brometpua Ecnu 370T NapameTp oTKIKUEH WAN i=| PaspelunTs Nogckasky MMEHIN NOJBI0BTENS He zagana Her
| Bctpoekan cnpagka HE 33AaH, TO HUKKWE 40CTYMHEIE
| TapxeTsl pabouero cTc CEPTUGMKATEI ANA CMapPT-KapT,
b | [dncnetuep okow paGo: OCHOBAHHBIE H3 KNHYEX NOAMNCER,
| JoBaenenue komnoHer He BYAYT NEPEUNCNEHEI HA 3KpaHE
- EXO43.
| lomaiunaa rpynna
| 3awwa goctyna k cetk
b ] 3awmtiuk Windows
| 3eykozanuce
- < m kd
etnnus thainne h
< mn > \Pa(l_umpennnlﬁ ACTBH,qapTHblﬁ/

PucyHok 156. PaspewieHme BxoAaa B AOMEH MO KJIlOUaM noanucen

2. O6ecneunTb goBepue KO BCEN Lenoyvke cepTudmMKaToB Ha CepBepe M pacnpoCcTpaHUTb €ro C NOMOLLbIO
rpynnosov nonutukm (cMm. n.n. 6.6.1.1 n 6.6.1.2)

3. ObecneunTb AOCTYN K CNKUCKY OT3biBa cepTudmkaTos (CRL).

Ha LC, Bbinyckatouwem ceptudukaTt ansg YIK pgomkeH 6biTb ncnonb3oBaH wabnoH ¢ nmeHeMm «Bxoa co

Ha knneHTCKOM MalwmnHe HeobxoamMmo:

cMapT-kapToW». Beinyck ceptudmkata noapobHo onucaH B n.n. 6.2 n 6.5.

1. YcraHosutb CK3U KpunTtollpo Y3K CSP.

2. Obecneuntb B3anmogencrtene ¢ CV-cepsmcoM no 443 nopry.

Ona npoBepkn poctynHoctn CV-cepBuca OTKpouTe yTuauTy Hactpoinku YOK (Myck = MporpaMmbl =
KpunTtollpo = UEC tool), BBeguTe agpec cepeepa, Ha KOTOPOM PacrnofloXXeH CEPBUC, HAXMUTE KHOMKY «TecT».
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Hactpoiikn Y3K B

Cepeep
|wservice.uecard.ru | : |443 | | Tect |

[] MenonbzosaTs cMcTeMHBIR NpoKEU-cEpEEp

dain

Cozaate 3an|

Onepauma 3aeeplieHa -E

YCTaHoBHMTE HOBWTE
TECTMFIDEEHME YCMEWHD JaBEQLUEHD

KpEHKUNWLWLE 3YTEH

() CMapT«a

MNpoealinep

CUMTLIBATENL

PaboTa ¢ MH
MNpenbABMTL Koa pasbnokuposky MIAH (KPM)

PaboTa c kapTor

VAEMMTE Y TEHTUOMKALMOHHYKD MHBOPMELIID

| COpOmMTE HACTPOMKM | |Co:q:laHMTt- HECT PO | 3aKpLITE

PucyHok 157. NMpoBepka goctynHoctn CV-cepBuca

3. Yepes naHenb ynpasneHus CK3U Kpuntollpo YOK CSP Hy>XHO yKa3aTb B CBOMCTBAxX HOCUTENS, YTO OH

3apeructpupoBaH B Smartcard Winlogon.

Onsa storo otkpoinTe naHenb ynpasneHus (Myck = Mporpammbl = Kpuntollpo = Kpuntolpo Y3K
CSP), Ha Bknaake O6opyaoBaHue HaxMunTe «HacTpouTb TUNbl HOCUTENen...» Bbibepute 13 npeanoxeHHoro
CAnCKa TUM HOCWUTENs, COOTBETCTBYHOLWMI ucrnonblyemMon YOK m OTKponTe CBOMCTBA HocuTens. Ha Bknaake
CBoOMCTBa KapTbl A0/XeH 6bITb NpocTaBieH dnaxok «3aperucrtpmpoBaH B smartcard winlogon».
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e Kpuntolpo ¥3K CSP £
ANropUTHEl I BesonacHoCTE | Winlogon | HacTpokion TLS
Obwme | OfopyaoBaHre | Cepeuc | AononHUTEREHD
CHMTEIBATENM 3aKPEITHIX KNtoYe

Mg
% aa 2 ¥npasneHue KNHOUEBEIMM HOCUTENAMM £

KRiouesse HoCUTENK |

JaTunkK cny =
ooiin :lg
inooig Mg
paioon) k VCTEHOENEHLI CNE VHOWME KIKIYEBLIE HOCUTEMK
T ‘
TNkl KNKKYEE UEC2 -
o=
=P "9 - CBOlCTEa KapTel
ATR: | 3870130000306400000000730000003 100 |
Macka: | FFFOFFFFOOFFFFO0000000FFO00000FFO0 |

MprnoseHne: | 0BO1 |

( 3aperucTpuposaH B smartcard winlogon ]

| Hacrporka Y3K |

QK | | OTMeHa

PucyHok 158. HacTpoiika napaMeTpoOB KJ/IlOUEBOro HOCUTens

Ecnn dnaxok He npocTaBfeH, TO HYXHO yAanuTb KK4YEeBOW HocuTenb B ¢opme YnpaBieHue
KJIIOUEBbIMU HOCUTENAMMU, [06aBUTb €ro 3aHOBO W NPOCTaBWUTb 3TOT NapamMeTp nNpu gobasneHuu.
4. TlopgknunTb K  KOMMblOTEPY MNOMb30BaTesss  CUMTbIBATENb  CMapT-KapT, COOTBETCTBYHOLLMMN

cneundukaumm ans aoctyna kK cmapT-kaptam PC/SC (npu Heob6XxoAMMOCTM YCTaHOBUTb ApanBep
CUYNTbIBATENS BPYUHYIO).

Mocne BKAKOYEHUSA BCEX BblENEpeYNCNIEHHbIX HACTPOEK HYXHO Y6e/.1VITbCF|, 4YTO rpynnoBasa MNOJIMTUKA
MpUMeHeHa K KJIMEHTCKUM YYETHbIM 3anucsiM M KOMNbOTEPaM, 1 aBTOPU30BATLCS B AOMEHE C MoMoLwbio YIK.
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7. Wcnonb3oBaHue Kpuntollpo CSP npu paboTte ¢ noyToBbIM KneHToM The Bat!

Ons Toro, 4tobbl MCNOMBL30BaTb 3aLWMTY MEPENUCKMN Yepe3 3/IEKTPOHHY MOo4YTy Mo CTaH4apTy NpoTokona
S/MIME B nouyTtoBOM knmMeHTe The Bat! C wucnonb3oBaHmem [OCT-anropuTMOB nMpu  WKNEPOBAHUN U
NOAMNNCLIBAHNUM COOBLLEHUN HYXXHO BbIMOMHUTbL PS4 HacTpoek.

1. yka3satb napametpbl SIMIME B HacTpoiikax IOYTOBOrO KJIMEHTA,

2. HACTPOUTH NOYTOBBIM SJIIHK;

3. 0oOMeHAThCS cepTUdUKATAMH C JAPYTHMH YYACTHUKAMH TCPENHUCKH W TOMECTUTh WX B XpaHWJIHIIA

CepTH(HUKATOB.

[penBapuTeNbHO HA KOMIBIOTEPE TTOJIB30BaTEIs JOKHO ObITh yeTaHoBieHo CK3U Kpunrollpo CSP.

7.1. Hacrporka napametpoB S/MIME no4ytoBOro KiMeHTa
1. B rnasHom meHio The Bat! Bbi6epute Ceoiictea — S/IMIME u TLS...
2. B okHe Napametpbl SIMIME u TLS ykaxure clieyromne HaCTPORKH:

B 6n10Kke Peanuszaumnsa S/MIME u ceptudukatbl TLS Bbi6epuTe Microsoft CryptoAPI;

¢dnar Becerga wndpoBaTb OTNPABUTENIO CTAaBUTCA, eC/iM Heobxoaumo, YTobbl McxoaAwaa noyta
wrdpoBanack C NOMOLLbIO cepTUPUKaTa NosyyaTena B Cayyae, ecim Takon cepTUdMKaT ecTb;
KpunTtonposaiiaep — BbibepuTe 13 BbINaAAOLLErO CMMCKA NOCTaBLMKA CNYHKO WindpoBaHus;

¢dnar HuKorga He UCNONb30BaTb APYrMX KPUNTONPOBANAEPOB CTAaBUTCA, €C/IU AaHHbIA NOYTOBbLIN
KJAMEHT He NNaHMPYEeTCs UCNONb30BaATb C APYrMMU MOCTaBLLMKAMM CNyKO WwndpoBaHus;
Anroputm WMPpPOBaAHUA — YKA3bIBAETCA aNropuT™ WndpPoBaHUA, COOTBETCTBYOLWMI BbIGPaHHOMY
KpunTonpoBsaiaepy;

XaWw-anropuTm NOANUCKU — YKa3bIBAETCA X3LW-aATOPUTM NOLMUCH;

MomHuUTbL cBA3K e-mail appecos c cepTuduKaTamm ansA NOANUCKU CTABUTCA ANA aBTOMATUYECKOIO
BblbOpa cepTUPUMKATOB;

MNomHutb cBA3M e-mail agpecoB ¢ ceptupukatamm pna  WKNPpPoBaHUA CTaBUTCA ANA
aBTOMATMYECKOro Bbibopa cepTudUKaToB.

el Napametpel S/MIME u TLS

Peannzayma S/MIME W cepTHdHEaTH TLS
() BHyTpeHHAA

(®) Microsoft CryptoAP|

Brerga wudpoeaTe oTNPAENTEND
KpunTonposaigep
Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider b

Hukoraa He MCNoABEI0EaTE APYTUX KPMNTONPOEARAEPOE
ANropuUTM WKPPOEaHWA

GOST 28147-89 W

XEewWw-anropuTM NognucK
GOSTR 34,1154 W

MoMHWTE CBAZK e-mail agpecos ¢ cepTudrEaTamm 418 NognucK

MoMHWTE CBAZK e-mail agpecos ¢ cepTudrEaTamm gna WidposaHna

OTMeHa Cnpaeka

PucyHok 159. Hactpoiika napamerpoB S/MIME u TLS

3. CoxpaHuTe HacTpOMKMK, HaxKas KHonKy OK.
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7.2. HacTpoika no4yToBOro fiumka

1. [na nsmeHeHMA NapameTpoB NOYTOBOrO fALLMKA BblAENINTE NOYTOBbIM AWK U B rNaBHOM mMeHto The Bat!
BblbepuTe AWwMK — CBOMCTBA NOYTOBOroO ALLMKA...

2. B okHe CBoicTBA NOYTOBOrO AlWMKA Bbibepute pasaen MapameTtpbl. B 610Kke «PegakTop nnucem» A0NKHO
BbITb OTMeYeHO dnaxkkom nose ABTo-S/MIME. TakXe MOXHO BKAOUYUTL onumu MognucaTb nepep,
otnpasKoi 1 3awmndpoBaTb Nepen oTNPABKOM.

e CBOMCTBa NOUTOBOrO AlWMKa - TEST
@ OBWwWe ceedeHna
gl Tpancnopt MpoEepKa NOYTOEOND AWKMES
[pesi] -
v ' ¥npaenenie nauToi [ Nposepate npw sanycke The Bat!
: 0 - _
S [JNposepate ¢ uvTepsanom & v ¥ | MWHYT
J-{;j WadnoHs .
{5] Hosoe nucemo MoMEYETE NMMCEMO KAK NPOYKMT, NPK NOK33E B TeY, 2 ¥]| e
{5 Otger [[]Nomeuats nucemo kak NPOYKTAHHOE NPKU OTKPEITMK B OTAENEHOM OKHE
{3 Nepeceinka MoMe4aTk OTEEHEHHOE MMCEMO KaK NPOYMTAHHOE AETOMATHYE CKM
{3 NoaTeepxaeHue NpoL
{lE) Coxpanerme & paiin []Pacumpennoe xypranuposanme
1} BLICTRIA 0TEET MakcrmancHeIi pasmep daiina xoypHana paboter: | 20 ILCE
@ Jesnsnl
JameTEM [[JWrHopuposate komanay NpoBEpKN BCEX ALMKOE
[l PaspewnTts oTnpasky/nonyuerne nouTel Ge3 EE0Aa NapoAs
|:| JUMWATE KOP3MHY NPK BBOge W3 The Bat!
|:| ATk BCE Nanku NpW Beixode U3 The Bat!
PegakTop nucem
|:| MoATES P AaTE HEMEANEHHYD OTNPABKY DABTO - OpenPGP
MNoanucate Nepes oTNPaskoi [+] ABTO - S/MIME
it peg oTnp
3awndpoEaTe NEPe] OTNPAEKORA
[ noareepxaate HesammdposaHHyo oTNpasky
< >

PucyHok 160. PegakTupoBaHue CBOMACTB NOUYTOBOIrO AlWMKA

3. CoxpaHuTe HacTPOMKMK, HaxKaB KHonKy OK.

|. ] NMpumeuanue. B moutoBom kimente The Bat! Bo3MOXXHO HACTpOHUTH TONBKO OJMH TOYTOBBIN
——  SIIIHK, paOOTAIONIUH C 3JIEKTPOHHOM MOMUCHIO M MHU(PPOBAHUEM ITHCEM.

7.3. 0O6MeH cepTumkatamu

Ons Toro, 4tobbl NogNucbiBaTb NMCbMa M WKNGpPOBaTh UX B agpec nonydaTtens npu oTrnpaBke C MOMOLLbIO
NMOYTOBOIr0O KJIMEHTA, B XpaHunuwax ceptudurKaToB KOMMbOTEPA AOMKHbI HAXOAUTBLCA CcepTUdUKAT oTnpaBuTens
C KN4YOM K cepTudukaTtbl nosnydatenen. CepTuduKaT OTAPaBUTENS C KAKOYOM TakXe MOXEeT XpPaHWTbCA Ha
CbeMHOM HocuTene (cMapT-kapTte, USB-TokeHe U TA.), KOTOpbIN A0/KeH 6bITb MOAK/OUYEH K KOMMbIOTEPY NpuU
paboTe C No4YTON, OH COAEPXUT CBeAeHUst 06 3N1eKTPOHHOM agpece, Ana paboTbl C KOTOPbIM OH 6bi1 BbINYLLEH.

Mpu Hanuumm ceptudukaTa C KIKOYOM MOAb30BaTe/lb MOXET MNOAMUCHbIBAaTb MWCbMa 3/IEKTPOHHOM
noAnncblo, HO ANns Toro, 4tobbl 3awmndgpoBaTb coobuweHne, Heobxoanmmo, 4YTobbl B XpaHunuuwe cepTudunkaToB
Haxoamnca ceptudurkaT nosydvaTtens, CoAepXKallMin OTKPbITbIN KITHOY.

Cambiii mpocToin cnocob ycTaHOBUTb CcepTUdUKAT B HYXHOE XpaHuaule — MNoSy4YuTb MMCbMO, KOTOpoe
COAEPXUT 3/IEKTPOHHYIO NOAMNUCL M f06aBUTb OTNPaBUTENS B aAPECHY KHUTY.

1. Mpu NpocmoTpe NUCbMa HYXHO HaxaTb KHOMKY MPOCMOTpeTb AeiicTBUTENIbHYIO NOANUCH.

O71: TECT2 <testuser 1997 @mail.ru=
Komy: WMeaH Metpos <testuser 1996 @mail.ru= @

Tema: TecToBoe MMCEMD =
MpocmoTpers JEVMCTBUTENBHYHD nognuc |

SmpascTeyiTe, HEad.

PucyHok 161. ®yHkuus npocmoTpa noanucu B The Bat!
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2. B okHe npoBepku nognucu Haxkmute MpocmoTpeTb cBOUCTBa cepTUdMKaTa.
EBesonacHocTte Windows

JeRcTBMTENEHAA NOANWCE
¥ 3TOro NWCEMa AEMCTBMTENLHEA NOAMNWCE.

[Metp Meaxos
Wzgatens: Test Center CRYPTO-PRO

Jeiictentened ¢ 03.04.2014 no
04.10.2014

[NpoCMOTPETE CBOHCTES
CEpTUdHKATE

OTmenHa

PucyHok 162. ®opma npocMoTpa noanmucu

3. B OKHe NPOCMOTpa CBOMCTB CepTUdMKaTa HaXKmuUTe YCTaHOBUTb cepTUDUKAT.

R Certificate Details

Ofwme | Coctas | MyTs cepTHOUKELIM

E CBeqeHnA 0 cepTudmKaTe

IToT cepTudMKaT NPpeHaZHAYAETCA ONA:
* 3awmwaeT cooBlEeHUs INEKTPOHHOA NoYTEI

Komy Beipan: MeTp WeaHos

Kem Bigan: Test Center CRYPTO-PRO

OedicteuTened ¢ 03.04, 2014 no 04, 10, 2014

YCTaHOBUTE CEDTHHMKAT... 3aaBneHKE No

PucyHok 163. ®opma npocMmoTpa ceptucdpukara

4. B OTKpbIBLIEMCA MacTepe MMMOPTa CePTUPUKATOB BbibepuTe XpaHuauwe TeKyLero noab3oBaTens u

HaxkmuTte Nanee.
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= MacTtep MnopTa cepTUHUKaTOB

Macrep mnopTa cepTuduKaTos

ITOT MECTEP NOMOrAET KOMMPOBATE CEPTUMOMKATLI, CNIMCKM AOBEPWA W CNMCKM OT 3618
CepTHPHKETOE C NOKANEHOMD AWCKE B XPaHWIMLLE CEpTHRMKSTOE,

CepTHDMKET, BEILAHHLIA UEHTROM CEPTHgMKALMM, ABNASTCA NOATESPHAEHWEN Balel
AMHHOCTI W COAEPHMT MHDOPMALLIO, HEOBXDAMMYIO ANA 33WMTHI AGHHBIX KN
YCTEHOBNEHWA 3ELUMLLEHHBIX CETEBLIX NOAKMACHEHMA, XPEHMIMILE CEPTHPMKATOS —
370 0BNacTs CUCTEMEI, NPEAHASHAYEHHARA ANA XPaHEHWA CepTUDUKATOB.

Pacnonos#eHne XpaHuauiLE

TeryLumid Nonb30BaTEN:

(_} NokansHsii komnetoTep

[NA NPoAOTKEHMA HEKMUTE KHonKy "Hanee”,

lanee CTmena

PucyHok 164. Bbi6op pacnono)xxeHus XpaHunuiga npm mMnopre ceptudmkara

5. Ha cneaytowem Lware BpyyHyto BbibepuTe XpaHuauue Jpyrue nonb3oBaTtenm 1 Haxkmute Oanee.

—

(€) £ Mactep uMnopTa cepTidrKaToB

XpaHwawue cepTwhUKaToR

KPaHWIMWE CcepTUBMKATOE - 3T0 CHCTEMHEIE 0GNacTH, B KOTopEIX
HPEHATCA CEPTHDMKATEL.

Windows a5TOMATMYECKM BEIDEPET XPAHUIWLLE, MIK Bl MOXETE YKA3aTE
PACNONOKEHME CEPTUMKETE BPY|HYIO.

ABTOMETHUHECKHM BbIEDEITb XPAHWAWLLE Ha OCHOBE TWNa EEDTI-ﬂdJMI(EITEI

(@) MOMECTUTE BCE CEPTHMKATEI B CNEAYHIWES XPEAHHIMILE
KPaHUNMLLE CepTUMKETOR:

Obzop...

Bribop xpaHunuiLa cepTudmnkara

BribepuTE XpaHUNMWE CepTHMMKETOE, KOTOPOE Bkl
XOTWTE MCMOMb30BaTh.

4| CTOPOHHME KOPHEBLIE LEHTPE! CEPTHEM A
| NosepenHbie nuua

~| MocTaBIWHKK CEpTHMKETOE NPOBEPKH |

.

~| MSIEHistoryJournal

= L
NNARAERAHHRIE KAMHERRIS FANTIAIARATR

< >

Janee OTtmeHa
[InoxasaTs dusnuecie xparniwa

PucyHok 165. Bbi6op xpaHunuwa npu nmnoprte ceptucdunkara
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6. Mo 3aBepweHunn paboTbl macTepa Haxkmute [loToBo. [loABUTCA cooblieHWe 06 ycnewHom
BbIMOJHEHUWN MMMOPTA.

Mocne »3Toro B agpec Bragenbua cepTudukaTa MOXHO OTNPaBNsATb 3awundpoBaHHble MNUCbMa,
BOCMO/1b30BaBLUMCb KHOMKOV 3awundpoBaTbh nepen oTrNpaBKOM B OKHe pefakTUpOBaHMs NucbMa.

2R PepaktvpoeaHue nucema -=> MNeTp MeaHoB <testuser1997@mail.ru= - U

CeoicTea

Mucemo  lMpaeka [lMowck @opmat  WMHcrpymedtel  Opdorpadma  Kpuntorpadwa v GesonacHocte  Bua

0&S & LRl B

Komy: MeTp WeaHos <testuser1997@mail.ruz % 9 (ag

Korms:

Tema: Re: TecToBOE NMCbMO

SpopascreyiTe, IeTp.
PucyHok 166. ®yHkuus wncdposaHusa B (popMe peaaKTUpoBaHMUA NUCbMa

Mpwn 3TOM nNepen OTNpaBKOW npegnaraeTcs cHadana BbibpaTb cepTudukaT ana wudpoBaHUa nucbMa (ero
MO>XHO Bbl6paTb M3 CNUCKa AOCTYMHbIX UM OH BbIGMpaeTCH aBTOMaTU4yeCcKu, no e—MeVlny nonydartens I'II/ICbMa), a
NMOTOM BBECTW MapoJsib ANA KOHTENHEpa JIMYHOro ceptudukaTa, C NOMOLb0 KoToporo 6yaeT nognncaHo nMcbMo,
ecnun Bbl ykasanu MoanucaTtb nepen oTNnpaBKoOM.
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8. Wcnonb3osaHme Kpuntollpo CSP npu pabote ¢ noyTtoBbiM kKaneHToM Outlook 2013

Mcnonb3oBaHne cpeactB kKpuntorpaduyeckon 3awmTtbl B Outlook 2013 BO MHOrom coBnagaeTr cC
mncrnonb3oBaHmem B Outlook paHHMX Bepcuii.

8.1. KoHdwurypaumsa Outlook 2013

BbibepuTe nyHKT MapameTtpbl (Options) meHio ®ann (File).

©

CeegeHnn

OTrpbITh 1
3KCNOPTHPOBATh

CoxpaHinTe Kak

Mevats

YueTHan sannce
Office

MapameTpol

Beixog

CBeseHnd 06 yYeTHOW 3anmncu

c
U) Microsoft Exchange

& [oBasuts yuetHyto 3anucs

F MapameTpbl YYETHON 3aNMCch U COLIMANbHbIX
afr ceTel

WsmeHuTe napameTpel 4nA 3TOR yHETHOR
3aMMCK WK YCTAHOBUTE BONbLUE COSIMHEHNIA,

HacTpoiika yueTHbix
sanwceii ~

[Joctyn k 3T0i yYeTHOW 3anKuck Ha Beb-
caiite,

HD,\’J,KJ'IHJHEHME K COUManNbBHBIM CETAM.

ABTOOTBETHI (HET Ha paboTe)

e MCI'IDHbB}"ﬁTE ABTOOTBETEI ANA YEEAOMAEHWA APYTHX NoJE30BATENER O
TOM, 4TO Bbl OTCYTCTEYETE HA pESDHEM MECTE, HAXOAWTECE B OTNYCKE

ABTOOTBETHI "
WK HE MMEETE BOSMOMHOCTH OTBEYETE HA COOBLLIEHNS 3NEKTPOHHOA
nayThl,

= O4yncTKa NOYTOBOrO AWK

= ¥npaensiiTe pasmepom NOYTOBOTD ALLMKE, MCNOAB3YA OHUCTEY Nanku
Cpeactea "¥aanenHsie" 1 apXMBaLNID.
QUACTKN = i |

CeoBogro: 24,3 [Gaiir, keota: 24,4 [Baiit
a HpaBMﬂa W onoBeLleHKA
=1 Mcnonesyite Npasnna i ONOBELLIEHNA ANA OPraHW3aL MKl BXOAALLINK
¥npaenenne npasnnamm co0BLIEHNIT 3NEKTPOHHOM NOYTEL U NOAYHEHMA 0BHOBAEHWIA NpK
1 ONOBELLEHNAMN A0BaBAEHUM, USMEHEHWW WAN YAANEHUN 3NEMEHTOB,

PucyHok 167. MeHro ®aiin Outlook

B oTkpbiBlIeMCsi OkHe BbibepuTe B 3aknagke LleHTp ynpaBneHusa 6e3onacHoctbio (Trust Center)
nyHkT MapameTpbl LleHTpa ynpaBneHusa 6esonacHocTtbio (Trust Center Settings).
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O6me O6ecneyenue Ge3onacHoCTi AOKYMEHTOE, a TalkoKe 3aluTbl 1 pa60Tocnoc06Hocm

KOMMbHOTEPA
Mouta

Kanenaape ¢ T

Nropn Kopnopauusa MaiikpocodT 3a6oTutca o Batueii KoHduaeHumansHocTn, Hrobel noayunTe
ACNONHUTENbHBIE CBEAEHNA O TOM, kak Microsoft Outlook nomoraer coxpanuTe
3apaum KOH(WAEHUMANBHOCTD, CM. 33ABNIEHNE O KOHPUAEHLNANBHOCTH.

Mowexk 3anenenue o konduaerumansHoctn Microsoft Outlook
Asbik 3asenenune o koHduaeHumansroctu Office.com
nQOrQEMMa YAyYLEHNA K84ECTB3 NPOrpamMmMHOro O6ECHEHEHMﬂ

3asenenune 0 KoHbUAEHUNANbHOCTH Ans cpeacTea "OTnpaeuTs yabibky" ana otssieoe o Microsoft
Hactpoute nenty Office

JononHutensHo

fanens 5bICTpOI’O Aoctyna bezonachocte n Apyrue ceeaeHva

Haacrpoiiku 2
[JononHuTensHbIE CBEAEHNA O 33LUMTE KOHOUAEHUNANEHOCTI U BE3ONACHOCTY NPUBEAEHBI Ha CaiiTe
Office.com.

Co3aahue 3aLLMLLIEHHBIX MHDOPMBUMOHHBIX CUCTEM
LienTp ynpasnenmns 6esonachocreto Microsoft Outiook

LlenTp ynpaenerunsa 6esonacHocTero
COAEPKUT NapamMeTpbl BesonacHoCTh
KOHUAEHUMANBHOCTW, 3T NapameTpbl
nomoratoT obecneunts BesonacHocTb MapameTpei yeHTpa ynpasneHns 6esonacHoCTLIO. ..
KomMnbroTepa. MsmenaTs ux He

PEKOMEHAYETCA.

ok || Ommena |

PucyHok 168. LleHTp ynpaBneHus 6esonacHocTtbio Outlook

BbibepuTe 3aknaaky 3awmra 351IeKTPOHHOM nouThkl (E-mail Security).

HagewHele nzgarenn
llndposarnan 3nekrporHan nouta

Mapamerpol koHdUASHUNANBHOCTH
LWndpoeaTe COLEPHNMOE N BNOHEHNA MCXOAALLMX COOBLLEHWIA
3aWMTa INEKTPOHHON NOYTEI
- P JloBasnate undposyo NoANMCE K MCXOAALLMM COOBLLEHNAM
O6paboTka ENckeHwi (OTnpaenaTe NoANUCAHHEIE COOBLLEHUA OTKPEITEIM TEKCTOM

ABTOMATUHECKAA 33rPY3Ka 3anpawwwuears yeeaomnenne 5/MIME ana ecex nognucanHex cooBuienmii 5/MIME

Mapametpel Makpocos Mo yMonyaHum: |YcraH05Kn 5/MIME ( - | EI I bl

Mporpammnbii goctyn Lnd
PP

yaocromepenun (ceprapuiare:)

E Lindpoesie yA0CTOBEPEHMA MW CEPTUGUKATEI ABNAKITCA A0KYMEHTAMM, KOTOpBIE 0BECNEYNEaDT BEIONACHOCTE
yl  BALLVX 3NEKTPOHHbIX TRAH3AKUMIA

| Ony6ankoeaTe B rNobBankHOM CNMCKE 3APECOB... | | Wnnopt/zkcnopt... | | DonyunTe yaocToBEpEHUE. .

Hurare Kak 0bbiuHbIA TEKCT

[[] Yurare ob nUcema kak ol i TekeT

Yutate NUceMa © UMb PoBoA NOANWCEID KaK 0BbIYHBIR TEKCT
[I.[EHBPMM B Nankax

[[] Paspewnte cuenapyn & oBLywx nankax

[] Paspewnte cueHapun & 0BLLEAOCTY MBI Nankax

PucyHok 169. NMNapameTpbl 3al4MTbl 3/1IEKTPOHHOM NOYUTHI

Haxmunte NMapameTtpbl (Settings).

BbibepuTe NnyHble cepTUdMKaTbl, COOTBETCTBYIOLLME K/IOYAM NOAMUCU U WKUDPOBAHUS, UCMOSb3YS KHOMKY
Bbi6paTtb (Choose). OTtobpaxaeMblil Ananor No3BOAsSieT MOJb30BaTeN0 yKa3aTb CBOM JINYHbIE CcepTUdUKATHI,
KoTopble ByayT MCNOMNb30BaTbLCA MPU BbIGOPE NIMYHLIX KOYel nosib3oBaTens Asas hopMUPOBaHUSA 3NEKTPOHHOM
undpoBon noannucn U pacwmdposkm Bxoaswmx coobuweHui. YctaHosute dnar NepepaBatb ceptugukarTbl €
coobueHmnem (Send these certificates with signed messages).
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M3meHeHWe HACTpOFKM BE3oNacHOCTH

Hacrpolka 6esonacHoCTH
Nma koHGurypaymmn:

YeraHoskw S/MIME | ] W
DOpMaT KpUNTOrpagum: S/MIME
|:| HacTpoiika Be30NacHOCT N0 YMOAYaHWED gnA 3Toro GopMmaTa
Hacrpoika no yMonYaHuo 4nA BCEX CO0BLWEHMA
MeTkn BezonacHoCTK.., Cozgate YganuTe

CepTUdMEATE W ANrOpHTMB

CepTHdMEaT NoANKCK: BubpaTe...
CepTrdMKaT WK poEaHWA: ErlGpate...

MepegagaTe CEPTHHKWEATH C CODBLWEHHEM

PucyHok 170. I3aMeHeHMue HacTpoilkn 6e3onacHoctu Outlook

OkHo BbIbopa cepTudumkara:

BezonacHocte Windows

BuiBop cepTudmkaTa

test

Wzgatens: test_rut

Aeictentened o 22.05.2013 no
01.05.2030

OTtrmeHa

PucyHok 171. Bbi6op cepTtucdpukara

MNocne Bbibopa cepTudunkata Heobxoanmo ykasate UMa koHdurypaumm (Security Settings Name). B
npoTuBHOM cny4dae Outlook BbigacT owmnbky.

B 3aknagke 3awmrta 3J51eKTPOHHOW noutbl (E-mail Security) MoxHo BkatouuTh pexumsl LWudpoBaTb
copep>xMMoe U BNoXKeHusi ucxoaswmx coobuwennin (Encrypt contents and attachments for outgoing
messages) n [lo6asnatb undpoByr0 noanmucb k ucxoaswmum coobuwennam (Add digital signature to
outgoing messages) ans Toro, u4Ttobbl wWudpoBaHME W INEKTPOHHAA uudbpoBas MOAMNUCL BbIMNOJHAINCH
dBTOMATUYECKN AONnda KaXaoro COOGLLLGHI/IFI. Ecnn atn peXwnMbl He BKJ/IKOYEHbI, OonNunun LIJI/Id)pOBaHVIFI n nognucu
HY>XXHO 6yAeT BK/IOYaTb AN KaXAOro oTnpasnsemoro coobuieHus. B aToMm xe gvanore AOMOAHUTENBHO MOXHO
yCTaHOBUTb onuuio OTNpaBAATb NOANUCAHHbIEe coobWeHnsa OTKPbITbIM TeKCTOM (Send clear text signed
message when sending signed messages). lNpn BK/AKOYEHHOM pexuMme noanucb GopMupyeTcs B Buae
OAHOM0 OTAENbLHOr0 BAOXEeHUs Ans coobuweHus. Ecnn pexuM BbIKAYEH - TEKCT COObLeHUs U BCe BIIOXEHUS
06beanHAITCS B eAnHOE Lenoe U KOAMPYHTCSA B COOTBETCTBMM C Npasunamu koguposaHus BASE64, nocne yero
pe3ynbTaT KOAMPOBaHUS NOAMUCHIBAETCS.

8.2. Otnpaska NnoAnucaHHbIX CO0bLLEeHNI
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Ona co3paHMa W OoTNpaBkWM  MNOAMUCAHHOMO COO6LEeHNsT HaxXMmuTe kKHonky Co3paaTb coobuieHmne
=1

Cosgatb

coctieve(New E-mail).
BbibepuTte nonydatens coobweHnsa (none To) u BBeaute Temy coobuwenuns (Subject). Ecnm nucemo 6yger

coepxaTb HeKoTopble dainbl, Ao6aBbTe UX B MUCbMO, UCMONb3ys KHOMKY Bnoxxutb ¢pann (Attach File).
BEH % = Tect - CooBuerne (HTML) 7T BH - 0O X

COOBLEHWE BCTABKA MAPAMETPHI OOPMAT TEKCTA PELLEH3WMPOBAHIE

L oo
i CK [[:] KHonkw ronocosaqma = ;" g‘-‘; 3afepKKa LOCTIBKMN
) Wndposats .
50T YBEL0MNTE O 40CTABKE . % Hanpaenats oteetoi 6
Temel Paspewwerna @ n CoxpaHuTs 0TNPaBneHHbIR
m Mognucats \
- - YBE4OMUTE O NPOUTEHMI S TERAEHT T
MokasaTe NoA PaspelweHmne OTcnexnBEaHne IF [oNoNHWTENBHEIE NAPAMETPbI IF] -~
Komy... testmail@mail.ru
Konua...
OTnpaeuTe
Tema Tect

Bnoxerue 02 Tekcrdo o dox (45 Kéaitr]

test

PucyHok 172. CospaHue noanucaHHoro coo6uieHmnsa s Outlook

Ons Toro, u4tobbl noanucaTb coobuweHne HaxmmTe Ha KHonky Mognucarb (Sign) B 3aknagke
MapameTtpbl (Options).

[Ons oTnpaBku COO6LWEHNS HAaXMMTe KHOMKY OTnpaBuTb (Send).

Ecnn ceptudukaT, C NOMOLLbID KOTOPOro noAgnucaHo coobuieHne, 6bl1 0TO3BaH WM 3NEKTPOHHbIN aapec,
YKasaHHbI B cepTudukaTe He coBMNagaeT C 3/IeKTPOHHbIM aApecoM AaHHOW YYEeTHOM 3anucu, ToO MOSABUTCSH
cnepylouiee npegynpexaeHne, a camo coobuleHme He byaeT oTnpas/ieHo.

Heaonyctumblii ceptudukat n

Mpunoxernuo Microsoft Outlook He yaaeTca nognucate MaKn 3awnppoeaTe CO0BLWEHNE
W3-33 OTCYTCTBMA CEPTUHUKATOB, KOTOPBIE MOTYT BbITb MCMOAB30BaHbl 4N8 OTNPABKK C
agpeca’ - *. Mony4uTe HOBOE UWPPOBOE YAOCTOEEPEHNE AN AGHHOMN

! . YYETHOM 3aNUCK MME0 HAXKMWUTE KHOMKY "YYeTHEIE 3anucn’, YTOBEI OTNPABUTE CO0BLLEHME C
NOMOLYEIO YHETHOM 33MnCK, 418 KOTOPOM MMEeTCa cepTUdUKaET.

WN3MeHWTE NapameTpel 6830NacHOCTH.., OK }

PucyHok 173. Omnbka ceptudpukara ornpasurtena B Outlook

8.3. Tony4yeHue cepTmudmkaTa OTKPLITOro Kitova aboHeHTa Ans WwndgpoBaHns coobLueHni

Ons wndposaHua cooblieHnMn B agpec ApyrMx nosib3oBaTtesiel HeobxoanmMo npeasapuTenbHO MPOU3BECTH
obmMeH cepTudwukatamu. [Ans 3T0ro o06bIYHO A[OCTATOYHO MepecnaTb NOAMMCaHHOe coobuleHne B aapec
Tpebyemoro aboHeHTa (coobuieHrme nocbinaeTcss BMecTe C cepTudukaTtoMm oTnpasuTens). llocne noaydeHus
COObLLEHMS N MPOBEPKN 3IEKTPOHHOM LUMBPOBOM Noannucu NpPoM3BOAUTCS aBTOMaTuyeckoe aobasneHue agpeca
OTNpaBuTENs U ero ceptTudmrkaTa B aApecHyY KHUTY.

Ons kKoHTpons gobaBneHns BbINOSIHUTE Cneayowmne 4encTBuUS.
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1. OTKpOITE NOKasbHY0 afPECHYI0 KHUFY, HaXXaB Ha 3HAuUOK B HMXHEN YacTu o61acTy nanok.

ﬂa r‘|j| = Inbox - corptest@cryptopro.ru - Cutlook
DAAN FNABHAA OTMPABKA 11 NON¥YEHWE TTAMKA B

I:l |T| G x . OteetuTs m ; MepemectuTs B: 7 ; Mepe
& ©

i 52 OTsetuts Brem = Pykosogutenio |~ | S5 lpae

Cozgate  Co3gats ¥panute Ea —
[ - & =
coofileHne 3nemeHT~ &7 EE'DHEF'EC”ET" U Coobujenme rp... -@'Oﬂef‘
Co3pate Yaanute OTBETUTE BhICTpbIE A8ACTENA T Mepel
- . £
EPETAUMNTE (BD 36paHHBIE Nan : MoKck B Nanke “Ws Tekywero noytosoro swmea” (CTRL.. O |-
Bce HenpouwTaHHble Mo data ~  Hosale +
4 corptest@cryptopro.ru o
- - . (]
[ Inbox Tect 16:45
YepHoemku [1] i Tect
Sent ltems corptest
Deleted Items EncryptindSignTestMessage 5:30
News Feed tesk
carptes
Outbox P : .
EncryptAandSignTestiMessage 4:53
RS5-kaHane!
HeskenaTensHan nouta corptest
EncryptAndSignTestiessage Y1 5:47
OTnpaenexHele
[ Mankw noncka corptest
EncryptAndSignTestiessage Yr 5:19
" corptest
E M LU Encryptand3ignTestMessage Y1 4:48

SNEMEHTEL: 80 BCE NANKKW ¥E ObHOBNEHBL,  NOAKNKYEHD K MICROSOFT EXCHA

PucyHok 174. JlokanbHasa agpecHas kHura Outlook

2. B oTkpbiBweElica popMe BbIbEPUTE HYXHbIN KOHTAKT U OTKPOMTE ABOMHbLIM K/IMKOM.
3. B d¢opme, koTopas coaepxuT CBeAeHWS O KOHTakTe, BblbepuTe MMoka3 (View),

BLINAAAIOLIEM MEHIO HaXMUTE CepTudukaTsl I CEPTHPUKATE! (cartificates).

= H T b o= corptest - Kontakt 7T EH -
OAAN KOHTAKT BCTABKA QOPMAT TEKCTA PELLEH3WPOBAHWE

'79_'| Pp_, CoxpanuTe w cosgate ~ | [ :‘EI OTNpasnTs NO 3NEKTPOHHOI NoyTe E= > ’3
ko 5 . 85
83 Nepecnars = F‘ECDGFEHME
Coxpannte ¥Yganute Mokaz Wmena Mapamerper Tern  Qnoewre  Maciurab
W 33KpEITE O, OneNote - 7% DononnnTensHo * - - -
Deicrena CeAzb OBHoBWTE  MacowTtas
1 [ogpobtoctu
MonHoe UMA.., corptest , corptest
1 - 2 CepTudnKatel '
OpraHnzauma C e — arptest@cryptopro.r
P Ly : IS Bee nomn corptest@cryptopro.ru
AonKHOTE Mokas
XpaHWTE Kak corptest -
MHTepHeT
EE3n. noura... - | |corptest@cryptopro.ru
3
OTo6pamaTe Kak corptest JAMETKM
Be6-cTpaHuua
MrH. cooBWweHna
TenedoHsl
PaBounit.., -
JomawHui.., -
akc (padodni).. -
MoBUAEHEI... -
Ajpeca
FaBounit.., -

CUWTaTE NOYTOEEIM
aapecon

B OTKpbIBLIEMCA

ﬂ Nogpobues o corptest. D ~

PucyHok 175. KontakTt Outlook
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B pe3ynbTaTe OTKPOETCS CMMCOK CepTUDMKATOB, B KOTOPOM MOXHO YBUAETb CepTUdUKaT oTnpaBuTens.

FE | b corptest - KonTakt 2 B - 0O X
GAIAN KOHTAKT BCTABKA @OPMAT TEKCTA PELEH3WMPOBAHWE
@l x FE_, CoxpaHnTe M CO38aTE ™ ’_E| |-_na'_,|' EE > 353
|§__|, Mepecnats =
Coxpanute ¥Yganute m Mokas Cease Wmena Mapamerpel Tern  Ofnosute  Maciuraf
W 33KPEITh 2 OnelNote - - - - -
JeAcTena OBHoBTE  Macwrtab -~

Mpw oTnpaeke wWdpoEaHHOMD COOBWEHNA JAHHOMY KOHTAKTY BYAET MCNONLIOEATECA O4MH
W3 3TUX CEPTUHMEATOE. CepTHGMUKATH JOBABNAKTCA NMED NPK NOAYYEHWW CODBLEHKUA ¢ LG POEDH NOANWUCED OT
A3HHOTO KOHTAKTa, NME0 NPpK MMNopTe ero $afna cepTHgHKaToE,

CepTudukaTs (UM pPOELIE Y30 TOEEPEHKA)

WeaHoe VEaH MeaHoBn4(Mo iMOﬂ‘-IEHImO CEONCTEE...
[

Mo ymonqanumo

WmnopT...
JKCNOPT..

¥oanuTe

ﬂ Maogpobkee o corptest D -~

PucyHok 176. Cnucok ceptucpunkaros Outlook

ad
CoxpaHus
[Mocne 3Toro HaxMmTe Ha KHonky CoxXpaHUTb U 3aKpbiTb wsscpars (Save & Close). Ecnin aboHeHT C TakuM
aApecoM yxe CylecTByeT, nporpamma npeanoxut, nnbo nobasutb HOBbINM koHTakT (Add new Contact), nu6o
0bHOBUTL cBeaeHMs o BblaeneHHoM koHTakTe (Update information of selected Contact). Bribepute BTOpO#
NyHKT. Mpn 3TOM B CyLleCcTBYHOLWMUIA KOHTAKT byaeT gobasnieH MOAy4YeHHbI cepTudwuKkaT, a pe3epBHas Konus
6yanet coxpaHeHa B Deleted Items Folder (YaaneHHbie).

8.4. OtnpaBka WwWndpoBaHHbIX COOOLLEHUI
[

Cosgatb

[nsa cozpgaHusa 1 oTnpaBky WNGPOBAHHOMO COObLWEHNS HaXMUTe KHONKY Co3patb «<tweve: (New E-mail).

Bbibepute nonyyatens coobuenums (none To) n BBeante TeMy coobuieHms (Subject). Ecnn nnucbmo 6yaet
conepxaTb HekoTopble dainbl, Ao6aBbTe MX B NMUCbMO, UCMONb3ys KHOMKY Bnoxxutb dain (Attach File) B
3aknagke BcecraBka (Insert). [ns oTtnpaBku coobuweHns B 3aWMEGPOBAHHOM BUAE HAXMUTE KHOMKY
WWndposarb (Encrypt).
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BEH® O Vb = test - Coobyerne (HTML) ? H - 0O X
COOBLLEHWE BCTABKA MAPAMETPHI OOPMAT TEKCTA PELLEH3MPOBAHWE
& CK T i R‘ 8= 3apepkka gocTaskm
T io or e - _ % Hanpasnsats oteetsi 8
EMbI Paspewuern: g Mognucats CNEXUBAHUE  CoxpaHWTb OTNPaBAEHHbIN
- - v 3NEMEHT ™
Mokasate N... PaspeweHune AononHWTenbHble NapamMeTphbi A
Komy... J ! korolev@cryptopro ]
1=1
Konua... 1 ‘
OTnpasuTe !
| Tema 1test ‘
test|

PucyHok 177. CospaHue 3awmndcdposaHHOro coobuweHmnsa Outlook

Mocne Toro, kKak coobuweHne NoAroTOBAEHO K OTNPaBKe, HAXXMUTE KHONKy OTnpaBuTtb (Send).

Mpu nonbiTKe 3aWndpoBaTb NMMCbMO Ha OTKPbLITOM KJIloYe Bnaesbla 0TO3BaHHOro cepTudukaTa,
NosIBUTCA Crieayiollee npeaynpexaeHue.

4 Mpunoxernnio Microsoft Outlook He yaanoce sawndposate
QK Cco06UeHNe, NOCKOABKY CNeAYI0WNe NOAYHATENN HE UMEIOT
CepTUOUKATOE, UMEIOT HEAEMCTEUTENbHEIE CEPTUOMKATE UAK HE
NoAAEPXUBAT AaHHOE WHdpoBaHue:

corptest

CoobeHne MOoXeT BbiTk 3aWNdpPOBaHO M OTNPABAEHO, HO
YKasaHHLIE MNOAYYaTenu, No-EMAMMOMY, HE CMOTYT ero NPoYUTaTh.

| He wudpoeate coobuieHue ‘ MpogonxkuTs

PucyHok 178. Owumnbka npu wnppoBaHumn oTo3BaHHbIM cepTudmnkKaTom

8.5. TpoBepka cepTudmrkaTta Ha OT3bIB

Ons KOHTPOJ1A NPOBEPKU CepTVI(bVIKaTOB Ha OT3bIB BbINOJIHUTE Ccneaytouimne nencreus. OTKpOVITe nonyyeHHoe

noannMcaHHoe NMcbMo. HaxxmMute KHONKy — NMPpU3HaK NoANMUCaHHOro coobuieHus.
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Tema: Tecr
o CepebpeHHukosa Enena CepreesHa
MoanncaHo: A

AeCTEBMTENEHOW W A0BEPEHHOMN.

Ana NnpocMoTpa CBegeHunit 0 cepTudukaTe,
NPUMEHAEMOM B LMPOBOI NOANMCK COOBLIEHNS,

HaxXMuTe KHonky “CeeaeHuna’.
CeegeHus...

E] MpeaynpexaaTte 06 OWWMBEKAX B NOANWUCAHHEIX COOBLWEHNAX 40 OTKPBITUA.

PucyHok 179. NpoBepka uncdppoBoi nognmucm

Q LndpoEas nognuce CO0BLIEHUA ABNAAETCA

Haxmute kHonky CBeaeHus (Details).

A ecnu oTKpbiBLIEecs OKHO noaobHo cnepytowemy, To COC He ycTaHoB/eH NM60 CPOK ero AencTBUsS UCTEK.
O6HoBUTEe COC, XpaHALWMIACA B NOKASIbHOM CMpaBoYHMKe CepTUPMKATOB, C UCMONb30BaHNEM AOCTYMHbIX
cpeacTB. Ecnn oKHO ocTanocb NpexHuM, To cepTudurKaT He Hbl1 0TO3BaH.

E Tema: Tecr

Coo6ueHna MoryT WdpoBaThea U COAEPXKaTh C1oW UM POEBLIX Nognuceit. Kaxasii
N0 AONYCKAET HANMYWNE HECKOABKUX MOANKMCEN,

Cnowu 6e3o0nacHOCTH
Bri6epuTe N0 419 NPOCMOTPA €ro ONUCaHus.
v
+' YpoBeHb UMdPOBLIX NOANKMCEN
‘o TlOANMCAHO: » -

OnucanHune:

OK: nognucaHHoe coobLyeHue,

Cnegytowme KHONKW MNO3B0AAI0T NPOCMOTPET AONOAHWUTENBHBIE CEBEAEHWNA UAKM BHECTH
W3MEHEHWA B BEIBPaHHEIN CI0:

MN3MeHWTD JO0BEPME,., lMogpoBHOCTH... Josepue K UeHTPY cepTudurkaunm..,

[Inpeaynpexaate 06 owméKax B NOANMCAHHEIX COOBLLEHNAX

PucyHok 180. CBeaeHusa o umcpposoit noanucu B Outlook

Ecnu ke COC 06HOB/MIEH, @ MUCBMO MOAMUCAHO OTO3BAHHbIM CEPTUGMUKATOM, TO MPU HAXKATUN KHOMKU £ 4
NnosIBUTCA creayiollee npeaynpexaeHue:

120



XKTAN.00087-03 92 01. Kpuntollpo CSP. MHCTpyKUMSA NO MUCMONb30BaHUIO

4 N
LUudposas nognuce: HeNnpasuabHasa | % ]
Tema: noan
OoT: Kopones Ctanucnas Badyecnasosuy
Moanucaro:  skorolev@cryptopro.ru
Lndposas noanucb cooblueHna senseTcs
HEAEMCTBUTENBHOM MK HE AOBEPEHHON,

Ana NpocMoTPa CBEAEHUIN 0 CEPTUDUKATE, MPUMEHAEMOM B
wipoBoit NOANMCK COOBLLEHNS, HAXXMUTE KHONKY
"Ceeaenus’.

MpeaynpexaaTs 06 ownbkax B NOANMCaHHBIX COOBLIEHMAX A0 OTKPLITUA,

. A

PucyHok 181. CoobueHne o HegencTreuTenbHoM LMPPoOBO NoaNUCH

HaxmuTte kHonky CBepaeHuna (Details) ans npocmoTtpa cBeaeHunn o ceptudukare.

@ Tema: Tecr

CooBLweHna MoryT WwndpoBaTECa U COAepKaTb C10W UM pOoBLIX nognuceit. Kaxabii
10 4ONYCKAET HAAMYME HECKONBKWUX MOANMCEN.

Cnowu 6e3onacHOCTH
Bri6epuTe C1oil 418 NPOCMOTPa €ro ONUCaHug.
© Tema: Ter
0 YpoBeHb UM POBLIX NOANKMCEN
...4)) Noanncato: MGG

Onucanune:

Owwnbka:
CUCTEME HE YAAETCA NPOBEPUTE, ABNAETCA AN MCMONB30BaHHLIN ANA CO343HNA

AaHHOM NOAMNWCK CePTUHUKAT A0CTOBEPHBIM, v
MAnnuriun ce. OB e ranuAamcn FOCTD22A 10 2001 /TNCT D 24 11 QA

Cnegyrowme KHONKK NO3B0NAI0T NPOCMOTPETE ONONAHWUTENBHEIE CBEAEHNA MW BHECTK
W3MEHEHWA B BEIBPAHHLIN CI0M:

| WsmeHuTb goBepue.., ! MoapoBHOCTK... ] ‘Aosepnexuempy cepTUduKaumm.., l

[Inpeaynpexaate 06 owméKax B NOANMCAHHEIX COOBLIEHNAX

PucyHok 182. CBeaeHua o HeaeACTBUTENIbHOW L poBOo nognucu
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