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1. AHHOTaumA

HacTosduwee PykoBoACTBO AOnosiHsAeT AokyMeHT «XXTAWM.00087-03 91 01. Kpuntollpo CSP.
PykoBoactBo agMuHuctpaTtopa 6e3onacHoctu. Ob6was 4actb» npu ncnonb3oBaHum CK3U «Kpuntollpo
CSP» v 4.0 R4 (panee - CK3W1) B BUpTYyanbHbIX cpeaax.

NHCTpyKUnmM aAMUHUCTpaTopaM 6e3onacHocTn " rnosib3oBaTensamMm pasNnyHbIX
aBTOMATM3MPOBAHHbLIX  CUCTEM, wucnonb3dylowmnx CK3M B  BMpTyanbHbIX cpeaax, AOJXKHbI
pa3pabaTbiBaTbCa C y4eTOM TpeboBaHUN HACTOSILWEro AOKYMeEHTa.
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2. OCHOBHbIE TeXHUYecKkue aAaHHble U xapakrtepuctukm CK3U1

MporpaMMHo-annapaTHble cpeibl GYHKLUMOHNPOBAHMUS:

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

B kKkadecTBe TrOCTeBbIX BUPTyanbHbIX Cpes [AOMNYCKAeTCsa WUCMoNb30BaTb MPOrpaMMHO-
annapaTHble nnatdopMbl, NepedncrieHHble B n. 3.2 ®opmyngapa XXTAK.00087-03 30 01.
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3. Tpe6oBaHusa no 3awmnrte or HCA1

3.1. Opranmsaumna pabot no sawmrte ot HCl

HeobxoanMmMo Hanuume Kak MWUHUMYM ABYX (YHKUMOHANbHbLIX posieln  BUPTYyanbHOWN
MHppaCTpyKTYpbl:

1. ADBMUHUCTpATOP BMPTyasibHbIX MallWH, OCYLUECTBASIOWMA YyrpaBiieHMe KOMMNOHEHTaMM
BUPTYanbHOM WMHPpPACTPYKTYypbl: BUPTYaNbHbIMU MallMHAMW, CEPBEPHbIMM KOMMOHEHTAMWU, CUCTEMOW
XPaHEeHWs AaHHbIX.

2. AOBMUHUCTpaTop 6e30MacHOCT, OCYLLECTBASIOWMA  aAMUHUCTPUPOBAHME  BUPTYasbHbIX
MaLLUWH.

MpuMeyaHne: BupTyanbHas uWHpacTpykTypa (MHOPaCcTpyKTypa BUpTyanuMsauum, BUpTyasibHas
cpeda) - B 3aBUCMMOCTM OT KOHTEKCTa, JIM60 MHOXEeCTBO MporpamMMHO-anmnapaTHbIX CpeacTs,
obecneumBalWMX pa3BEPTbiBaHME BUPTyanbHbIX MawWH, nMbo caMm 3TN BUPTyasibHble MALIMHbI U
cucTeMa ux Cesizen Mexay cobo.

3.2. YcraHoBka INO

M2BM, Ha KOTOPbIX MCMONb3YIOTCA CpeacTBa Buayanusaumm n CK3WN, aomkHbl 6biTb AOMYLUEHbI
ons o6bpaboTkuM KOHpUAeHUManbHOM WHPOpMauuMnM nNo pencreyrwmm B Poccuinckon depepaumn
TpeboBaHMaM Mo 3awmte MHHOpMaUnmM OT yTeUKM N0 TEXHNYECKMUM KaHasaM, B TOM 4ucse, No KaHany
cesA3nm (Hanpumep, CTP-K), ¢ ydyeTtoM Mogenn yrpo3 B MHGPOPMaUMOHHOM CUCTEMe 3akasuduka,
KOTOPbIM A0/IHKHO NpoTuBocTosTb CK3N.

UMHcTannauma CK3W Ha paboumx MecTtax AO/HKHA MPOU3BOAUTBLCA TOMLKO C AMCTpMOYTMBa,
MoNy4YeHHOro no gosepeHHoMy kKaHany (n.2 XTHAW.00087-03 91 01. PykosoactBo 6e3onacHocCTw.
O6was yacTb).

K ycTaHoBKe 06LWECUCTEMHOrO M CneuunanbHOro nporpaMMHoro obecrnedenus, a Takxe CK3MU,
AO0NycKalTCca nuua, npowejline COOTBETCTBYIOLWYK MNOAMOTOBKY M M3y4uMBLUME AOKYMEHTAUMIO Ha
cooTBeTcTBYlOWwee MO n CK3N.

TpeboBaHus K ycTaHoBKe nporpamMmHoro obecnedeHns n CK3M B rocteBoM M XOCTOBOW
onepaumnoHHbIX CMCTeMax:

— Ha TexHunuyeckux cpeacrteax, npeaHasHauyeHHbIX A4 pa60Tb| CO CpeacrtBamMmum BnUpTyanmsauumm

N B CO34aHHOM 3TMMW CpeACTBaMU BUPTyasibHOW cpefe cneayeT MCNosib30BaTh TONbKO JIMLLEH3MOHHOE
nporpamMMmHoe obecneyeHne Gupm — NpomnssoauTesnei.

- MNpn ycTtaHoBke nporpaMMHoro obecneyeHunss BUpTyanusauumm, rOCTEBOM OnepaunmoHHOMN
cuctembl 1 CK3M Heob6xoamMo NpoBeCTU KOHTPOJIb LLEeSIOCTHOCTU M AOCTOBEPHOCTb COOTBETCTBYHOLErO
anctpnbyTtmea.

— Ha N3BM n B BUpTyaNbHOW cpefe He AO0JIXKHblI yCTaHaBNMBaTbCa cpeacTtea pa3pabotkm MO wm
oTnaguuku. Ecnu cpeactBa OTNaAKM MPUNOXKEHWUI HYXHbl A7 TEXHOMIOMMYECKMX NnoTpebHocTel
opraHmsauum, TO WX WCNONAb30BaHWE AO/MKHO OblTb CaAaHKUMOHMPOBAHO AaAMWHUCTPATOPOM
6eszonacHocTn. [lpn 3TOM [A0MXKHbI ObiTb peann3oBaHbl Mepbl, WUCKAKYAOWNE BO3MOXHOCTb
MCNONb30BaHUSA 3TUX CPeACTB ANA peaakTMpoBaHusa koza v namatm CK3W u  npunoxeHuin,
ncnonb3ytowmnx CK3U, a Takxke ana npocMoTpa koga n namatn CK3U 1 NnpunoXKeHuin, NCrnoab3yowmx
CK3W, B npouecce obpabotkn CK3U 3awmiiaemont nHdopMaumm n/mnm npu 3arpy>XeHHoOn Kiodesomn
nHdbopmMaunu.

—MNocne 3aBeplleHMss npouecca YCTAHOBKM  [O/MKHbI  ObiTb  BbIMOAIHEHbI  AENCTBUS,

HeobxoanMmble ANS OCYLWEeCTBNEeHNS MNepMoaMYecKoro KOHTPOMS LefoCTHOCTUM ycTaHoBneHHoro MO
CK3MU, a TakxXe ero oKpy>XeHuns B COOTBETCTBUN C AOKYMEHTaLMEN.

—Mocne 3aBeplueHUsa Mpolecca COo3[4aHus BUPTYasibHOM MaluMHbI, BbIMOMHEHUA TpebyeMbix
HacTpoeKk W 3adaHua Tpebyembix NapaMeTpoB BM, [o0MXHbl 6biTb BbINOJIHEHbI AEACTBUS,
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HeobxoanMblie Ans OCyLWleCTBNEHNA NEPUOANYECKOTIO KOHTPOJIA LENOCTHOCTU HACTPOEK N NapaMeTpoB
BM.

Onsa BupTyanbHbix MawnH VMWare WorkStation, VMWare Player, VMWare Sphere ESX
KOH(MUrypauuoHHbIN (aial HaxoaAuTCs B TOW Xe ANPEKTOPMU, YTO M 06pa3 BUPTYyasibHOM MaLUUHBGI,
MMeeT pacwmpeHune .vmx. HazsaHne KoHduUrypaunmoHHoro ¢anna cosnagaet ¢ MMEHEM BUPTYasibHOM
MalWWHbl. AHanOrM4yHO KOH@UrypaumoHHbie ddarnbl BUpTyasbHbiX MawwuH Virtual Box nexart B
AnpekTopum ¢ 06pasomM BUPTyanbHOM MalMHbI, UMEOT paclumpeHue .vbox n HasBaHue, coBnagawouiee
C MMEeHeM BMpTyasibHOMW MalwuHbl. [ankon Mo yMOAYaHUIO OS89 XPaHEHUs HacTpOeK BUPTYyasbHbIX
MawwnH Hyper-V sasnsetca nanka \ProgramData\Microsoft\Windows\Hyper-V, umsa coBnagaer c
MMeHeM BuUpTyanbHOW MawwuHbl. RHEV nNo yMonyaHuilo XpaHUT KOHMUrypauuoHHble dalnbl B
avpekTtopumn /etc/libvirt/, nMa cosnagaeT c MUMeHeM BUPTYasibHOM MalUWHbI.

Onsa  XenServer uWHdopMauMs 0 KOHOUrypaumum BUPTyasbHOM MalWHbl  XPaHUTCS B
cneuvanusanposaHHo 6a3e MeTa-AaHHbIX, AybnmMpoBaHHOM Ha BCex XocTax (runepsusope)
XenServer. AoOMUHUCTpaTop, obnagarowmin HeobxoAMMbIMX MpaBaMM, MOXET OCYLLeCTBMTb 3KCNOPT
BMPTyanbHOM MallMHbI BMECTe C MeTagaHHbIMW B OAHOM M3 CTaHAapTHbIX ¢opmaToB — VHD wnn OVF.
TOT Xe agMMHUCTPATOp MOXET OCYLLEeCTBUTb pe3epBHOE KOMMpoBaHWE MeTafaHHbIX BUPTYaNbHbIX
MaLLWH.

— MNocne 3aBepLUeHUst Mpouecca yCTaHOBKM rocteBoit OC A0/KHbI 6bITb BbINOIHEHbI AENCTBUS,
HeobxoauMble AN OCYLECTBMEHUS MEPUOAMYECKOr0o KOHTPONS LENOCTHOCTUM YCTaHOB/IEHHOMO
cucteMHoro MO B COOTBETCTBMM C NpUBEAEHHBbIM B AoKyMeHTauuum CK3W cnuckom dainos,
NoAnexalimMx KOHTPOJIO LEeNOCTHOCTH.

— MNpeaycMoTpeTb  Mepbl,  UCKAOYAKWNME  BO3MOXHOCTb  HECAHKLUMOHMPOBAHHOIO  He
obHapyXnBaemMoro M3MeHeHMs annapaTHOM 4YacTu TEXHUYEeCKUX CpeAcTB, Ha KOTOPbIX YCTAaHOBMEHbI
CK3M 1 KOMMNOHEHTblI BUPTYanbHOM MHMPaCTpyKTypbl (Hanpumep, NyTeM onedyaTbiBaHUs CUCTEMHOIO
6n10Kka n pas3bemoB M2BM).

3.3. Hacrpounka runepsu3sopa

HacTpoikamu rmnepsusopa A0/1KHO 6bITb 06ecnedeHo BbiNOSIHEHMNE CrieayroWwmnx TpeboBaHmii:

- [ng Kaxaoh BUPTya/llbHOM MalWuWHbl A0/MKHa ObITb BblAeNneHa oOTAenbHasa obnactb
onepaTMBHOMN NaMSATM XOCTOBOM MalUMHbI.

- Heobxoaumo obecneuntb HEBO3MOXHOCTb MHPOPMaUMOHHOIO ob6MeHa Mexay BMPTyasibHbIMU
MallMHaMM C NCNOMb30BaHMEM 06LLMX pecypcoB XOCTOBOM MalUWHbI.

— Heobxoanmo obecneynTb HEBO3IMOXHOCTb MHPOPMALMOHHOIO obMeHa Mexay BUPTyasbHbIMU
MallMHaMu, NporpaMMHbIMKU NMpoLEeccamMn M onepaumMoHHON CUCTEMOM XOCTOBOM MalUMHbI, HAQ KOTOPOM
YHKUMOHMPYET BUpTyasbHas WHQPACTPyKTypa, MWCNO/b30BaHWEM O6WNX pecypcoB XOCTOBOM
MaLUUHBI.

— Heob6xoaumo obecneuynTb HEBO3MOXHOCTb MHPOPMaLMOHHOIO obMeHa Mexay NMporpaMMHbIMK
npoueccaMmun, WCMoJb3yeMbIMU AN AOCTyrna Nosib30BaTesien K BUPTYasibHbIM MallMHaM, U WUHbIMU
NporpaMMHbIMUM NpoLeccamu C Mcnonb3oBaHMeM o6LWmMX, pasaensaemMblX pecypcoB.

3.4. 3awwmta ot HC] npm akcnayatauuun CK3U

3anpelwjeHo:

— OCTaBNATb 6€3 KOHTPOMS BbIYUCIUTESNIbHbIE CPEeACTBa, Ha KOTOPbIX 3KCMyaTUpyeTcs
BMpTYanbHash MallMHA C YCTaHOB/IeHHbIM Ha Hel CK3WU, n knmeHTCckuMe MecTta (TepMWHanbl) rnocne
BBOZA K/t04eBON MHpopMaunm nnbo nHon koHdbumaeHumanbHonm nHpopmaunm;

—ocTaBnaTb 6e3 KOHTPONs KAMeHTCKkMe MecTta (TepMuHasbl) nosib3oBaTenen BUPTYanbHbIX
pabouynx CTONI0B C YCTAHOBMEHHbIMU Ha HUX CK3U;

— BHOCUTb Kakue-nmbo naMeHeHust B nporpaMmHoe obecneveHmne smpTtyanmsaumm n CK3U.
Heo6xoaumo:

— opraHusoBaTb 3aTupaHme (N0 OKOHYaHuMWM ceaHca paboTbl CK3W) BpeMeHHbix ¢arnos u
dannoB noakayku, dopMmmpyembix unm Moamdpuumpyembix B npouecce pabortbl CK3W. Ecnm 3710

7



XTAN.00087-03 91 09. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaToOpa 6€30nacHOCTH.
Ncnonb3osaHne CK3U B BMpTyasnbHbIX cpejax.

HEeBbINOMHMUMO, To rocteBas OC Ao/KHa MCMNOSIb30BaTbCS B OAHOMOJIb30BATENIbCKOM peXuMe WU Ha
XECTKMIA [AMCK XOCTOBOW MallMHbI, @ Takxe Ha o6pa3 Aucka BMPTYyasbHOM MallWHbl [OJIKHbI
pacnpocTpaHATLCS TpeboBaHWS, NpeabsaBAsiEMble K K/TIOYEBbIM HOCUTENAM;

perynsipHo yctaHaBinBaTb NakeTbl 06HoBeHns 6e3onacHoctn OC XoCcToBOM MawwuHbl 1 rocteson OC
BMpTyanbHo wMawwuHbl (Service Packs, Hot fix u T1.n.), 06HOBNATL aHTUBUPYCHble 6a3bl B
COOTBETCTBMWN C HOPMATMBHbIMU AOKYMEHTaMWN 3KCMyaTMpyloLen opraHmsaunm. NMoMmmmMo obHoBNEHUN
ana rocteson OC n runepBmusopa, pekoMeHayeTcsi 06HOBNATb MHCTPYMEHTbI BUPTyanusaumu, Takue
kak VMware Tools, XenTools, a Takxe YyTWINTbl, WCMONb3yeEMbIE A8 YyNpaBneHus cpeaon
BUpTYanm3sauun. PekomeHayeTcs  uccnegosatb  MHMOPMAUMOHHbIE  pecypCbl MO BOMpocaM
KOMMblOTEPHON 6€30MacHOCTM C uesibld CBOEBPEMEHHON MWHUMM3AUMWM OMNACHbIX MNOCAeaACTBUA OT
BO3MOXHOro Bo3aenctemsa Ha OC. Takxe pekoMeHAYEeTCs peryaspHoO 3HaKoOMUTCS C 6tonneTeHs MU no
6esonacHocTn, nybnuMkyemble MpPoM3BOAUTENEM T[UMNepBu3opa, A9 NofyvyeHuss wuHdbopMaumm o
HaAEeHHbIX YSI3BMMOCTSAX M UX MOTEHUMANbHOM BJ/IMSIHUN Ha MHMPACTPYKTYpPY BUPTyanmsaumu;

— UCKJTIOUYMTb BO3MOXHOCTb NonagaHms B OC XOCTOBOW MallWHbI, @ TaKXe B FOCTEBYIO CUCTEMY
BUPTYyasbHOM  MalWHbl  MporpaMmM, MO3BOMAKOWMX, MOMb3ysicb ownbkamm OC, MoBbIWaATb
NnpenocTaBieHHble NMPUBUNETUN;

— UCK/TIOUYNTb OAHOBpPEMeEHHYIO paboTy B rocteBoir OC c paboTtarowmm CK3U n 3arpyxXeHHomn
KNO4YEeBOM MHGOpMaLMen HEeCKONIbKMX Mnosb3oBaTenei. BupTyanbHas MawwuHa, QyHKUMOHMpYOLWas
nog OC Windows, Ha koTtopon ycTtaHoBneHo CK3WM, p[o/kHa WCMNONb30BaTbCA TOSIBKO B
OAHOMO/SIb30BATE/IbCKOM  pexume. B ciy4yae HEBO3MOXHOCTU  BbIMOSIHEHUS peKkoMeHaauun B
opraHmsauum Ao/KHbl 6blTb  NpeayCcMOTpeHbl  AOMNOJSIHUTENIbHble OpraHM3auMoHHbie Mepbl Mo
obecrneyeHnto COXPaHHOCTM KIKYEBOW MH(OPMaLUN, XpPaHALWENCS Ha AaHHOMW BUPTYalbHOM MalLuHe.

3.5. Cucrema ynpaBneHus BUPTyaJibHOMU cpeaon

CucteMa ynpaBfieHUs BUPTYasbHOM Cpeaon — 3TO 4acTb BMPTYanbHOW WMHAPACTPYKTYpbI,
KOoTOpass C MNOMOLLbD annapaTHO-NPOrpaMMHbIX CPEeACTB W CpeacCTB CETEBOro B3auMOAENCTBUS
obecneymBaeT:

— yrnpasrieHue runepen3opoM (hopMnMpoBaHmME HACTPOEK U 3adaHNe NapamMeTpoB);

— HaCTpOWMKY BUPTYasbHbIX MalWWH, BUPTYasbHbIX CETEN, NCMONb3YyEMbIX XPaHUULL AaHHbIX;

— LeHTpanusaumo BUPTYasbHbIX pecypcoB (obecneyeHne paboTbl BCEX BUPTYasbHbIX MalUWH,
BUPTYanbHbIX  CETEBbIX XpaHWAWLW, AaHHbIX W  BUPTyanbHOro ceteBoro ob6opyaoBaHUs
WH(POPMALMOHHON CUCTEMbI, MOCTPOEHHOM C MWCMNONb30BaHMEM TEXHOSOMrMM BUPTyanmM3aumm, Kak
€4VHOWN BMPTyasibHOW pacrnpeaesiéHHON BblYNCINTENbHON CETH);

— ynpas/fieHMe nepemelleHmeM (MuUrpaumen) BupTyasibHbIX MaWWH C OAHOMO0 KOMMbKTEpa Ha
ApYron.

CeTb ynpaBneHus BUPTyasbHOW Cpenon Ao/MKHa ObiTb BblAesieHa B OTAENbHbIN CeTeBOM
cermMeHT. [nsS 3awuTbl AAaHHOrO0 CerMeHTa [AOJ/IKHbl MCMOMb30BaTbCs CpeAcTBa MeXCEeTeBOro
3KpaHWpOBaHUSA U NpefoTBPaLLEHNS BTOPXEHUMN.

CeTb ynpasneHuUss BUPTyanbHOM UHMPACTPYKTYpOM He  AO/DKHa  MOoAKAYaTbCa K
06LLenoCTYNHbIM CETAM (CeTSAM, AOCTYMN K KOTOPbIM HE OrpaHuyeH onpeaenéHHbIM Kpyrom nuy).

3.6. Tpeb6boBaHusa Kk Murpauum obpasos BUpTyasibHbIX MAaLUUH

Mpn nepepave (murpaummn) obpaszoB BM uyepe3s npoctpaHcTtBo BHe K3 Heobxogmmo
MCNOAb30BaTb KaHasnbl, 3aWMWEHHble cpeacTBaMu WKUMPOBaAHMA, UMeKLWMMKU  cepTudukart
YMNO/IHOMOYEHHOro opraHa. [lpu 3ToM A4Ans  COorslacoBaHMsl CeaHCoBbIX K/oyen wudpoBaHms
HeobxoAMMO MCMOJIb30BaTb KpunTorpadumyeckme NpoTOKOJbl, obecnedynBatowme 3aWnUTy CEaHCOBbIX
KNo4en n ayTeHTMdMKaUno B3auMMoa4eNnCTBYOLWMX CTOPOH.
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3.7. Tpe6boBaHMUS K CO34aHMUIO CHAMNLWIOTOB

Ha cHanwoT BWpTyanbHOW MallMHbI, CAENaHHbIA nocne BBOAA KAOYEBOM WHBOpMauuuy,
OO/MKHbI  pacnpoCcTpaHsaTbCcsl TpeboBaHMa no obpaleHuto C  KI4YeBbIMM  HocuTenamm (N.6.7
XTAN.00087-03 91 01. PykoBoacTBo aaMMHMUCTpaTopa 6e3onacHocTn obwas vacTtb).

3.8. 3awmTa OT ceTeBbiX aTaK Ha rMnepeun3op

Heo6xoaunmo:

— UCMOJIb30BaTb MEXCETEeBble 3KpaHbl M CUCTEMbl MpPeaoTBpaLlEHUs BTOPXEHUA Ans
6/10KMpOBaHNA ceTeBbIX aTak N GuabTpaunm cetesoro Tpaduka;

— yCTaHasnuBaTb obHoBNeHUSA MO rmnepemn3opa;

— MPOBOANTb KOHTPOJb LenocTtHocTu MO 1 HacTpoek rmnepeusopa;

— MPOU3BOANTb perncTpaunio AenCcTBMn agMMHNCTPATOPOB BUPTYasibHOM cpeabl.

3.9. 3awmTa OT ceTeBbiX aTakKk Mmexxay BM

JonmxeH ObITb 3anpeleH WHPOPMAUMOHHBIN 0OOMEH MexXay BUPTYyasbHbIMKM  MallMHaMM
MCNO/b30BaHMEM 06LMX pecypCoB XOCTOBOWM MallMHbI, B TOM 4ucie obwmx obnacrten onepaTtmBHOM
MaMaTU XOCTOBOW MaLUMHBbI.

MpumevaHue: [Ons onepaTUBHOM MNAaMSATU BbIMNOSIHEHME AAHHOro TpeboBaHMS aBTOMATUYECKMU
obecneumBaetca cpeactBamm Hyper-V, VMWare un XenServer. Heobxoaumo Takxe obecneuntb
HEBO3MOXHOCTb MOAKJ/IIOYEHUS MO CETM BUPTYasibHbIX MAWIMH K CBOEW XOCT-MawuHe (HacTpomKkamu
6paHaMayapa wW/wanm ceTeBbiMWU MOAUTUKAMUK) N HEBO3MOXHOCTb UYTEHUS AMCKOB XOCT-MallWHbl B
BUPTYasbHbIX MalMHax (HacTpolKaMM BUPTyasbHbIX MallWH, KacawWMxXCs A0CTyNa K JIOKaJlbHbIM

pecypcam).
3.10. KoHTponb uenocrtHoctu NO BUpTYyanbHOMU cpeabl

Heob6xoanMMO BbIMNOMHATL KOHTPOJIb LIESIOCTHOCTU CNeaylowmX KOMMOHEHTOB BUPTyanbHOWN
cpenbl:

- MO runepsBusopa (Ha XOCTOBOM MalUMHE);

— HacTpoeK rmnepBu3opa;

— MO rocresBoli onepaLMoOHHON CUCTEMbI;

— 06pas3oB BUpPTYyabHbIX MalWH, B TOM 4YMC/e, 3TaNOHHbIX 06pa3oB BM, ncnonb3ayrwmnxcs npu
pa3BEépTbiBaHUU HOBbIX BM.

KoHTponb uenoctHoctu CK3W, yCTaHOBAEHHOrO Ha BUPTyaJsibHOMW MaluHe, Heobxoammo
MpoBOAUTb @aHANOMMYHO KOHTPOK LenocTHocTn CK3U, ycTtaHoBEHHOro Ha pusnyeckon nniatdopme.

3.11. Tpe6oBaHMA K 3TaJIOHHbIMU 3arpy3o4yHbiM obpasam BM

Mpwn co3pgaHuM 3TanoHHbIX 06pa30B BUMPTyasbHbIX MalWH NpeaBapUTENIbHO AO/MKHa ObiTb
BbIMOJSIHEHA NMpoBepKa:

— COOTBETCTBMSA NapaMeTpoB N HacTpoek BM yctaHoBneHHbIM TpeboBaHMAM 6e30nacHOCTH;

— uenoctHocTn cuctemHoro MO rocteson OC u MO CK3U B cOOTBETCTBMWU C IKCMNIyaTaLMOHHOMN
AokyMeHTaumen Ha CK3W. TlMocne cosgaHusa 3TanoHHoro obpasa (knoHa) BM  pgomkHa 6biTb
BbINOSIHEHA KOHTPONbHAsa ycTaHoBka BM ¢ gaHHoro obpasa M KOHTpOJibHAs nMpoBepKa LEOCTHOCTH
cuctemHoro MO rocresom OC mn NO CK3U;

Ona  kaxporo 3sTanoHHoro obpasa  BUpTyanbHbIX  MawWWH  AO/KHbI  BbIMOSHATHCSA
pernaMeHTMpoBaHHble npoueaypbl O06HOBNEHUS HACTpoeK, BK/IKOYEHHbIX B 06pa3 MporpaMMHbIX
KOMNOHeHT CK3MU.

JO/KHO BbINOMHATLCA CBOEBpeMeHHoe O06HOB/IeHME HacTpoek BM, BKAOUYEHHbBIX B 3TANIOHHbIN
obpas.



XTAN.00087-03 91 09. Kpuntolpo CSP. PykoBoacTBo agMMHUCTpaTopa 6e3onacHocTu.
Ncnonb3osaHne CK3U B BMpTyasnbHbIX cpejax.

JloykHa BbINOSHATLCS CBOEBpeMEHHas ycTaHoBka obHoBneHnn 6esonacHoctn OC (rocreson w
XOCTOBOW).

3arpy3ou4Hble obpasbl A0MXKHbI CO34aBaTbCs TOMbKO AAS BUPTYanbHbIX MalMH, CO34AHHbIX C
MCNO/Ib30BaHMUEM 3TasIOHHbIX 06pa3oB. lMpn 3TOM AO/MKHO 6bITb UCKNOYEHO BHECEHWE B 3TAsIOHHbIN
06pas n3MeHeHu, BbIMOSIHEHHbIX NPX CO34aHMKN 3arpy304HbIX 06pas3os.

KonnpoBaHne 06pa3oB BMPTyasibHbIX MaliMH C BBEAEHHOW K/OYEBOW MHbOpMaumen wn/mnm
MHMUManu3ampoBaHHbIiM MNACH 3anpeLueHo.

3.12. Tpe6oBaHuna k ayTeHTUdUKaumm nonb3osarenen CK3U

Ona  ayTeHTudwmkaumm  nonb3oBatenen CK3WM  pgonyctmMo  Mcnonb3oBaTb  Naponwm,
YAOBNETBOPSAOLWNE CeaYOWNM YCI0BUSM:

— OJIMHA Napons AosHkHa 6biITb He MeHee 8 CUMBOJIOB;

— B 4Yucne CUMBOJIOB Napons o06s3aTenbHO AO/KHbI MPUCYTCTBOBaTb OYKBbl B BEpXHEM U
HMXHEM perncrtpax, umdpbl 1 cneunanbHble cumeonbl (@, #, $, &, *, % 1 T1.n.);

— Maposib He [O/MKEeH BK/K4YaTb B cebs n1erko BblUMCSEMble COYeTaHUs CMMBOJIOB (MMeHa,
dbammnum n T. 4.), a Takxke obwenpuHatole cokpawenmsa (USER, ADMIN, ALEX n 1. 4.);

— MpWY CMeHe Naposis HOBOE 3HAa4YeHMe AOJ/IHKHO OTNM4YaTbCs OT npeablaylero He MeHee yeMm B
4-X NoO3nuUUnax;

— JINYHbIN Napofib NOAb30BaTeb HEe MMEEeT Npasa coobLlaTb HUKOMY;

— MepuoAnUYHOCTb CMEHbI Naponsa onpeaensieTcsd NpPUHSATON MOJUTUKOM 6e30MacHOCTU, HO He
AO/KHa npesbiwaTbh 6 Mecsues.

3.13. Tpe6oBaHue K ynpaB/IeHUIO AOCTYNOM
LUTaTHbIMK cpeactreaMn  BUpPTyanansaumn AOJIKHO BbIMNOJIHATBCA  yrnpaB/lieHUE AO0CTYyNnoOM

Cyb6bekToB AoCTyna K obbekTaM AocTyna B BUPTYaNlbHOM WMHMPACTPyKType, B TOM YUCNE BHYTpU
BMPTYyasbHbIX MaLUVH.

3.14. Tpe6oBaHue K perncrpaymm cobbitum

LLUTtaTHbIMM cpeacTBaMW BUpPTyanmM3auuMm OO/MKHA BbINOSHATLCS  perncrpaums  cobbitmin
6e30MacHOCTM B BMPTYasnibHOM MHpPACTPYKTYype.
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