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AHHOTaUMA

HacTtosiwee PykoBoacTtBo gononHseT gokyMeHT «XTHAM.00088-03 91 01. Kpuntollpo CSP.
PykoBoactBo agMuHucTtpatopa 6e3onacHoctn. O6was 4acTtb» npu ucnonb3oBaHmn CK3U nopg
ynpasfieHneM onepaumnoHHbix cuctem Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

NHCTpYyKUunmn agMUHUCTpaTopam 6e3onacHocTn " nonb3oBaTensam pasfinyHbIX
aBTOMaTU3MPOBaAHHbIX cucteM, ucnonesyrwwmnx CK3WN «Kpuntollpo CSP» v 4.0 R4, [O0/KHbI
pa3pabaTtbiBaTbCs C YYETOM TpeboBaHWN HACTOSILLEro AOKYMEHTA.
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Cnuncok cokpawieHuni

APM ABTOMaTM3MpOBaHHOE paboyee MecTo
rMAa TMBKUA MarHUTHbIN AUCK
OcY [aTumk cny4yanHbix yncen
HDD XKecTKknit MarHUTHbIN ANCK
HCA HecaHKLMOHUPOBaHHbIN JOCTYN
ocC OnepaunoHHasa cucrtema
no MporpamMmmHoe obecneueHne
PernamenT CoBOKYMHOCTb UHCTPYKLMIA 1 APYIOi perrlaMeHTMpyiou.leﬁ AOKyMeHTauum, obecneumsatoLlen
PYHKUMOHNPOBAHWE aBTOMaTU3NPOBAHHOM CUCTEMbI BO BCEX PEXMUMaAX.
CepTudukar DNEeKTPOHHbIM AOKYMEHT, MOATBEPXAAOLWNIA NPUHAANEXHOCTb OTKPLITOrO KtoYa U onpeaeneHHbIX
aTpnbyTOB KOHKPETHOMY aboHEeHTY
Ceptudukauymns Mpouecc nsrotosneHuns ceptudunkata OTKpbITOro katova aboHeHTa B LleHTpe cepTudmrkaumm
COK Cpena pyHKUMOHMPOBAHMA KpUnToCcpeacTBa
CK3M CpeacTtBo kpuntorpaduyeckon 3awmnTbl MHDOpMaLnm
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1. OcHOBHble TexHU4YecKkme gaHHble U XxapakTepuctnku CK3U

1.1. MNporpaMMHo-anmnapaTHble cpeabl PYHKLNOHUPOBAHMS

CK3WN XTAN.00088-03 dyHKunoHupyeT noa ynpasneHunem OC Windows B nporpamMHo-
annapaTHbIX cpejax:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

MpnMeyaHus:
1. Bepcua POSReady.
2. Mpn akcnnyataumm CK3UW Heob6xoAMMO yuuTbiBaTb, UTO MNOPSAOK M CPOKM 3KCNyaTaumu
onepauuoHHbIX CUCTeM, B cpeae KoTopbix dyHKunmonmpyetr CK3W, onpegenstoTcs
NpomM3BoAUTENSMN OMepaLmMOHHbIX CUCTEM.

1.2. CoctaB CK31
McnonHeHne 2-Base knacca 3awmnTbl KC2 BbINO/HEHO B COCTaBe:

— KpUNTOCEpPBUC;

— KpunToApansep;

— MoAyNb ceTeBOM ayTeHTudMKkaunm (Kpuntollpo TLS);

— Moaynb 06paboTtkun ceptudmkaTtos n CMS npoTtokona;

— YyTUAUTa BbIpabOTKN BHELLHEN ramMmMmbl;

— YyTUAUTa KOMaHAHOM CTPOKMW;

— MoAyNb ayTeHTUdMKaunm nonb3osaTens B goMeHe Windows;
— MoAay/b NoanepXkm nHtepderica Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- 6bnbnmoteka, obecneumBatowas nogknveHme n GYHKLMOHMPOBaAHME KJHOYEBbIX HOCUTenemn
(RDK)

N PYHKUMOHMPYET B rpynnax nporpamMMHo-anmnapaTtHbix cpeg n.1.1.

1.3. KntoueBble HocuUTenu
B kauecTBe K/KO4YEBbIX HOCUTENEN MCNOMb3YIOTCS:

-I™MA 3,5”, USB aucku;

— CmapTtkapTtbel GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH DL (Flash, Bluetooth), PytokeH Lite Novacard;

— CmaptkapTbl PyTokeH Lite SC, PytokeH 2L SC;

— Rutoken S;

— Novacard;

— CMmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTta Y3K;

— Cmaptkapta MS_KEY K;
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— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;
— CMmapTkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazpen HDD M3BM (B Windows - peecTtp);

- MaeHtndukatopsl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHWe  K/OYEBbIX HOCUTENEW B  3aBUCMMOCTM  OT  MNpOrpaMMHO-anmnapaTHOM
nnatdopMbl oTpaxeHo B XTAM.00088-03 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.8.

1. B cocTtaB anctpmbyTtmBa CK3U BxoasaT 6MbnnoTekn noaaepxku Bcex nepeymcneHHblX HocuTesnem, Ho
He BxoasaT apamsepbl ana OC. [lo BonpocaMm nosyvyeHus ApaneBeposB HeobxoauMmo obpawartbcs K
Npou3BOANTENSAM COOTBETCTBYHOLMX YCTPOMUCTB.

1. XpaHeHune 3akpbITbiX Katover Ha HDD M23BM mn USB auckax (B peectpe OC Windows, B pa3aene
HDD npw paboTte nog ynpasneHuvem apyrmux OC) gonyckaeTcs TO/IbKO NpW yCOBUU pacnpoCTpaHeHus
L!!l Ha HDD, USB auck wam Ha M2BM ¢ HDD TpeboBaHuin no obpawleHunto C KIK4YeBbIMM HOCUTENSMU
(n.6.7 XTAN.00087-01 91 01. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHOCTM obLias 4acTb).

2. Bce BbllwenepeyncneHHble HOCUTENN MCMONb3YITCA TOMIbKO B KadecTBe MaCCMBHOMO XpaHuauwia
KntoyeBon nHdbopmaumm 6e3 Mcnosnb3oBaHMSA KpunTorpadnyecknx MexaHW3MOB, peasiM3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

3. Ucnonb3oBaHue HoCcUTENen Apyrmx TUNOB - TOSIbKO Mo cornacosaHuto ¢ ®Cb Poccun.
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2. YctaHoBka auctpmnbyTtmsos MO CK3U

YctaHoBka guctpmbytmnea «Kpuntollpo CSP» v 4.0 R4 gos>kKHa Npou3BOAMTCS NOJIb30BaTeNEM,
MMeLMM Npasa agMMHUCTpaTopa.

Onsa ycraHoBkn CK3U «Kpuntollpo CSP» v 4.0 R4 cHayana HeobxoanMMO YyCTaHOBWUTb
nposaliaep, a 3aTeM yCTaHaB/MBaTb OCTa/lbHblE MOAY/IM, BXOASLUME B COCTaB KOMMJeKTaunu.

Onsa yctaHOBKKM nporpaMMHoro obecrnedyeHns BCTaBbTe KOMMAKT-AUCK B MPUBOA CUMTbIBATENS.
M3 npeanaraembix anctpnbytmueos Bbibepute anctpubyTtmse, noaxoaawmin ansa Bawen onepauyMoHHOWN
CUCTEMbI, UMEKLWNI HYXHbIM BaM knacc 3awmTtbl M yaobHbin ansa Bac A3blk yCTaHOBKM. 3anycTuTte
BbIMOJ/IHEHME YCTAHOBKMW.

]‘E,J Ycranoeka "Kpuntollpo CSP 4.0.9799" X

Bac NnpUBETCTBYET NPOrpaMMa yCTaHOBKH
"Kpuntollpo CSP (KC2)"

MporpamMma BeINoNHUT ycTaHosky "Kpuntolpo CSP 4.0.9799"
Ha KOMNbIoTEP. [ANA NPOAOMKEHUA HEXKMUTE KHONKY “fanee”,

A~ N MNPEAYNPEXAEHWE: JaHHas nporpamMma 3allMileHa 3aKoHaMu
| e 06 aBTOPCKMX NPaBax U MEXAYHEPOAHBIMA COrNALIEHUAMA,

Hazan Oanee > OTMeHa

PucyHok 2.1 - MacTtep yctaHoBku «Kpuntollpo CSP» v 4.0 R4.

Ona panbHenwen yctaHoBkn Kpuntolpo CSP HaxMuTe danee.

Mocnepywowas ycraHoBKa MNpPOM3BOAUTCS B COOTBETCTBMM C COO6LLEHMSMW, BblAaBaeMbIMU
nporpaMmMon ycCTaHOBKW. B npouecce ycTtaHOBKM 6yaeT npensioXkeHo 3aperncrmpumpoBaTb
OOMNOJIHUTESIbHbIE CUMTbIBATENM KJHOYEBOM WHDOPMaLMKM, LOMNOJSIHUTENbHbIE AATUYMKWU  CAYYalHbIX
yncen WK HacTpoUTb KpUMNTOMpOBamAaep Ha MCMofib3oBaHue ciyxbbl XpaHeHus knwouein. Bce aTu
HaCTPOMKM MOXHO MPOU3BECTU KaK B MOMEHT YCTaHOBKW Kpuntonposangepa, Tak n B 1tobon MOMeHT
nocne 3aBepLleHns YyCTaHOBKM Yyepe3 naHesib CBOMCTB.

Mocne 3aBeplUeHUs YCTAaHOBKM AUCTPUBYTMBA HEO6XOAMMO MPOU3BECTM MepesarpysKy
KoMMbloTepa.

2.1. NapameTpbl yctaHoBkn «Kpuntollpo CSP» v 4.0 R4.

Mpn yctaHoBke «Kpuntollpo CSP» v 4.0 R4 MOXHO MCNONb30BaTb pasfiMyHble NapaMeTpbl
KOMaHAHOW CTPOKW, BAUSKOLLME Ha YCTaHaB/IMBaeMble KOMMNOHEHTbI, Ha4YalbHYO HAaCTPOMKY NpoAyKTa
nT.4.

Ans nx ncnonb3oBaHns HeO6XoAMMO 3anycKaTb YCTaHOBKY cieayowmM obpa3om:
msiexec /i <MOAHbIN MW OTHOCUTENbHBIN NYyTb K .msi-anny> <napameTpbl>

CnepgytoLwime onuny NO3BONSAKT HE YCTaHaBNMBATb COOTBETCTBYOLWME 6unbnmnortekn noaaepXKu:
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NODALLAS=1
NODS=1
NODSRF=1
NOEMV=1
NOFLOPPY=1
NOJCARD=1
NOPCSC=1
NOREGISTRY=1
NORIC=1
NORUTOKEN=1
NOSABLE=1

Hocutenu Dallas

CuutbiBatenu Dallas

OCHY «lNocnepoBaTeNbHOCTb NOCTaBLUMKA»
Kapta EMV

CuuTbiBaTeNb ANCKET

KapTbl JCard

PC/SC

CuuTtbiBaTenb «Peectp»

KapTtbl RIC/OSCAR

Hocutenb Rutoken

Cobonb

Cnepytowme onuum Mo3BOMSAOT yNpaBasTb pervcrpaumen nogaep)xmsaemoro obopyaoBaHus
BO BpeMsa yctaHoBkun «Kpuntollpo CSP» v 4.0 R4 (3HauyeHue «0» O3HayaeT «OTK/YUTb OMNuUunIo»;
3Be3404YKOIM OTMeYeHbl ONLUMKU, BKIKOUYEHHbIE MO YMOTYaHUIO):

REGETOKEN=1

REGFLOPPY=6ykBbI
REGPNPFLOPPY=1

REGDSRF=nyTb

REGDS1410E=nopTbl

REGDS9097E=nopTbl

REGDS9097U=nopThbl

REGDS199X=1
REGOSCAR=1
REGOSCAR2=1
REGTRUST=1
REGTRUSTS=1
REGTRUSTD=1
REGPNPPCSC=1
REGALLPCSC=1
REGREGISTRY=1
REGRIC=1
REGRUTOKEN=1
REGSABLERDR=1

3aperncrpmpoBaTb BCe HocuTenu «Alladin eToken» *
(otoenbHble Tunbl: REGETOKENJAVA10, REGETOKENJAVA10B,
REGETOKENM420, REGETOKENM420B, REGETOKEN16,
REGETOKEN32, REGETOKENR?2)

3aperncTpmMpoBaTh CUMTbIBATENb «AMUCKETa» AN 6YyKB, YKasaHHbIX
yepes 3ansTyto

3aperucTpmMpoBaTth CUMTbIBaTENb «Bce cbeMHble HoCUTENn» *

3apeructpuposatb [OCH «[locneposaTesibHOCTb MOCTaBLUMKA» W
3apatb NyTb (6e€3 «\» Ha KoHLUe) K nanke ¢ dsrfnet

3aperncrpmupoBaTb cumTbiBaTeNnb «DS1410E» (cnMcok NOpTOB Yepe3
3angartytw: LPT1,LPT2,...)

3apernucTpmpoBaTtb cuuTbiBaTeNnb «DS9097E» (cnncok NopToB yepes
3anatyt: COM1,COM2,...)

3aperucTpmpoBaTtb cuuTbiBaTenb «DS9097U» (CnMCcoK nopToB yepes
3angartyt: COM1,COM2,...)

3apermnctpupoBaTb HocuTenb «DS199x»

3aperucTpmpoBaTtb HocuTenb «Ockap»

3aperncTpmpoBaTtb HocuTenb «Ockap2» *
3aperucTpmpoBaTtb HocuTenb «Marncrpa» *
3apeructpmpoBaTtb HocuTenb «Marncrtpa CobepbaHk/BGS» *
3aperncrpmpoBaTb HocuTenb «Marncrpa Debug» *
3aperucTpmpoBaTthb CcYuTbiBaTeNnb «Bce cunmTbiBaTENM CMapTKapT» *
3aperncTpmpoBaTb MOAK/OUYEHHbIE CYUTbIBATENIM CMapTKapT
3aperncTtpupoBaTb cynTbiBaTenb «PeecTp»
3apernctpupoBaTb HocuTenb «PUK»

3apernctpmpoBaTb HocuTenb «Rutoken» *

3aperncrtpmpoBaTb cuuTbiBaTenb «Cobonb»
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REGSABLERND=1
NOETOKENWL=1
NOOSCAR2WL=1
NOTRUSTWL=1

NOTRUSTSWL=1

NOTRUSTDWL=1
NORUTOKENWL=1

3apeructpuposatb ACYH «Cobonb»

He pernctpupoBsaTb HocuTenun «Alladin eToken» ana Winlogon
He permnctpuposaTb Hocutenb «Ockap2» ana Winlogon

He peructpupoBaTb HocuTenb «Maructpa» ansa Winlogon

He peructpupoBatb HocuTenb <«Maructpa Cb6epbaHk/BGS» ans
Winlogon

He pernctpupoBaTb HocuTenb «Marmnctpa Debug» ana Winlogon

He peructpmuposaTb HocuTenb «Rutoken» ana Winlogon *

YnpaBneHue pexvMmamm paboThbl:

CPCSPR=1

MEDIACSPS=1

CACHED=N

CSPDELETEKEYS=1

Ona Bepcun KC1 no3Bonser BbibpaTb pexum
CNy>x6bl XpaHeHus kno4ven (ToNbKO Npu yCTaHOBKE)

PernctpmpoBaTb B cucTeMe OTAENbHbIA NpoBaniaep
AN KaXkaoro Tuna K4yeBbiXx HocuTenen (ToNbko
npu ycTaHOBKeE)

HacTpolika KawwnpoBaHusa knwodven. Ecnn N=0, TO
Bblk/toyeHo, ecnan N>0, To 33paeT pasMmep Kiawa
(Tonbko nMpu yCTaHOBKE U TONbKO ANA pexuma
CNyX6bl XpaHeHUs Ktouen)

Mpu yaaneHun nNpoAyKTa yAanuT TakK Xe Bce
HacTpOWMKM W BCE KJ/IHOUYEBbIE KOHTEWHEpPbLI U3
peecTpa

BknounTb peEXNM YCUNEHHOIo KOHTpONA

STRENGTHENEDKEYUSAGECONTROL=1 wucnonb3oBaHMsa kAw4ven (TONbKO MpU YCTaHOBKE;

pexum obsizaTeneH K NCNnosib30BaHUIO)

YKazaHue cepuinHbIX HOMEpPOB SIMLEH3UN:

PIDKEY= Ncnonb3oBaTb yKasaHHbI cepuliHbiil Homep CSP

WLPIDKEY= Ncnonb3oBaTb YKasaHHbIN cepuiHbin HoMep Winlogon

RPPIDKEY= Mcnonb3oBaTb yKasaHHbIN cepuitHbI HOMep Revocation Provider
OCSPAPIPIDKEY= Ncnonb3oBaTb yKasaHHbIl cepuiiHbiil Homep OCSP Client
TSPAPIPIDKEY= Ncnonb3oBaTb yKasaHHbIN cepuiHbin HoMep TSP Client
CraHgapTtHble napametpbl  Windows Installer (nogpobHee - CM. AOKyMeHTauuio:

http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=
INSTALLDIR64=
REBOOT=R

ADDLOCAL=mMogynun

REMOVE=moaynu

MyTb yCTaHOBKMU
MyTb yCTaHOBKKU Anga 64-pa3psgHbiX KOMMOHEHT
He nepesarpy>aTb KOMMNbKOTEP NOCNE YCTaHOBKMU

3ajaeT CnMCOK AONOSHUTENbHbIX MOAysen, KoTopble creayeT
YyCTaHOBUTb (cnuncok yepes 3ansaTyto). CyuwecTtBytowme
AONoNHUTENbHbIE MOAYU: reprov, driver, compat.

Ana yxe yCTaHOBNEHHOro npoAykKTa yaangeT yka3aHHble Moaynu
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JononHutenbHble NapaMeTpsbl.

/qb ycTaHoBKa 6e3 MacTepa
/qn ycTaHoBKa 6e3 OKOH
/L*v pann CO34aHue XypHasna yCTaHOBKM

Onsa ynaneHus Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

MpumMepsbl:
msiexec /i "d:\Kpuntollpo CSP  4.0\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v
"c:\temp\csp.log" /gb

B ykasaHHOM npuMepe 3anyckaeTcs .msi-dann, pacnonoxeHHbin no agpecy d:\Kpuntollpo
CSP 4.0\csp-win32-kcl-rus.msi, yctaHoBKa nporpaMMHoro obecne4yeHus 6yaeTr nNpomM3BOANTLCSA B
anpekTtoputo d:\csp, XypHan ycTtaHoBkM b6yaeT HaxoauTbcsa no aapecy c:\temp\csp.log, ycraHoBKa
byaeT BbiNoAHATLCA 6€3 MacTepa.

2.2.Ypanenue MO CK3U

PekoMeHayeTCs CHayana yAanuTb YCTaHOBJ/IEHHble MPOAYKTbl Yepe3 «YCTaHOBKY W yaaneHue
nporpammM», nepesarpy3mTb KOMMNbKOTEP, WU 3aTeM 3anyCcTUTb cspclean.exe. YTunmTta npefgHasHadeHa
LN OUYUCTKM KOMMblOTepa OT He yaanéHHblX 3neMeHToB npoayktoB KPUMTO-MPO. T[locne
3aBepwieHns paboTbl yTUANTbI 06593aTeNIbHO Nnepe3arpy3nTte KoOMMboTep.

12
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3. O6HoBneHne «Kpuntollpo CSP» v 4.0 R4

Ona obHoBnennsa «Kpuntollpo CSP» v 4.0 R4 Ha OC Windows Heob6xoanMmo:

— 3aMOMHUTb TeKylwyt KoHpurypaumio CSP (yctaHoBneHHble ACYH, cuuTbiBaTENN, HOCUTENWN,
napamMeTpbl aAATOPUTMOB MO YMOAYAHUIO U T.M.);

- yAanuTb wWTtaTHeIMK cpeacteamMmn OC anctpubytmse Kpuntolpo CSP;
— YCTAHOBUTb aHaNorn4Hblin HoBbIN aAncTpmbytne Kpuntolpo CSP;
— Npn HEO6XOAMMOCTM BHECTM U3MEHEHUS B HAaCTPOMKMU.

Knoun n CepTMCbVIKaTbI COXPaHAKTCA aBTOMAaTnU4eCKHN.

13
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4. BapwuaHTtbl BcTpamBaHusa «Kpuntollpo CSP» v 4.0 R4 n «Kpuntollpo TLS» B
npuknagHoe MO

4.1. BctpaneaHue Ha yposHe CryptoAPI 2.0.

«Kpuntollpo CSP» v 4.0 R4 MoxeT O6biTb MCNOAb30BAaHO B MNPUKNAAHOM MPOrpaMmMHOM
obecneyeHnn (kak u nwb6oK aApyron KpunTonpoBanaep, noctaensembin ¢ OC Windows) uepes
nHtepderic CryptoAPI 2.0, onucaHue KOTOpPOro nMpuBeAeHO B MpPOrpaMMHON AOKyMeHTauum MSDN
(Microsoft Developer Network):

http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx.

B atoM cnydae cnocob6 Bbibopa kKpuntorpadmyeckoro anroputma B npuknagHom MO Moxet
onpenenaTbCa  MAEHTUPUKATOPOM  anroputMa OTKPbLITOrO  K/k4Ya  oTnpaBuTens/nonydarens,
copepxauerocs B ceptudmkate X.509.

BcTtpanBaHue Ha ypoBHe CryptoAPI 2.0 no3BonsieT BOCMO/b30BaTbCA HAboOpoM yHKUMIA,
pewatowmnx 60MbWMHCTBO MpobneM, CBA3aHHbIX C npeactaBieHneM (dpopmaTtaMn) pasnmMyHbIX
KpunTorpaduuecknx coobuweHnin (noanucaHHbIX, 3awndgpoBaHHbIX), cnocobamm npencTaBneHUs
OTKPbITbIX K/toYen B BUAE UMdpoBbIX cepTUdMKaTOB, CNocobaMmn XpaHeEHUs U NOMUCKa cepTUdUKaToB
B pPa3/IMYHbIX CNpaBoYHMKax, Bkatovasa LDAP.

OyHKkunm CryptoAPI 2.0 no3BOASOT MNOAHOCTbIO peanu3oBaTb NpeactaBieHne uM obMmeH
OaHHbIMW B COOTBETCTBMM C MeXAYHapoAHbIMU pekoMeHzaumsaMm m WUHdpacTpykTypoir OTKpPbITbIX
Kntoueli (Public Key Infrastructure).

4.2. BctpanBaHue Ha ypoBHe CSP

«Kpuntolpo CSP» v 4.0 R4 MoxeT 6biTb HEMOCPEACTBEHHO WCMONbL30BAHO B MPUKIAAHOM
nporpaMMHOM obecrneyeHnn NyTeMm 3arpyskm Moayns Cc ncnonblosaHnem dyHkumm LoadLlibrary(). Onsa
3TUX Uenen B KOMMAEKT nocTaBku BkAo4vaetcs XTSHN.00088-03 96 01 «Kpuntollpo CSP v 4.0 R4
PykoBoACTBO nporpaMMmucta», onucbiBawlwee coctas dyHKuni m Tecrosoe [10O. [pu Takowm
peanusaumn npuknagHomy O  OOCTyneH AvWb  OFPaHUYEHHbIM  HAbop  HU3KOYpPOBHEBbIX
Kpuntorpaduyecknx MyHKUNIA, COOTBETCTBYOWMIN nHTepdericy Microsoft CSP.

4.3. Ncnonb3oBaHne COM nHTepdeincoB

«Kpuntolpo CSP» v 4.0 R4 MoxeT B3aMMoAencTsoBaTb co ciegywowmmmn COM mnHtepdencamm
pa3paboTku Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

4.3.1. CAPICOM

CAPICOM (peanumsoBaH B danne capicom.dll) npepoctasnser COM wuHTepdeic,
NCNONb3YOLWNI ocHoBHble dyHKUMKM CryptoAPI 2.0. DTOT KOMMNOHEHT sBAsieTCca AobaBneHneM K yxe
cywectBytowemy COM wuHtepdeircy Certificate Enrollment Control (xenroll.dll), koTopbiii peanusytot
KIIMEHTCKME (QYHKUMM TFeHepauum KJ4den, 3anpocoB Ha cepTudukatel M obmeHa ¢ LleHTpoMm
CepTtudukaumn.

CAPICOM nosBonsetr wucnonb3oBaTb GyHKUMM HOPMUPOBAHUSA WU TMPOBEPKU 3SNEKTPOHHOM
NnoAMMCKU, MOCTPOEHUS U MPOBEPKU Leno4vYek cepTudnkaTtoB, B3aMMOAENCTBUS C pPas3/INYHbIMU
cnpaBodyHukamm ceptudukartoB (Bkawodasa Active Directory) ¢ mcnonbsosaHuem Visual Basic, C++,

14


http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx

XXTAN.00088-03 91 02. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Ucnonb3oBaHme CK3U nog ynpasnenHmem OC Windows

JavaScript, VBScript n cpeabl pa3pabotkmn Delphi. Mcnonb3oBaHne CAPICOM no3BonsieT peannsoBaTb
dYHKLUMOHANbLHOCTb «TOHKOr0» K/MeHTa B nHrepdemnce 6paysepa Internet Explorer/Microsoft Edge.

CAPICOM sBnsieTca cBobogHO pacnpocTpaHseMblM, U NocTaBnseTcs B coctaBe Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

4.3.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepoelric Certificate Enrollment Control (peanusoBaH B anne xenroll.dll)
npegHasHadeH Ans MCNosib30BaHUS OrpaHMYeHHOro konudecrtsa dyHkunii CryptoAPI 2.0, cBsi3aHHbIX
C reHepauuen K4yeln, 3anpocoB Ha cepTudukaTtbl n 06paboTkon cepTUdUKaToB, MNONYyYEHHbIX OT
LleHtpa Ceptudukaumm ¢ WUCNONb30BAaHMEM $A3bIKOB nNporpammmpoBaHus Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3pabotku Delphi.

OTOT nHTepdenc ncnonb3yT pasnmuHble LeHTpbl Ceptudukaumn (VeriSign, Thawte n 1. a.)
npu ¢opMUpPOBaHUM 3aNpOCOB Ha cepTudmKaTt nonb3oBartenen Ha nnatdopme Windows Server 2003.

4.3.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

NHTepdelicbl  Certificate Enrollment API (peanu3oBaHHble B danne certenroll.dll)
npegHasHauyeHbl ANa reHepauum KJoyen, 3anpocoB Ha cepTudukaTtbl, 06paboTkn cepTndukaTos,
noay4deHHbIx oT LleHTpa CepTudurKaumm C UCNosib30BaHMEM Pa3/INYHbIX S13bIKOB MPOrpaMMmMpPOBaHMS.

OTOT nHTepdenc ncnonb3yT pasnumuHble LeHTpbl Ceptudukauumm (VeriSign, Thawte u 1. 4.)
npn ¢GopMMpoBaHMKM 3anpocoB Ha cepTudukaT nonb3oBatenen Ha nnatdopme Windows
2008/7/2008R2/8/2012.

4.3.4. Certificate Services

Certificate Services BkntovaeT B cebs Heckonbko COM nHTepdeincos, NO3BONSOWMX N3MEHUTb
dyHKUMOHanbHOCTb LleHTpa Ceptudukaummn, sxoaswero B coctas OC Windows Server. Npun nomoLim
AAHHbIX MHTEP(dENCOB BO3MOXHO U3MEHEHME!

— 06paboTkM NOCTynalLWMX OT NoSib30BaTeNeN 3anpoCcoB Ha cepTuduUKaTbl;

— COCTaBa AaHHbIX (B TOM uncne gonosHeHnn X.509), 3anucbiBaemMbiX B U3gaBaeMble LLEHTPOM
ceptTmdunKkaThbl;

- cnocoba ny6nmkaunm (XpaHeHUs) 34aHHbIX LEHTPOM CcepTUhUKATOB.

4.4. Ncnonb3oBaHue CK3W Ha nnaTtdopme Microsoft .NET Framework

Komnanuen OOO «KPUMTO-MPO» 6bin pa3paboTaH nporpamMmHbln npoaykT «Kpuntollpo
.NET», no3Bonawwmin WNCNONb30BaTb CPeACTBO KpunTorpaduyeckonm 3awuTbl KMHOpMauum
«Kpuntollpo CSP» v 4.0 R4 Ha nnatdopme Microsoft .NET Framework. «Kpuntollpo
.NET» peanusyer Habop wHTepdencoB Aana p[octyna K kpuntorpaduyeckmm onepaumam .NET
Cryptographic Provider:

— X3WWPOBaHUE;

— NOAMNUCH;

— WwndpoBaHue;

- MAC;

— reHepauus KaK4demn n 1.4.

Kpome Toro, Kpuntollpo .NET no3sonsieT uUcrnosb3oBaTb CTaHAApTHble Knaccbl Microsoft ans
BbICOKOYPOBHEBbIX OMepauni:

- pa3bop ceptudmkaTta;
— MOCTPOEHME N NpoBEpPKa Lienodkn cepTudunKkaTos;

15



XXTAN.00088-03 91 02. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Ucnonb3oBaHme CK3U nog ynpasnenHmem OC Windows

— obpaboTka CMS coobLueHuni;
— YCTaHOBJIEHME 3almLieHHoro obmeHa vepes SSL/TLS, HTTPS n FTPS;
— XML nognucb n wudposaHme.

MoapobHyto MHpopMaumo, ANCTPUOYTUBLI, AOKYMEHTALMIO N CLLEeHapUW UCMOIb30BaHMUS MOXHO
HaMTK Ha calTe NpoayKTa Www.cryptopro.ru.

4.5. Ncnonb3oBaHne CK3WN B Be6-6pay3sepax

«Kpuntolpo CSP» v 4.0 R4 MoxeT 6biTb MCNOAb30BaHO B Beb6-6pay3sepax Ha pasfnyHbIX
nporpaMmMHo-annapaTtHbix nnatdopmax nyTém BbizoBa dyHkumin «Kpuntolpo UM Browser plug-in»,
Bxoasawero B coctaB «Kpuntolpo PKI SDK» (MAK «Cnyx6bl YL»).

«Kpuntolpo 2UM Browser plug-in» coaepxut kKomnoHeHTy ActiveX ansa pabotbl B Microsoft
Internet Explorer/Microsoft Edge u nnarud NPAPI gns apyrmux Be6-6pay3epoB, Moaaep>XMBaKOLMX
OAHHbIN MHTepdenc BCTpamBaHMsa nnarnMHoB. PyHkumnm CK3WM MOXHO Bbi3biBaTb M3 CLeEHapueB
JavaScript, cogepxawmnxcs B oTtobpaxaemoin Beb-bpaysepoM cTpaHumLe.

MoapobHas nHdbopMauus AOCTYyMHa CTpaHuue niaarvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. NHnumanmusaumnsa éubnmortekum SSPI

MpoussoanTcs 3arpy3ska 6mubnnotekm Secur32.dll.

C nomowbto  ¢dyHKumm  GetProcAddress nony4yaercsas  ykasatesb  Ha  QyHKUUIO
InitSecurityInterfaceA (InitSecuritylnterfaceW B cnyuyae komnunsuum ¢ Unicode).

BbizoBoM dyHkumn InitSecurityInterfaceA (InitSecurityIlnterfaceW B cnyyae komnunsuum c
Unicode) nonyuaetcs Tabnuua dyHkunii SSPI.

Bmecto wucnonb3oBaHusa GetProcAddress, MOXHO noakNuuTb 6ubnuMoteky wmMmnopTa
secur32.lib (Bxoant B MS Platform SDK)

3anonHsetcsa cTpyktypa SCHANNEL_CRED. MNons 3Toi CTpYKTYpbl AO/KHbI 6biTb Hy/1€BbIMU,
Kpome:

SchannelCred.dwVersion = SCHANNEL_CRED_VERSION;

SchannelCred.dwFlags = SCH_CRED_NO_DEFAULT_CREDS | SCH_CRED_MANUAL_CRED_VALIDATION;
[ns cepBepa 1 He aHOHUMHOIO KJIMEHTA 3aMNOJIHSATCA TakXXe Mons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

L!!| KoHTekcT ceptudumkata pCertContext gonkeH cogepxaTb CCbIIKY Ha 3aKpbITbIA K/TtOu.

Mponssoantcsa BbI30B pyHKUMKM co3gaHmns Credentials: AcquireCredentialsHandle ¢ nepegauei
e cTpyktypbl SCHANNEL_CRED wn wnmenn naketa - UNISP_NAME («Microsoft Unified Security
Protocol Provider»).

NHuumManmsauma coegmHeHns KIMeHTOM npom3BoauTcsa Bbi3oBOM InitializeSecurityContext 6e3
BxoaHoro 6ydepa n cepsepoM - Bbi30BOM AcceptSecurityContext, nocne yero maer o6biYHbIN LMK
Handshake.

Mocne ycTaHOBMEHUA COEAMHEHMUS, HO A0 Hayana nepeaayu AaHHbIX, NMPUIOXKEHWE AOSKHO
BbIMO/IHWUTb NPOBEPKY NMapaMeTpPoOB COeANHEHUS U cepTUdUKaTa yAaNEHHOM CTOPOHbI.

ans nony4yeHus ceptudunkaTa yAaneHHom CTOPOHbI BbI3bIBAETCSH dyHKUMS
QueryContextAttributes c aprymeHtoMm SECPKG_ATTR_REMOTE_CERT_CONTEXT.
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Ons  nocTpoeHuMs Leno4Ykn CcepTU@UKATOB PEKOMEHAYeTCs WUCnosib30BaHWEe  YHKUMK
CertGetCertificateChain, onucaHHyto B MSDN/Platform SDK/Security, (c dnaramm nposepku,
COOTBETCTBYIOLWMMN BbIOpAHHOMY YPOBHIO 6e30nacHOCTU. PekoMeHayeTcs ucnonb3oBaTb dnar

CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka ceptudunkartos nposepsietca dpyHkumen CertVerifyCertificateChainPolicy, onncaHHomn
TaM Xe, ¢ aprymeHToM pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, n aprymeHnToMm pPolicyPara,
3ano/IHEHHbIM cneayowmM obpa3om:

ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));
polHttps.cbStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));
PolicyPara.cbSize = sizeof(PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps;

Heobxoanmo, 4Tobbl Ansa Kaxaoro ceptudukarta B LLenoyke
pCertContext->pCertinfo->SubjectPublickeyInfo->Algoritm->pszObjld
pszObjld 3akaHumBanack Ha szOID_GR3410.

BoisbiBaeTca  dyHkums QueryContextAttributes ¢ aprymeHtoMm ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, aona nony4yeHus napaMeTpoB COEAMHEHUS U UX MPOBEPKU Ha
BbINOSIHEHWE YCMOBUIA:

ConnectionInfo.dwProtocol == SP_PROT_TLS1_CLIENT;
ConnectionInfo.aiCipher == CALG_G28147, ConnectionInfo.aiHash == CALG_GR3411;
aiExch=CALG_DH_EX_EPHEM wnn CALG_DH_EX_SF;

LLndposaHus/pacwmdpoBaHme peanmsyeTtcs C MOMOLLbIO dyHKUMI
EncryptMessage()/DecryptMessage().

JomxHa 6bITb obecneveHa KoppekTHast obpaboTka koaos Bo3BpaTa ¢yHkumn SSPI. MNpun aToM cnenyet
yuuTbIBaTh, YTO TpebyeTcsa pa3Has obpaboTka B 3aBUCUMMOCTU OT TOrO, SABASIETCA KOA BO3BpaTa KOAOM
||,_!_!_|| YCNELWHOro BbINO/HEHMS GYHKUMK, KOAOM He ddaTanbHOM ownbku, He Tpebylowen paspbisa
coeauvHeHns, wnun  kogoM  daTanbHOM  owubku, Tpebyolwen paspbiBa coeaMHeHus. Bce
HeobpabaTbiBaeMble KOAbI BO3BpaTa OWMOOK AOKHbI MPUBOAUTL K paspbiBY COEANHEHUS.

4.7. 3aBeplieHne ceccumn

KoppeKkTHOe 3aBepLieHne Ceccum oCyLecTBAsSIETC BbI3oBOM dyHKuUmMM ApplyControlToken.

4.8. TpeboBaHus 6e30MacHOCTH

1. MpuMeHeHne ™Moayns noaAepXKU CeTeBOM ayTeHTUdMKaumn [AONYCKaeTCad TONbKO Mpwu
MCNOJIb30BAaHMN OTKPbITbIX K/ouen cepBepa U KnneHTa, CepTVICbI/ILWIpOBaHHbIX AOBEPEHHbLIM LIEHTPOM
cepTudukaumu.

2. MpunoxeHneM gonxkHbl obecneumBaTbCs:

- npoBepka ceptudunkaToB B cooblieHumsax Certificate n CertVerify;

—-npoeepka 12 6ant B coobweHusax Finished knneHTa w©n cepBepa, SABASAOLWKUXCA
MMNTOBCTaBKaMM K MHGOPMaLMN BCEro gManora KJMeHT-cepBep B NpoLecce yCTaHOBEHNS CECCUN;

— KOHTPOJIb COOTBETCTBUSA MMEHM KnneHTa (cepBepa) IP-agpecy, no KOTOPOMY YyCTaHOB/EHa
ceccus.
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5. CocTaB 1 Ha3Ha4yeHne KOMMNOHEHT nporpamMMmHoro obecneyvenns CK3U

MporpammHoe obecneyeHmne CK3U «Kpuntollpo CSP» v 4.0 R4 npn pyHKUMOHMPOBaAHUN MOA4,
ynpasnennem OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 coCTOMT M3 CneayroLmx
KOMMOHEHT:

1. CepBuUCHbIE MOAYNN;

2. Moaoynn HacTpOWKWM BCTPOEHHOM NOACUMCTEMbI MNPOrpamMMHOM cpeabl (YHKLMOHMPOBAHUS
koMmniekca (COK) OC Windows;

3. Moaynn conpsxeHuna <«Kpuntollpo CSP» v 4.0 R4 CcO BCTPOEHHOW MOACUCTEMOM
nporpammHon COK OC Windows u nHtepdeinc kpuntorpadmyeckoro Cepeuca;

4. CK3N «Kpuntollpo CSP» v 4.0 R4, peanusyulee Uenesbie GyHKLNM KpunTonpoBangepa B
dopme:

- 6ubnnoTek, 3arpy)xaembix B aApeCcHOEe NPOCTPAHCTBO NMPUITOXEHUS;

— KpunTorpadmyeckoro cepemca XpaHeHus Kuen;

— KpunTorpadumyeckoro gpamneepa;

— 6bubnnotek npotokona «Kpuntollpo TLS».

5.1. CepBUCHbIe MOAY N

CepBucCHble Moayn obecrneuynBaloT KOHTPOAb LESOCTHOCTU ancTtpubytmnea «Kpuntollpo CSP»
v 4.0 R4, ero yCTaHOBKY W ypganeHuve u3 OMNEepauMoOHHOM CUCTEMbI, @ TakXe KOHdurypauuto
napameTpos CK3U ana ka)kaoro nonb3oBaTens.

5.1.1. Moaynb KOHTPOAS LEeSOCTHOCTN ANCTpmbyTmBa

Moaynb cpverify.exe, cM. [punoxeHne A, npeaHasHayeH A7 KOHTPOAS LENOCTHOCTH
ancTpmbytmBa nNpu yctaHoBke KM ucnonb3oBaHum MO CK3U «Kpuntollpo CSP» v 4.0 R4 Ha
KOMMNbloTepe nosibdoBaTtens (NocTtaBnsieTcsd COBMECTHO C AUCTPUBYTUBOM).

5.1.2. AnctpubyTtme

Onctpubytnes CK3U «Kpuntollpo CSP» v 4.0 R4 nocrtasnsaetcs B Buae naketa «Windows
Installer» (dann csp-win32-kcl-rus.msi nan nogobHoe HaseaHue. B HasBaHuM dalina yCcTaHOBLIMKA
npucyTcTeyet obo3HadeHne nnatdopmbl, AA9 KOTOPOM OH MNpeAHasHayeH, KaacC 3alunTbl U A3bIK
ycTtaHoBkK). Tlpu 3anycke dann csp-win32-kcl-rus.msi pas3BopauynBaeT CTPYKTYpbl JAaHHbIX
ANCTpnbyTmnBa BO BPEMEHHbLIN KaTtanor n nposoanT yctaHoBky MO CK3N «Kpuntollpo CSP» v 4.0 R4.

5.1.3. Moaynb KOHMUrypaumm

Moaynb cpconfig.cpl obecneymBaetr BO3MOXHOCTb ynpasieHuns nonb3oBaTenem
kKoHburypaumen MO CK3U «Kpuntollpo CSP» v 4.0 R4, a Takxke COAEPXWUT BO3MOXHOCTU
perncrpaumm yctaHosneHHoro MO 1 nony4eHus nonb3oBaTteneM AOMNONHUTENBHOM MHMOPMaLnK.

5.1.4. Moagynb Wipefile

Moaynb wipefile ncnonbsyerca ana yaaneHus dhannoB BMecTe C COAEPXMUMbIM MPU LUTATHbIX U
HelwTaTHbIX (CBOMMPOBAHME) CUTYaLUSX.

5.1.5. Moaynb KOHTpOS LENOCTHOCTH B ApaniBepe
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Onsa paboTbl ¢ Nto6bIM 0OTNAAYMKOM MOAYNb KOHTPONS LENOCTHOCTU B ApaliBepe A0/MKEH 6biTb
OTKOUeH. [lopsaoK OTKAKYEHMS AaHHOro MoAaynst onucaH B AokyMeHTe «XTAM.00088-03 96 01.
KpunTtolpo CSP. PykoBoacTBO nporpaMMucta».

5.2. Moaynu HacTpolikn noacmncrembl nporpammHon COK OC Windows

Moaynu npegHasHaveHbl ans obecneyeHna ncnonbsosaHmsa NO CK3U «Kpuntolpo CSP» v 4.0
R4 B noacucteme nporpammHon COK OC Windows. Moaynu Takxe peanusyoT dopmaTsl
KpunTorpadunyecknx coobuleHnii, MUCnosib3yeMbiX B 3allMLWEHHON 3NeKTpoHHoM noute (S/MIME),
Office 2007/2010, Authenticode u dyHkumsax CryptoAPI 2.0, dopmaTbl cepTuduKaTtoB M UX
obpaboTky.

|..| MonHbIM NepevyeHb NoaAepPXXMBAEMbIX MpUIoXeHui Microsoft npuBeaeH B gokyMeHTe XTAKM.00088-03
== | 90 01. Kpuntollpo CSP. OnucaHue peanusauunu.

Moaynm HacTpoOMKKM KnaccmduumpyroTcs Kak noacmcrema nporpaMMHon COK M OTBETCTBEHHbI
3a ucnosb3oBaHue kpuntonpoBangepa «Kpuntollpo CSP» v 4.0 R4 co CTOpPOHbI NpuaoxeHuin. OHu
obecneunBaloT BbI30B cepBMCa Kpuntorpadpunyeckmnx dyHKuUMin, HO He obpabaTbiBalOT KAKOYEBYHO M
KpunTtorpaduyeckmn onacHyo nHpopmaumno (He MMEeT A0CTYyNa K Ka4vam U T. n.).

5.2.1. Moaynb pacwmpeHus un HacTpoiku CryptoAPI 2.0

Moayne cpext.dll saBndeTcqa 3aperucTpypoBaHHOM B CUCTEMHOM peectpe Windows
AnHaMmunyeckon bubnmotekon (DLL) pacwmpenmsa CryptoAPI 2.0 n obecneuunBaert:

— YCTAHOBKY COOTBETCTBUA MexAay umaeHTudukaTtopamm ob6bvekToB (OID) B kpunTOorpaduyeckmx
coobLeHnsax n cepTudmnkaTax oTKpbITbIX Kaoven n pyHkunamm CK3U «Kpuntollpo CSP» v 4.0 R4;

— popmmpoBaHMe u pasbop kpuntorpadumuecknx coobleHnn n cepTUdUKaToB OTKPbITbIX
KNo4en.

5.2.2. Moaynv vHuUUmManmMsaumm HacTpoMKN BCTPOEHHOM noacuctemsl nporpammHon COK OC
Windows

Moaynbe wHuumanmsauum ana OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10
peanusoBaH B Buae ppariBepa CProCtrl.sys. [pariBep obecneumBaeT 3arpy3Kky onpeaeneHHbIX
AnHammyeckmnx 6ubnuotek (DLL) B agpecHoe nMpoOCTpaHCTBO MpoueccoB, wucnonbaytowmx CK3U
«Kpuntollpo CSP» v 4.0 R4.

[JononHUTEeNbHO 3TOT MOAY/b OCYLIECTBASET KOHTPONb LENOCTHOCTM YycTaHoBneHHoro [0
«Kpuntolpo CSP» v 4.0 R4 n noacucrtembl nporpammHoin COK (nepuogunyeckumini u npu 3arpyske OC).

5.2.3. Moaynb HacTponkmn ansa cuctemHoro DLL crypt32.dli

Moaynb cpcrypt.dll 3arpyxaetca B BUPTyanbHOE agpecHOe NpPOCTPaHCTBO Ka)4oro npouecca,
K KoTopoMy noarpyxaetca crypt32.dll, ans ycraHoBneHMs nepexBaToB (YHKUUIA, MUCNOAb3YOLWNX
nposanaep «Kpuntolpo CSP» v 4.0 R4.

Hactponka 3aknwo4daetca B pobasneHum nporpamMmHorn COK BO3MOXHOCTM 06paboTku
MAeHTU(PUNKATOPOB anropnTMOoB, peannsyembixX Kpuntonposanaepom «Kpuntollpo CSP» v 4.0 R4.

5.2.4. Moaynb HacTtponkun ans cuctemHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpy>xaeTcs B BUpTyanbHOe apecHOe NpOCTPaHCTBO KaXAoro rnpouecca,
ncnonbaytowero inetcomm.dll, ansg ycraHoBneHusa nepexsaTtoB QyHKUNNA.
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HacTpoika 3aktovaeTcs B MoaAepXKe AOMOSIHUTENbHbIX MAEHTU(MUKATOPOB asroOpuTMOB W
BO3MOXHocTten S/MIME, peanusyembix kpuntonpoBangepom «Kpuntollpo CSP» v 4.0 R4, npwu
ncnonb3osaHmu B MO Microsoft Outlook n Microsoft Outlook Express.

5.2.5. Mogynb HacTporikn ans cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaeTcsa B BupTyasibHOE afpecHOe NpOoCTPaHCTBO Mpouecca
yCTaHOBKW ueHTpa ceptudumkaumm (CA) OC Windows.

Moaynb no3BosSeT HACTPOUTb UEHTp cepTuduKauMm Mnpu €ero YyCcTaHOBKe Tak, u4Tobbl
nopgaepxuBanuce anropntMbl «Kpuntollpo CSP» v 4.0 R4.

5.2.6. Moaynb HacTtponkun ansa cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTtcsa B BMpTyasibHOe afgpecHoe NMpOCTPaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn B Hero otobpaxaetcsa wininet.dll.

Moagynb no3sonser npaBunbHO oTob6paxaTte anroputMmbl Kpuntollpo TLS B Internet
Explorer/Microsoft Edge.

5.2.7. Mogynb HacTporikn ans cuctemHoro DLL advapi32.dll

Moaynb cpadvai.dll 3arpyxaeTcs B BUMpTyanbHOE agpecHoe NpOCTPaHCTBO KaXAoro rpouecca,
ncnonb3ytowero advapi32.dll, ana yctaHoBneHus nepexsatoB YHKLMNA.

HacTpoiika 3akntoudaercs B AobaBneHUMn BO3MOXHOCTM 06paboTkm  uaeHTUdUKaTopoB
anropuMTtMoB, peanmayeMbix Kpuntonposargepom «Kpuntolpo CSP» v 4.0 R4.

5.2.8. Moaynb HacTpoinkmn ansa cuctemHoro DLL kerberos.dll

Moaynbe cpkrb.dll 3arpyxaeTcs B BupTyasibHOe aApecHOoe MpOCTPaHCTBO MNpPOLECCOoB,
ncnonb3ytownx moaynb kerberos.dll, n obecneumBaeT saMynsauuio NogaepXKW KpuUnTonpoBanaepoM
ctaHpapTta Triple DES.

5.2.9. Mogynb HacTporikn TLS

Moaynb cpschan.dll 3arpyxaeTcsa B BMpTyasibHOE agpecHOe NMpPOCTPaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn oH ncnonb3dyet TLS.

Moaynb No3BosAT McNonb3oBaTb anaropmtMbl «Kpuntollpo TLS» B Internet Explorer/Microsoft
Edge.

5.2.10. Moaynu HacTpoiku MS Office

Mogynb cpMSO.dll 3arpyxaeTcs B BUpTyasibHOE aapecHoe NpoCcTpaHCcTBo npoueccos MS Word
n MS Excell n no3sonsetr noanucbiBaTb AOKYMEHTbI C MOMOLLbI anroputmos «Kpuntollpo CSP» v 4.0
R4.

Moaynbe cpExSec.dll 3arpyxaertca B BupTyanbHOe ajpecHOe MNpOCTPaHCTBO npouecca MS
Outlook, n HacTpauBaet ero ansa npasunbHon paboTtel ¢ «KpunTtollpo CSP» v 4.0 R4.

5.2.11. Moaynb HacTporiku XML
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Moayne cpXML.dll 3arpyxaeTcs B BupTyalbHOE aApecHOe MpOCTPaHCTBO MpPOLECCOoB,
ncnonesytowmx XML, n no3sondeT nNpuMeHaTb anroputmel «Kpuntollpo CSP» v 4.0 R4 ana noanucu
XML.

5.2.12. Moaynb HacTpOMKM KOHTpOiepa AOMEHa

Moaynb cpkdc.dll 3arpyxaeTcs B BUpTyaJsibHOE aApecHOe NpPOCTPaHCTBO MpPOLLECCOB AOMEHHOWN
ayTeHTMdMKaAUMM Ha KOHTposiepe agoMeHa M obecnedmBaeT BO3MOXHOCTb WCMOJ/b30BaHUS Ans
MpoBepKM noanucu anroputmos, peanmsyembix «Kpuntollpo CSP» v 4.0 R4.

5.3. KpuntonpoBangep «Kpuntollpo CSP» v 4.0 R4

5.3.1. NIHTepdeincHan 6mubnmoTteka Kpuntonposanaepa

NHTepdelricHas 6ubnmnorteka cpcsp.dll peanusyet CTaHAapTHbIN UHTEepdenc
KpunTonpoBanaepa, COOTBETCTBYHOWMI cneundukaumm Microsoft Cryptographic Service Provider, u
obecneumBaeT AaHHbIN MHTepdENC A 06bIYHbIX MPUIOXKEHNN Yepe3 KpunTorpadmuyeckmii cepeuc rno
RPC, wnn ana npuBMNErvMpoBaHHbIX MpUAOXeHWhn (uMMerwmx MNpaBo AOCTyna K YCTPOMCTBaM
HOCUTeNeln KI4YeBOro KOHTenHepa) - HeMnoCpeaACTBEHHO.

5.3.2. NHTepdencHaa 6ubnmoTteka Kpmntorpadmueckoro cepemnca

NHTepdelicHaa 6ubnnoteka cpcspr.dll obecneunmBaeT BO3MOXHOCTb ObpalieHuss 06bIYHbIX
MPUNOXEHUN K CepBUCY KpunTorpaduyecknx dyHkUnn no npotokony RPC.

5.4. CK3N «KpunTtollpo CSP» v 4.0 R4

Cob6ctBeHHO, CK3UM «Kpuntollpo CSP» v 4.0 R4 peanusyer uenesble QYyHKUNMU
KpunTorpaduyeckon 3sawmtbl MHbOpMaummn, paboTy C KA4YamMu, AOCTYN K K/KOYEBbIM HOCUTENSAM,
poctyn K domsmdeckomy ACH.

5.4.1. Peanuzauma CK3U B popmMe cepBmuca XpaHEHUS KItoUen

Moaynb cpcspi.dll peanunsyeT uenesble QyHKUMM KpunTorpaduyeckon 3awnTbl MHGOpMaLun
npu obpaweHun no RPC ¢ nokanbHOrO KoMmnbloTepa Ansa uHTepdencHonm 6ubnmoteku
KpunTorpadgunuyeckoro cepauca.

Moaynb obecneumBaeT:
— XpaHeHune n paboTy C KOHTEKCTOM YpOBHS bubnmnoteku;
— XpaHeHune Kpuntorpaduyecknx o6beKTOB:
» KntoueBbix nap (MOCTOSSHHbLIX M BPEMEHHbIX);
» OTKpbITbIX KNtovelh (BpeMeHHbIX);
= Kntoyen ceccmin (BpeMEHHbIX CUMMETPUYHDBIX);
* O6BbEeKTOB PYHKLUMN X3LWNPOBAHUS.
— BbIMOSIHEHME KpunTorpaduyeckmx npeobpasoBaHuii.

5.4.2. Peanusauusa kpuntonposangepa B popMe noarpyxaembix 6ubnmorek

NUHTepdeiic cpcspi.dll  peanu3ayer ueneBble @GYHKUMM  KpuUnTOrpaduueckon  3awimThbl
nHgpopmaunm pna  WHTepdelicHon 6ubnuotekn kKpuntonposangepa (cm. 5.3.1) B BapuaHTe
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dyHKkumoHmposaHma MO «Kpuntollpo CSP» v 4.0 R4 6e3 wucnonb3oBaHus WHTepdeiica
KpunTtorpaduyeckoro cepsuca (cm. 5.3.2).

5.4.3. Peanmzauma kpuntonposangepa B popme apansepa sapa OC

NHTepdelic cpdrvlib.sys peannayeT NOAMHOXeCTBO uenesBbiXx (YHKUMA KpunTorpadumyeckomn
3awmtbl  uHdbopMauum ana  UHTepdencHon 6ubnmoteknm KpunTonpoBalmgepa B BapuaHTte
dyHKumoHupoaHua MO «Kpuntollpo CSP» v 4.0 R4 B aape OC Windows. [lpaiiBep nopaepxuBaet
BbINOSIHEHME PYHKUMA WNPPOBAHUSA, UMUTO3ALLUNTLI, X3LWMNPOBAHUSA, MPOBEPKU NMOAMNUCU U BbIpaboTKy
KJloUen cornacoBaHus Ha 3deMepHbiX Kaw4vax. [paneBep He noaaepxupaeTr paboTy cC
NOSb30BaTENbCKUMU KHOYaMU.

5.4.4. UnuTepdeicHblie mogynu ACH

Ob6ecneunBatoT peanunsaumio 4OCTyna K cnegyowmnm tunam 4CY:

- bio.dll BrnoACH

—sable.dll OCY sanekTpoHHOro 3amka «Cobonb»
—accord.dll OCYH AM3 «Akkopa»

—apmdz.dll ACYH AMA3 «KPUMNTOH-3AMOK»

- maxim.dll ACYH AnMA3 «MAKCUM-M1»

5.4.5. MaHenb ynpasneHusa pecypcamm CK3UN «Kpuntollpo CSP» v 4.0 R4

YnpasneHne pecypcammn CK3U «Kpuntollpo CSP» v 4.0 R4 ocywecTBniseTcss KOMaHAHbIM
danmnom cpconfig.cpl 4vepe3s naHenb ynpaeneHumsa <«CsolictBa: Kpuntollpo CSP». K OCHOBHbIM
cpeacTeaM ynpasneHus pecypcamm CK3W oTHocATCA cpeacTBa yrnpaBieHUSA:

— NIMUEH3UAMU;

- ACY;

— 6bubnmnotekamMm cumMTbIBaHUA KNOYEBON MHMDOPMaLNK;

— 3aKPbITbIMU KIKOYaMWN N CepTUDUKATAMUN OTKPbLITbIX KIOYei;

— napameTtpamu CK3WU.

5.5. Moaynb ayteHTudukaummn B gomeHe Windows

Mogynb winlogonmgmt.dll o6ecneunBaeT ayTeHTUdUKauno Ha 6ase 3neKTPOHHOM NoanucK c
ncnonb3osaHmeM anropntmos FOCT 34.10-2001, FOCT 34.11-94.

Moaynb ayTeHTUduMKaumm obecneuymBaeT pasrpaHMyeHne AocTyna K cetm gomeHa Windows
nnbo Kk nokanbHoM MawunHe Windows Ha ocHoBe npoBepku DI, BblpaboTaHHOM C MCMONb30BaHUEM
Kfltoua AO0CTyrna, pacrofioOKeHHOr0 Ha K/HYeBOM HOCUTEesNe MoMb30BaTens B KKOYEBOM KOHTelHepe
CK3W XT5N.00088-03. CepTudmkaT OTKPbITOro Ktoda npoBepKnM rnoanmncu 3aHOCUTCH B CUCTEME Mpu
perucrpaumm nonb3osatens gomeHa Windows.

5.6. Moagynb noaaepxkm ceteBon ayteHTudukaumm Kpuntollpo TLS

Moaynb noanepXKu ceTeBol ayTeHTuduKaumnm peanusyetcs B @GopMe NoArpyxaemom
6nbnmotekmn U1 peanm3yeT NOAMHOXECTBO  WHTepdenca  Microsoft  SSPI(SSP/AP)  (cwm.
cooTBeTCcTBYOWMI pasgen MSDN). Moaynb obecneymBaeT ayTeHTUYHOE 3alUMLEHHOE COeANHEHMUE
Mexay nonb3oBaTenem un cepsepoM. cpssl.dll, cpsspap.dll - npu ycTaHoBke Moayns ayTeHTUdMKaunm,
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noaaepxwusatoliero ayteHtudukauunto B fomMeHe, cpsspcore.dll, ssp.dll — 6€3 BO3MOXHOCTM AOMEHHOM
ayTeHTudmnkauymu.

5.7. Noacuctema nporpammHoin COK «Kpuntollpo CSP» v 4.0 R4

5.7.1. UHTepdenc goctyna K KAK4YeBbIM HOCUTENSAM

Bbubnnoteka cprdr.dll obecneumBaeT yHUDUUMPOBAHHbIN MHTEpdENC AOCTyNa K K/OYEBbIM
HOCUTENAM BHE 3aBUCUMOCTM OT UX TMNa.

5.7.2. "HTepdencHble MOAYIN YCTPOMUCTB XpaHeHUs Kto4eBo nHdopMaumm

Moaynn obecrneunBaloT peanmsaumio AOCTyNa K KOHKPETHbIM TUMaM KJ/IOYEBbIX HOCUTENen u
cYuTbIBATENEN:

fat12.dll K Auckosoay wu guckete 3.5"

reg.dll K CUCTEMHHOMY peecTpy U K/iloyaM B HUX

sable.dll K 3N1eKTPOHHOMY 3aMKy "Cobonb"

dallas.dll K cuntbiBaTento Touch-memory Dallas

ric.dll K cmapTkapTe PUK n Ockap

emv.dll K cMapTkapTe MPCOS EMV/3DES

hs.dll K 3NEeKTPOHHOMY Kntody eToken

pcsc.dll K cunTbiBaTENAM CMapTKapT n eToken, noaaepxusatowmnm nHtepderic PC/SC
ds199x.dll K Tabnetkam DS1996, DS1995.

5.7.3. bubnnoteka nogaepxku A40CTyna K Ko4YeBbIM HOCUTENSM

Bubnunoteka cpsuprt.dll obecneumBaeT peanusaumio o06WMX GYHKUMA AOCTYyNa K pasfiyHbIM
YCTPOMCTBAM XpaHeHUs KJoUEeBbIX HOCUTENEN.

5.7.4. Moaynb ASN1

MNoanepxuBaeT GYHKUMM Npeobpa3oBaHUst CTPYKTYP JAaHHbIX B MalUMHHO-HE3aBUCUMOE
npeacTaBneHue.

5.7.5. icnonb3oBaHune kntoden peectpa Windows

YcTaHoBKa nporpamMMHoro obecnevyeHus [o/KHa NpoM3BOAUTCSA MOSb30BaTE/IEM C MpaBaMu
agMuHUCTpaTopa. Mpu 3TOM NporpaMMma yCTaHOBKU TpebyeT A0CTyn K CeAyowmM KtodaM peecTpa:

— HKEY_LOCAL_MACHINE - nonHbIiA goctyn;
— HKEY_CLASSES_ROOT - nonHbI gocTyn.

Mpn ncnonb3oBaHmn CK3N «Kpuntolpo CSP» v 4.0 R4 n co3gaHun KJIOYEN MONb30BaTeNen
6e3 wucnonb3oBaHusa dnara CRYPT_LOCALMACHINE Tpebyetcs poctyn K crneaylwmMm Kalyam
peecTtpa:
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— HKEY_LOCAL_MACHINE - 4yTeHue, nepe4duncreHune;
— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS - co3gaHue noakso4en,
YTeHue, NepevYncrieHmne;

— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID - nonHbin goctyn; SID
- SID nonb3oBaTens.

Mpn  wncnonb3oBaHmn CK3UW un  co3pgaHum  KIKOYEH € MUCNONAb30OBaHMeM  dnara
CRYPT_LOCALMACHINE pononHutenbHo TpebyeTcs AOCTYN K CAeaAyowWnM KitoyaM peectpa:

— HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIn gocTyn.

Ons nameHeHnsa koHopurypaumm CK3UN «Kpuntolpo CSP» v 4.0 R4 ¢ ncnonb3oBaHMeM NaHenu
ynpaeneHuna (Control Panel), kpome Toro, Tpebyercsa nOAHbIA [AOCTYN K K4y peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

1. Mo ymonuanuwo <«Kpuntollpo CSP» v 4.0 R4 MoxeT wucnonb3oBatb A0 65536 onucatenen
Kpuntorpacdunyecknx obvekToB. [ONa yBenMyeHUss 3TOr0 3HayeHuMss HeobxoamMMo [06aBUTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters)

[I_.__._“ napametp DWORD, paBHbIli TpebyeMoMy uncny onmcaTtenei, Ho He 6onee 1048576.

2. XpaHeHue 3akpbITbiX kao4ven Ha HDD M3IBM un USB auckax (B peectpe OC Windows, B pa3aene
HDD npw paboTte nog ynpasneHvem apyrux OC) gonyckaeTcs TO/IbKO NpU yCI0BMM pacnpoCTpaHeHus
Ha HDD, USB auck wnu Ha M3BM c HDD TpeboBaHuii no obpalleHnto C KK4YEBbIMU HOCUTENSIMU
(n.6.7 XTAN.00088-03 91 01. PykoBoacTBO aaAMUHUCTpaTopa 6e3onacHOCTM obwas 4acTtb).
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6. Kpuntorpadpunyecknin nutepdenc CryptoAPI 2.0

CK3M moxeT 6bITb MCMONb30BaHO MpUKNagHbIM NporpaMmMHbiM obecneveHnem (kKak u nwobon
Apyron kpunTtonposanaep, nocrtaBnsiembin ¢ OC Windows) u4epe3 wuHTepdenc CryptoAPI 2.0
(onncaHmne — B gokyMmeHTaumm MSDN - Microsoft Developer Network). B atom cny4dae crnoco6 Bbi6opa
KpunTorpaduyeckoro aaroputma B NpuKIagHOM MNPoOrpaMMHOM obecneyeHmn MOXEeT onpeaensTbes
nHdopMaunen, coaepxalleincsa B cepTudmkaTax oTKpbITbiX katoden X.509.

KpunTtorpaduuecknit untepdenc CryptoAPI 2.0 no3sonser:

1. ObecneunTb nNpuUKIaAHOMY YPOBHI AOCTYNn K KpuntorpaduyeckmuMm QyHKUMSM A1
reHepaumm Ko4en, ¢dhopMuMpoBaHus/NpoBeEpPKHU 3/IEKTPOHHOMN uncposon noanucum,
wndpoBaHusa/paclumdpoBaHna AaHHbIX B YCIOBUSX M30ANPOBAHUA MPUKIAAHOIO YPOBHS OT YPOBHS
peanusaunii kpuntorpadpumuyeckmx yHKUMi. NpunoxXeHmsam U NpuKIagHbIM NporpaMMUCTaM He HYXHO
O€eTanbHO BHMKATb B OCOBEHHOCTM peanusaumm TOr0 WM MHOMO anroputMa MAM M3MEeHATb B
3aBMCMMOCTM OT aaropuMTtMa npukiagHblie NporpaMmel.

2. O6ecneunMTb OAHOBPEMEHHOE WCMOJIb30BaHWE pa3HbIX anropuTMOB W PasfIUYHbIX KX
peanu3aumii Kak NporpamMMHbIX, Tak M annapaTHbIX.

O6bwas apxutekTypa Kpuntorpadunyecknx @yHKUWK NokasaHa Ha PucyHke 6.1.

CAPICOM COM Mpunoxexun
Cerfficate Services 0 ; ess | Authentcode | Internet Explorer

Cerfificate Enrollment Contraol |

arnart Card Enrallrment Control |

Wutepdreic Crypto APl 2.0
QYHELIMM CMPEE O4HMIKE GEPTHOMIKATOR
Certficate Store Functions

Y HELIAM K0 MR OBSHHALLEKD AP OBAHKMA
CEPTUMKATOR
CryptEncode/CryptDecode (ASM.1)

Wutepdeic mopynei GezonacHocTH
Security Support Provider Interface

BelcomoypoEHEBEIE CIYHILIMK KM NTOME guJ BCia
coobuweHwd Simplified Message Funclions

CryproPro SChannel

Huzroyp 0EHEEBIE yHILMKM KpHNTOrpE duueckuy
coobueHwd Lo Level Wessage Functions

Mlicrosaft Unified Security
8SPI Protocol Prowider

.

Biazoetie punTompadiueckle diHLK
Base Cryptography Functions

Wutepchenc mpunmorpadsveckux chy ukuwA Cryptographic Service Providers

Microsoft Base Cryplographic Provider 1.0
Germplus GernSAFE Card CEP w1

MWlicrosoft Base DEE Cryptographic Prowvider
MWicrosoft Base DSE and Diffie-Hellman Gryptographic Provider

Crypto-Pro Cryptographic Service Provider

Microsoft Sfrong Cryptographic Provider

Microsoft Enhanced D55 and Diffie- Hellman Cryplographic Provider
Microsoft Enhanced Cryplographic Provider w10

PucyHok 6.1 - ApxutekTypa kpuntorpadumyecknx gyHkumnmn B OC Windows

O6bwas apxutektypa CryptoAPI 2.0 npeacrtaBneHa NSATbIO OCHOBHbIMM (YHKUMOHAIbHbIMU
rpynnamm:

1. Bbasosble kpunTorpadpunyeckme yHKUUn:

— dpyHKUMM  mHnumanmsaumm (paboTbl C KOHTEKCTOM). IOTn  dYHKUMM NpeaocTaBnstoT
NPUIOXEHNIO BO3MOXHOCTb BblbpaTb oOnpeaeneHHbli KpunTonpoBangep no TUMYy MMEHW Wan no
Tpebyemoi PyHKUMOHANLHOCTH;
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— YHKUMM reHepaumm kw4den. DTN  PYyHKUMM npeaHasHadeHbl Ans  (GopMUpoBaHuUS U
XpaHeHUs1 KpunTorpaduYecknx Ktoyen pasimyHbiX TUMOB;

— (byHKUMM obMeHa kaoYaMn. DTN BYHKUMKM npegHasHadeHbl Ans Toro, 4tobbl NpUNOXeHUS
Mornn  obMeHuMBaTbCA  pasIMYHLIMM  TUNaMu  KAw4deBon  uMHbopmaumn ana  obecneveHus
B3aMMOAENCTBUS Mexay cobon;

2. OYHKUMW KOAUPOBAHUS/AEKOANPOBAHUS.

JaHHble dYHKUMM NpeAaHasHayveHbl Ans npeobpasoBaHusa (KOAMPOBaHMSA) W3 BHYTPEHHEro
npeacraBneHms obbekToB, mcnonb3dyembix B CryptoAPI, Bo BHelwHee npeacrasneHne u obpatHo. B
KayecTBe BHellHero npeacrasneHns o6bekToB wucnonb3dyetrca dopmat ASN.1 (Abstract Syntax
Notation One), onpeaeneHHblli cepuel pekomeHgaumnin X.680. K aton xe rpynne dyHKUUA OTHOCUTCS
Habop dyHKUKMIA, MO3BONAKOLWMX pacwnpuTb GYHKUMOHanbHOCTb CryptoAPI nytem peanusauum wm
perncrtpaumm cob6CTBEHHbIX TUNOB 06BHEKTOB;

3. ®yHKUMKM paboTbl CO CMpaBOYHUKAMU CEPTUDUKATOB.

OTa rpynna QyHKUMIA npeaHasHayeHa pAns XpaHeHusa un o6paboTkm cepTuduKaToB B
pasfIMYHbIX TUMNax CNpaBOYHUKOB. lNMpuyeM B KayecTBe CrpaBO4YHMKA MOryT MCMOJIb30BaTbCs CaMble
pasfiMYHble TUMNbl XpaHuUauw,: oT npocTtoro danna o LDAP;

4. BbICOKOYpOBHeBble YHKLNN 06paboTKm KpunTorpadmnyeckmx coobLLeHni.

OTa rpynna ¢yHkumn (Simplified Message Functions) B nepBytlo o4yepeab npeaHa3HayeHa ans
ncnonb3oBaHus B npuknagHom MO. C noMoLbio 3TUX (PYHKLUNIA MOXHO

- 3awundposaTb/pacwmndposaTtb cooblieHne oT 04HOro Nosib30BaTeNS K APYroMY;
— MNoanuncaTb AaHHbIE;
- MpoBepnTb NOAMNUCH AAHHbIX.

OTn dyHKumm (Takxe, Kak U GYHKUMM HU3KOro YPOBHSA) oONepupyroT cepTudukatamm
OTKPbITbIX KNtoder X.509 ans agpecauum oTnpasuTens/nonydartens AaHHbiX. B kadectBe ¢opmaTta
AaHHbIX, dopMupyembix dyHKUMAMU, mncnonbsyetcsa dopmat PKCS#7 (RFC 2315) mam CMS (RFC
2630).

5. HuskoypoBHeBble GyHKUNM 06paboTkn Kpuntorpadpmnyeckmx coobLieHni.

JdaHHasa rpynna ¢yHkumn (Low Level Message Functions) npepHasHadeHa Ans aHanOrMyHbIX
Lenen, 4to M rpynna BbICOKOYpPOBHEBbIX (PYHKLUMI, HO obnagaer 6onbwen PyHKUMOHANbHOCTLIO U
TpebyeT OT npuknagHoro nporpamMMmucta 6onee pAetanbHblX 3HaHMM B ob6bnactu NpuKIagHOM
KpunTorpadpuun.
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7. BcTtpauBaHune CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3UN «Kpuntollpo CSP» v 4.0 R4 B npuknagHoe nporpamMmMmHoe
obecneueHne OOMKHbI BbIMONHATLCS TpeboBaHus pasgena 17 gokymeHTa «XXTAKW.00088-03 91 01.
Kpuntolpo CSP. PykoBoactBo aaMuHucTtpatopa 6e3omnacHoctM. O6wasd 4yacTtb» UM OOKYMEHTa
«XKTAKN.00088-03 96 01. KpunTtollpo CSP. PykoBoaCTBO NporpaMMucTa».
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8. OcobeHHOCTM paboTbl peXxrMa YCUNEHHORO KOHTPOJIS MCMOSIb30BaHMS KtoUel

PexXuM ycMneHHoOro KOHTPOMS WCMOMb30BaHUA Kouen obecrneynBaeT oOCyLLeCcTB/IeHue
KOHTPONS CpOKa AeNCTBUSA AOSrOBPEMEHHbIX K/OYEelr 3MEKTPOHHOM MOoAMMCU U KodeBoro obmeHa,
KOHTPONS [AOBEPEHHOCTU K/OYEN MPOBEPKU 3IMEKTPOHHOM MOAMUCU W  KOHTPONS KOPPEKTHOro
NMCNONb30BaHUS MPOrpaMMHOro AaTyMKa CilydanHbiX vncen. [JaHHbIA pexuM A0/HKEH 6blTb BKOYEH
npu uHctannaumm CK3U, nunbo depes KOHTponbHYy naHenb Kpuntollpo CSP (Bknaaka
«besonacHocTb»). Pabota CK3UM npu OTKAOYEHHOM pexmMme [AONyCKaeTCsa WCKIYUTENbHO B

TeCTOBbIX Uensax.
& Kpuntoflpo CSP S

Obwwe [# ObopyaosaHue I Cepsuc l [ononHUTENsHO
Anroputmsi |  BesonaciocTs | wWinlogon | Hactpoii TLS

HasHadeHHbie no ymonyaHuio CSP ana yKasaHHbIX TUNoB
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

| Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v |
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexum paboTel CSP

["] CoxpansaTe MHbopMaLIO 06 MCNONb30BEHHBIX ChEMHBIX HOCUTENAX
[¥] YounerHbil KoHTPonb MCNonb30BaHKs KAKo|e
Boibepute CSP ang HacTpoiki:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

@) XpaHUTb KMKYM B NaMATK NPUNCXKEHIIA
Mcnonb308aTh cyxOy XPaHeHNS KMloYel  YcTaHOBUTL

[] BrntoumTe Kswmposarme PasmMep Kawa: | 8

OK ] [ OTMeHa ] [ MpuMeHUTL

PucyHok 8.1. - BK/lOUeHMe pexunMa YyCUIeHHOro KOHTPOS UCMOJIb30BaHUS KtoYen B KOHTPOJIbHOM
naHenn Kpuntollpo CSP.

MpoBepnTb, BK/KOYEH /1M PEXUM YCUIEHHOIO KOHTPOJSISA MCMNONb30BaHUS KJKOYEN, MOXHO B
KOHTposibHOM naHenn Kpuntollpo CSP (Bknagka «be3sonacHocTb»), nnMbo MpoCMOTPEB 3Ha4YeHue
kntoda StrengthenedKeyUsageControl B BeTke peecTtpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\StrengthenedKeyUsageControl (ans 64-pa3psaHoii onepaumMoHHON CUCTEMDI),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Str
engthenedKeyUsageControl (ans 32-pa3psgHoi onepaunoHHON CUCTEMbI).

B cnyuvae, ecnu BK/OYEHME peXUMa YCWIEHHONO KOHTPOAS WCMOJIb30BaHUSA K/k4en
MpomM3BOAMIIOCE HE Ha 3Tane uHctannsaumm CK3UM (uepe3 KOHTPOJIbHYIO NaHenb, peaakTop rpynnoBoWn
nonnTMkn wnu pegaktop peectpa OC Windows) wnanm B xoge wuHcTtannsumm CK3W He yganoch

NOAYYUTb C/lydalHble AaHHble C AaT4YMKa ClydakHbiX Ymcen (B 3TOM C/lyyae MHCTanNsaTop oTobpaxaer
OKHO 06 owunbke, CM. pUCyHoK 8.2), Heo6X0AMMO BbINOJIHUTL KOMaHAY :

csptest.exe -keyset -verifycontext -hard rng
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B cnyuae, ecnun pexunMm yCUIEHHOIO KOHTPOJIS MCMONb30BaHMS K/KOYEN BKOYAICS HE Npu
nHcTtannaumn CK3U, nocne BKAKOYEHUS pexnMma HeobXxoanMo Npou3BECTM Nepe3arpy3Ky KoMnbloTepa.

N

jé"',' Ycranoeka "Kpuntollpo CSP 4.0.9702" =[RS > ‘
Ycranoeka "Kpuntollpo CSP 4.0.9702"
YCTaHaBNMBatoTCA BbibpaHHble KOMMOHEHTEI NPOrpaMMbl.
LoxanTecs OKOHYaHMA ycTaHoBKK KpunTolpo CSP®, 3T0 MOXKET 3aHATb
HECKONMBbKO MAHYT.
(=]
Mpw MHCTaNAAUMN HE YA3NOCE NOAYHYUTE ABHHBIE C A3TYMKE CNY4YaNHbBIX
!Uv uncen. Mepea ncnonezosannem Kpuntollpo CSP Heobxogumo
ycranoenTe ACH 1 nonyyYnTe MHULWANNSUPYIOLLME JaHHBIE C
NOMOLLIBHD Bbi30Ba "csptest.exe -keyset -verifycontext -hard_rng"
Lok |
Hasan Aanee I OTMeHa |

PucyHok 8.2. — Owmnbka nosyyeHns gaHHbIX C AaTUMKa CAyYanmHbIX YMCen NPy MHCTaNIAaULmMm
CK3M

B kpuntonpoBanaepe «Kpuntollpo CSP» v 4.0 R4 pgna knwouven TOCT P 34.10-2001/2012
peann3oBaH AOMNOMHUTENbHbIA KOHTPOJIb AOBEPEHHOCTU cepTudMKaTa KoYa NpoOBEPKUN DNEKTPOHHOMN
noANuCK, ANs 4ero coBepllaeTcs MOCTPOEHME LenoyvYek CepTUPUKATOB A0 AOBEPEHHbIX KHYEBbIX
CepTMdnKATOB, HaXOAAWMXCH B XpaHunuwe nokanbHoro komnbtoTepa CryptoProTrustedStore
(«doBepeHHble kKopHeBble cepTudunkaTtbl Kpuntollpo CSP», «CryptoPro CSP Trusted Roots»). [laHHOe
XpaHunuue cepTudunKaToB aBTOMaTUYeCKM Co34aETca npun nHctannaumm «Kpuntollpo CSP» v 4.0 R4.
Mocne ycnewHoro 3aBepLlieHns nHCTannsumm Heo6xoammo B ob6sizatesibHOM nNopsaKe Npon3BecTu
YCTaHOBKY [OBEpPEHHbIX KOpHeBbIX cepTudumkatoB B xpaHunuwe CryptoProTrustedStore ¢ nomoubto
ocHacTku CepTudukaTtbl NM60 Xe C NOMOLLbI YyTUNUTBI certmgr:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

BHumMmaHue! Pa6ora CK3UN 6e3 ycTaHOBKM AOBEpPEHHbIX KOPHEBbIX cepTudukaTtoB B
xpanunuue CryptoProTrustedStore ponyckaercs UCKAHOUYUTENILHO B TECTOBbIX Lensax!

Mocne npoBeAeHMS YCTAHOBKM [OOBEPEHHbIX KOPHEBbIX CEepTUMUKATOB B XpaHuauwe
CryptoProTrustedStore cnegyeTt nepesarpy3nTb KOMMNbOTEP.

CeptndukaTtbl OoTKpbITbIX Katodvern TOCT P 34.10-2001/2012, ana KOTOPbIX HeNb3s NOCTPOUTb
Lenoyky K KOpHeBbIM cepTudukatam B  XpaHuaumwe  CryptoProTrustedStore, gsnswTcs
HeaoBepeHHbIMKU. 19 X yaaneHus MOXXHO BOCMO/Ib30BaTbCs yTuautammu certmgr nmbo cryptcp:

certmgr.exe -delete -cert -store uMy -dn CN=test-user

cryptcp.exe —delcert -dn CN=test-user —-uMy
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9. TpeboBaHMs NO OpraHM3aUNOHHO-TEXHNYECKMM U aAMUHUCTPATMBHbLIM MepaM
obecneyveHuns akcnayataunm CK3U

JOKHbI BbINONHATLCS TpeboBaHMS MO OpraHM3auMOHHO-TEXHUUYECKUM U aAMUHUCTPATUBHbIM
mMepaM obecrnedyeHus 6esonacHoctn akcnnyataumm CK3W B obbeme pasgenoB 15 m 16 goKyMmeHTa
«XKTAN.00088-03 91 01. Kpuntollpo CSP. PykoBoAcCTBO aaMuMHUCTpaTopa 6e3onacHoctn. Obuwas
yacTb».

Mpu noakntoyeHmn CK3WM k o6wenocTynHbIM KaHanaMm nepeaayvnm AaHHbIX [O0MXKHa 6biTb
obecneyeHa 6€30MNacHOCTb 3alUMLLEHHON CBSA3WU. MpM 3TOM AO/KHbI 6bITb ONpeaeneHsb:

- MNopsagok nogkntoveHnsa CK3UM k kaHanaw.
- BblaeneHo nnuo, oTBETCTBEHHOE 3a 6e30nacHOCTb paboTbl N0 06WEAOCTYNHbIM KaHanaM.
— Pa3paboTaH TMNOBOM pernaMeHT 3alMLLEHHON CBA3M, BKTOYAOLWWNNA:

" NONUTUKY 6€30MacHOCTM 3alUNLLLEHHON CBA3MU;

* JONYCTUMbIA COCTaB MPUKAAAHbIX MNPOrpaMMHbIX CpeAcTB, AN KOTOPOro AOJIXKHO
6bITb MccnenoBaHo M 060OCHOBAHO OTCYTCTBME HeraTMBHOro BamaHua Ha CK3UM no
KaHany nepenayv AaHHbIX;

* NepeyeHb A0MYCTUMbIX CETEBbIX MPOTOKOJI0B;

* 33lKNTY CeTEBbIX COeANHEHMN (NepeYvyeHb AONYCTUMbIX CETEBbIX 3KPaHOB);

* CUCTEMA W CpeAcTBa aHTUBUPYCHOWM 3aLUNThI.

Mopsaok noakntoveHns CK3UM Kk kaHanam CBSA3M AO0J/IKEH 6biTb onpeaesieH aKCnyaTupytoLwen
opraHmsauuen.

JlnuoM, oTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3WM no obwenocTynHbiM KaHanaMm, Kak
npaswno, AoaxkeH 6biTb aaMUHUCTpaTOp 6€30nacHOCTM.

MepeueHb wWTaTHbIX cpeacts OC, MOXET BKAYaTbCS aAMUHUCTPATOPOM B TUMOBOW pernaMeHT
6e3 npoBeAeHUs AOMNOSIHUTENbHbLIX MCCefOoBaHMM MO oueHKe ux BansHuma Ha CK3W. TMpu aToM
OOJIKHbI BbINOAHATLCS

1. cBoeBpeMeHHoe 06HOBMEHNE NPOrpaMMHbIX CPEACTB, BKOUYEHHbIX B COCTaB periaMeHTa;
2. KOHTpONb cpeabl PyHKUMOHMpoBaHus CK3U;

3. onpeneneHne n KOHTPOJib 3a UCMOJIb30BaHMEM CETEBbLIX NMPOTOKOJIOB;

4. cobnoaeHue npasnn nonb3osaHusa CK3UN n cpegon dyHkumoHmpoBaHusa CK3U.

Mpn wncnonb3oBaHnn CK3WM ¢ 4ApyrMMm  CTaHAapTHbIMM  MPOrpaMMHbIMM  CPEeACTBaMu
BO3MOXHOCTb noakntodeHns CK3UM k oblwenocTynHbIM KaHanaMm nepefadn AaHHbIX A0KHa ObiTb
onpeaeneHa TOJ/IbKO Nocje nNpoBeAeHns AOMONHUTENbHbIX NCCNeA0OBaHUI C OLLEHKOM HEBO3MOXHOCTMU
HeraTMBHOIO BJ/IMSHMA HapywuTens Ha dyHkumoHuposaHme CK3U, mncnonb3yrlero BO3MOXHOCTU
06LWWenoCTynNHbIX KaHanos.

Ona otkntodeHna dyHkumn Tenemetpum Ha OC Windows 10/Server 2016 Heobxoammo
BbINOSHUTb Cleaylolme 4eACTBUS:

1. MpoBepuTb Hanuuue un ctatyc cepsuca DiagTrack (MaHenb ynpasneHus -> Cucrtema wu
6e30nacHOCTb -> AAMUHUCTPUPOBaHue -> Cnyxo6sbl).

2. Ecnu cepBuc 3anyLleH, ToO OCTaHOBUTb €ro.

3. Ypanutb 3anucb peructpauum cepeuca DiagTrack u3 peectpa (IMyck -> BbINOAHUTL ->
regedit, pasgen HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3gecb Heobxoammo
HanTn u yaanutb nanky DiagTrack).

4.YpanuTb NOAroTOBNEHHbIE K OTNPaBKe AaHHble, KOTOPbIE COXPAHAKTCA B YeTbipex dannax c
pacwupeHmem *.rbs, xpaHawmxca B aupektopum %ProgramData%\Microsoft\Diagnosis. WmeHa
dannos gna production cbopok OC - event00.rbs, eventOl.rbs, eventl0.rbs n eventll.rbs. [Ons
insider c6bopok OC wuMeHa MOryT OTAMYaTbCs, MO3TOMYy HeobxoauMo yaanuTb Bce ddannbl C
pacwupeHmem *.rbs. MNpu BO3HMKHOBEHUWM NpobreM C yaaneHMeM AaHHbiX dannoB Heobxoammo B
CBOWCTBax Ha BkNagke «be3onacHOCTb» paspelmnTb NOMHbIA AOCTYN K dainy, a 3ateM yaannTb.

5. OctaHoBUTb aBTOMaTuueckyto (AutoLogger) ETW ceccuio AutoLogger-DiagTrack-Listener,
koTopyto DiagTrack aktnempyeT B npoLecce CBOEN OCTAaHOBKMU.

6. Ypanutb ann, B KOTOpbIn aBToMaTuyeckas (AutoLogger) ETW ceccusa AutolLogger-
DiagTrack-Listener coxpaHsina cobpaHHble AaHHbIE.
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MNyTb K danny xpaHutca B peectpoBon 3anmcu AutoLogger-DiagTrack-Listener B 3HaueHuu
FileName. KoHdurypaumm astomatnyeckmx (AutoLogger) ETW ceccuin HaxogaTcs B K/O4ye peecTpa
HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. KoHdurypauus Lenesowu ceccumn
XpaHUTCS B AaHHOM Kkitodve noa 3anuceto AutoLogger-DiagTrack-Listener.

B HacTosLee BpeMs OaHHble CoXpaHsitoTCs B dann
%ProgrambData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7.Ypanutb 3anucb perncrpaunm KoHdwurypaumm asTomatmyeckon (AutoLogger) ETW ceccuum
AutoLogger-DiagTrack-Listener ns peectpa.

JaHHble AencTBMa HeobXxoAMMO BbINOMHATL MOCAE KaXAoro KyMyAsTUBHOrO O6HOBMEHWS,
NOCKOJIbKY AaHHble OOHOBMIEHMSA SABASAKOTCA MO CYyTM NonHoik nepeyctaHoBkon OC m yaaneHHble
CepBMCbl BOCCTaHaBIMBAKOTCS.

31



XXTAN.00088-03 91 02. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Ucnonb3oBaHme CK3U nog ynpasnenHmem OC Windows

10. TpeboBaHusa no 3awmuTte ot HCA

CK3MN «Kpuntolpo CSP» v 4.0 R4 (knacc 3awutbl KC2) npum ycnoBuu BbINOSHEHUS
TpeboBaHn HacTosiwero PykoBoactBa, a Takxe BbinonHeHusa TpeboBaHmnii n.15 «XKTHN.00088-03 91
01. Kpuntollpo CSP. PykoBoacTBO aaMuHUCTpaTopa 6e3onacHocTtu. Obuwaa 4dactb» obecnedmBaeTt
3aWwmnTy  KoHdumaeHumanbHOM  mHdOpMauMM  OT  BHELWHero HapywuTens, CaMoCTOSATESIbHO
OCyLWeCTBAAKOWeEro co3gaHuve MEeTOAOB M CpeaCTB peanuv3aumum aTak, a TakXe CaMoCTOoATeNbHO
peanusylLlero aTaku.

3anpewaetca mncnonb3oBaHme CK3U «Kpuntollpo CSP» v 4.0 R4 B cnyyae o6HapyxeHus
OoTKaza obopyaoBaHusa nnbo nporpamMmHoro obecnedenms MAK 3awmtbl oT HCA.

10.1. OpraHunsaumMoHHO-TEXHUYECKME Mepbl 3awmTbl oT HCA

JonxeH 6bITb peannsoBaH Creaylownii KOMNAEKC opraHn3aumMoHHO-TEXHNUYECKUX Mep 3alunTbl
ot HCA:

1. B cucteme perncTpmpyeTtcsa oaAnH nosb3oBaTesb, obnagatowmnii npasamm agMUMHUCTpaAToOpa,
Ha KOTOpPOro BO3/1araeTcs 0653aHHOCTb KOH(MUrypuposaTb 0ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, HacTtpamBaTb 6e3onacHoctb OC, a Takxe
KoHdurypuposaTtb MN2BM, Ha koTopyto yctaHoBsieHa OC Windows.

2. Ana aAMUHUCTpaTopa BbIBUPAETCA HaAEXHbli Naposib BXoAa B CUCTEMY, YAOBNETBOPSIOLWMNIA
cneaywuwmMM TpeboBaHMAM: AMHA Maposis HEe MeHee 8 CWMMBOMIOB, CpeauM CUMBOJIOB Mapons
BCTPEYaloTCsA 3arsaBHble CUMMBOJbI, MPOMUCHbIE CUMBOJIbI, LUUGPbI U CheuuanbHble CUMBOJIbI, CPOK
CMeHbl Mapons He pexe OA4HOro pasa B Mecsl, AOCTYN K Maposito AosXeH 6biTb o6ecnevyeH TONbKO
nonb3oBaTeso, o6naaallLleMy npaBaMm aagMUHMUCTpaTopa.

3. Bcem rnosib3oBaTesisM, 3aperncTpmpoBaHHbIM B oC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, aaMUHUCTpATOp B COOTBETCTBUM C MONUTUKOMN
6e30mMacHOCTM, MPUHATOM B OpraHusaumu, AAeT MUHMMasbHO BO3MOXHble A8 HOpManbHOW paboTbl
npasa. Kaxagbim nonb3oBatenb OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, He
SABASIOWNIACA aAMUHUCTPATOPOM, MOXET MpocMaTpmMBaTb M peaakTUpoBaTb TOIbKO CBOM YCTaHOBKWU B
paMKax npas AOCTyMna, Ha3Ha4YeHHbIX eMy aAMUHUCTPaTOPOM.

4. Ha KOoMMbloTEpE yCTaHaBNMBaeTCA TOJIbKO oAHa 0]® Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10. He ncnonb3yoTcss HEeCTaHAAPTHbLIE, N3MEHEHHbIE UK
oTnago4Hble Bepcun OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 Takue, Hanpumep,
kak Debug/Checked Build. Ha Bcex HDD pgosmkHa 6biTb ycTaHoBeHa dannoBasa cuctema NTFS.

5. MNpae.a Aoctyna K KaTanoram %Systemroot%\System32\ Config,
% Systemroot%\System32\SPOOL, %Systemroot®%\Repair, % Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,

%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe dannam boot.ini,
autoexec.bat, config.sys, ntdetect.com n ntldr gonXHbl 6bITb yCTaHOBNEHbI B COOTBETCTBUU C
NoAnTMKOM 6e30MacHOCTN, NPUHATON B OpraHM3auunu.

6. [JomKkHbl 6bITb YCTAaHOBNEHbLI OrpaHMYeHuUs Ha AOCTyn Mofnb3oBaTesien K CUCTEMHOMY
peecTpy B COOTBETCTBMU C MPUHATON B OpraHmn3aummn rnosMTMKom 6e30nacHoOCTU, YTO peannsyeTcs npwu
nomowm ACL nnm yCTaHOBKOM NpaB AocTyna npu Hannumm NTFS.

7. JonkHa 6bITb MCKIOYEHA BO3MOXHOCTb YAANEHHOIO peAakTMpOBaHUSA CUCTEMHOIO peecTpa.

8. JomkHa 6biTb npoBegeHa yctaHoBka SECURITY_ATTRIBUTES npoueccoB M MOTOKOB B
cooTBeTCTBMU C TpeboBaHMAMM 6€30MacHOCTM BCEN CUCTEMbI B LIENIOM.

9. Echm HeT HeobxogmMmMoCTM, He creayeTr MWCnonb3oBaTb nNpoTokon SMB. B cnaydae
Heob6xoanMoCTH NUCMosb30BaHMA npoTokona SMB napaMeTpbl EnableSecuritySignature
(REG_DWORD) 7 RequareSecuritySignature(REG_DWORD) B Ktoye
HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs go/mxHbl 6biTb YCTAHOB/IEHbI CO
3HAUYEHNAMUN «1»,

10. Y rpynnbl Everyone gosmxHbl 6bITb yaaneHbl BCE MpUBUAErnN.

11. JonxeH 6bITb NepenMeHoBaH nosb3oBaTenb Administrator.

12. JomxHa 6bITb OTK/IIOUEHA YYeTHas 3anuck Ans roctesoro sxoaa (Guest).

32



XXTAN.00088-03 91 02. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Ucnonb3oBaHme CK3U nog ynpasnenHmem OC Windows

13. Jo/MKHO 6bITh UCKOYEHO MCMOMb30BaHME peXnMa aBTOMATMUYECKOro BxoAa nosib3oBaTens
B OMEepauUMOHHYH CUCTEMY MNpU ee 3arpysKe.

14. JonkHO 6bITb OrpaHM4YeHo C y4eToM BbibpaHHOW B OpraHm3auuMm NoAnTMKKM 6e30macHoOCTMm
MCcnosib3oBaHMe nonb3oBaTtensmMu cepeuca Scheduler.

15. JonxeH 6bITb oTKNOUeH cepsmuc DCOM.
16. JomkHbl 6bITb OTK/THOUEHbLI CETEBbLIE MPOTOKOJIbI, HE UCMOJIb3YEMbIE Ha AaHHOW MDBM.

17. B cnyyae nogkntouveHmss MIBM c yctaHoBneHHbiM CK3W Kk o06WwenocTynHbIM CeTSM
nepegayn AaHHbIX AO/MKHO 6bITb MCKIOYEHO Mcnonb3oBaHune JavaScript, VBScript, ActiveX n apyrmux
NporpaMMHbIX 06bEKTOB, 3arpy>aemMbiX U3 CETU.

18. JomxkHa 6bITb MCKIIOYUEHA BO3MOXHOCTb CETEBOI0 aAMUHUCTPUPOBAHMS AN BCEX, BKOYas
rpynny Administrators.

19. JlonxeH 6bITb 3aKpbIT AOCTYN KO BCEM HE MCNOJZIb3YEMbIM NMOPTaM.

20. [lo/mkHbl  BKAOYaTbCA  GUAbTPbl  Naposier, YycTaHaBIMBaeMble BMECTe C MakeTamu
obHoBneHu OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

21. onXHbl 6bITb  UCK/OYEHbI UCMONIHEHME U  OTKPbITUE dainoB, MOJIyYEHHbIX U3
06LLenoCTYNHbIX CeTel nepeayn AaHHbIX, 6€3 NpoBeAeHNs COOTBETCTBYIOLWMX NPOBEPOK Ha NpeaMeT
COZIEPXKAHMSA B HUX MPOrpaMMHbIX 3aK1af0oK U BUPYCOB.

22. JomxkHbl 6bITb yAaneHbl Bce obwme pecypcbl Ha [M9BM ¢ ycTtaHoBneHHbiM CK3U
«Kpuntollpo CSP» v 4.0 R4 (B TOM uucrne u co3gaBaemble MO yMOM4YaHuio npu yctaHoske OC
Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10), koTOpble HEe Ucnonb3ytoTcs. MNMpaBa goctyna
K UCMOib3yeMbIM 06LLNMM pecypcaM AOJIKHbI ObITb 3a4aHbl B COOTBETCTBMU C NOANUTUKOM 6e30nacHOCTH
NPUHATOM B OpraHu3aunm.

23. Mocne yCcTaHOBKM OonepaunoHHOM cucTeMbl M3 KaTanora %Systemroot%\System32\Config
AoMmKeH 6bITb yaaneH gann sam.sav.

24. [JomkHbl  MCNOMb30BaTbCAd Haubonee 3alMuUEHHble MNPOTOKONbI  ayTeHTUdUKauum,
peanun3oBaHHble B Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, ecnn yHKLUMNOHMPOBAHNE
CK3WM He npenycMaTpuBaET NpUMeHeHNEe Apyrnx NpOTOKOOB.

25. Mo BO3MOXHOCTM cregyeT TMNpUMEHSATb CcaMble cuibHble wWwabnoHbl 6e3onacHoCTH
(Templates).

26. [JomkHa 6biTb paspaboTaHa cMcTeMa Ha3HAYEHUA U CMEHbI Maposen.

27. JomkHO 6bITb 3anpeLLeHo UCNob30oBaHne PyHKLUN pe3epBHON0 KONMPOBaHUA Naposen.

28. JomKkHbl 6bITb OTK/OYEHbl peXWMbl OTOBpaXkeHMS OKHa BCeX 3aperncTpupoBaHHbIX Ha
N3BM nonb3oBaTtenein n 6bICTPOro NepekNtoveHns Nosb3oBaTenen.

29. [lomkHa 6bITb OTK/OYEHA BO3MOXHOCTb YZAANIEHHOr0 aAMUHUCTpUMpoBaHusa T19BM ¢
yctaHoBneHHbIiM CK3U «Kpuntollpo CSP» v 4.0 R4.

30. JomKkHO ObiTb OrpaHM4YeHO KOJIMYECTBO HeyAaudHbiX MOMNbITOK BX0Aa B CUCTEMY, B
COOTBETCTBME C noautTmkon 6esonacHocth (HO He 6onee 10), NPUHATOM B OpraHusaumu.
PekomeHpyeTcs 6N10KMpoBaTb CUCTEMY MOC/E TPEX HEeyAaYHbIX MOMbITOK.

31. Jo/mKHbl MCMNOMb30BaTbC CUCTEMA ayauTa B COOTBETCTBME C MNOAUTUKOM 6e3omnacHocTu,
NPUHATONM B OpraHu3aumu, u opraHnM3oBaH peryasipHblii aHanmM3 pe3ynbTaToB ayauTa.

32. JJomkeH MpoBOAUTLCA perynspHbii NpoCMOTp coobuleHun B XKypHane cobbitnin Event
viewer.

33. OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 pomxHa 6bITb HacTpoeHa Ha
3aBepLueHne paboTbl NpuU NepenosHEHUM XypHana ayauTa.

34. JomkHa 6bITb obecneuyeHa HEBO3MOXHOCTb mMoamdunKkaumm 0oC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10 yepe3 obwen0CTyNHbIE KaHasbl Nepeaayn gaHHbIX.

35. Nocne uHctannsaumm OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 ponxeH
6bITb yCTaHOBAEH nocneaHnn oduumnancHbii Service Pack ot ¢upmbl Microsoft, cywectBylowmnn Ha
MOMeHT ycTaHoBkun OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

36. [Jo/MmKHbI UCMONb30BaTbCA NOAMNMCAHHbIE ApaliBepbl.

37. Ha Bce pgupektopun, copepxawme cuctemHole dannbl Windows M nporpaMmbl K3
komnnekta CK3WM, pomxHbl O6biTb YCTaHOBMEHbl MNpaBa AOCTyna, 3anpelwjatlowme 3anmcb BCEM

nonb3oBartensm, kpome AgmmHuctpatopa (Administrator), Cosgatens/Bnagensua (Creator/Owner) u
Cuctembl (System).
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38. onxHa 6biTb UCK/OUYEHA BO3MOXHOCTb CO3[aHMs aBapuiMHOro Jammna onepaTUBHOM
NnaMaTh, Tak Kak OH MOXET CoZepXaTb Kpuntorpaduryeckn onacHy MHboOpMaLmIo.

10.2. HacTtpomka cuctemHoro peectpa OC Windows npu yctaHoBke CK3U

Ha M2BM c OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 npu yctaHoBke CK3U
HeobxoaMMO NpPoOBECTU HACTPOMKY CUCTEMHOro peecTpa:

-B Kwoue HKLM\System\CurrentControlSet\Control\LSA, YCTaHOBUTb napameTp
RestrictAnonymous (REG_DWORD) coO 3HayeHueM «1» aAna WUCKAYeHUs [oCTyna aHOHMMHOro
nonb3osatensa (null-session) K cNUcKy pasgensieMblX pecypcoB, a TakxXe A/ UCKIYEeHNs AoCTyna K
COAEPXMMOMY CUCTEMHOIO peecTpa;

— AN UCKIIIOYEHUs yTeuyku MHdopMauum npu nepegade AaHHbIX MO MMEHOBAHHOMY KaHany
\\server\PIPE\SPOOLSS yoanunTb nms SPOOLSS u3 Ko4a
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B kntove HKLM\System\CurrentControlSet\Services\LanManServer\Parameters yctaHOBUTb
napameTpbl AutoShareWks mn AutoShareServer, nmetrowme tnn REG_DWORD, co 3HaueHuneM «0» ans
3anpeTa aBTOMaTUYECKOro co3a4aHusl CKPbITbIX COBMECTHbIX PECYpCOoB;

-B knwode  HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon ycTtaHoBuTb
napametp CashedLogonCount (REG_DWORD) co 3HauyeHumeM 0 ana OTKIOYEHUS KILWMPOBAHUS
naponen NocneaHnx AECATU NoNb30BaTeNEN, BOWEALNX B CUCTEMY;

— B kntoye HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName - nms
XypHana ana KoToporo cneayer orpaHuMunTb AOCTYMN MoJjb3oBaTensM rpynnbl Everyone) ycTtaHOBUTH
napameTp RestrictGuestAccess (REG_DWORD) co 3HaueHneM «1» Ana UCKAYEHUS A0CTyna rpynmnobl
Everyone K CUCTEMHOMY XYpHany 1 XypHasny NpuUIoXKeHWN;

-B kntode  HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment
yctaHoBuTb napametp ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM «1» ans BKOUYEHMUS
MexaHu3Ma 3aTtupaHusa danna nogkaykm npu nepesarpyske;

-B knoye HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTtaHoBUTbL B
COOTBETCTBMW C NOJNTMKOK 6e30MacHOCTM MNPUHSATON B OpraHmM3auuMm paspelleHns Ha A[OoCTyn K
napameTpy winreg Ans orpaHUYeHUs yaaseHHOro AOoCTyrna K peecTpy;

-B kaye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ ycTtaHoBUTb
napameTp AllocateFloppies (REG_SZ) co 3HauyeHMeM «1» p[ns WCKOYEHUS MapasieNbHOro
NCNOAb30BaHUS ANCKOBOAA A1 T’MOKUX ANCKOB;

-B Ko4e HKLM\System\CurrentControlSet\Control\Lsa YyCTaHOBUTb napameTp
AuditBaseObjects (REG_DWORD) co 3HauyeHueM «1» ans BKAKYeHMsA ayauTa Ha 6a3oBble 06bEKThI
CUCTEMBbI;

-B Koue HKLM\System\CurrentControlSet\Control\Lsa YCTQHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) co 3HaueHueM «1» Ans BKAOYEHUS ayanTa NpuUBUIEriin;

— 0119 UCKITIOYEeHns nepefaydn naposns nosb3oBaTtenen no cetu B oTKpbiToM Buae (OC Windows
XP) B kntoye HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters yctaHOBUTb NapaMeTp
EnablePlainTextPassword (REG_DWORD) co 3HauyeHnem «0».

10.3. Ucnonb3osaHne CK3U co cTaHAapTHbLIMKM NporpaMMHbIMK cpeactBamMmn COK

MporpammHoe obecneuyeHme CK3U XTHAM.00088-03 no3BOASIET WMCMOSb30BaTb POCCUIACKUNE
KpunTtorpaduyeckne anroputMbl U cepTuduKaTbl OTKPbITbIX KAtoden ctaHgapta X.509 ¢ pasnunyHbiM
nporpaMmMHbIM obecrnedeHnem Microsoft:

- UeHTp Ceptudukaumm - Microsoft Certification Authority, Bxoasawumn B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server,
Windows 2012 Server, Windows 2012R2 Server.

— DnekTpoHHas noyta - MS Outlook (Office 2016, Office 2013, Office 2010, Office 2007, Office
2003, Office XP, Office 2000).

— DnekTpoHHas noyta - Microsoft Outlook Express B coctase Internet Explorer/Microsoft Edge.
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— Microsoft Word, Excel, Info Path ns cocraBa Microsoft Office 2003, 2007, 2010, 2013, 2016.
— Microsoft Exchange Server 2010, 2013.
— CpeactBa KoHTpoAsa uenoctHocTtm MO, pacnpocTpaHseMoro no cetn - Microsoft Authenticode.

— Cnyx6bl TepmmHanoB gnsa Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (Bkatou4as W03 ciyxb TepmmHanos).

— 3awmTta TCP/IP coeanHeHunit B cet NHTepHeT - npoTokosn TLS/SSL npu B3anMoaencTsum
Internet Explorer/Microsoft Edge — web-cepsep IIS, TLS-cepsep, TLS-knneHT (IE).

— MpunoxeHne KOMaHAHOW CTPOKM Ans GopMMpoBaHUS 3anpoca Ha cepTudukar certreq.
— SQL-cepsep.

- ISA/TMG cepsep.

— CepBep TepMnHanoB u knmeHT (RDP).

— CpeactBa (pyHKUMOHMpOBaHUS komnnaekca paspabotkm 000 «KPUMTO-MPO» Kpunto-lpo
YU, KpunTtollpo OCSP, KpunTtollpo TSP, KpnuntoAPM, CryptCP, KnueHt KpunTtollpo HSM.

10.4. TpeboBaHusa no opraHmnsaumnm CK3M ceTeBoro NoaKAYEHUS K KOPNOPaTUBHLIM CETAM U
cetsam obwero gocryna.

Mpu noakntoveHnn CK3UM k 06WenoCTynHbIM KaHanaMm nepeaaym AaHHbIX A0JIKHA ObiTb
obecneyeHa 6e30MacHOCTb 3alLULLEHHON CBA3W. [py 3TOM AOMXKHbI 6bITb ONpeaeneHsb:

- MNopsagok nogkntoveHnsa CK3UM k kaHana.
- BblaeneHo nnuo, oTBETCTBEHHOE 3@ 6e30nacHOCTb paboTbl MO 06WEAOCTYNHbIM — KaHaslaM.
— Pa3paboTaH TMNOBOM pernaMeHT 3alMLLEHHON CBSA3M, BKOYAOLWNNA:

" NONNTUKY 6€30MacHOCTM 3alUULLLEHHON CBA3U;

* JONYCTUMbIA COCTaB MPUKAAAHbIX MNPOrpaMMHbIX CpPeAcTB, A/ KOTOPOro AOJIXKHO
6bITb MccnenoBaHo M 060CHOBAHO OTCYTCTBME HeraTMBHOro BamaHua Ha CK3U no
KaHany nepenayv AaHHbIX;

* NepeyeHb A0MYyCTUMbIX CETEBbIX MPOTOKOJI0B;

" 3aLUTYy CETEBbLIX COeAMHEHMUN (MepedyeHb A0MYCTUMbIX CETEBbIX 3KPaHOB);

" CUCTEeMa N CpeacTBa aHTUBUPYCHOWM 3alUnThI;

Mopsigok noakntoveHns CK3UM Kk kaHanaMm CBSA3M AOJIXKEH ObiTb onpeaesieH 3KCnyaTupyloLwen
opraHmsauuen.

JInuoM, oTBETCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no obwenocTtynHbIM KaHanaMm, Kak
npaswno, AoaxeH 6bITb aaMUHUCTpPaTOp 6€30nacHOCTM.

MepeueHb wWTaTHbIX cpeacts OC, MOXET BKAKOYaTbCS aAMUHUCTPATOPOM B TUMOBOW pernaMeHT
6e3 npoBeAeHUS AOMOSIHUTENbHbLIX MCCeaOBaHMM NO oueHKe ux BansHua Ha CK3W. Mpu aToM
AO0JKHbI BbIMONTHATBLCA &

— CBOEBpPEMEHHOe 0O6HOBNEHME NPOrpaMMHbIX CPEACTB, BK/IIOYEHHbIX B COCTaB pernaMeHTa;
— KOHTpOnb cpeabl pyHKUMoHMpoBaHusa CK3U;

— onpeaeneHne n KOHTPOJb 3a UCMNOJ/Ib30BaHNMEM CeTeBbIX MPOTOKOJSIOB;

— cobntogeHne npasun nonbsoBaHna CK3U n cpepoii dyHKUMOHMpoBaHus CK3N.

Mpn wncnonb3oBaHum CK3WN ¢ agpyrMMm  CcTaHZapTHbIMWM - NPOrpamMMHbLIMU - CpeaCcTBaMu
BO3MOXHOCTb noakitoveHns CK3MN k obwenocTynHbIM KaHanaMm nepeaaym AaHHbIX A0J1KHA 6biTb
onpeaeneHa TO/bKO Nocse nNpoBeAeHns AOMONHUTENbHbIX NCCNEeA0BAaHUI C OLLEHKOW HEBO3MOXHOCTU
HEeraTMBHOIO BJ/IMSHMSA HapywuTens Ha QyHKUunoHupoBaHne CK3W, ncnonb3ytowero BO3MOXHOCTU
06LWenoCTynHbIX KaHanos.
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11. TpeboBaHuns nNo KpunTorpamnyeckom sawumnTe

LO/KHbI BbIMONHATBCA TpeboBaHusa No Kpuntorpadumyeckon 3awmte pasgenos 15 m 16 u
nokyMmeHTa «XTHAKM.00088-03 91 01. PykoBoACTBO aaAMMHMUCTpaTopa 6e3onacHoctu. Obuias 4actb» B
yactu, kacatowercsa OC Windows.

Mepen Ha4vanoM paboTbl AOSHKEH 6biTb MPOBEAEH KOHTPOJIb LEESIOCTHOCTMH.
KOHTpOSIEM LENOCTHOCTU A0/KHbI 6bITb OXBadeHbl (alinbi:

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common

Windows 32-bit

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMSO.dl1l
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll

\Windows\system32\cpcng.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpcspr.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto Pro\AppCompat\cpenroll.dll
Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Pro\CSP\cpksp.sys

Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.dll

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\Windows\system32\cpssl.dll
\Program Files\Common Files\Crypto Pro\AppCompat\cpsslsdk.dll
\Windows\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll

Pro\CSP\cpui.dll

Pro\CSP\cpverify.exe

Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll

Pro\CSP\ds199x.dll

Pro\CSP\dsrf.dll

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll

Pro\CSP\fatl2.dll

Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll

Pro\CSP\isbc.dll

Pro\CSP\jcard.dll

Pro\CSP\kst.dll

Pro\CSP\novacard.dll

Pro\CSP\pcsc.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common

Pro\CSP\reg.dll

Pro\CSP\ric.dll

Pro\CSP\rtSupCP.dll

Pro\CSP\sable.dll

Pro\CSP\snet.dll

Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\system32\wininet.dl1l
\Windows\system32\msi.dll
\Windows\system32\crypt32.d1l1
\Windows\system32\schannel.dll
\Windows\system32\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\system32\sspicli.dl1l*

*

IOns OC Windows Server 2008
cryptsp.dll wmu sspicli.dll HaxozmsaTcsa
\Windows\system32\secur32.dll

nom
OMbIIMOTEKM

KOHTPOJIEM LIEeJIOCTHOCTHU

Windows 64-bit

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

BMECTO
\Windows\system32\advapi32.dll

OUMbIMOoTEeK

1z

( )
\Program Files (x86)\Crypto Pro\CSP\accord.dll
\Program Files (x86)\Crypto Pro\CSP\apmdz.dll
\Program Files (x86)\Crypto Pro\CSP\bio.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpExSec.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpMSO.dl1l
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpadvai.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcertocm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcrypt.dll
\Program Files (x86)\Crypto Pro\CSP\cpcsp.dll
\Program Files (x86)\Crypto Pro\CSP\cpcspi.dll
\Program Files (x86)\Crypto Pro\CSP\cpcspr.dll
\Program Files (x86)\Common Files\Crypto Pro\Shared\cpext.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpintco.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpkrb.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpmail.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpoutlm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cprastls.dll
\Program Files (x86)\Crypto Pro\CSP\cprdr.dll
\Program Files (x86)\Crypto Pro\CSP\cprndm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpschan.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\SysWOW64\cpssl.dll

\Program

Files

(x86) \Common

Files\Crypto Pro\AppCompat\cpsslsdk.dll

\WINDOWS\SysWOW64\cpsspap.dll

\Program Files (x86)\Crypto Pro\CSP\cpsuprt.dll

\Program Files (x86)\Crypto Pro\CSP\cpui.dll

\Program Files (x86)\Crypto Pro\CSP\cpverify.exe

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpwinet.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpxml5.dl1l
\Program Files (x86)\Crypto Pro\CSP\csptest.exe

\Program Files (x86)\Crypto Pro\CSP\dallas.dll

\Program Files (x86)\Crypto Pro\CSP\dsl199x.dl1l

\Program Files (x86)\Crypto Pro\CSP\dsrf.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

(x86) \Crypto
( ) \Crypto
( ) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
( ) \Crypto
(x86) \Crypto
(x86) \Crypto
(x86) \Crypto
( ) \Crypto
(x86) \Crypto

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dl1l
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dll
Pro\CSP\sable.dll
Pro\CSP\snet.dll
Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dl1l

Pro\CSP\bio.d1ll

\WINDOWS\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll
Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll

Pro\CSP\cpcsp.dll
Pro\CSP\cpcspi.dll
Pro\CSP\cpcspr.dll
Pro\CSP\cpdrvlib.sys

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\Shared\cpext.dll
Pro\AppCompat\cpintco.dll
Pro\AppCompat\cpkrb.dll
Pro\AppCompat\cpmail.dll
Pro\AppCompat\cpoutlm.dll
Pro\AppCompat\cprastls.dll

Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll
Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\system32\cpssl.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll
Pro\CSP\cpui.dll
Files\Crypto Pro\AppCompat\cpwinet.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\ds199x.dl1l
Pro\CSP\dsrf.dll
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dl1l
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dll
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\Program Files\Crypto Pro\CSP\sable.dll

\Program Files\Crypto Pro\CSP\snet.dll

\Program Files\Crypto Pro\CSP\certmgr.exe
\Program Files\Crypto Pro\CSP\esmarttokengost.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

\Program Files\Common Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\SysWOW64\inetcomm.dl1l
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dl1l
\Windows\SysWOW64\wininet.dl1l
\Windows\system32\msi.dll
\Windows\SysWOW64\msi.dll
\Windows\system32\crypt32.d1l1l
\Windows\SysWOW64\crypt32.dll
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*

*

IOna OC Windows Server 2008 mnonm KOHTPOJIEM LEJIOCTHOCTHU

cryptsp.dll m sspicli.dll HaxomsaTcsa OUOIMOTEKM
\Windows\system32\advapi32.dll
\Windows\SysWOW64\advapi32.dll
\Windows\system32\secur32.dl1l
\Windows\SysWOW64\secur32.d1l1l

BMECTO

OubanoTexr

B cnyyae ecnu UeNoCTHOCTb AaHHbiIX 6ubnnoTtek HapyweHa B pesynbTaTe O6HOBEHMS
onepauuoHHOM cucTembl, Heobxoammo obpaTmTbcs K paspabotumky CK3W 3a pasbsCHEHUSAMM O

BO3MOXXHOCTWM NPOAOJIXXEHNA NCMOJIb30BaHNA CK3W Ha gaHHOM cucTeMe.
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MpunoxeHue A. KOHTpO/Ib LENOCTHOCTM NporpaMMHOro obecneyeHus

A.1 KOHTpONb LENOCTHOCTU NporpaMMHoOro obecneyeHms C NOMOLWbIO afropuTMOB
X3WKMPOBaHUA.

Moaynb cpverify.exe N03BOMSIET OCYLWECTBSATb KOHTPOJSIb LENOCTHOCTU YCTaHOBIEHHOMO
nporpaMmHoro obecneyeHns. KoHTposib LEeNOCTHOCTU (painoB OCYLECTBASIETCSA Npu 3arpyske danna
Ha MCnosHeHue (M nepuoauMvyeckm BO BPEMS BbIMOJIHEHUS) WMAM MPU PYYHOM 3anycke MporpamMmmbl
KOHTPOJIS1 LE/TIOCTHOCTM (CM. OMUMUIO —IV HUXE).

Mpn NOMOLLUM NEepeYnCIEHHbIX HUXE ONMuUMii Moaysb cpverify.exe MOXeT 6biTb UCMONb30BaH A
CNeAyWmMX KOHTPOJIbHbIX Lienei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbluncneHne 3s3HauyeHuUs
xaw-pyHkumn ana danna ¢ umeHem filename c nomowbio anroputma algid. Mone algid Moxer
npuHMMaTb 3HadeHusa GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMOAYaHMUIO
ncnonb3dyetca GR3411). [-inverted_halfbytes <inv>] ykasbiBaeTcsa, ecnm nonybantbl B hashvalue
nepesepHyTbl (N0 ymonuaHumiwo ana GR3411 inv npuHMMaeTcs paBHbIM «1», And anropuTMoB
GR3411_2012_256 1 GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenoctHoctn damnna ¢ ummeHem filename, ncnonb3ya anropmtm algid n xsw-3HauyeHue hashvalue.
Mone algid moxeT npuHMMaTb 3HadyeHus GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonuaHuio ucnonbdyetca GR3411). Ecnm hashvalue He ykasaH, TO X3w-3HadeHune 6epetcsa u3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaeTcsa, ecnu nonybaltel B hashvalue
nepesepHyTbl (No ymonuyaHuio Ansa GR3411 inv npuHMMaeTcsa paBHbIM «1», Aons anropMTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluMCNEeHMe 3HAYEeHUS X3W-PYHKUNM NS KaKaoro us
darnnos, coaepxawmxcs B Katanore catname B pasgene peectpa (ecin catname He ykasaH, TO
6yayT nepecunTaHbl BCe X3LW-3HAUYEHUS B pasgesie peectpa). Tekylee 3HaYeHne Xaw-pyHKUNA npu
3TOM 3aMeHsieTCsa Ha BHOBb nocuuTaHHoe. [lone algid mMoxeT npuHMMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymon4yaHuto ncnonosyetcsa GR3411).

cpverify —-rv [catname] - npoBepka uenoctHocTn dannioB M3 KaTanora cathame B pasgene
peecTtpa (ecnu catname He ykasaH, To 6yayT npoBepeHbl Bce dalifibl B pa3fene peectpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BbluMCNeHME 3HAUEHNA X3W-PYHKUNMU
ansa dannos, nepeuncneHHbiXx B xml-panne c wmmeHem in_file B kaTtanore xmlcathame (ecnu
xmlcathame He ykasaH, TO Xx3wW-3HadeHunsa 6yayT nocuuTaHbl AN Bcex dhanoB, NepeymcieHHbIX B
xml-anne ¢ mmeHeM in_file), n 3annucb Nony4yeHHbIX 3HayeHuMn B xml-danin ¢ mmeHem out_file.
Tekyuwee 3Ha4YeHMe x3W-PyHKUMI NPpM 3TOM 3aMeHsieTCsa Ha BHOBb nMocuyuTaHHoe. lNone algid moxeTt
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMOA4YaHMUIO
ncnonbsyertcs GR3411).

cpverify —-xv in_file [xmlcathame] - npoBepka uUenoCTHOCTU (hannoB, MNEepPeYUCIEHHbIX B
xml-cbanne c umeHem in_file B kaTtanore xmlcatname (ecnn xmlcatname He ykasaH, TO npoBepka
6yaeT BbINOJSIHEHA AN BCex danos, nepeuncneHHbix B Xxml-danne c numenem in_file).

cpverify —r2x out_file - dopmuposaHmne xml-daiina c umeHem out_file, cogepxawiero cnmcok
dalinoB, HaxoAsIWMXCA B pasfesie peecTtpa NOA KOHTPOMEM LENOCTHOCTU, M X3W-3HayeHUs 3TUX
daiinos.

cpverify —-x2r in_file - yctaHoBKka nog KOHTPO/b LENOCTHOCTM (hainoB, NepeymncieHHbIX B
xml-danne c nmenem in_file.

CnnCOoK KOHTPOAMpPYEeMbIX MoAyfnen 3aBUCUT OT MCMNOMHEHUS M MOXeT ObiTb MnosiyyeH npu
nomowm KoMaHabl cpverify —r2x in_file.

Bo Bcex nepeuyucneHHbIX BbIWE Cry4yasiX, €C/iM He yKas3aHO MMS KaTtanora xmlcatname, To
NpMHMMaeTCs UMS KaTtaslora CpPCsp, MCNOSb3yeMoe CSp ANl KOHTPOsS LeNOCTHOCTM BXOASLWMX B €ro
coctaB Moaysiein. CMCOK KOHTPONMPYEMbIX MOAY/IeN 3aBUCUT OT UCMOJSIHEHMS U MOXeT BbiTb NoayyeH
npu noMouwm KomaHabl cpverify —r2x in_file cpcsp.

Ons Toro, 4tobbl MNOCTaBMTb MOA KOHTPOJb LIEOCTHOCTU YCTaHOBJIEHHOE MporpaMMHoe
obecnedeHne, HY>XHO BbINO/IHUTL CeAYLWY NocNeaoBaTelbHOCTb AENCTBUN:
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1. Co3patb xml-dain, copepxalimii CNUCOK YCTaHaBIMBAEMbIX MOA KOHTPOJIb LIENOCTHOCTU
dannos. AaHHblh xml-dann 4omKeH MMETb CNeayroLWyto CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity >

3HaueHune nons Algid gonxHo paBHATbCA 00008021.

2. 3anyctntb Moaynb cpverify —xm in_file out_file TestControl, ykasaB B kauecTBe napameTpa
in_file nma cospaHHoro xml-anna. PesynbtatoMm pabotbl Moaynsa 6yaetr asnartbca xml-pann ¢
nMeHem out_file, cogepxalimin BbIYNCIIEHHbIE 3HAYEHUA X3W-PYHKUMK 418 nepedyncneHHolx B in_file
hannos U UMEKLWMN CNeayroLyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D
604C7</Tag>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D
06B9C</Tag>

</entry>
</catalog>
</CProlntegrity >

3HaueHune nong Algid gonxHo pasHaTbcs 00008021.

3. YCTaHOBUTb MoA KOHTPOJIb LIeNOCTHOCTU (halifibl, ANS KOTOPbIX ObI1I0 BbIYMCIEHO 3HAaYeHne
xaw-dyHKUMK, ncnonblys moaynb cpverify —x2r in_file TestControl, roe napametpowm in_file senserca
xml-ann, nonyvyeHHbIn B pe3ysibTaTe BblYNCNEHMS 3HAYEHMS X3W-PYHKLUMN B MYHKTE 2.

Mocne o6HoBneHmss Windows BO3MOXHO BO3HWKHOBEHME OWKMOKM Npu NpoBepKe X3Li-
3Ha4YeHUN CUCTEMHbIX Bubnnotek, ncnonbsyemoix CK3N. 310 6yaeTr oTpaxeHO B CUCTEMHOM XypHane,
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Kyda Nno yYMOSTYaHMIO 3anncbiBaeTcs MHGoOpMauus o pesysibTaTe NMpoBeAeHMS KOHTPOAS LEeNOoCTHOCTU.
B aTom cnyuyae Heo6xoauMmo:

e YBEAOMUTb pa3paboTumka 0 HECOOTBETCTBMM X3LW-3HAYEHUIN CUCTEMHLIX BMbAMOTEK C LUenbto
NoCTaHOBKM paboT Mo nmpoBeAeHUto aHanm3a OOHOBJIEHHbIX CUCTEMHbIX H6MBAMOTEK, MCNONb3YEeMbIX
CK3W ycTtaHOBNEHHbLIM NOPSAKOM;

eHa nepuon A0 MNOMyYeHUS pe3yfbTaTOB  MUCC/NeAOoBaHM  cnenoBaTb  MHCTPYKLUMAM
pa3paboTymnka, Nosly4eHHbIM UM M3 CreumanmM3mpoBaHHON OpraHu3aumu.

Ona ypoBHa 3awmnTbl KC2 HeobxoAMMO BK/IOUUTb YCWUJIEHHbIA pexmnMm paboTbl KOHTpPONS
LLeIoCTHOCTKN, KoTopbin 6nokmpyeT paboty CK3U B criydae BO3HUMKHOBEHMSA yKa3aHHOW ownbknu. [ns
3TOro Heobxoanmo nobasntb B peecTp
(\\REGISTRY\\MACHINE\\SYSTEM\\CurrentControlSet\\Control\\Session Manager\\CProlntegrity)
napameTp HaltFileCorrupt oTAn4HbIN OT HYyN4.

Ona ypoBHs 3awmtbl KC1 npu nonydeHuu paspeweHus oT paspaboTumka gonyckaercs
06HOBUTb 3HaUYeHMS XaW-PYHKUUA 418 AaHHbIX 6MBAMOTEK C MOMOLLLIO KOMaHAbI

cpverify —mksystem.

A.2 KOHTpO/b LIe/IOCTHOCTM NporpaMMHOro obecneyeHms C NomMoLlblo anropuTMoB
noanucu

- cpverify -file_verify nmsa_daina [3HavyeHne_nognucu] -timestamp gata

MpoBepka nognucm danna ¢ wuMeHeM <«uMmsa_danna». [lapamMeTp <«3HauyeHue_noanucu»
HeobxoanMo nepepaBaTthb B Buae 6aiToBOM CTPOKKN. ECnn napaMeTp «3HauYeHWe_noarnmcu» He yKasaH,
TO 3HadeHune noanucm bepetca u3 danna uma_darna.sgn. NapameTp «AaTa» ykKasblBaeT, Koraa
noanuceb 6bina cdhopmmpoBaHa, Heob6xoAMMO YyKasbiBaTb B dopmaTe AA4.MM.rrrr. [JaHHas KoMaHAa
npoBepsieT NOANMUCb C NPSIMOM NMOCNeA0BaTEIbHOCTBIO NoNybanT, Ans npoBepkn nognucu ¢ obpaTHomi
nocnenoBaTesibHOCTbIO 6anT Heo6xoAMMO MCNONb30BaTb KOMaHAY versign ¢ aHanormdHbiM Habopom
napameTpoB. [loanncb npoBepseTcs Ha OTKPbITOM K/K4Ye M3 crneumanbHoro ceptudukaTta ans
noanuncu koaa komnaHunm «KPUMTO-TMPO».

- cpverify —pe_sign FileName [kpuTepun noucka ceptudukartal [Aon. napamMeTpsbl]

JobaBnenne B dann c mmeHeMm FileName uudposon noanmcu B dopmaTte authenticode
NOSTHOCTbKD Ha POCCUMUCKMX anroputMax c nomouwbi Microsoft CryptoAPI. C nomowbio AaHHOWM
KOMaHAbl MOXHO NoAnucaTb ToNbKo dannbl opmaTtos .exe u .dll.

Ona Toro utobbl nopgnucaTtb dann, HeobxoAMMO B XpaHunuwe <«JInyHoe» TeKyLllero
Mnonb30BaTeNss UMEeTb YCTAHOBJIEHHbLIN CepTUdUKAT CO CCbIJIKOW Ha 3aKpbITblA K/OY, B Ha3HAUYEHMSX
KOTOpPOro nNpucyTtcTeyeT «lloagnucbiBaHne Koga».

Monck HY>XHOro ceptTuduKkaTa OCYLLECTBASAETCS C NMOMOLLbIO CEAYIOLWNX KPUTEPUEB:

NMa cybbekTa cepTudurKaTa noanmcu. 3To 3Ha4YeHue

-name SubjectName o
MOXeT 6bITb MOACTPOKONM NOMHOIO MMEHU CybbekTa.

ANIFOPUTM X3LWIMPOBaHUS AN NoANUCK B cepTudumkare.
-alg Algld JonycTumble 3HayveHna GR3411, GR3411_2012_256,
GR3411_2012_512.

-fp FingerPrint 3HadeHue shal oTneyaTka cepTudmkaTa.

Moanuckb 6ynet nobaBneHa kak BTopocTeneHHas. Ecnm B
-append ¢danne HeT OCHOBHOM nNoAnucu nnu napamMetTp —append
He nepegaH, To noagnuck 6yaeTt gobasneHa Kak OCHOBHas.

Ecnn Heckonbko cepTudUKaToB YAOBNETBOPSIOT 3a4aHHbIM KPUTEPUSIM, TO MOSb30BaTESO
6yneT npefocTaB/ieHa BO3MOXHOCTb BPYUHYHO Bbli6paTb HYXHbI cepTudukar.

- cpverify —pe_verify FileName [gon. napameTpbl]
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MpoBepka authenticode noanucm canna c umeHem FileName 6e3 ucnonb3oBaHusa Microsoft
CryptoAPI.

MpoBepka Bcex authenticode noanuncen, HalAEeHHbIX B
-multiple danne. Ecnm napameTp He nepeaaH, To 6yAeT npoBepeHa
TO/IbKO OCHOBHasi MoOAMNMUCh.
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Mpunoxenune b. Cnyx6bl cepTndurKaummn onepaumoHHon cmctembol Windows.

Beaywme mMupoBble NpoOM3BOAUTENN CUCTEMHOIO U NPUKIAAHOIo nporpaMMHoro obecneveHus
AKTUBHO MWHTErpMpyloT peLleHnsi, OCHOBaHHble Ha WHMpacTpyKType OTKPbITbIX K/OYENH B
OonepauuoHHble CUCTEMbl U TMPUIOXKEHUSA. HAPKUM MPUMEPOM SHABJISETCS oOnepauMoHHas cucteMa
Windows, nonHoCTbio nogaepxxunsatowwas MOK.

B onepauuoHHOl cucteme Microsoft Windows B nonHom obbemMe peanm3oBaHa
MHdpacTpyKTypa OTKPbITbIX KAto4Yeh. 3Ta nHdpacTpykTypa npeacrasnseTr cobon MHTerpmpoBaHHbIN
Habop cnyx6 M cpeacTB agMWHUCTPUPOBAHUS AN CO34aHUS M pa3BepTbiBaHUSA MPUIOXEHUNA,
NPUMEHSIIOLLNX KPMNTOrpadumio C OTKPbITbIMU K/IlOMaMK, a TakxKe ANs ynpaBieHns uMu.

NHdpacTpyKkTypa OTKPbITbIX K/OYel npeanonaraer Mepapxumyeckyto Moaenb MNOoCTpoeHus
ueHTpoB ceptudumkaumn. Takas  Mogens  obecneumBaer  MacwTabupyemocTtb, ynobcTBO
AAMUHUCTPUPOBAHMS M COrlaCoOBaAHHOCTb C PacTyLMM YMC/IOM NMPOAYKTOB U LEHTPOB cepTuduKaumu.
MpocTenwasn dopMa nepapxmm COCTOUT M3 OAHOIO LieHTpa cepTudwmkaummn, a B obwem ciydae - m3
MHOXECTBa C ABHO onpeAesieHHbIMWU OTHOLIEHUSIMU POANTENLCKU-A0YEPHUA.

MHbpacTpyKTypa OTKPbITbIX KJ/IOYEN, peannsoBaHHass B oOrnepauumoHHON cucteme Microsoft

Windows 2000/2003 nosHOCTbIO NoAaaepXuvBaeT M MO3BOSISET Co34aTb MepapxuMyeckyl Moaenb
LeHTpOB cepTndunKaumm.

Sub CA1

P

Issuing CA

Issuing CA

S |
Issuing CA
|

PucyHok B1- Mogenb nocTpoeHus LeHTpoB cepTudmkaumm

B coctaB cnyx6 cepTudukaumm onepaumoHHoON cucteMbl Windows BXoAsaT creaylolme
cnyx6bl U KOMMOHEHTBI.

CepBuc ceptuumkaumm

CepBuc ceptudukaumm npegoctaBnsetr Habop cnyx6 pnsg BbiNycka, YrMpaBaeHUs U
NCNONb30BaHNS CepTUMUKATOB OTKPbITbIX K/OYEN B 3aLMLLEHHbIX TEXHOMIOTUAX W MNPUNTOXEHUSX,
ncnonbsytownx WOK. Cepsuc cepTudukauum BbINOAHAET OCHOBHYIO posib B yMpaBieHuu
6e30MacHOCTbI0  TEXHOMOMMI U MNPUAOXKEHUMA U obecneunmBaeT npouecc [AOCTOBEPHOrO M
KOHdunaeHumanbHoro obmeHa nHdbopmaymen.

KoHconb ueHTpa cepTudukaumm

KoHconb UeHTpa cepTudukaumm aBnseTcs paboyMM MecToM agMUHUCTpaTopa 6e30mnacHoCTH,
No3BONAILNM YNPaBATb CEPTUDUKATAMU OTKPbITbIX KIOUEN.,
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{8 Certification Authority [_ (O] x|
J Action  Wiew |J¢. -blll@
Tree I Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFfe « |
FE) Cortification Authority {Local) Elzs04 WWWILSR_FW - BEGIN CERTL.. 3efa2cid0On... 17.04,2002 18
£+ CP C5P Test CA Ezsos WWWIUSR_FW EEGIN CERTL.. <4lefca4a0ll... 15.04.2002 7:
".(2] Revoked Certificates =l 7506 WWWIUILISR_FW s BEGIN CERTL.. 420c6fd3000...  18.04,2002 11
; a Issued Certificates 250? WWWAILSE_PW - BEGIM CERTI... 429dS4fz000... 15.04.2002 11
(1 Pending Requests (e WWWIUILISR_FW s BEGIN CERTL.. 42dedd45000... 18.04.2002 12
(] Failed Requests Elz=09 T T T — BEGIN CERTL.. 4ZeZ27d4000,.. 18.04.2002 12
PW e &37cchina, 04,
251|:I WYAWATISR P EBEGIM CERTI 42e37cch0on 18.04.2002 12
P - eef1cc000,,, 04,
2511 WA TS _Fw BEGIM CERTI 42Zeef1cc000 18.04,2002 12
PW e (3 04,
2512 WYAWATISR P EBEGIM CERTI 42F7ed9r000 18.04.2002 12
P - i 04,
2513 WA TS _Fw BEGIM CERTI 437FF3cfO000 15.04,2002 15
2514 WWWATUSR_FW - BEGIM CERTI... <438bS429000... 15.04,2002 15
PW e i 04,
2515 WYAWATISR P EBEGIM CERTI 033d9-95000 19.04.2002 14
P - 51a000... 04,
2516 WA TS _Fw BEGIM CERTI 0360c51a000 19.04,2002 15
PW e i 04,
251?‘I WYAWATISR P EBEGIM CERTI 039ch362000 19.04.2002 16
P - edalnn. ., 04,
2513 WA TS _Fw BEGIM CERTI 03bfbedanon 19.04,2002 16
2519 WWWATUSR_FW - BEGIM CERTI... 03e9c496000... 19.04.2002 17
W ISR _FW -----BEGIM CERTIL... 0447balel . 19.0 19
1] |

PucyHok B2 - KoHconb ueHTpa ceptudukaumm

CpeactBa pacuumpeHuns pyHKLMOHANIbHOCTU CEpBUCA cepTudukaumm

CpeacrtBa pacwmpeHna GYHKUMOHANbHOCTUM cepBuca cepTudurKaunum npenoctaBnsoT Habop
MeToA0B, MO3BONSAOWMUX WU3MEHATb W pas3BuBaTb (QYHKUMOHANLHOCTL CTaHAApTHOro cepsuca
ceptudmkaumnm ans  yaoBAeTBOPeHMs NOTPEBHOCTM KOHKPETHOW MNPUKNAAHOM CUCTEMbI UK
TEXHONOrMU. DTU CpeacTBa MNO3BOMASAIT WMHTErpuMpoBaTh CepBucCa CepTUdUKaLMU C pasfINyHbIMU
CeTeBbIMW CMpaBOYHUKAMU U MPUIOXKEHUSAMU, GOPMUPOBATb COCTaB CEPTUPUKATOB OTKPbITbIX
Kno4yen, moanduunposaTb NpoLUecc ynpasneHus ceptudukaTamu.

KnueHTCKkMe cpeacTBa B3aMMoaencTBmua co cny»x6ou ceptudpukaummn

KnueHTckne  cpeactBa  NpefocTaBnsaloT  MoOfib30BaTeNsM  pasfMuHble  MeToAbl AN
(dopMNpOBaHMS 3aKpbITbIX K/KOYEN, 3arnpocoB Ha cepTudukatel M 06paboTkn cepTuduMKaToB,
BbINYLIEHHbIX cnyxb6on cepTudukaumu.

KpYNTONPOEANAED. —=
PRI PREAnEER)
RV B PEEEEER)

ApXuUTeKkTypa cepBuca cepTudunkaunm npeacrasneHa Ha PucyHke B3.
3aKpbliThle
KMioum
OTKpbITEIE
KMHo4M

B B ——
! ] Ceprichukarel

S3anpocel |
PKCS10 ! /

|| Moayne _ Cnyx6a Moayne

| npuema cepTnuKayum nyonukaumm [,

1 7 CRL

y
WaBnoHel Moayne Basa
cepTuuKaToB NONUTHKH epTHHKATOB

PucyHok B3 — ApxutekTypa cepBuca ceptudumkaumu.
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lMpunoxeHne B. YnpaBneHne npoToKOIMPOBAHNEM

Ona sBkntouyeHus/oTkao4YeHns npotokonmposaHusa ana Windows 32[Windows 64] npobasnsietcs
B peecTp:
HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\
DWORD napamMeTp cpcsp 414 onpefeneHns ypoBHA NpoToKona
DWORD napameTtp cpcsp_fmt gna onpegeneHns ¢opmaTta NnpoTokona

3HayeHneM NapaMeTpa ypoBeHb NPOTOKONA ABNAeTCs 6UToBas Macka:

N_DB_ERROR = 1 # coobuweHus 06 owmnbkax
N_DB_LOG = 8 # cooblieHuns o Bbi3oBax

3HadyeHneM napameTpa dopmaT NpoToKOAa ABASETCS buTOBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSI MOAYIA
DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTbL UMSA DYHKLMN
DBFMT_TEXT = 0x10 # BbIBOAMTb CaMO cOObLleHNE
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBOoAuUTb GetLastError

Onsa BkAoYveHnsa ayauTta mcnonb3oBanmsa Kpuntollpo TLS Ha Windows B peecTp
System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\
nobasnseTcsa napameTp:
3HayeHue nMmeHun: EventLogging
Twun paHHbIX: REG_DWORD

MapamMeTpy NpucBamMBaloTCs Creayolmne 3Ha4YeHns:

0x0000 He 3anucbIBaTb B XXypHars

0x0001 >ypHan coobuieHnin 06 owmnbkax

0x0002 xypHan npegynpexaeHuni

0x0004 xypHan MHPOPMaLMOHHbIX COBbITMN

0x0008 »ypHan ycnewHbiX cobbITui
AyaunT BbINOJIHEHMNS NpoLecca cpsspap 6yaeT BbIBOANTLCSA B XypHan npunoxeHuin Windows.
HacTpoliku BegeHus XypHana BCTYMnakoT B CUy MOCNe NepecosfaHns MaHaara.
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JlucT perncrtpaumm naMeHeHumn

JINCT perncTpaunn nsMeHeHui

No
n/n

Homepa nuctos (cTpaHuu)

U3MEHEHHbIX

3aMEeHEHHbIX HOBbIX

aHHYNIMpo-
BaHHbIX

Bcero
JINCTOB

(cTpanuu) B
[OKyMeHTe

N°
[OKyMeHTa

Bxoaswmnn
N° conpoBoau-
TenbHOro
[OKYyMeHTa,
narta

Moanuce

[aTta
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