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ABTOpPCKME npaBa Ha cpeacTBa KpunTtorpaduyeckon 3awmnTbl WHbOpMaumm Tuna
Kpuntollpo CSP wun 3KkcnnyaTauMOHHYH AOKYMEHTaUMIO K HUM 3aperucrpupoBaHbl B
PoccuiickoM areHTCTBE NO NMaTteHTaM 1 ToOBapHbIM 3HakaM (PocnaTteHT).

HacToAwmn JOKyMeHT BXOAMT B KOMMIEKT MOCTaBKM nporpammHoro obecnedeHns CK3U
Kpuntolpo CSP Bepcun 4.0 R4; Ha HeEro pacrnpocTpaHsaTCsa BCe YCNOBUSA NIMLEH3NOHHOIO
cornaweHns. be3 cneumanbHOro nucbMeHHoro paspeweHus OO0 "KPUMAOTO-MPO"
OOKYMEHT WM ero 4acTb B 3/1EKTPOHHOM WM NeYaTHOM BUAE He MOryT 6biTb CKONMPOBaHbI
1 nepefaHbl TPETbUM NIMLAM C KOMMEPYECKOW LeNbio.
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AHHOTaUMS

HacTosuee PykoBoACTBO AONOSHSAET AOKYMeHT «XTAW.00087-03 91 01. Kpuntollpo CSP. PykoBoacTso
aaMuHUCTpaTopa 6e3onacHocTn. O6was 4yactb» npu ncnonb3osaHum CK3U nog ynpasneHmnem OC Mac OS X.

UHCTpYKUMK agMUHUCTpPaTopaM 6e30MacHOCTM M MNOMb30BaTesisiM - pasfinyHbIX aBTOMaTU3MPOBAHHbIX
cuctem, ucnonb3dyowmx CK3WN Kpuntolpo CSP, pomkHbl paspabaTbiBaTbCs C y4eToM TpeboBaHM HacTosWEro
LOKYMeHTa.

Cnuncok cokpalleHui

CRL Cnuncok oTo3BaHHbIX cepTudmnkaTos (Certificate Revocation List)
ITU-T Me?K,quapo,qum KOMUTET No TenekoMMmyHukaumam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3NpPOBaHHas cucTteMa
APM ABTOMaTM3MpOBaHHOE paboyee MecTo
rMa TMBKUN MarHUTHbLIN AUCK
AcH [aTuukK cnyyamHbIX yncen
HDD XKeCTKMU MarHUTHbIN ANUCK
Kn KoHeuHbIn nonb3oBaTtenb
HCA HecaHKUMOHNUPOBaHHbIA A40CTyN
OC OnepaumnoHHasa cuctema
MAK MporpaMMHO-annapaTHbIN KOMMIEKC
Mno MporpamMmMHoe obecneyeHne
Perucrpaums EaTﬁzo:ggseziseneneHHblx aTpmbyToB (apgpeca, HOMepa Kf4a, NpaB UCMNOb30BaHMS
COBOKYMHOCTb MHCTPYKUWA 1 APYrOA pernamMmeHTupytolen AoOKyMeHTaumm,
PernamenTt obecneumBatowen GyHKLUMOHNPOBaHNE aBTOMaTU3MPOBAHHOW CUCTEMbI BO BCEX
pexunmax.
CBT CpencrBa BblUMCIUTENBHOM TEXHUKN

DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb KtoYa NPOBEPKU
CepTtudukar 3NeKTPOHHOM NOAMUCKU WM OTKPbLITOro Kato4a 1 onpeaesieHHbIX atpubyTos
KOHKpeTHOMY aboHeHTy

Mpouecc M3roToBaeHUs cepTudmuKaTa Kaoda NpoBepKn 3/1EKTPOHHON NOAMUCK UK

Ceprudukauns OTKPbITOro Kntova aboHeHTa B LeHTpe cepTudukaumm

CK3un Cpeacteo kKpuntorpadunyeckon 3awwmTbl MHGOpMaumm

cocC Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)
cC CnpaBo4YHMK cepTqu)MKaTOB OTKPbITbIX K/OYEN 1 KNtoYen NpoBEPKU 31EKTPOHHOWN

noanucu. CeTeBol CNpaBOYHUK.

LC LleHTp Ceptudukaumm (Yaoctosepsirownii LieHTp)
P LleHTp Perunctpaunu

34 DNEeKTPOHHbIN AOKYMEHT

30N DNeKTPOHHast NoAnncb
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1. OcCHOBHble TeXHUYecKne aaHHble N xapaktepmuctmkn CK3U

CK3U «Kpuntollpo CSP» pa3paboTaHO B COOTBETCTBUM C KpuUMTOorpadmnyeckmm mMHTepdencom
dunpmbl Microsoft - Cryptographic Service Provider (CSP).

1.1. MporpaMMHoO-annapaTHasa cpeaa

CK3U «KpunTtollpo CSP» noa ynpaeneHnem OC Mac OS X ucnonb3yeTcs B CieAyowWwmnx nNporpaMmMHo-
annapaTtHbIX cpeaax:
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Co cpokaMu 3KChflyaTauuu onepaumoHHbIX CUCTEM, B cpede KOTopbiX (yHKUMOHMpyeT CK3W, MOXHO
03HaKOMMUTLCS MO CrneayroLeMy aapecy:

<http://www.apple.com/support/>.

1.2. Knioyesble HOCUTENN
B kauecTBe K/IOUYEBbLIX HOCUTENEN 3aKPbITbIX KoYen 1 ktodven 3 MoryT Ncrnosib3oBaTbCA:

-I™MA 3,5, USB auncku;

— CmapTtkapTbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— USB-TokeHbl PyTokeH 2UIM (Flash, Bluetooth), PyTtokeH Lite;

— CmapTtkapThbl PyTokeH Lite SC, PytokeH 2UIM SC;

- Novacard;

— CmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTtkapTta MS_KEY K;

- TokeH++ Lite;

— ESMART Token;

— Rosan;

— Paspgen HDD IM3BM (B Windows - peecTp).

1. B cocTtaB guctpubytnsa CK3UN BxoaaT 6ubnmoteku noaaepxkKm BCEX NEPEUNCNIEHHbIX HOCUTENEN, HO
He BxoasaT apansepbl ans OC. o BonpocaMm nosydeHus apariBepoB Heobxoammo obpawartbcs K
Npon3BOAUTENAM COOTBETCTBYHOLLMX YCTPONCTB.

1. XpaHeHune 3akpbITbix kaoyen Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pa3agene
HDD npw paboTte nog ynpasneHvem apyrux OC) gonyckaeTcs TO/IbKO NpU yCNOBUU pacnpoCTpaHeHus
IL!_!_“ Ha HDD, USB auck wam Ha M2BM ¢ HDD TpebosaHuin no obpawleHnto C KAK4YeBbIMWM HOCUTENSAMU
(n.6.7 XTAN.00087-03 91 01. PykoBoACTBO aaAMUHUCTpaTopa 6e3onacHOCTM oblias 4acTb).

2. Bce BblllenepeyncneHHble HOCUTENN UCMONb3YITCA TONIbKO B KayecTBe MacCUMBHOIO XpaHwunuuwia
Knto4yeBon nHdbopmaumm 6e3 Mcnosib3oBaHMSA KpunTorpadnyecknx MexaHusMOB, peasiM30BaHHbIX Ha
CMapT-KapTe/TOKeHe.

3. WUcnonb3oBaHWe HocuTenen Apyrux TUMNOB - TOSIbKO Mo cornacoBaHuto ¢ ®CB Poccun.
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2. YcraHoBka anctpubytusa MO Kpuntollpo CSP

YcTaHoBKa, yaaneHue n obHosneHune MO ocyLwecTBAsSeTCcs OT UMEHW NoNb30BaTeNs, MeLero
npasa agMMHUCTpaATopa, nNoj y4éTHON 3anucbio root nnm ¢ ncnonb3oBaHMeM KoMaHAbl sudo.

CK3UM Kpuntollpo CSP Tpebyer cneaytowern nocnenoBaTeNbHOCTU YCTAHOBKM: CHavana
yCTaHaBNMBaeTCA npoBanaep, 3aTeM YyCTaHaBMMBAIOTCHA OCTalbHble MOAY/M, BXoAsdlMe B COCTaB
KOMMNeKTaumu.

B OC Mac 0OS X pans ycraHOBKW, yganeHumss mn obHosneHus O NpuUMeHSAKTCS MakeTbl
(packages). MakeT - apxuB AUCTpUbyTMBa, coaepxawnii dannbl yCTaHaABIMBAEMOro NPUNOXKEHUS U
dannbl, MCNONb3YKOLWIMECH WHCTANNATOPOM AN KOHGUrypupoBaHus cpedbl. AuctpubyTtms
nocTtaBnsieTcs B ynakoBaHHOM Buae, mmeeT dopmaTt .dmg u npeacrasnser coboin obpas aucka,
coaep>xalmi naker.

Ons ynpaBneHus naketamu MUCMonab3yloTcs CTaHAAapTHble CpeacTBa ANS ynpaBieHus naketamm
Mac OS.

Ong ycTaHOBKM nakeTa 4yepes3 rpaduyeckuin uHtepdeinc oTKponTe ABOWHbIM LenykoM obpas
ancka ¢ guctpubytnesom (dmg), a 3aTteM ABOMHbLIM WeEN4YKOM no danny naketa (mpkg) 3anyctute
yCTaHoBKY. [lna yCTaHOBKW CnefymTe ykasaHusIM MacTepa. [locne 3aBeplueHns YCTaHOBKW MOXHO
OTMOHTUPOBaTb AUCK CTaHAApTHbIMK cpeacTBamu OC.

[Ons yCTaHOBKW M3 KOMaHAHOW CTPOKW MPUMOHTUPYITE ANCK:
hdiutil attach ru.cryptopro.csp-4.0.0.dmg

YcTaHoBMTE NaKeT NMpu NOMOLLM CUCTEMHOM yTUAnThbI installer:
cd /Volumes/ru.cryptopro.csp-4.0.0
installer -pkg ru.cryptopro.csp-4.0.0.mpkg -target "/"
OTMOHTUMpPYITE ANCK:
hdiutil detach /Volumes/ru.cryptopro.csp-4.0.0

Ona yoaneHus naketa Mcnonb3yeTcs ckpunT uninstall_csp, KoTopbii NnocTaBnsieTcsa BMecCTe C
anctpnbytmneoM. Heob6xoammo 3anyCTuTb AaHHbIM CKPUAT C NpaBaMu Cynepnosib30BaTens.

®dainnbl N3 NakeToB yCTaHaBnmBalTCcsa B /opt/cprocsp.

Maketr auctpnbytuBa Kpuntollpo CSP copgepxut B cebe 6onee Menkue nakeThl,
obecneumBarwwme paboTy pasHbIX NoacucTeM Kpunrtonposangepa. Mpu yctaHoBke Kpuntollpo CSP
MOXHO BbI6GOPOYHO YyCTaHaBAMBaTb 3TW NakeTbl. [lpn 3TOM HeKOTopble MakKeTbl SABAAKOTCS
obazaTtenbHbiMM U 6yayT ycTaHOBAEeHbl B NOO60OM ciyyae, HEKOTOopble — AOMOSHUTENbHLIMA U UX
MOXHO YyCTaHaB/MBaTb WM He yCTaHaBNMBaTb B 3aBMCMMOCTM OT nNpeanosiaraeMoro Mcrnosb3oBaHus
Kpuntolpo CSP. KpaTkoe onMcaHue nakeTtos AaHO B Tabnuue Ha3zHa4yeHUs nakeToB.

Tabnuua 1 - HasHayeHMe nakeTos.

MMa nakeTa Ha3sHauyeHne nakeTta

Ob6s3aTenbHblie NakeTbl

CPRObase Ba3oBbiin Naker.
CPROrdr OCHOBHble NpUIOXeHUs, cunToiBaTenn n ACH.
CPROcpl CAPILite, nporpamMmbl n 6MbnnoTekn AN BbICOKOYPOBHEBOW paboTbl C
KpunTtorpadwmen (ceptudpukaramm, CMS...).
CPROkc1 Mpoeanaep KC1.
JononHutenbHble NakeThbl
CPROcspd MNakeT ansa paspabotumka. MakeT 6yaeT yCTaHOB/IEH MO YMOMYAHUIO.
CPROcurl YTunuta curl n 6mubnuoteka libcurl ansa paboTbl C ceTblo C NOAAEPXKKOMN

SSL/TLS 4epe3 Kpuntollpo CSP. MNaketr 6yper ycTaHOBAEH nNoO

-6 -
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YMONYaHUIO.

CPROp11 NHTepderic PKCS11 ana pgoctyna K yKHUMSM KpunTonposalaepa.
MakeT He 6yaeT yCTaHOBIEH MO YMONYAHMUIO.

CPROrdp Moaynu noaaepxkn PCSC-cuutbiBaTenei, cmapt-kapt (PUK, Ockap,
MarucTpa...). NakeT He 6yaeT yCTaHOB/IEH NO YMOJIYAHMIO.

CPROdrvd MakeT ana paspabotumka apariBepoB. lMakeT He 6yaeT yCcTaHOBAEH MO
YMOJIYaHUI0.

CPROstnl YHuBepcanbHbili SSL/TLS TyHHenb. [MakeT He 6yAeT yCTaHOBJIEH MO
YMOYaHMUIO.

CPROrdemv Moaynb nogaepxxku EMV

MakeTbl UMET apxXmUTeKTypy universal binary n cogepxat B cebe 32-paspsgHyto (i386) n 64-
pa3psagHyto (x86_64) noacucremsl.
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3. O6HoeneHne CK3U Kpuntollpo CSP

Ona obHoBnenmsa Kpuntollpo CSP Heobxoanmo:
— 3aMOMHUTb TeKyLWy KoHpurypaumnto CSP:
* Habop yCTaHOBNEHHbIX MaKeToB;

" HACTPOMKM nposargepa (ans NPOCTOThbI MO>HO COXpaHUTb
/etc/opt/cprocsp/config[64].ini);

- yAanuTb Npu noMowm ckpunTta uninstall_csp, KoTopbin nocrtaensiercas sMecte ¢ Kpuntollpo
CSP, Bce naketbl Kpuntollpo CSP;

— YCTaHOBWUTb aHanormnyHble HoBble nakeTbl Kpuntollpo CSP;

— nNpn HeobxoAMMOCTU BHECTU M3MEHEHUS B HACTpomkuM (MOXHO mocMmoTpeTb diff ctaporo wm
HoBoro config[64].ini);

— K104 “n CepTMqJI/IKaTbI COXPaHAKTCA aBTOMAaTU4eCKHN.
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4, Hactpomnka CK3WM Kpuntollpo CSP

4.1. Joctyn K ytunute ans Hactponkn CK3U Kpuntollpo CSP

Hactponka CK3UM Kpuntollpo CSP ocywecTBnseTcs C NoMouwbl yTunuTbl cpconfig, koTopas
BXOAUT B COCTaB ANCTPUOYTMBA M pacrnonoxeHa B aupekTopumn /opt/cprocsp/sbin/.

4.2. BBOA CEPUMHOro HOMEpa NINLEH3UN

Mpu ycTtaHoBke nporpaMMmHoro obecnedyeHms Kpuntollpo CSP 6e3 BBoga J/MUEH3UU
Nnoab30BaTesio NpeaoCcTaBAseTCs AMLEH3MSA C OrpaHMYEeHHbIM CPOKOM AeNCTBUA. NS NCNonb30BaHUS
Kpuntolpo CSP nocne okOH4YaHWUs 3TOro Cpoka noJib3oBaTeslb AO/IKEH BBECTUM CEPUMHBbIA HOMep C
6naHkKa NMuUeH3MK, NOMYyYEeHHOM Yy opraHmsaunm-paspaboTumka wanm opraHmsauum, MMerLen npasa
pacnpocTpaHeHus npoaykTta (aunepa). Ansg npocMoTpa nHdopMaumm o IMULEH3UN BbIMONHUTE!

# cpconfig -license -view

Onsa BBOAA NULEH3MWN BbINONHUTE!

# cpconfig -license -set <cepwiHmli HOMepP>

CepuitHbIN HOMEp cneayeT BBOAUTbL C cobnoaeHneM permcrpa CMMBOJOB.

4.3. Hactpolika obopyaosaHus CK3U Kpuntollpo CSP

Ytunnta cpconfig Takxe npeaHasHayeHa pAns M3MeHeHuMss Habopa YCTPOMCTB XpaHeHus
(HocuTenen) n cunTbiBaHUS (CuMTbiBaTENEN) KIOYEBON MHDOPMALMM U AATYMKOB CNy4YamHbIX yYmces.
MpeaycTaHoBNEHHbIMK aBNAOTCA cunTbiBaTenu flash-Hocutenel n obpas aAnckeTbl Ha XXECTKOM AUCKe.

[Ons npocMoTpa CrnmMcka HaCTPOEHHbIX CYMUTbIBaTENen:

# ./cpconfig -hardware reader -view

CunTbiBaTENb ANCKET HE YCTAaHABAMBAETCH MO YMOSHYAHMIO, TaK KakK Npu OTCYTCTBUM OUCKETHI B
ONCKOBOAE TMepeyvncsieHme KOHTEMHEpPOB CUNbHO 3amegnsaetcsa. [na gobaBneHums cuuTbiBaTens
OUNCKET:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

[na npocMoTpa cnncka HacTpoeHHbixX ACY:

# ./cpconfig -hardware rndm -view

Ons koHconbHoro bnolCH tpebyetca naket naketr CPROkcl, kpoMe Toro oH paboTaeT TO/IbKO
¢ KC1 npoangepoM. Ansa gobaeneHms KoHconbHoro bnoCH:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console
BioRNG"

dna nobaBneHnsa BHELIHEN raMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1
Takxe HaAo cKonupoBaTb (annbl C AAHHBLIMW, MOMy4YeHHbIMU Ha "APM BbipaboTkn BHeLLHEWN
rammbl", MOSIOXKMM, 4YTO OHKM fiexaT B /tmp/db[1,2]:
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1
# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1
Ona pabotel co cuutbiBaTenem PC/SC Tpebyetrcs naketr CPROrdp. [llocne nogkatoyeHus
CHNTbIBaATENAd Y3HAaUTE MMA YCTPOUCTBA:
# /opt/cprocsp/bin/csptest -card -enum
Gemplus GemPC Twin 00 00
Total:
[ErrorCode: 0x00000000]
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Ons nobaBneHns cYUMTbIBAaTENNSA UCMOb3YHATE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nony4deHnst nogpobHol cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YcTaHOBKa NapaMeTpoB XYpHaJupoBaHUS

CK3U KpunTtolpo CSP no3sonseTt cobupatb 0TNaA04HY UHDOPMaLUIO N UMEET BO3MOXHOCTb
MpoToKoMpoBaHusa cobbitnin. WHpopMaums 3anmcblBaeTcss B CUCTEMHbLIA XypHan (06bl4HO B
/var/log/system.log), Tak >xxe MOXeT 6bITb MCNOMb30BaHa yTunuta «KoHCoNb>», ABnaoWasca yaobHbIM
WHCTPYMEHTOM MPOCMOTpPa CUCTEMHbIX cobbiTnin B Mac OS. CylecTtByeT BO3MOXHOCTb WM3MEHEeHUs
HacCTpoeK >XYpHanupoBaHUSA pasnuuHbIX Moaynen npoaykra. CylwecTByeT BO3MOXHOCTb M3MEHEHUS
YPOBHS XXYPHanMpoBaHus n popMaTta BbIBOAUMbBIX OTIaA04HbIX CO0bLEeHMn. Ona nonyvyeHus CnpaBku
NO HaCTpOMKaM >XXypHannMpoBaHUs:

# cpconfig -loglevel -help
Moaynu, Ans KOTOpbIX NOAAEPXUBAETCS XYPHaNINpoBaHue:
CpCsp - 94p0 Kpuntonposargepa
capil0 - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus kntoden (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - opansep
dmntcs

4.5. HacTpolika kpunTonpoBanaepa no yMOon4aHuio

Ona npocMoTpa TMMOB AOCTYMNHbIX KpUNTONPOBanWAepOB:

$ ./cpconfig -defprov -view_ type
Onga npocMoTpa CBOWCTB KpMNTONpoOBanAepa HYy>HOro Tvna:

# ./cpconfig -defprov -view -provtype <provtype>
[Ons ycTaHOBKM NpoBaiaepa Mo YMOJSIYAHUIO ANS HYXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>

Ons nonyyeHus MMeHW npoBangepa Mo YMOYaAHUIO ANA HYXKHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkntoueHne pexnMa yCUIEHHOro KOHTPOJIS MCMOIb30BaHMs Ktouel

PeXuUM YCUIIEHHOrO KOHTPOJIS WCMOMb30BaHMA K/ouyelt obecneymBaeT OCyLECTB/IEHME
KOHTPOJIA CpoKa AENCTBUSA AONTOBPEMEHHbIX K/IHOUYEN 31EKTPOHHON MOAMNUCK U K/IoYeBOro o6MeHa,
KOHTPOJIS [OBEPEHHOCTM KJIIOYEN TMPOBEPKU 3SMIEKTPOHHON MNOAMUCU U KOHTPOJSS KOPPEKTHOIO
NCMONb30BaHUA MNPOrpaMMHOr0 JAaTyMka C/lydyalHbiX u4ucen. [locne ycnewHow WHCTannsaumm
HEo6X0ANUMO BK/HOUUTL IaHHbIN PEXMM, BbINOHUB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecneyeHnss KOppekTHOro @yHKUMOHMPOBaHMS NpoBangepa B 4acTtu BblpaboTku
3/1IEKTPOHHOM MoAMUCKU, a Takxe paboTbl C BPEMEHHbIMW Kito4aMu (B 4acTHOCTM, Anst paboTbl B
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pamMkax TLS-coeanHeHnss 6e3 ayTeHTUdMKaAUMWU KIMEHTA) W FeHepauuu CrydamHbIX AaHHbIX
Heo6Xx0AMMO MNPOU3BECTM BbIPabOTKY [AONITOBPEMEHHbIX K/OUEn WM 3anycTuTb YTUNKUTY csptest,
npeaBapuTeibHO NPOBEPUB, YTO 3aperncTpuUpoBaH XoTs 6bl OANH AATUYMK ClyYalHbIX YMCer.

# ./csptest -keyset -verifycontext -hard_rng

Mcnonb3oBaHmne CK3U 6e3 BKAKOYEHUS peXnMa YCUIEHHOTO KOHTPOJIS MCNOJIb30BaHUSA KJIHOUEN
pa3peLllaeTcs UCKIKYUTENBbHO B TECTOBbIX Lensx.
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5. YcraHoBKa conyTCTBYOLWMX NAKETOB

Ona nepegaum no cetn 3anpocoB Ha ceptudukatel, CRL 1 T.n., a Takxe 4159 MOAAEPXKU
OOMOJTHUTESbHbLIX  K/OYEBbLIX CUYMUTbIBATENENW W HocuTenenm MoxeT noTpeboBaTbCsi YCTaHOBKA
[ONOJSTHUTENbHbIX MaKeTOoB.

Ecnn conyTcTBylOWME MNaKeTbl CKauyMBalTCA M3 MHTepHeTa, Heo6xoAMMO noATBEPAUTL WX
LeNOCTHOCTb, MPOBEPUB MOAMUCbL MAM X3LW. ECAM MCTOYHUK He obecrneumBaeT Takme MexaHW3Mbl,
NOMYCKAeTCs MCMNOMb30BaHMe MakeToB TOMbKO C AMCKA C AUCTpubyTMBoM CK3W, roe 3TM MexaHu3Mbl
Mcnonb3yloTca. Ha aucke nakeTsbl NexaT B nanke \extra.

5.1. bubnunoteka libcurl

Ncnonb3yeTcs ans nepegayvm 3anpocos Ha ceptudumkartel, CRL n T.0. no ceTw.

B coctas anctpubytusa Kpuntolpo CSP Bxoant naket CPROcurl(CPROcurlx), Bknto4datowmii B
cebs libcurl. Libcurl n3 coctaBa CSP nepepabotaHa u noaaepxumBaeTr TLS no pOCCUNCKUM
KpunTtorpadgunuecknum anroputmam ¢ Kpuntollpo CSP B kauecTBe KpunTonpoBaiaepa.

JonyckaeTca wucnonb3oBaHue opuruHanbHon libcurl, KoTOpyl MOXHO cKayaTb C cauTa
pa3paboTtumka npoekTa http://curl.haxx.se/ . Ha caiTe AOCTyneH NakeT C UCXOAHbIMU TEKCTaMu A
camocTosaTenbHOM cbopkn. Kak npaBmno, Tam xe ecTb buHapHble nakeTbl. OpurnHanbHasa 6nbnnorteka
He noafepxwmBaeT TLS no poccuickmMm Kkpuntorpadpuyeckum anropmtmam ¢ Kpuntollpo CSP B
KayecTBe KpunTonposanaepa.

Mocne ycTtaHoBKM 6MB6IMOTEK HAA0 3aperucTpMpoBaTth NyTM K HUM. Hanpumep:

# /opt/cprocsp/sbin/cpconfig —-ini '\config\apppath' -add string
libcurl.so /usr/local/lib/libcurl.so
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6. CoctaB 1 Ha3zHayeHne KOMMNOHEHT nporpaMMHoro obecneveruns CK3U

6.1. bazosbie mogynu CK3U
MO CK3W coaepxunt 6a3oBble MOAyNN:

libcsp — aMHammyeckun 3arpyxxaemas 6ubnmoteka Kpuntollpo CSP.

libcspr - 6ubnnoteka paboTbl ¢ yaanéHHbiMm Kpuntollpo CSP.

drvcsp — AMHaMUUecKu 3arpyxaembii Moayb s4pa.

libssp — 6ubnuoTteka noaaepxkn Moaynsa ceteBon ayteHTudmkaunm Kpuntollpo TLS
cpverify — Moaynb KOHTPONS LEeOCTHOCTY.

wipefile - mogynb yaanenus gannos BMeCTe C COAEPXKUMbIM.

B Ha3BaHuax guctpubytneoe CK3W ncnonb3yercs HoTaums:
CPRO - npedwukc;
CSp — KpunTonpoBanaep;
drv - 3arpyxaembii moaynb sgpa OC;
[d] - onuuoHanbHO - yKa3blBaeT Ha AOKYMeHTaumio (TeCToBble NPUMEpPHI);
i386 - nnaTtdopma Intel.

6.1.1. bubnunoteka libcsp
bubnnoteka libcsp peanmnsyet uenesble pyHKUMM KpunTorpadmueckon 3almnTbl MHGOpMauun,
paboTy C KA4YamMu, AOCTYN K KAKYEBbIM HOCUTENSAM, KnaBuaTypHbin CH.
6.1.2. bubnuoTteka libcspr
bubnuoteka libcspr obecneuvMBaeT  ypaneHHbli  AocTyn K  KpunTonpoBanaepy,
GbYHKLUMOHMPYIOWEMY KaK OTAEbHbIN cepBuC.
6.1.3. paneepHasa 6ubnuoteka drvcsp
Bubnuoteka drvcsp, ucnosb3lyemass B KayecTBe AMHAMMUYECKM 3arpyxaemoro moayns siapa
OC, peanusyer ueneBble @QyHKUMM KpunTOorpadumyeckom 3awutbl UHGopMauum  (Kpome
dopmmpoBaHusa II) u paboTy C ka4YamMu.
6.1.4. Moaynu ceteBon ayteHTUdbukaummn Kpmuntollpo TLS

Moaynb libssp obecneunBaeT peanmnsauntio NpoTokKona ceteBon ayteHTudmkaummn Kpuntollpo
TLS. O6uwee onucaHne nNpoTOKOSa MpUBEAEHO B COOTBETCTBYHOLIEM pasjene [AOKYMeHTa
"XTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO agMuHucTpatopa 6e3onacHoctn. O6uwas
yacTtb."

Mpotokon TLS (RFC 2246) wcnonb3yeTcs AN 3aluuTbl COEAUMHEHUA B KJIMEHT-CEPBEPHbIX
TEXHONOrnsX.

lMporpammMHoe obecneveHne Kpuntollpo TLS gasBnserca peanusaumen npotokona TLS wu
ncnonb3syer Kkpuntorpadpuueckne dyHkunmm Kpuntollpo CSP pgna obecnedeHus npouecca
ayTeHTudnkaumm m wndpoBaHusa Tpadmka Mexay KJINEeHTOM U CEPBEPOM.
6.1.5. Moaynb cpverify
Moaynb cpverify npegHasHadyeH ANs KOHTPONsS LENOCTHOCTM npu ycTtaHoBke CK3U wu
dyHKumoHmnposaHum MO CK3U Kpuntolpo CSP Ha NM3BM nonb3oBaTens.
6.1.6. Mogynb wipefile

Moaynb wipefile ncnonbsyercsa ans yaanenus ¢dannos BMecTe C COAEPXKMMbIM MPU LUTATHbIX
M HewTaTHbIX (CBONMPOBAHMUE) CUTYyaLUaX.

6.2. Moaynu noacuctembl nporpaMmmHon COK
6.2.1. Moaynob libcapi20
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Moaynb libcapi20 wucnonb3yetca Ansg ynpaBnieHus cepTudukatamMnm OTKPbITbIX K/o4den, a
Takxe pans obecneyeHuss BbIMOSIHEHUSA KpunTorpaduyecknx 3anpocoB Ha ypoOBHe wuHTepdeiica
CryptoAPI v. 2.0. NHTepdenc moaynsa capilite aenserca nogMmHoxecTtBoM MHTepdeinca CryptoAPI v.
2.0.

6.2.2. bubnuoteka librdrrdr

bubnnoteka librdrrdr obecneunBaer yHUMPUUMPOBAHHLIN UHTEPdENC AOCTyNa K KAKYEBbLIM
HOCUTENAM BHE 3aBUCMMOCTM OT UX TMNa.

6.2.3. Moaynu Aoctyna K cYUTbIBAaTENSAM CMapT-KapT U TOKEHaM:

e librdrfatl2 k guckosoay n anckete 3.5" n pasgeny XecTkoro ancka

e librdrpcsc Kk cuutbiBaTenam cMmapT-kapT u  eToken, noagepxusalowmm
nHtepderic PC/SC

e librdremv k kno4yeBbIM HocuTenaMm EMV n Gemalto

e librdrrtsupcp « kntovesbIM HocuTenam Rutoken

6.2.4. bubnuoteka librdrsup
Bubnunoteka librdrsup obecneunBaetr peanusauunio 0b6WMX DYHKUMA AOCTYyNa K pasfivyHbIM
YCTPOMCTBaM XpaHEHUS KJH04YEeBbIX HOCUTENEN.
6.2.5. Moaynun AaT4YMKOB CryYarHbIX Yucen

bubnnotekn librdrrndm un librdrrndmbio o6ecneunBaoTr nogaepxky pabotbl C
dOU3NYECKMMN AATUMKAMM CNYyYaNHbIX YMUCen.
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7. BcrpamBanue CK3U KpunTtollpo CSP B npuknaaHoe MO

Mpwn BcTpamBaHum CK3U Kpuntollpo CSP B npuknagHoe nporpamMmHoe obecrnedeHne AO0JKHbI
BbIMONIHATbCA TpeboBaHus pa3sgena 17 pokymeHta <«XTAM.00087-03 91 01. Kpuntollpo CSP.
PykoBoacTtBo agMmHucTpaTopa 6e3onacHoctn. Obuwas yactb» n gokymeHTa «XXTHAM.00087-03 96 01.
PykoBoACTBO nporpamMmcTa».

Mpun ycTtaHoBKe nakeTta Ansa paspabotumka ( CPROcspd ) B anpektopuio /Library/Frameworks
6yner nomewéH CPROCSP.framework, cogepxawmii B cebe 6ubnuotekm CSP. pun nnHKoBKE C
dbpenMBOpKOM HeobxoamMOo yKasaTb B NapaMeTpax JuMHKoslwwuka -flat_namespace. Mpun cbopke u3
KOMaHAHOW CTpoku dnar ykasblBaeTcs B KOMaHAHOW cTpoke; npu cbopke B XCode dnar ykasbiBaeTcs
B “Project — Edit Project Settings — Build - Linking - Other Linker Flags”.

Mpu cbopke MHOrOMOTOYHbLIX MPUNOXKEHMA HACTOSTENbBHO pPEKOMEHAYETCA JIMHKOBaTb
ncnonHsiembln arnin ¢ CoreFoundation (ao6asutb B onumn nunHkepa «-framework CoreFoundation»
nmbo HacTpouTb JIMHKOBKY 4epe3 cBOoWCTBa npoekTta B XCode). DTo BaXHO A/ MHOMOMNOTOYHbIX
NPUIOXEHWNIM, NOCKOSbKY BBMAY o0cobeHHocTe MacOS Henb3sa NpousBOAUTb MepBOE OTKpbITUE
dpenmBopkos, 3aBucawmnx ot CoreFoundation (Takmx kak PCSC), He n3 rnaBHoOro nortoka. Moatomy,
B C/ly4ae ecnm Ha KoMnbtoTepe knaneHta CSP HacTpoeH Ha paboTy co cMapT-KapTamMn, MHOFONOTOYHOE
npunoxeHue, ncnonbsywuee CSP 1 He cnnHkoBaHHoe ¢ CoreFoundation, moxeT He paboTaTb M najathb
B CUCTEMHbIX DYHKUMAX MHUUManusaumm CoreFoundation ( CFInitialize() ).
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8. TpeboBaHus MO OpraHM3aLMOHHO-TEXHUYECKUM U aAMUHUCTPATMBHbLIM MepaMm
obecneyeHuns akcnnyaTaumm CK3U

[OMKHbI BbIMOMHATLCA TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbLIM
MepaM obecrnedyeHus 6esonacHoctn akcnnyataumm CK3W B obbeme pasgenoB 15 m 16 goKyMmeHTa
«XKTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO aaMMHUCTpaTopa 6e3onacHoctn. O6uwas
yacTb».

8.1. O6wwme Mepbl 3awmtbl oT HCA MO ¢ ycraHoBneHHbiMM CK3UM Ha OC Mac OS X

Moa ynpaeneHueM UNIX-noaobHbix onepaumoHHbiX cuctem CK3U Kpuntollpo CSP aomxHO
MCNONb30BaTLCA C NpOrpaMMHbIM obecrnedyeHumemMm:

Certmgr (Kpuntolpo Certmgr).

CryptCP.
Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Mpn ncnonbzosaHnu CK3U «Kpuntollpo CSP» noa ynpasneHnem OC Mac OS X Heobxoammo
NpeAnpuHATL AOMOJIHUTENbHbIE MEepPbl OPraHU3auLMOHHOIO0 M TEXHMYECKOrO XapakTepa M BbIMOJHUTb
OOMONHUTENbHbIE HACTPOMKW OnepaumoHHON cucTtembl. lMpu 3TOM CTaBUTCA 3ajava He TONbKO
obecneunTb AOMNONHUTENbHYO 3awmTy cepBepa n OC ot HCA, HO mn obecneuntb 6ecnepeboiiHblii
pexuMm paboTbl MU UCKAKYUTbL BO3MOXHOCTM "OTKaza B 06cnyxmBaHuMKn", BbI3BAHHOIO BHYTPEHHUMU
npuynHamMmn (HanpuMep - nepenosiHeHMeM annoBbIX CUCTEM).

K opraHm3auMoHHO-TEXHUYECKNUM MepaM OTHOCATCS:
o obecneuveHne pusmyeckom 6e3o0nacHOCTM cepsBepa;
e yCTaHOBKa NpOrpaMMHbIX OBHOBNEHUN;

e OpraHusaumsi npoueaypbl pe3epBHOr0 KOMMPOBAHUSA W XPaHEHUS pe3epBHbIX
KOMun.

JononHutensHble HacTpokm OC Mac OS X kacaloTcs cneaytowero:

e OrpaHuyeHWe [OCTyna Mosb30BaTeNneil WM HaACTPOMKM  MOJIb30BATENbCKOro
OKpYXeHus;

e OrpaHnyeHue CeTEBbIX COEAUHEHUI;
e OrpaHWYEeHUs NPU MOHTUPOBAHUN (aliNOBbIX CUCTEM;
e OrpaHWYyeHus Ha 3anyckK NpoLIECCOB;

e KOHTponb 3arpy3km OC M KOHTPOAb LENOCTHOCTM CUCTEMHOINO W MNPUKIALHOIo
nporpaMMHoOro obecrneyeHus os/mKeH obecrneuymBaTbCa MPU MOMOLLM INEKTPOHHOIO
3aMKka (CM. COOTBETCTBYyWOLWMUI pasgen B AokymeHTe "XTAWM.00087-03 91 01
Kpuntolpo CSP. PykoBoacTBO agMmHucTpaTopa 6esonacHoctn. O6was dactb."),
YTO O3HavaerT:

e BbiNnosIHEHME 3arpy3ku ¢ GUKCUPOBAHHOIO HOCUTENS;

e ObecneyeHme KoHTpona uenoctHocth OC w©n  NpuKAIaAAHOrO MNPOrpaMMHOro
obecneyeHnss [0 3arpyskuM Ha 3arpy3o4yHOM AUCKe W APYrMX MNOAKIOUYEHHbIX
AncKax.

e AOMONHUTENbHblE HacTponku aapa OC;

e HaCTpoWKa CeTeBbIX CEPBUCOB;

e OrpaHWyeHue Konn4yecTtsa "BUANMON M3BHe" MHMOPMaUMKN O CUCTEME;
e HaCTpoOMKa NoAcuUCTeMbl MPOTOKONMPOBAHUSA U ayauTa.

8.1.1. OpraHm3aumMoHHO-TEXHNYECKNE Mepbl

1. C uenblo WCKAKYEHUS BO3MOXHOCTM 3arpy3dkm OC, OT/IMYHOW OT YCTaAHOBJIEHHOM Ha
XeCTKoM aucke [M2BM, M3BM un ycTponcTBa 3arpy3kum AOMKHbI 6biTb onedaTaHbl. JomkeH 6biTb
obecneyeH HeO6XOAUMBI KOHTPOSb LLENOCTHOCTU NevaTeln.
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2. ObecneyeHmne dhumsmyeckon 6e3o0nacHOCTN cepBepa

CneayetT WCKAKO4YUTb BO3MOXHOCTb [OCTyNna HeEaBTOPM30BAHHOIMO MNepCcoHasa K KOHCOMM,
cucTemMe NMUTaHus M JOMNOSHUTESNIbHLIM YCTPOMCTBaM, NOAK/IKOYEHHbIM K 3allMLLAEMOMY CEpBeEpPY MyTeM
yCTaHOBKK 060pyAOBaHUA B CNeLManbHO BblAENEHHOE M 3anMpaeMoe rnoMeweHne (annapaTHy Unu
CEepBEPHY KOMHaTY).

[ocTyn nepcoHana B CEPBEPHYK KOMHATy [JO/MKEH OblTb pernamMeHTUpOBaH BHYTPEHHWUM
pacrnopsiAKoM 3KCMayaTUpYloLWen opraHMsaumm U AOHKHOCTHbIMU MHCTPYKUNSIMU.

Ona  uckniodeHns cboeB  KOMMbHOTEPA, BbI3BAHHbIX OTK/IKOYEHWEM  BNEKTPONMUTAHUS,
Heobxoanmo obecrneuynTb 31eKTponuTaHMe cepBepa OT WUCTOYHMKA 6GecnepeboMHOro nUTaHUS
OOCTaTOYHOM MOLWHOCTM. Kak MWHMMYM, MOLWHOCTM 6aTapen ucTouyHuka 6ecnepeboirHOro nutaHus
OO/MKHO XBaTaTb Ha BPEMs A0CTAaTOYHOE AJ/19 KOPPEKTHOro aBTOMATMYECKOro 3aBeplueHuns paboThbl
cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOro KONMMPOBaAHUS M XpaHEHUS pe3epBHbIX KOMUIA

Mpn onpepeneHMn pernaMeHTa pe3epBHOr0 KOMMPOBAHUA W XPaHEHUS pe3epBHbIX KOMUi
cnepnyet obecneunTb OTBETCTBEHHOE XpaHEHWe pe3epBHbIX KOMuiA B 3anupaembix cendax (wkadax) um
onpeaenuTb Mpoueaypy BblAauyn pe3epBHbIX KOMUA OTBETCTBEHHOMY MEPCOHAany M YHUUYTOXEHMUS
BblleaLWnX N3 yrnotpebneHms Hocutenen (1eHT, 0O4HOKPATHO 3anuMCbiBaeMbIX ANCKOB M Np.).

CTaH,CI,apTHbIMI/I MepaMn No opraHndaunm OTBETCTBEHHOIO XpaHeEHUA HoCUTEenemn aBnarTCs:
® MApKMpOBKa HocuTenen;

e COCTaBJ/IEHME OMUCU XPaAHUMbIX HOCUTENEN C YKa3zaHUEM CepUHbIX (MHBEHTaApPHbIX) HOMEPOB,
AaT 3anucu HocuTenemn, pamMunanen cotTpyaHunka, cosgaBLllero Konumiw Ans Kaxaoro wkada(cenda);

e Mepmoanyeckas ceepka onmcu u cogep>xmmoro cencos (wkados);
e OpraHu3aumsa OTBETCTBEHHOINO XpaHeHUs 1 BblAaun Ko4ven oT cendos (WwKkados);
e BO3MOXHOe orneyaTbiBaHue (onsiombuposaHmne) cendos(wkados).

YHUUTOXEHWE Bbleawnx U3 ynotpebneHns HocuTesnen AO/MKHO MpOU3BOAUTCSH KOMWUCCHEN C
cocTaBfieHNEM aKkTa 06 YHUUTOXEHUN.

4. B cucteme perncTpumpyeTtcsa oAvH nonb3oBaTesb, obnagatowmnii npasamm agMUHUCTpaATopa,
HOCAWMIN MMa root, Ha KOTOpOro BoO3naraerca 06a3aHHOCTL KoHdurypuposate OC Mac OS X,
HacTpamBaTb 6@€30NacHOCTb, @ TakXe KoHdurypuposaTb N3BM, Ha koTopyto yctaHoBneHa OC Mac 0OS
X.

5.0na nonb3oBaTenss root BbIGMpAETCSs  HaAEeXHbIn Mapofb BxoAa B CUCTEMY,
YOOBNETBOPALWINN creayowmuMm TpeboBaHUAM: AsIMHa naponss He MeHee 6 CUMBOJIOB, cpeau
CMMBOJIOB Maposis AO/KHbI BCTpeYaTbCsA 3arflaBHble CMMBOJIbI, MPOMUCHbIE CUMBOMbI, UUGPbI U
cneuunanbHble CMMBOSbI, CPOK CMEHbl Maposis HEe peXe OJHOro pasa B Mecsl, AOCTyn K Maposio
NOJKEH 6bITb 06ecrneyeH ToNbKo aaMUHUCTPATopPY.

6. Nonb3oBaTento root 4OCTYMNHbI HAaCTPOMKKM BceX nosnb3oBaTenenn OC Mac OS X, KoTopble OH
MOXEeT  npocMaTpuBaThb, penakTupoBaThb, yAansTb, cosgasaTb. Bcem nonb3oBaTensm,
3aperncrtpmpoBaHHbiM B Mac OS, nonb3oBaTtesb root B COOTBETCTBUMM C MOJIMTUMKOM He3zonacHocTw,
NPUHATOM B OpraHmMsaunm, gaeT MUHUMasabHO BO3MOXHble ANsi HOPManbHOM paboTbl NpaBa. Kaxkabli
nonb3osatenb Mac OS, He gBAsdOWMIACS nonb3oBaTenieM root, MoOXeT npocMaTpuMBaTb WU
peaakTnpoBaTb TOJIbKO CBOWM YCTAaHOBKW B paMKaX MpaB AOCTYyMNa, Ha3HA4Y€HHbIX €My MOJ/iIb30BaTeENEM
root.

7. Bcex nonb3oBaTtenen [1DBM, KoOTOpble He TMOJb3YKOTCS AaHHOW CUCTEMOW, W BCeX
CTaHAapTHbIX MoJib30oBaTesiel, KoTopble co3gatoTca B Mac OS BO BpeMs yCTaHOBKM (Takux, Kak "sys",
"uucp”, "nuucp", n "listen"), kpome nonb3oBartens root, cneayeT yoanuTb.

8.B OC Mac OS X cywecTBYIOT UCMONHSAEMble dalbl, KOTOpble 3anycKakTca C npaBamMu
nonb3oBatens root. 3Tn dannbl UMelT ycTaHoBneHHbi ¢dnar SUID. Monb3osatenb root noskeH
onpenenntb, KakumM un3 3Tux ¢dannoB B paMKax onpeaeseHHoW B oOpraHusaumu MoJIUTUKK
6e30nacHOCTK He TpebyeTca 3amnyCcK C agMUHUCTPATUBHbLIMKU MOJSIHOMOYMSIMU, M C MOMOLWbIO cbpoca
¢dnara SUID ponkeH CBECTU KOJIMYECTBO TakMX (pansioB K MMHUMYMY. 3anyCcK oCTaBluMxca dannos C
yCTaHoBNeHHbIM (narom SUID gomkeH KOHTPONMpPOBaTbCs Mosib3oBaTtenem root.

9. Mpu ucnonb3oBaHmn CK3UN XTHAN.00087-03 Ha MIBM, noakntOYeHHbIX K 06WEAOCTYMNHbIM
CeTsIM CBSI3W, AOJKHbl ObITb MPEAnpPUHSATbI AOMOJIHUTESIbHbLIE MEpPbI, MCK/KYaoWwme BO3MOXHOCTb
HECaHKLMOHNUPOBAHHOIO AOCTyMa K CUCTEMHbLIM pecypcaM WCMOJib3yEeMbIX OMepauMoHHbIX CUCTEM, K
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nporpaMMHOMY obecne4yeHunto, B OKPYXeHUM KOoToporo dyHKumoHupyrT CK3WN, n K KOMMNOHEHTaM
CK3MW co CTOpOHbI yKa3aHHbIX CeTeN.

10. MpaBo poctyna k pabouymm MectaM C ycTaHoBfieHHbIM 10 CK3WN «Kpuntollpo CSP»
npeaocTaBnseTcs TOJIbKO /uuaM, O3HAKOMJIEHHbIM C MpaBuiaMuM MONb30BaHMS UM U3YYUBLUUM
3KCMNNyaTauMoOHHYIO AOKYMEHTALMIO Ha NporpaMMHoe obecrnevyeHne, nmerwllee B ceoeM coctase CK3U
XKXTAKN.00087-03.

11. Ha TexHuyeckux cpeacrTsax, oOcHaweHHbix CK3UM «Kpuntollpo CSP»  [o/mkHO
MCMOsIb30BaTbCs TONbLKO IMLUEH3NOHHOE nporpaMMHoe obecrnedeHne GMpM-NponsBoanUTeNEen.

12. B BIOS onpenensatoTcsl YCTaHOBKW, UCKAKO4atowme BO3MOXHOCTb 3arpy3Kku onepaumoHHOM
CUCTEMbI, OTIMYHOMN OT YCTaHOBJ/IEHHON HAa >XECTKOM AWCKEe: OTKYaeTCs BO3MOXHOCTb 3arpys3ku C
rmékoro aucka, npmeoga CD-ROM u npoumne HecTaHaapTHble BMAbl 3arpy3skm OC, BKOYas CETEBYHO
3arpy3ky. He npumeHsawTca M3BM ¢ BIOS, wuckawo4awwmMM BO3MOXHOCTb OTK/IHOYEHUS CeTeBOM
3arpy3ku OC.

13. CpeactBamm BIOS posxHa 6biTb UCKAKOYEHA BO3MOXHOCTb OTKJIIOUEHMS MOJSIb30BaTENSAMMU
ISA-ycTpoiicte n PCI-ycTponcTte. [ UCKAKYEHMSA 3TOM BO3MOXHOCTM BXog B BIOS 2BM ponxed
6biTb 3awWMueH naposeM, K KOTOPOMY NpeabsaBnatoTcsa Te Xe TpeboBaHus, 4TO M K Naposto
nosnb3oBatens root. MNaponb ans Bxoga B BIOS aomkeH 6biTb M3BECTEH TONLKO NOJSb30BaTento root m
6bITb OT/IMYHBIM OT Naponsa nosnb3oBatens root ang exoga B OC Mac OS X.

14. fo 3arpy3km OC pomkeH 6biTb peann3oBaH KOHTPOMb LENOCTHOCTM (alifioB, KPUTUYUHBIX
ona 3arpysku OC u nporpamMmbl CPVERIFY.

15. MNpu 3arpy3ke OC ponxkeH 6biTb peann3oBaH KOHTPOAb LENOCTHOCTU MPOrpaMmMHOro
obecneyveHuns, exoasiwero B coctaB CK3U XTAN.00087-03, camoin OC 1 BCcex ucnosiHaeMbix dannos,
dyHKUMOHMPpYOWKMX coBMecTHO ¢ CK3U ¢ ncnonb3osaHneM nporpammbl CPVERIFY.

16. CpeactBamum BIOS fomkHa 6bITb MCKKOYEHA BO3MOXHOCTL paboTbl Ha DBM, ecnu BO Bpems
€ro HadanbHOW 3arpy3Kku He NpoxoAaT BCTPOeHHble TecTbl 9BM (POST).

17. Ha komnbloTepe ycTaHaBnmBaeTcd Tonbko ogHa OC. Ha KoMnbloTepe He ycTaHaB/IMBalTCA
cpeacts  paspabotkm wu  otnagkm MO. Ecnam  cpeactBa  OTNAAKM  MPUIOXKEHUI  HYXHbl A4
TeXHONIoOrM4yecknx  notpebHocTen  opraHusaumuM, TO WX  WUCNOAb30BaHWe  AO/KHO  O6biThb
CaHKLUMOHMPOBAHO aAMUHUCTpPATOpOM 6He3onacHocTu. B nbom cnyyae 3anpellaeTcs MCNofb30BaTb
3TW CpeacTBa ANs NpPOCMOTpa U peAaKTUPOBaHMS KoAda M NaMsaTy NPUIOXeHU, ncnonb3ytowmx CK3U
XTAN.00087-03. CnegyeT mn3beraTb nonagaHns B CUCTEMY MpPOrpamMmm, No3BOMSKOWMX Mpu owmbkax
OC nony4yaTb npusunerun root.

18. Jo/MKHO 6bITb  OrpaHMYyeHo (C  y4yeToM BblbpaHHOWM B  OpraHuMsaunn  MNOJIUTUKMK
6e30MacHOCTM) MCNoMb30BaHWE MOSb30BaTENSIMM KOMaHA cron M at — 3anycka KOMaHA B yKa3aHHoe
BpeMsi.

19. JomxHo 6bITb peann3oBaHo uM3MUeECcKOe 3aTupaHue CoaepXMMOro yagansiembix danios C
ncnonb3oBaHueM nporpaMmbl Wipefile na cocrasa CK3U.

20. JomkHbl 6bITb OTKAOYEHbI CeTeBble MPOTOKOMbI, KOTOpPble HE WMCMOMb3YITCA Ha AAaHHOMU
SBM.

21. B cny4yae nogkntodeHus DBM c yctaHoBneHHbiM CK3W k 0blenocTynHbiM ceTaM nepeaaym
OAHHbIX [OMKHO ObITb OTK/AKOYEHO uMcnonb3oBaHme JavaScript, VBScript, ActiveX u apyrux
NporpaMMHbIX 06bEKTOB, 3arpyXaeMblX N3 CETU, B NMPUKIaAHbIX NpOrpamMmax.

22. JomKkHbl  6bITb  MNPUHATBI Mepbl MO  WCK/KYEHUIO HECAHKUWOHMPOBAHHOIO A0CTyna
MOCTOPOHHUX UL, B TOMELLEeHUs, B KOTOPbIX YCTaHOBNEHbl TexHuyeckme cpeacrtea CK3U
XXTAN.00087-03, no poay cBoen AeATENbHOCTU He ABNASIOLWMXCS NepCoHanoM, AoNyLeHHbIM K paboTe
B YKa3aHHbIX MOMeLleHUNAX.

23. JomkHO O6bITb 3anpeleHo ocCcTaBnATb 6e3 KOHTPONAS BblUMCAUTENbHblE CpeacTsBa, Ha
KoTopbIX 3kcnnyaTmpyetca CK3U XTAN.00087-03 nocne BBoaa knaoyeson nHdbopmaumun. Mpu yxoae
nonb3oBaTtensa ¢ paboyero mMecra AO/HKHO WMCMOSIb30BaTbCA aBTOMATM4YeCKOe BKJIIOYEHWE MaposibHOWM
3acTaBKMy.

24. V13 cocTtaBa CUCTEMbI AOMXKHO 6bITb UCKIIOYEHO 060pyAOBaHME, KOTOPOE MOXET Co3a4aBaTtb
yrpo3sy 6e3sonacHoctn OC Mac OS X. Takxe HeobxoanmMo msberaTtb MCNOb30BAHUSA HeCTaHAAPTHbIX
annapaTHbIX CpeAcCTB, MMeKLWNX BO3MOXHOCTb BNATb Ha YHKULMOHMpPOBaHMe KoMmnbloTepa wan OC
Mac OS X.
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25. Mocne wuHctannsauum OC Mac OS X cnepyetr yCTaHOBUTb CpeAcTBaMM oOrnepauuOHHOM
CUCTEMbl BCE pEKOMEHAOBAHHble MpoOrpaMMHble O06HOBAEHMS W MNporpaMMHbie O6HOBNEHUS,
CBfI3aHHble ¢ 6€30MacHOCTbIO, CYLECTBYOWME Ha MOMEHT MHCTaNNSALUN,

26. Ha Bce gmpekTtopumn, cogepxawme cucrtemuolie dannbl OC Mac OS X n katanorn CK3WU,
HeobxoaAMMO YCTaHOBWUTb MpaBa AOCTyMna, 3anpellawlime BCeEM MNOMb30BaTesnsaM, kKpome Bnagensua
(Owner), 3anucsb.

27.B cBsS3M C TeM, 4TO aBapuMHbIn AaMn onNepaTMBHOM NaMATU MOXET coaepXaTb
KpunTorpaduyeckm onacHyr WHopMauuto, B MApPUKAAAHbLIX MNporpammax, wucnonbsywowmnx CK3H,
cneayeT OTK/IOUYMTb BO3MOXHOCTb €ro €o3gaHumsi C nomouwbk dyHKumMn setrlimit ¢ napameTpom
RLIMIT_CORE=0.

28.B OC Mac 0OS X wucnonb3yetcs BupTyasbHas namatb. O6nacTb BUPTYyanbHOW MaMaTu
AOMKHa O6bITb oOpraHM3oBaHa Ha OTAE/IbHOM >KeCTKOM aucke. [lo okoH4yaHum pabotbl CK3U
coaepXMMoe BUPTYyasibHOM MaMATM AOMXKHO 3aTMpaTbCa C ucnonb3oBaHmeMm cpeacts OC. B cnydae
aBapuMHOro octaHosa 3BM, npu cneaytowen 3arpy3ke HeobxoamMMo B pexunme “single user” ouncTnTb
obnactb BMpTyanbHoOM namatu nporpammon wipefile, Bxogswen B coctaB CK3U XTAN.00087-03. B
c/lydae BbIXO4a W3 CTPOS XKECTKOro AWCKa, Ha KOTOPOM HaxoauTcs 06nacTb BMPTyanbHOM MaMsaTy,
KpunTorpaduyeckne Kawum noanexar BbiBOAY M3 LOEUCTBUS, a XECTKUIA AUCK CYUTAETCA He
noanexalwimMm peMOHTY. DTOT XKEeCTKMN AUCK YHUUTOXAETCH MO npasBuiaM YHUUTOXEHWUSA KIH4YeBbIX
HOoCUTEenen.

8.1.2. JononHutenbHble HacTporkn OC Mac 0OS X

Hactpoitkn OC Mac OS X BbINOMHAKTCA NyTeM peaakTupoBaHusa (yaaneHus, nobasneHus)
pasfIMYHbIX KOHDUIYPAUNOHHbBIX U KOMaHAHbIX (hannos.

Ons  coxpaHeHMs BO3MOXHOCTU <«OTKaTUTb» BHECEHHble W3MEeHeHUs cneayetr COXpaHsATb
Moanduumnpyemble danabl B «bezonacHoM» mecTte (Ha BHELWHEM HOCUTENEe UM Ha HEe MOHTUPYEMOW
aBToMaTuyeckn hannoBon cucTeme).

OrpaHunyeHure AocTyna Nosb30BaTeNen U HaCTPOMKM MOJb30BATENbCKOr0 OKPYXEHUS
HacTpolika Nosib30BaTeIbCKOr0 OKPYXEHUS 3aK/H04YAETCS B CIeAyOLWNX AENCTBUSX:

1. HactponTe onepaumoHHY cucrtemy B COOTBETCBUM C PYKOBOACTBOM:
http://images.apple.com/support/security/quides/docs/SnowlLeopard Security Config v10.6.pdf
(ana Snow Leopard; ecnu Bbl ucnonb3yete 6onee HoByto Bepcumtio OC MCNONb3ynTe aHanornyHoe
pykoBoacTBo ans Bawen sepcun OC). [nsa orpaHnMyeHnss 4OCTyna B CUCTEMY BbINOSIHUTE criegyowme
MYHKTbl PYKOBOACTBA:

a. Chapter 2 «Installing Mac OS X» - «Initial System Setup» - «Turning Off Auto-login»

b. Chapter 4 «Securing Global System Settings» - «Configuring Access Warnings» -
«Enabling Access Warnings for the Login Window»

c. Chapter 6 «Securing Accounts» - «Setting Global Password Policies»

d. 3aganTe Macky No ymonyaHuto ans cosgaHus dannos 022 Tak, Kak 3To onucaHo B Chapter
7 «Securing Data and Using Encryption» - «Changing Global Umask for Stricter Default Permissions»

2. Ansa nonb3oBaTens root ycTaHOBUTbL MacKky pexuMa cosganusa dannos 077 wnm 027:
umask 077 (umask 027);

3. OTpegaktnpoBaTtb ann /etc/shells n nomMectTutb B HEro KWMeHa TONIbBKO Ans TeX
ncnonHsieMblx dainoB 060/104eK, KOTOpble YCTaHOBMNEHbl B cucteme. 1o yMon4aHuIo, coaepXxummoe
danna /etc/shells moxeT 6bITb TaKNM:

/bim/bash

/bin/csh

/bin/ksh

/bin/tcsh

/bin/sh

/bin/zsh

4. Ypanntb dann (ecnu oH cyuwectsyeT) /.rhosts.
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5. Ypanutb cogepxxnmoe canna /etc/host.equiv.

6. OTpepaktmpoBatb dannbl K3 /etc/pam.d c uenbto 3anpeTta rhosts-ayTeHTUdUKaUMK.
BbINoHSAETCAS KOMMEHTUPOBAHMEM BCEX CTPOK, coaepXalunmx noacTtpoky "pam_rhosts_auth.so".

7.MpoBepuTb uMAEHTUIUKATOPbI MOJSb30BaTeNns W rpynnbl  Ans BCeX Mosib3oBaTesnen,
nepeuyncneHHolx B danne /etc/passwd. Cnegyet ybeauTcs, UTO He CYLWECTBYET MNOJSb30BaTeENEN,
nMerwmx unaeHTudukatop nonb3osatens 0 wn unaeHtTudukatop rpynnbl 0 Kpome, BO3MOXHO,
nosnb3oBaTtend root.

8. Co3pgaTb nepeyeHb NporpamMMm, KOTOPble 3anycKalTcs C npaBaMyM aAMUHUCTpaTopa, U
KOHTPO/IMPOBaTb €r0 HEM3MEHHOCTb;

9. 3anpeTnTb perucrtpaumio B CUCTEME MNOoJSib30BaTesNiel, MMeLWMX cneaytlowme «cayxebHble
NMeHa»:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

JencTBne BbIMOMHAETCSA NyTeM ykasaHusa B daline /etc/passwd cTtpoku '/sbin/nologin’ B none
shell-nporpamMmbl 1 ykasaHusa cuMmBosa 'x' B nosie napons.

OrpaHu4YeHnsa Npy MOHTMPOBaHUKN HaNNOBbIX CUCTEM

OrpaHu4yeHnss Npu MOHTUpPOBaHUKM (aNOBbIX CUCTEM peann3yrTCcs pedakTupoBaHueM dairna
Jetc/fstab:

YCcTaHoBUTL OMnuuto nosuid Nnpyu MOHTUPOBaHUK aI0BON CUCTEMBI /var.

Mpy MHCTaNNAUNKM CUCTEMBI CeayeT BblaenuTb ana darnnosbix cuctem /, /usr, /usr/local, /var
pasHble pasgenbl Aucka Ans npefoTBpalleHns nepenosiHeHNa KPUTUYHBIX dainosbix cuctem (/, /var)
3a CYyeT, HanpuMmep, MOJIb30BaTENbCKMX AaHHbIX W obecneyeHnss BO3MOXHOCTU MOHTMPOBAHUS
(halnnoBOM CUCTEMbI /USr B pexnme "ToNbKo Ans YyteHus".

OrpaHuyeHns Ha 3anycK NpoLLeccoB

Cnep,yeT OrpaHM4ynTb WMCMNONIb30BaHME B CUCTEME TMNaHUPOBLIMKAG 3adad4 cron M CpeacTts
nakeTtHoMm o6paboTknM 3agaHuin. [Ana HOpPManbHOro (QYHKLUVMOHWUPOBAHUA CUCTEMbI MWHUMAasbHO
Heob6X0ANMbBIM  SBMSETCA paspeleHMe MUCNOoMb30BaHUs MNMaHUpOBLUMKA 3ajad Ccron W CpeacTs
nakeTHonm o6paboTkn 3agaHWUM TONbKO nMofb3oBaTento root. [nsa 3TOro cneayeTr BbINOSHUTD
cneaywouwime komaHabl (OT MMEHU Cyneprnonb30oBaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow

HacTtpoiika ceTeBbIX CEpBUCOB
HacTpoiika ceTeBblX CEPBUCOB 3aK/tlOYaETCH B C/eAYOLWEM:

1. CneayeT orpaHmMunTb MYHKUMOHANBbHOCTb CETEBbLIX COeANHEHWUIA. N5 3TOro oTpeAakTupyiTte
OMnMcaHnsa BCEX HEWUCMONIb3YEMbIX CETEBbIX cepBMcoB (No KpanHehn Mepe telnet.plist, tftp.plist,
finger.plist u apyrmne, ecnu wumetoTcs) u3 /System/Library/LaunchDaemons/, po6asBuB CTpoOku
N3MeHMB 3HavyeHme kwova Disabled Ha true

<key>Disabled</key>

<true/>
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2. OTKNOUNTD HENCMNONb3YyEMbIE CETEBbIE CEPBUCHI, WU CJ'IY)K6I:>I, 3anyCKaeMbIX Npu CctapTe
CNCTEMbI, 3aNyCTUTb pa60Ty noaACUCTEMDI accounting ANna KOHTPONA 3anyCKaeMbIX NMpouUeCCOB.

3. Ecnn  He nnaHupyeTcs  MCNONb30BaTb HacCTpauMBaeMbli  KOMMNLIOTEP B KadecTsBe
MapwpyTusaTtopa, HeobxoAMMO 3anpeTuTb MapLlpyTU3auuio, BbINOJAHMB KOMaHay sysctl -w
net.inet.ip.forwarding=0.

4. CnepyetT 3anpeTuTb NpUeM M3 BHeLWHen ceTn "wnpokosewartenbHbix" (broadcast) nakeTos,
a TakxXe rnepefady OTBETOB Ha NpUHATbIE "LWUIMpPOKOBeLlaTe bHble" NakeThl.

5. 3anpetutb cynepnonb3oBaTento goctyn no ftp, ana astoro pobaBuTtb "root" B dann
/etc/ftpusers

6. Ecn nnaHupyeTcsa mcnonb3oBaTb Ha HacTpamBaeMoM cepBepe cepsuc FTP, To cneayert
co3gaTtb (oTpepakTuposaTtb) dann /etc/ftpusers co cnMcKOM nonb3oBaTenen, AN KOTOpbIX 3anpeLeH
AOCTyn K cepBepy no npotokony FTP. ®alin MMeeT TEKCTOBbIA (opMaT M AOMKEH coaepXaTb Mo
OAHOMY MMEHW Nosib30BaTensa B CTpoke. B cnucke "3anpelweHHbIX" nosb3oBaTesien, Kak MUHUMYM,
AOJKHbI 6bITb MepeyncrieHbl cneayowme MMeHa nosib3oBaTesnien:

daemon uucp

bin nuucp
sys listen
adm nobody4
Ip nobody
smtp noaccess

7. Qna orpaHudyeHuna A0oCTyna K CUCTEMHbIM d)aﬁnaM Ana HenpuBuinernpoBaHHbIX
nonb3o0BaTesien, U3 KOMaHAHOWN CTPOKW cneayeT BbiMNO/THUTL cnegyroumne KoMmaHabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
8. Takxe cnepyet obHynnTb pnar SGID ans HeKoTopbIX NCMOMHAEMbIX (hDannos:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
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chmod g-s /usr/sbin/wall

OrpaHunyeHune konmyecTtea "BMAMMON n3BHE" MHdopMaLMM O CUCTEME

O6blyHO, Ha4anbHyt WHMOPMALMIO O CUCTEME MOTEHUMAsbHbIA HapywuTenb MnosyyaeT u3
CUCTEMHbIX NpUriaweHnii, BblaaBaeMblX CeTeBbIMW cnyxbamn cepepa (telnet-cepsep, ftp-cepsep u
np.).

MoaToMy, K MepaM MO OrpaHW4YeHuo Konuyectsa "BMAMMON u3BHe" nHbopMaumn O cucteme
OTHOCSATCS:

e OTKa3 OT CTaHAapTHOro "3arosioska", BbIBOAMMOIo cepsepoM ftp npu oTBeTe nonb3oBaTento.
Jocturaetcs ykasaHumeM B danne /etc/ftpwelcome cneayrowmnx ANpeEKTUB:

BANNER=""

e PepgaktnpoBaHme dannos /etc/issue, /etc/ftpbanner n /etc/motd ¢ uenbko pasbscHeHUs
nonb3oBaTeNsaM nNpaBwu/ U NONUTUKM AOCTYyNa K cepeepy ftp.

HacTpolika NnoACMCTEMbl NPOTOKO/IMPOBAHNA U ayauTa

1. CnenyeT yAOCTOBEPUTCH, YTO TOJIbKO MONb30BaTeslb root MMeer AOCTyn Ha 3anucb ANns
cneaywowmx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2. Ecnn Ha HacTpavMBaeMOM cepBepe Mcnonb3yeTcss web-cepeep, To crneayeT ybeanTbcsi, UTo
ToNbkoO "Bnageneu" npouecca httpd nmeet goctyn Ha 3anucb K npoTokonam httpd

3. OrpaHnunTtb (C y4yeToM BblOpaHHOMW B  OpraHmMsauum noAnTUKKM  6e3onacHocTn)
NCNONb30BaHWe noJjb3oBaTeNnsaMM KoMaHg Ssu M sudo - npenocTtaBNeHUs MNONb30BaTesnko
AAMWHUCTPATMBHbIX MOJIHOMOYMNIA

4. CnepyeT NMpOTOKOJMPOBATb MOMbLITKM MUCMOJIb30BaHMS MporpaMMm su u sudo. Ons 3Toro, B
dann /etc/syslog.conf cnegyet no6aBuUTb 3anuchb:

auth.notice /var/log/authlog
n
auth.notice /var/log/authlog, @loghost

BTopasa cTpoka aHanoruMyHa mMepBoi, HO YKasblBAaeT, 4YTO MPOTOKO/S AOMOSHUTENLHO
nepeaaeTcs Ha cepsep c6opa NPOTOKOSIOB.

Cnenyet obecneuntb MPOTOKOSIMPOBAHWE HEYCMEeWHbIX MOMbITOK PerucrtpauuMmM B CUCTEME B
NIOKasibHOM MpoToKosie. NS 3Toro, cneayeT BbINOJHUTL CNeAyolMe KOMaH bl :

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. N8 npoOTOKONMPOBaHUS CETEBbIX COEAVMHEHWI, KOHTpoOAMpyeMbix AeMoHoM launchd
(Bknoyasa gaTty/spems coegnHeHus, IP-agpec kKnmeHTa, yCTaHOBUBLLErNO COEAMHEHME N UMS CepBuICa,
obcnyxunearowero coeanHeHne), oTpeaakTMpyinTe onucaHmsa ceteBbix cepBucos (telnet.plist, ftp.plist
n apyrme, ecnun nmetotca) ms /System/Library/LaunchDaemons/, no6aBne CTpoku

<key>Debug</key>
<true/>

8.2. TpeboBaHns N0 pa3MeLLeHN0 TEXHUYECKUX CPeacTB C yCTaHoBeHHbIM CK3U

Mpn pasMelleHnn TeXHUUYECKNX CpeacTB C yCcTaHoBneHHbIM CK3U:
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o [10/1XHbl 6bITb NPUHSATBI MepPbl NO 3alLNTEe OT HECAHKLMOHNUPOBAHHOIO AOCTYNa B NOMELLEHUS,
B KOTOPbIX pa3MeLlleHbl TeEXHUYeCKne cpeactea C yctaHosneHHbIM CK3W, noCTOpOHHMX nny, no poay
CBOEN AeATeNbHOCTU He ABASAILWMXCA NEepCcoHanoM, AOMNyLeHHbIM K paboTe B 3TUX MoMelleHusax. B
cnyyae Heob6xoaAMMOCTM MPUCYTCTBUS MOCTOPOHHUX UL B YKa3aHHbIX MOMELEeHNAX AOo/MKeH ObiTb
obecrneyeH KOHTpOJIb 3a UX OENCTBMSMMU U obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AEUCTBUN C UX
cTopoHbl Ha CK3W, TexHu4yeckme cpeacrtBa, Ha KOToOpbix 3akcnayatupyetcs CK3W u 3awmuiaemyto
nHdopmMauumio.

e BHYTpEHHSIS NNaHMPOBKA, PacrosioXeHME W  YKOMMJIEKTOBAHHOCTb pabouMx MecT B
NMoOMEeLLEHNSIX OOJKHbl obecneuymMBaTb MUCMOHUTENAM paboT, COXPAHHOCTb [AOBEPEHHbIX UM
KOHMAEHUNANbHbIX JOKYMEHTOB U CBEAEHWI, BKOUAs KJOUYeBYO MHGopMauuio.

e B cnyyae nnaHupoBaHusa pasmeweHmns CK3UM B noMeweHusix, rae npucyTcTByeT pedesas,
aKycTu4yeckas n BU3YyasnbHas MHdopmauus, cogep>kawas cBefeHus, cocTaBnsowmne
rocyaapCTBeHHYH TalHy, M (MAK) YCTAHOBNEHbl TeXHM4Yeckme CcpeacTtBa W CUCTEMbl MpueMma,
nepegayn, o06paboTkn, XpaHeHuMs un oTobpaxeHus WHdoOpMaunnM, CcoaepKalwen ceeaeHus,
COCTaBfsAOWNE FOCYAapPCTBEHHYIO TalHy, TeXHMYECKMe CpeacTBa MHOCTPaHHOro MpouM3BOACTBA, Ha
KOTOPbIX (DYHKUMOHUPYIOT nporpammHble moaynn CK3W, AosmkHbl 6biTb MoABEprHyTbl crneumanbHOM
NpoBepKe Mo BbISBNEHUID YCTPOMUCTB, NpeaHa3HauYeHHbIX ANsi HEMACcHOro noayyeHns nHpopMaunm».,
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9. TpeboBaHusa No KpunTorpadryeckon saumre

[Oo/MKHbI BbINONHATLCSA TpeboBaHWs MO KpunTorpaduyeckor 3awmute pasgena 16 AOKyMeHTa
XTAKM.00087-03 91 01.

KOHKpPEeTHO A0/TXHbI BbIMOHATLCS Tp66OBaHM9|I

1. cnonb3oBaHme TOIbKO NIMLEH3MOHHOMO CUCTEMHOIO NpPoOrpaMMHOro obecneyeHus.

2. HacTtpoitka onepaunoHHomn cuctembl Ansa pabotel ¢ CK3M no n. 5

3.Mpu unHctannauum CK3UN pomkHbl 6biTb obecneyeHbl OpraHU3aLMOHHO-TEXHUYECKNE Mepbl MO
WCKOYEHMIO NOAMEHbI ANCTPMOYTUBA N BHECEHWSt n3MeHeHnn B CK3W nocne ycrtaHoBKM.

4. UckntoveHne u3 nporpamMmHoro obecnedeHmss M3BM ¢ ycTaHoBneHHbiM CK3U cpeacts
oTnagku.

5. Maponb, ucnonb3yembln A79 ayTeHTUdPUKauUM nonb3oBaTenen, AO/KEH coAepXxaTb He
MeHee 6 cMMBOIOB andaBuTa MOWHOCTM He MeHee 10. NMepnoANYHOCTb CMEHbl Mapofas — He pexe
oAHOro pasa B 3 Mecsua.

6. NepnoanMYHOCTb TECTOBOIrO KOHTPONA Kpuntorpadunyecknx dyHKUMN - 10 MUHYT.

7. ExxecyTouHasa nepesarpyska [123BM.

8. NepmnoanyHocTe octaHoBa [M9BM ¢ o6a3aTenibHOWM NPOBEPKOM CUCTEMbl  OXJTaXXAEeHUs
npoueccopHoro 6noka M2BM - 1 mMecsu,.

9. 3anpewaeTca WCNOAb30BaTb pexuMm npocto 3ameHbl (ECB) TOCT 28147-89 ans
wundposBaHUsa MHbOpPMaLMK, KpOMEe KOUYEBON.

10. JonkHO AaBaTbCs npeaynpexaeHne o TOM, YTO NMpU UCNONb30BaHUU peXxuMa LNppoBaHUS
CRYPT_SIMPLEMIX_MODE w™matepuan, obpabaTtbiBaeMbliili Ha OAHOM KJO4Ye, aBTOMaTU4YeCKU
orpaHuydunBaeTcs BesnvnHom 4 MB.

11. Mpu dyHKumoHmpoBaHmn CK3WM A0/KHbI BbINOSHATLCS TpeboBaHMsA 3KCnayaTauMOHHOWN
nokyMmeHTaumm Ha MNMAK 3awmnTtel ot HCA.

12. AonxHo 6bITb 3anpeleHo ncnonb3oBaHme CK3W ang 3awimTbl TenedoHHbIX NeperoBopoB
6e3 NpuHATMA B CUCTEMe Mep Mo 3awuTe oT MHMOPMATUBHOCTM NOB6OYHBLIX KaHanoB, cneundunyeckmx
npu nepepadve peyu.

13. JonxkHa 6biTb 3anpewieHa pabota CK3W npu BkAwUeHHbIX B M2BM wTtaTHbIX cpeacTteax
BbIX0O4a B paAnOKaHarsl.

14. NMepep HavanoM paboTbl CK3N HeobXxoanMO NpoBECTM KOHTPOSb LLeNOCTHOCTH.

15. KOHTponeM uenoCTHOCTU AO0MKHbI 6bITb 0OXBadeHbl dalinbl:

Mac OS

/opt/cprocsp/bin//cryptcp
/opt/cprocsp/bin//certmgr
/opt/cprocsp/bin//inittst
/opt/cprocsp/bin//csptestf
/opt/cprocsp/bin//der2xer
/opt/cprocsp/lib//libcapi20.4.dylib
/opt/cprocsp/lib//libcpext.4.dylib
/opt/cprocsp/lib//libpkixcmp.4.dylib
/opt/cprocsp/lib//libasnldata.4.dylib
/opt/cprocsp/lib//libssp.4.dylib
/opt/cprocsp/lib//libenroll.4.dylib
/opt/cprocsp/lib//liburlretrieve.4.dylib
/opt/cprocsp/lib//libcpcdrv_emul.a
/opt/cprocsp/lib//libcsp.4.dylib
/opt/cprocsp/lib//librdrrndmbio tui.4.dylib
/opt/cprocsp/lib//libcppkesll.4.dylib
/opt/cprocsp/lib//librdremv.4.dylib
/opt/cprocsp/lib//librdresmarttoken.dylib
/opt/cprocsp/lib//librdresmarttokengost.dylib
/opt/cprocsp/lib//librdrrndmbio gui.4.dylib
/opt/cprocsp/lib//libosxcpui.4.dylib
/opt/cprocsp/lib//librdrpcsc.4.dylib
/opt/cprocsp/lib//librdrric.4.dylib
/opt/cprocsp/sbin//ccid reg.sh
/opt/cprocsp/bin//cpverify
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/opt/cprocsp/bin//wipefile
/opt/cprocsp/bin//csptest
/opt/cprocsp/lib//librdrrdr.4.dylib
/opt/cprocsp/lib//librdrrndm.4.dylib
/opt/cprocsp/lib//librdrsup.4.dylib
/opt/cprocsp/lib//librdrdsrf.4.dylib
/opt/cprocsp/lib//librdrfatl2.4.dylib
/opt/cprocsp/lib//libcapil0.4.dylib
/opt/cprocsp/lib//libcpui.4.dylib
/opt/cprocsp/sbin//unreg prov_type name.sh
/opt/cprocsp/sbin//cpconfig
/opt/cprocsp/sbin//mount flash.sh
/opt/cprocsp/lib//librsaenh.4.dylib
/opt/cprocsp/lib//librdrrtsupcp.4.dylib
/opt/cprocsp/bin//ssflicense
/opt/cprocsp/lib//libcpsapssf.l.dylib
/opt/cprocsp/sbin//stunnel fork
/opt/cprocsp/sbin//stunnel hsm
/opt/cprocsp/sbin//stunnel thread
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MpunoxeHune 1. KOHTPONb LEeOCTHOCTM NporpamMMHoOro obecneyeHms

B pononHeHme K AnctpmbyTuBY NOCTaBNAOTCA ckpunToBbie dannbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eanTbCs B LLeNOCTHOCTM ANCTpubyTnBa 40O €ro yCTaHOBKM!.

MporpamMHoe obecnevyeHmne CK3U Kpuntollpo CSP mmeer cpeactBa obecneyeHnss KOHTPOSS
uenoctHoctu MO CK3U, koTopble AOMKHLI BbINOHAKTCS Nepnoandecku.

Ecnu B pe3ynbTaTe MNepuMoaMUYEcKOro KOHTPOAS LEeNOCTHOCTM MosBAseTcs coobueHus o
HapyLeHnn LeNnoCTHOCTU KoHTponumpyemoro dawnnia, nonb3oBatens 06s3aH npekpatutb paboTy u
0bpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTH.

AaMuHucTpatop 6e30MacHOCTX, MpPOaHanM3uMpoBaB MNPUUUHY, MPUBEALWY K HapyLeHUIo
LeNIoCTHOCTH, AomkeH nepeycTtaHoBuTb MO CK3W Kpuntolpo CSP ¢ anctpmbyTuea, unm cuCTtemMHoe
Mno.

Moaynb cpverify no3BofaseT OCyWeCcTBASATb KOHTPOAb  LESIOCTHOCTM  YCTaHOBJIEHHOIo
nporpamMHoro obecnedeHus. KOHTposb LENOCTHOCTM (pannoB OCYLWECTBASETCA Npu 3arpyske darna
Ha McnosnHeHue (M nepuoauMvyeckm BO BPEMS BbIMOJIHEHUS) WMAM MPU PYYHOM 3anycke MporpamMmmbl
KOHTPO/S LLeNOCTHOCTHU.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenoctHoctu danna c umeHem filename no naropmutmy algid. Ecnn He ykasaH napameTp hashvalue, To
3HaueHune xaw-dhyHKUNM Ana cpaBHeHusa bepetcsa u3 danna <filename.hsh>. MapameTp algid moxeTt
npuHuMaTh 3HadveHns GR3411, GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To
ncnonblyetca GR3411. [-inverted_halfbytes <inv>] ykasbiBaetcs, ecnn nonybantbl B hashvalue
nepesepyTbl. [Mo-yMonyaHuio inv yctaHasnueaetca B 1 ana GR3411 n B 0 ang GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHune 3HadeHmnsa xaw
dyHkunn gna danna ¢ nmenem filename. MNapameTp algid MoxeT npuMHMMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnu algid He ykasaH, To ucnonb3yetca GR3411. [-
inverted_halfbytes <inv>] ykasbiBaeTcs, ecnn Heobxoammo nepesepHyTb nonybanTtel B hashvalue.
Mo-yMonuaHuio inv yctaHasnmeaetca B 1 angd GR3411 m B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaetr daiin ¢ umeHem filename ¢ nomowblo KAw4a, B3SATOro M3
KOHTelnHepa Cc nmeHeM cont_name. MNMone password - Naponb 3alWnTbl KOHTEHepa. Nong Provhame u
Provtype yka3biBaloT, Kakoi npoBahaep Heobxogmmo wucnonb3oBaTb. [lone Provtype moxert
npuHMMaTb 3HadeHuns 75,80 n 81. Ecnu Provtype He ykasaH, To ncnonb3yetcs 75.

cpverify -file_verify filename [signval] -timestamp date - [posepseT noanuce daina c
mmeHeMm filename. Ecnu signval He ykasaH, TO 3HadeHue pans cpaBHeHus 6epetcsas wm3 danna
<filename>.sgn. B none date Heobxogmmo ykasaTb AaTy, Korgaa 6bina noanucb 6biia co3paHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHwe 2. YnpasneHne npoToKoIMpOBaHMEM

[na BKAKOYEHUS/OTKOYEHMS 3HaYeHme log ncnonbaymnre:

a) Mac OS
Onsa 3apaHns ypoBHS MpoToOKOSa
/usr/CPROcsp/sbin/cpconfig —-loglevel cpcsp -mask 0x9
Ona 3agaHusa dopmarta npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[nsa npocMoTpa Macku TeKyLlero ypoBHSA 1 (popMaTa NpoToKosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana Mac OS ypoBHsa sapa
He nogaep>xnBaeTcs.

3HayeHMeM NapaMeTpa YPOBHb NPOTOKONA ABMASeTCS bMTOoBas Macka:
N_DB_ERROR = 1 # coobweHunsa 06 owmbkax
N_DB_LOG = 8 # cooblieHns o Bbl30Bax

3HadyeHneM napameTpa dopmaT NpoTOKOAa ABASETCAS buTOBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSI MOAYNS

DBFMT_THREAD = 2 # BbIBOAWTb HOMEP HUTKMU
DBFMT_FUNC =8  # BblBOAUTb MM PYHKUNMU
DBFMT_TEXT = 0x10 # BbIBOAWUTb CaMO coobLieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX gamn
DBFMT_ERR = 0x40 # BbiBoAUTb GetLastError
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	12. В BIOS определяются установки, исключающие возможность загрузки операционной системы, отличной от установленной на жестком диске: отключается возможность загрузки с гибкого диска, привода CD-ROM и прочие нестандартные виды загрузки ОС, включая сет...
	13. Средствами BIOS должна быть исключена возможность отключения пользователями ISA-устройств и PCI-устройств. Для исключения этой возможности вход в BIOS ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю польз...
	14. До загрузки ОС должен быть реализован контроль целостности файлов, критичных для загрузки ОС и программы CPVERIFY.
	15. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ ЖТЯИ.00087-03, самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ с использованием программы CPVERIFY.
	16. Средствами BIOS должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты ЭВМ (POST).
	17. На компьютере устанавливается только одна ОС. На компьютере не устанавливаются средств разработки и отладки ПО. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано ад...
	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
	19. Должно быть реализовано физическое затирание содержимого удаляемых файлов c использованием программы Wipefile из состава СКЗИ.
	20. Должны быть отключены сетевые протоколы, которые не используются на данной ЭВМ.
	21. В случае подключения ЭВМ с установленным СКЗИ к общедоступным сетям передачи данных должно быть отключено использование JavaScript, VBScript, ActiveX и других программных объектов, загружаемых из сети, в прикладных программах.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ ЖТЯИ.00087-03, по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных по...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ ЖТЯИ.00087-03 после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной з...
	24. Из состава системы должно быть исключено оборудование, которое может создавать угрозу безопасности ОС Mac OS X. Также необходимо избегать использования нестандартных аппаратных средств, имеющих возможность влиять на функционирование компьютера или...
	25. После инсталляции ОС Mac OS X следует установить средствами операционной системы все рекомендованные программные обновления и программные обновления, связанные с безопасностью, существующие на момент инсталляции.
	26. На все директории, содержащие системные файлы ОС Mac OS X и каталоги   СКЗИ, необходимо установить права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	27. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, в прикладных программах, использующих СКЗИ, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	28. В ОС Mac OS X используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном жестком диске. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с использованием средств ОС. В случае аварийног...

	8.1.2. Дополнительные настройки ОС Mac OS X

	8.2. Требования по размещению технических средств с установленным СКЗИ

	9.  Требования по криптографической защите
	Приложение 1. Контроль целостности программного обеспечения
	Приложение 2. Управление протоколированием
	Лист регистрации изменений

		+7(495) 780-48-20
	2018-11-23T00:35:06+0300
	Sushchevskij val 18, Moscow, 127018
	ООО "КРИПТО-ПРО"
	Signature of the document




