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AHHOTaUMS

[JaHHbIN OOKYMEHT coaepXuT obwyto uHbopMauuio No UCMOAb30BaHUIO MNPOrpamMMHOIo
npoaykta <«XTAKW.00087-03 93 01. Kpuntollpo CSP. T[lpunoxeHuve KOMaHOHOW CTPOKWU»,
npeaHasHavyeHHoro Ans paboTbl € cepTuduKaTtaMm C UCNONb3oBaHWMEM WHOPACTPYKTYpPbl OTKPbITbIX
Knoyen, wndposaHus/pacwmndpoBaHna cooblieHnin, cogepxawmnxca B darnnax, cogaHusi/npoBepku
3NEeKTPOHHbIX NOAMNUCEN U X3WMPOBAHUSA COOBLLEHUI, coaepKalLumnxca B anne unu rpynne gannos.

1. CucremHble TpeboBaHMS

Windows
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntouaeTr guctpubytmsbl Linux, yaosnersopsiowme craHgapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC AUC ®CCIM Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CunHtes3-0C.PC (x86, x64);

MK «CnHTeaM-KnueHT» B coctaBe Kl «30C «CuHTesM» (x64);
MK «CuHTe3M-Cepsep» B cocTtaBe Kl «30C «CuHTE3M» (x64);
KM «OC «CnHTesM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC Notoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix

BkntoyaeT nporpaMMHo-annapaTHble cpeabi:

OC 2nbbpyc Bepcus 3 (2nbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT 8 CI Cepsep (x86, x64, ARM, ARM64);

AnbT Pabouas crtaHums 8, AnbT Pabouas ctaHumsa K 8, AnbT 8 CIN Pabouas ctaHums (x86,
x64, ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

POCA XPOM/KOBANBbT/HUKENDb (x86, x64);
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FreeBSD 11, pfSense 2.x (x86, x64);
AIX 6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
BktoyaeT nporpaMMHO-annapaTHble Cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BktoyaeT nporpaMMHo-annapaTHyto cpeay:
SailfishOS 2.1.1.12 (ARMv7).

i0S
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2
/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTtyanbHble cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MpnMeyaHus:
1. Bepcusa POSReady.
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2. Ncnonb3oBaHume nporpaMmbl

2.1. 3anyck nporpammel

MporpaMMa peanu3oBaHa B BUAE UcnonHaeMoro daina «cryptcp.exe».
[ns ee 3anycka HEO6XOAMMO BbINOMHUTL CNEAYHOLLY0 KOMaHAY:

[nyTb]cryptcp [<koMaHpaa> [<onuuu n dainnbi>]]
NyTb MyTb K MECTOPACMOJIOXEHUIO NporpaMMmbl (Hanpumep, «c:\utils\»);
cryptcp uMs ncnonHsemoro ganna NpuUaoXKeHUs;
KOMaHAa OJHa M3 AOMYyCTMMbIX KOMaHA (CM. HUXe);
onuMm napameTpbl KOMaHAbl (CBOM AN KaXAoW KOMaHAbl), HAUMHAOWMECS C «->»;

cdhainbl MMeHa oAHOro unu AByX (alinoB, B 3aBUCUMOCTM OT KOMaHabl. MNMopaaok dannos B
KOMaHAHOMW CTPOKE OTHOCUTENIbHO APYT APYra AO/KEH OblTb TakoW, Kak ykasaHo B
OnMcaHuM KoMaHAbl.

MpunMmeuaHume: K noHaTUO dain Takxke OTHOCATCS Macku gannos.

Ecnu He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAUTCS CMUCOK BCEX AOCTYMHbIX KOMaHA C WX
KpaTKUM onucaHueMm. [ns nonydyeHust 6onee p[eTanbHOro OMNMCAHMS ONpefeNeHHOW KOMaHAbl,
Heobxoammo ykasaTtb onuuto -help.

Mpn onucaHum onuun 3Be3godkon (*) noMedeHa onums NO yMosYaHuo (A5 HECKOSbKUX
B3aMMOMWCK/IKOYAOWMX Onuni).

2.2. Kputepui nomcka ceptndunkaTos

Kputepuin nomncka ceptudukatos (aanee - KMC) mcnonb3yercs A9 3agaHus CBeAeHWUid o
cybbekTax, 4bm ceptudukatel 6yayT MCNONbL30BATbLCSA MPU BbINOJHEHUM KOMaHAbl (Hanpumep,
WwndgpoBaHue UM NOANUCh AaHHbIX). Ecnn koMaHaa Takosa, 4To KMNC gonxeH yaoBAeTBOpPSATb TONbKO
oanH ceptudmkat, 10 Takom KIC 6yaer obo3HauaTtbcsa KIMC1l. KMNC 3agaetcsa B dopMme onuui
KOMaHAHOWN CTPOKMW, KOTOPbIE MMEIOT CNeAYyOLWNN CUHTAKCUC:

[-dn <RDN>]n pa3s [-issuer <RDN>]m pas[-{m]|u}[<uma>]|-f <dann>]k pas [-thumbprint
<otneuartok>] [-all|-1]|-q[N]] [{-nochain|-errchain [-norev]}]

-dn ykasaHwue cTpok ans nomcka B RDN (MHaue nounck He 3aBucut oT RDN). Ecnn
BBOAMTCS HECKO/IbKO CTPOK ANsi noucka, To 6yaet HangeHo 6onbliee
KONM4ecTBO CepTUDUKATOB;

RDN cnuncok cTpok (4Yepes 3ansaTyl), MCNob3yeMblX AN noncka ceptmdmnkaTos.
6yayT HanaeHbl cepTudmkaTbl, B RDN cybbekTa/msnartens KoTopblX
NPUCYTCTBYIOT BCE 3TN CTPOKM.

-issuer wucnonb3yetca RDN mnsgatens gnsa nomcka

-m NOUCK OCYyLlecTBAsSeTCcsa B XpaHunuwax komnbtotepa (LOCAL_MACHINE);

-u* MOWCK OCYLUECTBNSETCS B XpaHunuax nonb3osatens (CURRENT_USER);

MMSA HasBaHMe XpaHunuuwia (No ymon4yaHuto «My» ans cozgaHums NoANUCK UNun
pacwmndpoBkn n «My+Addressbook» gnsa octanbHbIX CNy4Yaes);

-f B KauyecTBe XpaHunumula ucnonb3lyeTtcs cooblieHne nnn gann ceptudukara;
dann wums daiina;
-thumbprint oTneudaTok cepTudukara;
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-all* wucnonb3oBaTb Bce HalaeHHble cepTudukatol (* ana KMC);
-1* 6ypet HangeH TONbLKO OAWMH cepTuduKaT, nHade — owmnbka (* gna Krci);
-q[N] ecnu HanpgeHo meHee N cepTudmKaToB, TO BbIBECTU 3anpocC ANS Bbibopa
HY>XHoro (no ymon4yanuio N=10);
-nochain He npoBepsTb LENOYKN HAWAEHHbIX CepTU(PUNKaTOB;
-norev He npoBepsaTb cepTMdMKaTbl B LLENOYKE Ha NpeaMET OTO3BaAHHOCTY;
-errchain 3aBeplwaTtb BbiNosIHEHME C OWKNOKONM, ecnn XoTa 6bl 0AMH cepTuduKaT He
npoLues npoBepKy.
MpuMepbl ncnonbsoBaHus KMNC MOXHO HaMTM B ONUCAHUSAX KOMaHA,
NCNOMb3YHOLWNX ero.

MpuMmeuaHnne: Ecnu BHyTpu onuum uMma unm RDN npucyTcTByloT npobenbl, To ee
Heob6x0ANMO 3aK/IIUYUTL B KaBbl4KK. TO e OTHOCUTCS K MMeHaM daiioB 1 nanok.

MpumMmep:

MUBaH UBaHOB,a@b.c — HEBEpHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=WUBaHOB,E=a@b.c — BEpHO.

2.3. KoMaHgp!l wundposaHus/pacundpoBaHms

Ona Toro, uTo6blI 3awndpoBaTb AaHHbIE UM cO34aTb coobuieHne, HeobxoaMMO BbINOHUTb
cneaylouwyo KoMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxoaHo# c¢ann> <coobuweHune>

KMNC KIC nonyyaTtenein;
-der wuvcnonb3oBaTtb popmat DER BMecTo BASE6G4;
-strict lcnonb3oBaTb ogHO3Ha4YHoe kKoaupoBaHne DER (a He BER);
-encryptionAlg 3azaTb anroput™ WndpoBaHUs
BXxoaHoOM dpann dain, cogepxalmin BXOAHbIE AaHHbIE;
coobuweHmne dain, KoTopbih 6ynet cogepxaTb co3gaHHoe coobueHue.

MpuMmeuanume: [na Toro 4tobbl 3awmMdpoBaTb AaHHble «Ha ceba», Heobxoanmo ykasaTb KIMC
cBoero ceptudumkara.

MpumMmepbi:

cryptcp -encr -dn "MiBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBatb cogepxmnmoe danna "test.txt" B "testl.msg" (6buHapHbin dopmaT), MCNOAb3YS
BCE ceptudukatbl xpaHunuwa "Jinduble" ("My") Tekywero nonb3oBaTtena (a He n0KanbHOro
KoMmMnbtloTepa), coaepxawme B none "Cybvekt" ("Subject") noactpokn "WMeaHoB [MeTtp" wu
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr’s cert.p7b" test.txt testl.msg
3awundpoBaTtb cogepxummoe danna «test.txt» B «testl.msg» (popmat BASE64), ncnonbsys
ceptudukaT us darna «a:\Petr’'s cert.p7b».

Onsa Toro, utobbl pacwmdpoBaTb AaHHbIE U3 COOBLLUEHMS, HEOBXOANMO BbINOSHUTL CeaYOLWY0

KOMaHAay':
-decr <KMNC1> [-start] [-pin <naponb>|-askpin] <coobuieHue> <BbixogHoW ann>

KMC1 KIrIC nony4yaTens;
-start oTKpbITb (3aNyCcTUTb) NONYYEHHbIN dann;
-askpin 3anpocuTb Naponb KAKYEBOro KOHTENHEpPa C KOHCOMN;
-pin 3agaTb NapoJ/b KIOYEBOro KOHTENHEPA;
napoJsib MNaposb K K/IHOYEBOMY KOHTENHEPY;
coobweHmne aiin, cogepxawmnn cooblieHmne;
BbIxoAaHOM chann dalifa, B KOTOpbIN 6yayT 3anucaHbl AaHHbIE U3 COOOLLEHUS.
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MpumMep:
cryptcp -decr -dn "MBaHoB MeTp,ivanov@bank.ru" -start test.msg test2.txt

Pacwudposatb coobweHne ns danna «test.msg» B dann «test2.txt», ncnonb3ays 3akpbiTbiin
K04, CBSA3@HHbIN C CepTUPMUKATOM XpaHunuwa <«JinyHble» («My») Tekylero nosib3oBaTens,
cogepxawmm B none «CybbekT» («Subject») noactpokm «MeaHoB MeTp» M «ivanov@bank.ru», a
3aTeM OTKPbITb NOJIyYEHHbIN dhans.

2.4. Paborta c naketamu dannos

MponsBectn X3WMpoBaHue COAEPXKNMOro dannos " 3anucaTb pe3ynbTaT B
«nMa_ncxogHoro_danna.hsh» MoOXXHO € NOMOLLbIO KOMaHAbI

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <Macka
¢daiinos>
-dir ykasaTtb nanky anga ¢annoB Co 3HaYEHUAMN X3W-PYHKUNU, UHAYE —
Tekywas;
-provtype ykasatb Tun kpuntonposangepa (N) (no ymonuanuio 75);
-provhame yka3saTb nMs kpuntonposangepa (CSP);
-hashAlg 3agaTtb anropmTt™M XaWmMpoBaHUS
OID OID anroputMa xawmnpoBaHusa: 1.2.643.2.2.9 ona NOCT P 34.11-94
1.2.643.7.1.1.2.2 pna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 pna FOCT P 34.11-2012 512 bit
-hex 3HauyeHne xawWw-pyHKUMK B danne B BUAE WECTHaAUATUPUYHON CTPOKMN;
Macka panoB CTaHAapTHas Macka XaWupyeMbix dhanios.

MpuMmeuaHune: Ecnn onums -provhname He ykasaHa, To 6yaeT ucnonb3oBaH nposanaep no
YMOIYaHUIO yKasaHHoro tuna (-provtype). Ecnv ykasaHHasi nanka He cylwiecTByeT, TO oHa 6yaeT
cosfaHa.

MpumMmep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocunTaTb ANa Bcex (annoB C paclMpeEHMEM «exe» TeKyLlen nankm 3HadeHne Xaw-hyHKLUmn
M 3anucatb Mx B nanky <«hashes». [llpuM X3WMpoBaHMK WCMOSb30BaTb KpunTONpoBanaep no
yMon4yaHuo ang tuna 75.

MpoBepuTb 3Ha4YeHMe X3W-PyHKUMA dakna, co3gaHHOe C NMOMOLLbIO Npeablaylen KOMaHAabl,
MOXHO C MOMOLLbI0O KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka c¢ainos>

-dir ykasaTb nanky ansa gannoB Co 3HAYEHUAMN X3W-DYHKLUMN, UHAYE —
TekyLas;
-provtype ykasaTb Tun kpuntonposargepa (N) (no ymonuyaHuio 75);
-provhame ykasaTb UMA kKpuntornposangepa (<CSP>);
-hex 3HaueHune x3aw-dyHKUMK B dalifie B BUAE WeCTHAALATUPUYHON CTPOKMU;
Macka ¢ansioB cCcTaHAapTHasi Macka NpoBepsieMbIX aiios.

MpumeuaHue: Ecnv onums -provname He ykasaHa, To 6yaeT ucnosnb3oBaH nposangep no
YMO/T4aHUIO YKasaHHoro tuna (-provtype).

MpumMmep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

MpoBepnTb ANns Bcex @alnoB C pacClIMpPEHMEM <«exe» TeKylleln nankyu 3HayeHue XoLi-
(dYHKLUMN, STanoHHble 3HadyeHus xpaHaTtcsa B nanke "c:\hashes". Mpu xawunpoBaHnm Mcnosb3oBaTb
KpunTonpoBangep no yMmon4aHuo gns tuna 75.

7
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Co3gaTtb nognucm ¢annoB M 3anmcatb MX B (albl «MMS_MCXOAHOro_anna.sgn» MOXHO

cneayouwen KoMaHaoM:

[nyTb]cryptcp -signf [-dir <nanka>] <KMNC1> <macka c¢ainnoB> [-cert] [-crl] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display]

-dir

Knci1i
-cert
-crl
-der
-strict
-sd

-SS

URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
oIiD

-askpin
-pin
napoJsib
-display

Mmacka c¢dannos
NMpuMeuyaHue

MpumMep:
cryptcp

-signf -dir \signs

yKasaTb nanky ans dannos C NOAMUCSAMU, MHaAUYe — TEKyLas;

KMNC aBsTopa noanvcu;

[o06aBnaTe B noanucu ceptudurkaTt oTnpasuTens;

[06aBnsaTh B NOANUCKU CMIMCOK OTO3BAHHbIX CEPTUPUKATOB;
ncnonb3osaTtb popmaT DER BMecTo BASEG4;

Mcnonb3oBaTtb 04HO3HaYHoe koamposaHue DER (a He BER)

A06aBuTb B NOANUCHL WUITAaMMN BPEMEHU Ha NOANUCbIBAEMble AaHHbIE
(noanucaHHbIM aTpmbyT);

A06aBuTb B NOANMCHL WUTAMN BPpeMeHU Ha noanucb (HenoAnuCaHHbIM
aTtpubyT);

agpec cnyxbbl wtamnos B Buae "http://..." (MoXHO 3aaaTb pa3sHbie Ans
onuun -ss n -sd, HO, ecnu 3aZaH AN OAHOM U3 HUX, TO UCMOMb3YeTCs U AN
BTOpOW);

He TpeboBaTb BKJIOYEHUS B WTamMn ceptudmkarta ciyxbbl wWTamnos
BpeMeHu (ncnonb3yetca BMecte € -sd n/mnun -ss);

NpoBEpPUTb LEenoyKy cepTudukaTta B LWTaMne BpeMeHun

co3gasaTb noanucb CAdES-X Long Type 1 (ecnu aaHHbIM napaMmeTp 3ajaH,
napameTp -ss 6yaeT NpoUrHopnpoBaH)

cnyxb6a wrtamnos BpeMeHun ana nognmcm CAdES-X Long Type 1

aapec cnyxb6bl wtamnos B Buge "http://..."

3a4aTb anropuTM X3WMPOBaHUS

OID anroputMa xawunpoBaHusa: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 pna FOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 pna FOCT P 34.11-2012 512 bit

3anpocuTb NapOo/b KOYEBOrO KOHTEMHEpPA C KOHCON;

3ajaTb Naposib KIOYEBOr0 KOHTENHEPA;

naposib K K1K4YEBOMY KOHTENHepy;

BbIBOAUTb MH(MOPMALMIO Ha 3KpaH CPeACTBa AOBEPEHHOro 0TobpaXkeHus
NOAMNUCbIBAEMbIX AAHHbIX;

CTaHAapTHas Macka NoAnucbiBaeMblix (ainos.

: Ecnm ykaszaHHas nanka He cywecTByeT, TO OHa 6YD,eT co34aHa.

-uMyCerts -dn "WBaHoB [eTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

MoanucaTtb coaepxunmoe Bcex dannoB € pacimpeHmeM «doc» M3 KOPHEBOM nankun aucka «d:»,

ncnonb3ly4d 3aKprTbIl\/’I K104,

nonb3oBaTens,

cogepXawmM B none

CBSI3aHHbIN C cepTUdUKATOM XpaHUIMLLA
«CybbekT» («Subject») noacTpoku

«MyCerts» Tekywiero
«MBaHoB [leTp» wu

«ivanov@bank.ru», nonyyeHHble NOAMMWCKM COXPaHUTb B MamnkKe «Signs» B KOpHe TeKylero Aucka.
Kpome 3TOro, mony4uTb WTaMMNbl BPEMEHW Ha KaXAbl nognucbiBaemMbln dansa U BIOXUTb UX B
COOTBETCTBYHOLWLME NMOANMUCH.

MNpoBepuTb MOANUCK COAEPXMMOro aliyioB, Co3A4aHHble C MOMOLLbI Mpeablaylein KoMaHabl,
MOXHO crieaytowmm obpa3om:

[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpema>]] [-ss[<Bpemsa>]]

[-xlongtypel | -nocades] <KIMNC> <Mmacka c¢annos>

-dir yka3saTb Nanky c dannamm, coaepxalimmm NOANUCKU, MHAYEe — TeKyLlas;
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KNC KIC asTopa nognuvcu;
Macka pannoB craHaapTHas Macka nNpoBepsieMbix dalisoB.
-sd npoBepuTb WITAaMN BPpeMeHM Ha NoANUCaHHbIe AaHHble (NOAMUCAHHbIN
aTpubyT);
=SS MpOBEpPMUTH LUTAMN BPEMEHU Ha NOAMNUCH (HENOAMWUCAHHbLIN aTpUbyT);
BpeMsl YyKa3blBAETCH B Yacax; ecsv ykKasaHo, To nposepseT, 4Tobbl wramn 6bin caenaH
He paHee yKa3aHHOro KosM4yecTBa YacoB Ha3aj OT TeKyLLero MOMeHTa;
-xlongtypel nposeputb noanmuce CAJES-X Long Type 1, KIMNC 6yaeT nponrHopmvpoBaH
-nocades 3anpeTuTb UCMNOJSIb30BaHNE BAIOXXEHHbIX B NOAMUCHL AOKa3aTenbCTB
MpumMep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

MpoBepuTb BCce dalinbl ¢ pacwmpeHneMm «doc» M3 KOPHEBOW MNankKu Aucka «d:», MUCnonb3ys
CO34aHHble paHee MOAMMCK M3 MAMKWM «Signs» B KOPHE TeKylero amcka. lMouck ceptudukarta ans
NnpoBepKM noanucer wuckatb B XpaHunuwe <«MyCerts» Tekywero nosnb3oBaTensd. Kpome 3To0ro,
NpoOBEPMUTL LWITAMM BPEMEHWN Ha NOANMUCb (HENOAMUCAHHbIA aTpMbyT) U NpOBepUTb, YTOObI 3TOT WTaMnM

6bl/1 BblAAH He paHee, YeM CyTKW Hasaa.

Job6aBuTb nognuck daina B 'MCXo4HbIV_dann.sgn' MOXHO KOMaHAoM

[nyTb]cryptcp -addsignf [-dir <nanka>] <KMNC1> <macka ¢annos> [-cert] [-crl] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
Knc1i
-cert
-crl
-der
-sd

-SS

URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL

-askpin

-pin

napoJsib

Macka cdainos

yKasaTb nanky ansa gannos ¢ NnoanncsaMun, nHade — Tekyuwas;

KMNC asTopa nognucu;

pobaenate B nognucu ceptudmkaT oTnpasuTens;

no6aBnaTe B NOANMUCK CMMCOK OTO3BAHHbIX CEPTUMUKATOB;

ncnonb3osaTtb popmaT DER BMecTo BASE6G4;

no6aBuTb B NOANUCH LWUTaMN BPEMEHU Ha NOAMUCbIBAEMbIE AAaHHbIe
(noanucaHHbIM aTprbyT);

no6aBnTb B NogMNUChH WTAaMN BpeMeEHU Ha noanucb (HENOAMMCAHHbIN
aTtpubyT);

agpec cnyx6bbl wtamMnos B Buage "http://..." (MOXHO 3a4aTb pa3sHbie Ans
onuun -ss n -sd, HO, ecnn 3agaH Ans 04HOM N3 HUX, TO UCNONb3YEeTCH U AN
BTOpOW);

He TpeboBaTb BK/OYEHUs B wWTamMn ceptudukata Cnyxobbl
BpPEMEHMU

(ncnonb3yetcs BMecTe € -sd n/mnm -ss)

NpoBeEpPUTb LEenouKy cepTudukaTta B LWUTaMne BpeMeHun

no6asutb nognuce CAdES-X Long Type 1 (ecnu AaHHbIA NapaMeTp 3ajaH,
napameTp -ss 6yaeT NpoOMrHOpUpoBaH)

cnyx6a wramnoB BpemeHn ansa nognucu CAdES-X Long Type 1
aapec cnyxb6bl wtamnos B Buge "http://..."

3anpocuTb Naposb KYEBOro KOHTEMHEPA U3 KOHCOU

3ajaTb Naposib KIOYEBOr0 KOHTENHEpaA

naponb K KIKYEBOMY KOHTENHEpPY

Macka ans otbopa noanucbiBaeMbIX annos

wTamMnos

Mpumep: cryptcp -dir -dn CN=Ivanov"

/testdocuments/*.doc

-addsignf /signs  -uMy "E=ivanov@test.ru,

Mognucatb Bce dannbl C pacwmpeHnem «doc» mM3 aumpektopum testdocuments ¢ nomoubto
cepTUdUKATOB, HaXoAAWMXCA B XpaHunauuwe <«My» Tekylwero mnosb3oBaTensl, yAOBIETBOPSHOLLMX
cnegywowmMm  kputepuam:  E=ivanov@test.ru, CN=Ivanov. [oanucm pobasutb B  dalnbl,
pacnosioXXeHHblE B AMPEKTOPUM SiNgS, COOTBETCTBYHOLLME YCIOBUIO 'MCxoaHbI_dann.sgn'
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2.5.

Pabota ¢ nognucamm

MoanuncaTtb gaHHble N co34aTb COObLLUEHME MOXHO cneaywouwnm o6pa30M:

[nyTb]lcryptcp -sign <KMNC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpu6yT>]n pas
[-attr <aTpmnbyT>]k pa3 [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtype1l]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxoaHoi cpain>

<coobuweHune>
KMC1 KIIC aBTopa noanuvcu;
-nocert He pgobaBnsATb B coobuieHme cepTmdukaTt oTnpaBuTens;
-crl pobaBneHWe cnmcka OTO3BaHHbIX CEPTUPMKATOB;
-der wucnonb3oBaTtb popmaTt DER BMecTo BASE6G4;
-strict lcnonb3oBaTb ogHO3Ha4YHoe kKoaupoBaHne DER (a He BER);
-authattr po6aBuTb NnoanMcaHHbIM aTpubyT B NOANUCH;
-attr pob6aBuTb HenoanucaHHbIn aTpMbyT B NOANMUCH;
aTpmbyt "<OID>,<dalin ¢ 3aKoANPOBaHHbIM COAEPXMMbIM aTpubyTa>"(npumep:
"1.2.3,attr.bin");
-sd po06aBuTb B NOANUCH WTaMN BpeMEHM Ha NOANUCbIBaeMble AaHHble
(noanucaHHbIN aTpubyT);
-ss [06aBUTb B NOAMNUCH LWITAMMN BPEMEHU Ha NOANUCH (HeENOANUCAHHbIN
aTpmbyT);
URL appec cnyx6bl wtamnos B Buae "http://..." (MOXHO 3aaaTb pasHbie Ans
onuumn -ss n -sd, HO, ecnu 3agaaH Ans OAHOW U3 HUX, TO UCMNOJIb3YEeTCs U ANns
BTOpON);
-nostampcert He TpeboBaTb BKAOYEHUSA B WTaMn cepTudmrkaTta ciybbl LUITAMNOB BpeMeEHU

-stampchaincheck

(ncnonb3yetcsa emecTte ¢ =sd U/mnu -ss);
NpoBepUTb LIeNnoYKy cepTudmnkaTa B LWITAMNe BpeEMEHU

-xlongtypel nposeputb noanuce CAAES-X Long Type 1, KMNC 6yaeT nponrHopvpoBaH
-cadesTSA cnyxb6a wrtamnos BpemeHun anga nognucn CAJES-X Long Type 1
URL agpec cnyxbbl wtamnos B Buae "http://..."
-hashAlg 3apaTb anropuTM X3WKMpOBaHUA
OID OID anroputMma xawmnpoBaHusa: 1.2.643.2.2.9 ona NOCT P 34.11-94
1.2.643.7.1.1.2.2 pna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 pna TOCT P 34.11-2012 512 bit
-askpin 3anpocuTb Maposib KHOYEBOro KOHTENHEpPA C KOHCON;
-pin 3ajaTb NapoJsb KNKOYEBOr0 KOHTENHEpPA;
napoJsib MapoJsib K KH0YEBOMY KOHTENHepY;
-display BbIBOAUTb MHPOPMaLMIO HA 3KpaH cpeacTBa AOBEPEHHOro oTobpa)keHus

BxoaHou cdaunn

NOANMCbIBAEMbIX AAHHbIX;
dann, cogepxawun BXogHble AaHHbIE;

coobuweHmne daiin, KoTopbi ByaeT coaepxaTb co3aaHHoe coobuieHue.
MpumMmep:
cryptcp -sign -mMy -dn CemoB -q5 -nocert -crl -der test.txt test2.msg -

sshttp://cryptopro.ru/tsp/tsp.srf

Moanuncatb coadepxumoe danna «test.txt» u cosgate nognucaHHoe coobuieHne «test2.msg»

(B 6MHapHOM Buae), He BKJtoyatouwee B ceba ncnonblyembin cepTudukaT, HO BK/KOYaloLWee CrMcok
OTO3BaHHbIX CEpPTU(dUNKATOB LEeHTpa cepTudmKaunm, BblaaBLIEro UCNOAb3YeMbIN cepTudukart. Kpome
3TOro, MOSyYMTb WTaMM BPEMEHM Ha CO34aHHYH MNOAMUCb U BIOXWUTb ee B coobuweHune. lMouck
NCNoNb3yeMoro ceptudmnkaTa NpomMcxoauT creayowmm obpas3om:

1. Haxopatca Bce ceptudukatbl xpaHunuwa <«JIM4Hblie»
NIoOKanbHOro KOMMboTEpa.

TEKYLWLEro nojib3oBatenda wu

10
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2. Ecnn nx Hawnocb 6onee nsatu, To - owmbka, MHaye nonb3oBaTento GyaeT npeasioxXeHo
BblbpaTb OAMH M3 HaNAEeHHbIX cepTUdMKaTOB.

Job6aBuTtb 3JIEKTPOHHYIO noAanncCb B CcoobLLeHME MOXHO C MOMOLLbIO BbI30Ba:

cryptcp -addsign <KIMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin]
[-authattr <aTpubyT>]n pas [-attr <aTtpnbyr>]k pa3s <coobuieHune>>

KMncC1i
-nocert
-crl
-authattr
-attr
aTpubyTt

-sd
-ss

URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
napoJsib
coobuweHue

NpuMmeuvaHue:

KMNC asTopa noanvcy;

He gobaBnsaTb B coobweHne ceptudumnkaTt oTrnpasmTens;

AobaBneHne cnucka 0TO3BaHHbIX CepTUMDUKATOB;

nobaBuTb NoagnmMcaHHbln aTpnbyT B NOANMUCH;

nobaBnTb HenoagNMCcaHHbIM aTpmbyT B NOANMUChH;

"<OID>,<dain c 3aKoaMpoBaHHbIM COAEPXUMbIM aTpubyTta>"(npumep:
"1.2.3,attr.bin");

no6aBuTb B NOAMNUCHL WUTAaMN BPEMEHU Ha NOAMUCbIBAEMbIE AAHHbIE
(nognucaHHbIM aTpubyT);

nob6aBuTb B NOANUCH WITaMn BPEMEHW Ha Noanucb (HenoAnMCaHHbIN
aTpubyT);

aapec cnyxb6bl wtamnos B Buge "http://..." (MoXHO 3agaTb pa3sHble 414
onuun -ss n -sd, HO, ecnn 3aaaH Ans 04HOM U3 HUX, TO UCNOb3YETCH U ANs
BTOpOWN);

He TpeboBaTb BKAOUEHMA B WTaMn cepTudurkarta cnyxbbl LUTaMNOB BpPEMEHU
(ncnonb3syetcs BmecTe € =sd n/unun =ss);

NpoBEPUTb LeNno4dKy cepTudukaTta B LWTaMrne BpeMeHn

nobasutb noanmnce CAdES-X Long Type 1 (ecnu AaHHbI napaMeTp 3aaaH,
napameTp -ss 6yaeT NpoUrHOpMpoBaH)

cnyx6a wramnos BpemeHn ansa nognucu CAdES-X Long Type 1

agpec cnyxb6bl wtamMnos B Buge "http://..."

3a4aTb anropuTM X3WMPOBaAHUS

OID anroputma x3wunpoBaHusa: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 pna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 pna FOCT P 34.11-2012 512 bit

3anpocuTb Napo/b K/IOYEBOrO KOHTEMHEpPa C KOHCO/N;

3a4aTb Naposb KKYEBOro KOHTENHepa;

naposib K K1K4YEBOMY KOHTENHEpPY;

daiin, cogepxawmin coobuieHme.

Ncnonb3yeTca UCKAKYUTENbHO ANS nobaBneHnsa nognucu B MoAMUCaHHble

coobleHuns. Ansa TeKCToBbIX UKN Apyrux dannos He paboTaeT.

MpumMmep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

JobaButb B noanucaHHoe coobuleHne «test.msg» noOAMWUCb, WCMOMb3YyS 3aKpbITblA KIIOU,
CBSA3aHHbIN C cepTUdMKATOM XpaHunnuwa «JInyHbie» («My») nokasbHOro KOMMblOTEPA, COAEpPXKalLUUM
B none «CybwbekT» («Subject») noactpokn «MBaHoB MeTp» n «ivanov@bank.ru». B nobasneHHyto
noanuce 6yaeTt BkAOUEH cepTUdUKAT OTKPLITOrO K/o4a aBTopa noanmcu.

YAanuTb 3/1eKTPOHHY NOAMNUCb U3 COOBLLEHNS MOXHO KOMaHAOoWM

Knci1
coobweHne

-delsign <KMNC1> <coob6weHune>

KMNC asTopa noanuvcu;
daiin, cogepxawmin coobuieHme.

11
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MpoBepka 3N1eKTPOHHOW Nnoanucu

-verify [<KMNC> | -verall] [-start] [-sd[<Bpema>]] [-ss[<Bpemsa>]]

<coobuweHue> [<BbixoaHo hainn>]

KMNC KIC aBTOpOB Noanucein;
-verall npoBepaTb BCe noanucu (MHaYe — ToAbKO noanucu astopos m3 KIC);
-start OTKpbITb (3aNyCTUTb) NOSyYEeHHbIN (ann;
-sd nNpoBepuTb WTAMN BPpeEMEHU Ha NOAMNUCAHHbIE AaHHble (NOAMUCAHHbIN
aTpubyT);
=SS MpOBEPMUTb LWITAMMN BPEMEHU Ha NOoANUCL (HENOAMNMUCAHHbLIN aTpubyT);
BPEeMSA YKa3blBAeTCA B YacaxX; eCniv yKasaHo, TO nposepsieT, YTobbl wramn 6bin
cAenaH He paHee yKa3aHHOro KoAn4yecTsa YacoB Ha3aj OT TeKyLlero
MOMEHTQ;
-xlongtypel nposeputb noanuce CAdES-X Long Type 1, KIMNC 6yaeT nponrHopvpoBaH
-nocades 3anpeTuTb UCNOSb30BaHWE BJIOXEHHbIX B NOAMNUCb AOKa3aTesbCTB
coobweHmne daiin, cogepxawmii coobweHune;
BbIXOAHOM alin, B KOTOPbIN 6yayT 3anncaHbl AaHHbIE U3 COOBLLEHMUS.
cdbann

MpumeuyaHume: Ecnn B cooblieHnn coaepxutcs ceptudukaT KOro-To M3 aBTOpPOB Mnoanucemn, To
NCNOMb3YETCA MMEHHO 3TOT cepTUdmUKarT.

Mpumepbi:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb nognucb coobueHmnsa "test2.msg", nMcnonb3ays OAVMH U3 HaWAEHHbIX CcepTuduUKaToB B
xpaHunmwax "Jinyneie" ("My") n "Opyrue nonb3osatenn" ("AddressBook") Tekyllero nonb3oBaTtens,
cogepxawmx B nosne "Cybvekt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucatbe coaepxumoe
noAanucaHHoro coobuweHns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCe nognucm cooblieHns "test2.msg", ncnonb3ysa ceptudumkaTbl, cogepkawmecs B
coobweHmnn. Ecnn pgna kakon-nnbo nognucu B CoobLieHuMM cepTudukaT He yaanocb HanlTu, TO
noanncb npoeepeHa He 6yaeTt. Kpome 3TOro, NpoBepuTb LWITAaMMN BPEMEHU HA NOAMUCaHHble AaHHbIE
(noanucaHHbIn aTpubyT) U NpoBepuUTb, 4TObbl 3TOT WTamn 6bIN BblAaH He paHee, YeM TpU vaca
Ha3aa.

[Jo6aBuTb HeNnoANMCaHHbIA aTpMbyT B NOAMUCH MOXHO C MOMOLLbI KOMaHAbI
-addattr <KMNC1> [-attr <aTpubyT>]n pa3s <coobweHune>

KMncC1i
-attr
aTpnbyr

KMNC aBTopa nognucu;

nobaBuTb HenognNucaHHbIA aTpubyT B Noanuch;

"<QOID>,<dalin c 3aKkoaAnpoBaHHbIM CoAepXMMbIM aTpmbyTa>"(npumep:
"1.2.3,attr.bin");

—coobuweHue dain, cogepxawmin coobuieHune.

MpuMmeuyaHue: Vcnonb3yeTcsa WUCKAOUYUTENbHO And aobasneHus HenoanucaHHoro atpubyTta B
noanumcaHHble coobleHuns. [na TeKCTOBbIX Mnu Apyrux ¢annos He paboTtaer.

2.6. Paborta c ceptudmkatamm

CkonnpoBaTb cepTudmnKaTbl B 3a4aHHOE XpaHW/IULLE MOXHO C MOMOLLbIO KOMaHAbl
-copycert <KMNC> [-{dm|du}[<uma>]]|-df <cdain> [-der]]

KMNC KIC, koTopble HaA0 CKONUPOBaThb;
12
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-dm
_du*
nms
-df
cdhainn
-der

KonnpoBaHue B xpaHunuue komnbtotepa (LOCAL_MACHINE);
KonupoBaHue B xpaHunuwe nonb3osatens (CURRENT_USER);
Ha3BaHWEe KOHeYHOoro xpaHunuua (no ymonydaHuto “My”);

B KayecCTBe XpaHunuila ucnonb3lyeTcs dann ceptudunkaTa;

nms danna;

ncnonb3osaTtb ¢dopmaT DER BMecTo BASE64 (TONbKO C KNto4uoMm =df).

MpuMmeuaHme: Ecnn ykasaH knwouy -df, To, B ciyyae, ecnm HalaeH TONbKO oAMH cepTudumkar,
cospaeTcsa dann Tmna «.cer», uHave — «.p7b».

MpumMep:

cryptcp -copycert -u -df a:\MyCerts.p7b
KonupyeT Bce cepTudukaTtbl XpaHunuwa <«JIMuHbie» («My») Tekywero nonb3osatens B dann
«a:\MyCerts.p7b» (B koanpoBke BASE64).

CkonunpoBaTb cepTudmKaT U3 KIOUYEBOro KOHTENHEepa B 3a4aHHOE XPaHUAULLE MOXHO C MOMOLLbIO
cnefyowen KoMaHabl

-provtype
-provname
-cont
_ku*

-km

_ex*

-Sg

-dm

-du*

nmsa

-df

cdhann
-der

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTeliHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <cpann> [-der]]

ykasaTtb Tun kpuntonposangepa (N) (no ymonyaHuio 75);

yKasaTb umsa kpuntonposangepa (CSP);

3aZlaTb MMs K/1IOYEBOr0 KOHTEMHepa (Mo yMon4daHuio BbiI6Op M3 crnncka);
ncnonb3oBaTb KoHTelHep nonb3oBatens (CURRENT_USER);
ncnonb3oBaTb KoHTenHep koMmnbloTepa (LOCAL_MACHINE);
MCNONb30BaTb K4 Ans obMeHa 3awndpoBaHHbIMU AaHHbIMU;
MCMofb30BaTh KN4 Ans paboTbl ¢ NOANUCAMK;

KonuposaHue B xpaHunuue komnbototepa (LOCAL_MACHINE);
KonupoBaHme B xpaHmnuue nosnb3osaTtens (CURRENT_USER);

Ha3BaHMEe KOHEeYHOro xpaHunuua (no ymondaxHuo “My”);

B KaueCTBe XpaHunuLia ucnonb3lyeTcs cooblieHne nnu dann ceptudukaTa;
nmsa danna;

ncnonb3oBatb popmat DER BMecTo BASE6G4.

MpuMmeuyaHnue: Ecnu onuua -provhame He ykasaHa, To 6yaeT wucnonb3oBaH nposanjep Mo
yMO4aHUo ykasaHHoro tuna (-provtype). [nsa onepaumoHHbIX cuctem cemenctea UNIX B kauectse
napameTpa onuum -cont Heob6xoAMMO YyKa3sbiBaTb WMS KOHTEMHepa BMeCTe CO CYMTbiBaTeNeEM B
dopmate "\\.\numsa_cuutbiBaTensa\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

Konupyetr ceptudumkat U3 KIOYEBOro KoHTelHepa <«WebServer» kpuntonpoBangepa no
yMon4aHuio Ana tuna 75 nokanbHoro komMnbtotepa B dann "a:\WebServer.cer" (B koanposke DER).
Yoanutb cepTuduKaTt n3 xpaHuamiia MOXXHO KOMaHAOM
-delcert <KMNC> [-yes]

KNC KINC yganaembix cepTudmkKaTos;

-yes aBTOMaTM4eCKW oTBe4yaTb Ha BCe BONPOCh! «[a».
MpumMmep:
cryptcp -delcert -m -dn OldServer
Ypanser Bce cepTudukaTbl XpaHuaumwa <«JIndyHele» («My») f0KasbHOro  KOMMbHOTEpA,

cogepxaume B none «Subject» noacrtpoky «OldServer».
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2.7.

PaboTa ¢ 3anpocamu Ha cepTudunkaTt

KomaHaa ans cosgaHus 3anpoca ceptudukaTta u coxpaHeHue ero B darine PKCS #10.

-creatrqgqst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex|-sg|-both] [-ku|-km]
[-cont <uma>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

[-ext <pacwupeHue>]n pas <uma cdana>

RDN cnucok nmen nonen RDN (Hanpumep: CN, O, E, L) n nx 3HaueHui
Buaa: <UmsalMonal>=<3Hauveumellonal>[,<Nmallona2>=<3Hadyeunellona2>
]
-provtype ykasaTb TN Kpuntonposangepa (N) (no ymonyanutio 75);
-provname YykasaTb UMs Kpuntonposainaepa (CSP);
-nokeygen WCNoAb30BaTb CYLLECTBYHOLIME KOUM U3 YKA3aHHOIO KOHTelHepa;
=-SMIME BKIOYNTb BO3MOXHOCTM S/MIME (no yMon4yaHuto — HeT; Tonbko Windows);
-exprt NoMeTUTb KIUYM KaK 3KCMOPTUPYEMbIE;
-keysize ycTtaHoBUTb AAnHY Koda (n);
-hashAlg 3agaTtb anropmTt™m X3WMpoBaHUS
OID OID anroput™ma xswmnpoBaHua: 1.2.643.2.2.9 ona NOCT P 34.11-94
1.2.643.7.1.1.2.2 pna FOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 pna FOCT P 34.11-2012 512 bit
-ex C034aTb/MCNosb30BaTb KAOYN AN 06MeHa 3awndpoBaHHbIMU AAHHbLIMU;
-Sg C034aTb/MUCMNONb30BaTb K/OUM TONLKO AN paboTbl C NOANUCAMMU;
-both* co3gaTtb/ncnonb3oBaTtb 06a TunNa KnYen;
-ku* uncnonb3oBaTb KOHTeMHep nosb3oBaTensd (CURRENT_USER);
-km wucnonb3oBaTb KoHTenHep kKoMmnbioTepa (LOCAL_MACHINE);
-cont 3azaTb MMs K/HOYEBOr0 KOHTeMHepa (ecnu 3ajaHa onums -nokeygen u He
3agaHa onums -cont — BbI6op M3 cnucka);
-silent reHepauusa knoya 6e3 Nonb3oBaTENbCKOrO MHTEpPdENnca KpunTonposanaepa;
-askpin 3anpawuvBaTb Naponab Npu CO34aHMN KJIHOYEBOIro KOHTeMHepa C KOHCOMNn
(Tonbko UNIX);
-pin yCTaHOBWTb NApoOSib NPU CO34AHUN KIKUYEBOro KOHTelHepa (Tonbko UNIX);
naponb Maposib K KJto4YeBoMy KoHTenHepy (Tonbko UNIX);

-certusage 3apatb HasHaudeHusa ceptudukarta (OIDs). Ecim HaszHauYeHUI HECKOMbKO, TO
nx HeobxoaMMO ykasaTb Yepes 3anaTtyto (Hanpumep, “1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2");

-requestlic 3anpocutb cepTudmkaT, cogepxallnn paclimpeHme C JNLeH3MNeEN Ha
Kpuntolpo CSP. YL nomkeH 6bITb HAaCTPOEH Ha BblAady TakuxX
cepTndmnKaToB;

-der wucnonb3oBaTb popmaTt DER BMecTo BASE6G4;
-ext pobaBuTb pacwmpeHune K 3anpocy;
pacwumpeHme uMs danna c 3aKkognpoBaHHbIM pacwmnpennem (BASE64 nnu DER);

nma dainna

nMsa danna, B KOTOPOM clieayeT CoOXpaHUTb 3anpoc.

MpuMmeuaHue: Ecnum onuus -provname He ykasaHa, To OyaeT wmcnonb3oBaH npoBangep no
YMOMYaHuIo ykasaHHoro tmna (-provtype). [lanee, ecnu He ykasaHbl onuum -nokeygen u -cont, TO
UMS KOHTelHepa creHepupyeT Kpuntonposangep. 08 onepauuoHHbIX cuctem cemerictea UNIX B
KayecTBe napameTpa onuum -cont He06Xo0AMMO yKa3biBaTb MMS KOHTEHepa BMeCTe CO CUMTLIBATENEM
B dopmaTte “\\.\numa_cuntbiBatena\mmsa_koHTtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name"”).

Mpumep:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov -dn "E=ivanov@bank.ru,
CN=WBaHoB MNeTp" -both -ku -provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider"

Co3gaTtb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=WBaHoB MeTp", ncnonb3ys oTKpPbITbINA KJtOUY,
CreHepupoBaHHbI B KOHTelHepe "Ivanov" Tekylero nonb3oBaTtens kpuntonposangepom "Crypto-Pro
14
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GOST R 34.10-2001 Cryptographic Service Provider" (tvn - 75) un coxpaHuTb ero B
c:\request.der B kogmpoBke Base64. HazHaueHuMs Knoya - nognnucb n wndpoBaHme.

dann

YctaHoBKa cepTtudukaTa us darnna PKCS #7 nnu daiina ceptudukara.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[-{dm|du}[<umsa>]] [-noCSP] [-pin <naponb>|-askpin] <umsa dainna>

-provtype ykasaTb Tun kpuntonposangepa (N) (no ymonuaHuio 75);
-provhname ykasaTb uMs kpuntonposaigepa (CSP);
-cont 3azaTb MMS KIOYEBOro KOHTelHepa (Mo yMon4aHuio Bbibop u3
cnucka);
-ku* uncnonb3oBaTb KoHTeNHep nonb3oBatens (CURRENT_USER);
-km wucnonb3oBaTb KOHTenHep KoMmnbtoTepa (LOCAL_MACHINE);
-dm ycraHoBkKa B XpaHunuwe komnbtoTepa (LOCAL_MACHINE);
-du* ycraHoBKa B XpaHunuwe nonb3oBaTens (CURRENT_USER);
MMA Ha3BaHWEe KOHEYHOro XpaHunuiia Ans yCTaHOBKM (N0 YMOJIYaHMUIO
«My>»);
-noCSP He coxpaHAaATb cepTuduKaT B KOHTEMHepe KpuntonpoBanaepa;
-askpin 3anpocuTb Napofb KKYEBOro KOHTenHepa c KoHconn (Tonbko UNIX);
-pin 3aaTb Napo/b KI4YeBOro KoHTenHepa (Tonbko UNIX);
naposib Maposib K KJI0OYEBOMY KOHTenHepy (Tonbko UNIX);

-enable-install-root He 3anpawuBaTb pa3pelleHme Ha YCTaHOBKY KOpPHEBOro ceptudukaTta B
XpaHunuue «[JjoBepeHHble KopHeBble LeHTpbl» (Root) (Tonbko UNIX);

nma dainna wnma dalina, cogepxawero ceptudukaT

MpumeuaHme: Ecnm ykasaHa onuma noCSP, 1o onuum provhame, provtype, cont, km, ku
urHopupytotca. Ecnm onums -provhame He YykKasaHa, To OyaeT wuchnonb3oBaH npoBalaep no
YMOJIYaHUIO yKa3aHHOro tmvna (-provtype). [ns onepaumoHHbiXx cnctem cemerctea UNIX B kauectse

napameTpa onuum -cont Heo6xoAMMO YyKa3blBaTb WMS KOHTelHepa BMeCcTe CO CUMTbiBaTeNeM B
dopmaTte “\\.\umsa_cuntbiBatena\nmsa_xkoHtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

M3BneueHne MHbOpMaLMM O HACTPOMKaxX MapaMeTpoB YUETHbIX 3anucei nosab3osartens Ha YL

-listDN [{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <apgpec LIC>}]

-CPCA
aapec YL}
-CPCA20
aapec YL
folder

yKkasaTtb agpec seb nHtepdenca Kpuntollpo YL;

Buaa \"http://xxx.yyy/zzz\" nnu \"https://xxx.yyy/zzz\";

ykasaTtb agpec Beb nHtepdeinca Kpuntollpo YL Bepcun 2.0;

Buaa \"https://xxx.yyy/zzz/{folder}\";

o6o3Havaet GUID nanku YL, wan nyTe nanku B nepapxmun nanok YL, npu atom
pasgenuTtenem UMeH narnok B nyTu SBnseTcs cumeon ‘|’

Pernctpaumsa nonb3oBaTtens Ha YL

-creatuser [-CPCA <appec YLI>] [-field <ID nonsa = 3HaueHne>]n pas

-CPCA ykasaTb agpec Beb nHrepdeinca Kpuntollpo YL;
agpec YU Buaa \"http://xxx.yyy/zzz\" vnu \"https://xxx.yyy/zzz\";
-CPCA20 vyka3saTtb agpec Beb nHrepdemnca Kpuntollpo YL sBepcun 2.0;
aapec YL Buaa \"https://xxx.yyy/zzz/folder\"; folder o6o3HavaeT GUID nanku YL, nnu
NyTb Nanku B nepapxumm nanok YL|, npu 3ToM pasgenuresieM MMEH Nnanok B
nyTn sasnsetcs cumeon '|’
-field po6asutb none B DN pernctpmpyeMoro nonb3oBaTens
ID nona wuaeHTudukatop nonsd DN. CAncok naeHTMdmMKaTopoB MOXHO MOCMOTPETH
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KoMaHgom cryptcp -listDN

MpuMeuaHume: Npyn ycnewHoM BbINOJHEHNM KOMaHAa BO3BpaLLlaeT MapKep BPEMEHHOro
noctyna ansa ayteHtudukaumm Ha YU Kpuntollpo n naponb K Mapkepy BpeMEHHOro A0CTyna

MNpoBepuTb, 3aperncTpupoBaH Nn nonb3oBaTtesb Ha YL

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <appec YL|>]

-token
-tpassword
-CPCA

3a4aTb MapKep BpPeMEeHHOro A0CTyna A/ MPOBEPKK CTaTyca
3af4aTb Napo/ib K MapKepy BPEMEHHOI0 A0CTyna
yKasaTb agpec Beb nHtepdenca Kpuntollpo YL,

nHade 310 aapec "CP CSP Test CA": https://cryptopro.ru/ui

aapec YU
-CPCA20

Buaa "http://xxx.yyy/zzz" wnv "https://xxx.yyy/zzz"
yKasaTb aapec Beb nHtepdenca Kpuntollpo YL Bepcun 2.0,

nHade 310 aapec "CP CSP Test CA": https://cryptopro.ru/ui

aapec YL

Co3patb 3anpoc Ha ceptudwmkar,

Buaa "https://xxx.yyy/zzz/

OTMNpaBuUTb €ro B LEHTp cepTudukaumm, noayuYnTb BbINMUCAHHbIN

cepTuduKaT U YCTaHOBUTb ero.

[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{ex]|sg|both}]

[-cont <uma>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <aapec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <naponb>}| -clientcert KMNC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin] [-keysize <N>]
[-FileID <UmMsa dainna>] [-ext <pacwmpenHue>]n pas [-enable-install-root]

RDN

-provtype
-provname
-SMIME

-nokeygen
-exprt
-keysize
-hashAlg
OoID

-ex

-Sg

-both*
_ku*

-km

-cont
-certusage

-CA

aapec LC

-CPCA

aapec YL
-CPCA20

cnucok uMeH nonen RDN (Hanpumep: CN, O, E, L) n nx 3HayeHunn smnaa:
<Umalonal>=<3HaueHuellonal>[,<Umallona2>=<3HadyeHnellona2>...]
ykasaTb Tun kpuntonposargepa (N) (no ymonuanuio 75);

yKasaTb uMsa Kpuntonposangepa (CSP);

BKJIIOUNTb BO3MOXHOCTM S/MIME (no yMON4YaHUIO — HET; TONbKO
Windows);

NCNONb30BaTb CYLLECTBYHOLLUNE KHOUYM U3 YKA3aHHOIO KOHTEMHepa;
NOMETUTb KJIIOUYN KaK SKCNOPTUPYEMbIE;

YCTaHOBUTb ANMHY Kitouda (n);

3a4aTb aNrOpuTM X3LWNpPOBaHMUS

OID anroputMma xswupoBaHusa: 1.2.643.2.2.9 ana NOCT P 34.11-94
1.2.643.7.1.1.2.2 pna FOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 pna FOCT P 34.11-2012 512 bit
€034aTb/MCNONb30BaTh KAOYM ANna obMeHa 3awmndpoBaHHbIMM AAHHBbIMU;
€034aTb/MCNONb30BaTb KJOUYM TONbKO AN paboTbl C MOANMUCSMN;
cosgaTtb/mcnonb3oBatb 06a Tuna Koyen;

ncrnonb3oBaTb KOHTerHep nonb3oBaTtens (CURRENT_USER);
NCNoNb30BaTb KOHTenHep komnbioTepa (LOCAL_MACHINE);

3a4aTb MMS KJIIOYEBOr0 KOHTEeMHepa (Mo yMOsTYaHUIo BbIGOp M3 cnucka);
3agaTb Ha3HauyeHus cepTudukarta (OIDs). Ecin Ha3zHaA4YeHUIn HECKObKO,
TO UX HYXXHO yKa3aTb 4yepes 3angaTtyto (Hanpumep,
”1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2");

yKasaTb agpec ueHTpa ceptudumkaumm, nHade ato agpec “CP CSP Test
CA”;

Buaa “http://xxx.yyy/zzz"” vnn “\\cepsep\umallC” (cM. "CucTeMHble
TpeboBaHna”);

yKasaTb agpec Beb nHtepdeica Kpuntollpo YL;

Buaa \"http://xxx.yyy/zzz\" vnn \"https://xxx.yyy/zzz\";

ykasaTb agpec Beb nHtepdeinca Kpuntollpo YL Bepcun 2.0;
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appec YL
-tmpl

umsa
-token

-tpassword
<Knci>

-dm

_du*

nms
-noCSP
-silent
-askpin
-pin
naposb
-requestlic

-FileID

-enable-install-
root

-ext
pacwmpeHue

MpumMmeuvaHue: Ecnu

Buaa \"https://xxx.yyy/zzz\";

3a4aTb WwabnoH 3anpawunBaemMoro ceptudukarta (Tonbko YL Kpuntollpo
Bepcun 2.0);

Ha3BaHue unn OID wabnoHa (Tonbko YL, Kpuntolpo Bepcun 2.0)
NCNOMb30BaTb MapKep BPpEMEHHOro AOCTyna Ans ayTeHTudukaumm

Ha YU KpunTtollpo;

3a4aTb NMaposib K MapKepy BpeMeHHOro 4ocTyna;

ncrnonb3oBaTtb cepTudukaT ana ayteHTudumkaumm Ha YU Kpuntollpo
(Tonbko ansg Unix);

yCTaHoBKa B xpaHunumue komnbtotepa (LOCAL_MACHINE);

yCTaHoBKa B XpaHunuuwe nonb3osatens (CURRENT_USER);

Ha3BaHWEe KOHEeYHOro XpaHunuwa Ansa ycTtaHoBku (No ymondaHuo “My”);
He coXpaHAaTb cepTudmMKaT B KOHTEHEpe Kpuntonposahiaepa;
reHepaums karo4va 6e3 nosb3oBaTeNbCKOro MHTEPdEliCa
KpuntonpoBanaepa;

3anpawuvBaTtb Naposib Npu CO34aHUN KKOYEBOro KOHTEMHepa C KOHCOMN
(Tonbko UNIX);

YCTAHOBWUTb Maposib Mpu CO34aHUM KKOYEBOro KOHTenHepa (TO/1bKO
UNIX);

naposib K K/o4YeBOMY KOHTenHepy (Tonbko UNIX);

3anpocuTb cepTUdUKaT, CoaepKalmin pacluMpeHme C TMLEeH3nen Ha
Kpuntolpo CSP. YL gomkeH 6biTb HACTPOEH Ha BblAayy Takux
cepTnduKaTos;

nmsa danna, MCnonb3yeMoro Aasa 3annucu naeHtTmdunkaTopa 3anpoca B
cnydae

“OTNOXeHHOM Bblaaun” ceptudukarta (cMm. -pendcert). Ecnm dann He
yKasaH, To ngeHtmdukatop bynert BbiBeAeH Ha 3KpaH.

He 3anpaluMBaTh pa3pelleHme Ha YCTaHOBKY KOPHEBOro ceptudukarta B

xpaHunuie “[loBepeHHble kKopHeBble LeHTpbl” (Root) (Tonbko UNIX);
nob6aBnTb paclimpeHme K 3anpocy;
nms danna ¢ 3akogmpoBaHHbIM pacwmpeHnem (BASE64 wnn DER);

onuusa -provname He ykasaHa, To 6y[eT MCnonb3oBaH MpoBalaep no

yMOM4aHuio ykasaHHoro tvna (-provtype). [lanee, ecnu He ykasaHbl onuum -nokeygen u -cont, To
UMS KOHTelHepa creHepupyeT KpunTtonposanaep. Ona onepauuoHHbIX cuctem cemenctsa UNIX B
KadecTBe napamMeTpa onuum -cont He06X0AMMO yKa3blBaTb MMS KOHTEMHepa BMECTe CO CUUTbIBATENEM
B popmaTte “"\\.\umsa_cuuntbiBaTensa\umsa_koHternHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

MpoBepuTb, He BbiNyLWeH M cepTuduUKaT, 3anpoc Ha KOTOpbIn bbl1 OTrNpaBneH
paHee, NoNy4YnTb BbIMUCAHHbIM CEPTUPUKAT U YCTaHOBUTb ero.

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <uma>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <maponb>} | -clientcert KMNC1 ]
[-{dm|du}[<umsa>]] [-noCSP] [-FileID <Ums dainna>]

-provtype
-provname
-cont

_ku *

-km

-CA

aapec LC

[-pin <naponb>|-askpin]

ykasaTtb Tun kpuntonposangepa (N) (no ymonuyanuio 75);

yKasaTb umsa kpuntonposaligepa (CSP);

3a4aTb MMS K/IIOYEBOr0 KOHTEMHepa (Mo yYMOSTYaHUo BbI6GOp M3 CAUCKa);
ncnonb3oBaTb KoHTelHep nonb3oBatens (CURRENT_USER);
ncnosab3oBaTb KoHTelHep komnbtoTepa (LOCAL_MACHINE);

yKa3aTb agpec ueHtpa ceptudukaummn, nHade sto agpec "CP CSP Test
CA”;

Buaa “http://xxx.yyy/zzz"” vnn “\\cepsep\umallC” (cM. "CucteMHble
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TpeboBaHua");

-CPCA ykasaTtb agpec Beb nHrepdenca Kpunrtollpo YL;
apapec YU Buaa \"http://xxx.yyy/zzz\" vnu \"https://xxx.yyy/zzz\";
-CPCA20 yka3aTtb agpec Beb nHtepderica Kpuntollpo YL, Bepcun 2.0;
aapec YU Buga \"https://xxx.yyy/zzz/\";
-token wncnonb3oBaTb Mapkep BPEMEHHOro A0CTyNa ANs ayTeHTudmKaumm
Ha YU KpunTollpo;
-tpassword 3agaTb Naposib K Mapkepy BpPEMEHHOro A0CTyna;
<KMNC1> wucnonb3oBatb ceptudurkaT ana ayteHTudukaumm Ha YL Kpuntollpo
(Tonbko ang Unix);
-dm ycTaHoBka B xpaHunuwe komnbtoTepa (LOCAL_MACHINE);
-du* ycraHoBka B XpaHunuuwe nosb3oBatens (CURRENT_USER);
MMSA Ha3BaHMEe KOHEYHOro XpaHwnuwa Ans yctaHoBku (No ymondanuio “My”);
-noCSP He coxpaHAaTb cepTuduUKaT B KOHTENHepe KpunTonpoBanaepa;
-FileID wumsa daiina, coaepxallero naeHTudukatop sanpoca. Ecnn He dann He
yKasaH, TO MAeHTUdUKATOp HYXXHO ByaeT BBECTU BPYUHYIO.
-askpin 3anpocuTb Naposb KAKYEBOro KOHTenHepa ¢ KoHconun (Tonibko UNIX);
-pin 3agaTb NapoJib KAKYEBOro KoHTenHepa (Tonbko UNIX);
naponb MNaposib K K/l0YEBOMY KOHTelHepy (Tosibko UNIX);

-enable-install-root

He 3anpalinBaTb pa3pelleHne Ha YCTaHOBKY KOpHEeBOro ceptudukaTa B
xpaHunuue “loBepeHHble KopHeBble LeHTpbl” (Root) (Tonbko UNIX);

MpumeuaHme: Ecnm ykasaHa onuma noCSP, 1o onuum provhame, provtype, cont, km, ku
urHopupytotca. Ecam onums -provhame He ykasaHa, To 6yaeT wucnonb3oBaH nposanaep no
YMOSI4aHUIO yKaszaHHoro tuna (-provtype). [ns onepaumoHHbIX cucteM ceMmencrtea UNIX B kauvecTse
napameTpa onuum -cont HeobxoAMMO yKasbiBaTb MMSI KOHTeMHepa BMeCTe CO CuyuTbiBaTeNeM B
dopmate "\\.\numsa_cuutbiBaTensa\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

2.8. KomaHga ans paboTbl C CepninHbIM HOMEPOM NnueH3nKn (Tonbko ans Windows)

CoxpaHuTb/noKasaTb CEPUIAHbBINA HOMEP NINLEH3NM.

-sh [<cepuitHbii HOMep>]

CEepPUIHbIA HOMEP CEpPUNHbIN HOMep, KOTOPbIA HEOH6XOANMO COXPaHUTb (MOXHO YKa3biBaTb
KaK C pasgenutensimm, Tak n 6e3 Hux).

MpumMmeuaHue: [1na Toro yTObbI MOCMOTPETb COXpaHeHHbIVI CepMVIHbIVI HOMEP, AOCTATOYHO YKa3aTb

KoMaHAy -sn 6e3 napameTtpa. B onepaumoHHbIX cuctemax cemenctea UNIX komaHga He
NCnonb3yeTcs.

MpumMep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHseT yKasaHHbIM CeEpUNHbBIN HOMEpP NIULEH3MN Ha KOMMblOTEpE.

2.9. YcoBeplUueHCTBOBaHHAA 3/1eKTPOHHAs NoAMNUCh

MpunoxeHne KOMaHAHOM CTPOKM NOAAEPXMBAET BO3MOXHOCTb CO34aHUS  YAYYLUEHHOM
3NEKTPOHHOM nognucu, cooTBeTcTBytowen crtaHaapty CAdES (cm. RFC 5126 "CMS Advanced

Electronic Signatures (CAdES)"). Mcnonb3oBaHue dopMaTa yCOBEpLIEHCTBOBAHHOW MOAMUCU UMeeT
3HauynTeNbHbIE NpenmMyLecTBa, obecneumBas:
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e [0OKaszaTesIbCTBO MOMEHTa MOoAMNMUCU AOKYMEHTA U AENCTBUTENIbHOCTM cepTuUdmKaTa Kitouya
NOAMUCK Ha 3TOT MOMEHT;

e OTCYTCTBME HEOOXOAMMOCTM CETEBLIX 06palleHUn NMpu NpoBEpPKE NoANUCH;

e APXMBHOE XPaHEHWE INEKTPOHHbIX AOKYMEHTOB;

e MpPOCTOTY BCTpauMBaHus.

Ona pokasaTenbCTBa MOMeHTa MNOAMNWMCUM WCMOMAb3YHKTCA LWTaMnbl BPEMEHM, COOTBETCTBYHOLLME
MexayHapogHon pekoMeHgaumm RFC 3161 "Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

[lokaszaTenbCTBa AENCTBUTENBbHOCTM cepTuduMKaTta B MOMEHT noanmcm obecne4ymBatoTcs
B/IOXXEHMEM B PEKBM3UTbI AOKYMEHTa LEenovkn cepTudukatoB 4o gosepeHHoro YL n OCSP-oTBeTOB.
Ha 3Tu pgokasaTenbCTBa TakXe MOJIlyYaeTCcs LWTaMmn BPEMEHM, MOATBEPXAAMWMA UX LENOCTHOCTb B
MOMEHT NpPOBEPKMU.

Mpn TakmMx YyCIOBUSAX MOSBASETCSA BO3MOXHOCTb MPOBEPUTb MNOAMUCb B peXMMEe OTCYTCTBUSA
ceTeBbIX COeAWHeHulr, poctyna K cnyxb6am OCSP u cnyx6bam wTtamMnoB BpeMeHU. Takxe BCS
AonosiHuTesnibHas wMHdOpMauns XpaHUTCca B pekBusutax ddanna noanucu, 4to Tpebyetca ang
ApPXUBHOI0 XpaHEeHUs 3/IEKTPOHHbIX AOKYMEHTOB.

Ona uvcnonb3oBaHMsa ¢opMaTa YyCOBEPLIEHCTBOBAHHOM MNOAMWUCKM peann3oBaHa BO3MOXHOCTb
NpUMEHeHns cneunanbHbIX MNapaMeTpoB MNpu co3faHuu, AobaBneHMM W MpoBepKe 3/1eKTPOHHbIX
nognuvcen.

Cnepytowmne atpnbyTbl MOXHO MCNOAb30BaTb Npu paboTe C NOANMUCAMU:

-xlongtypel wucnonb3syetca dopmaT noanmcm CAdES-X Long Type 1
-cadesTSA yka3sbiBaeTcs cnyxba wramnos BpeMeHn ansg noanucu CAdES-X Long Type 1
-nocades WCKJIIOYAETCH UCNOJSIb30BaHUE BIOXEHHbIX B MOAMUCH A0Ka3aTeNbCTB

MpuMmeuaHue: [na paboTbl C YCOBEPLIEHCTBOBAHHOW MOAMUCHID HEeo6XOoAMMO HanuMuue Ha
koMnbtoTepe nonb3oBatensa MO Kpuntolpo TSP Client n Kpuntollpo OCSP Client ¢ gencreyrowmnMn
NIMUEH3NSAMU, KOTOPblE BBOAATCA Yepes yrnpasneHue nuueHsnamu Kpuntollpo PKI.

MpumMep:
cryptcp.exe -sign -dn "CN=WBaHoB lMeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Cozpatb nognucb ¢opmata CAdES-X Long Type 1 ansa daiina test.txt, ncnonb3aya 3akpbiTbiit
KJII0Y, CBSI3aHHbIN C cepTUdMKaToM XpaHunuwa <«JInuyHbie» («My») Tekyllero Monb3oBaTeNs,
cogepxawum B none «CybbekT» («Subject») noactpoky «WBaHoB [leTp», C MpOBEPKOW LEMNOYKMU
HanaeHHbIX cepTudmKaToB, Ncnonb3ys cnyxby wramMnos BpeMeHu http://tsp.test/tsp_root/tsp.srf, u
coxpaHuTb pesynbTaT B daiin test.txt.logn_sgn
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3. Bo3BpallaeMble KoAbl OLLMO0K

Kon Kon

ownbkn ownbkn OnucaHme ownbkn

(DEC) (HEX)
536871012 20000064 | Mano namaTtm
536871013 20000065 | He yaanocb oTKpbITb hann
536871014 20000066 | Onepaumsa oOTMEHEHa NoJib30BaTeNieM
536871015 20000067 | HekoppekTHoe npeobpasoBaHne BASE6G4
536871016 20000068 | Ecnun yka3aH napameTp '-help', To Apyrux 6biTb HE AOKHO
536871017 20000069 | ®ain canwkom 6obLuom
536871024 20000070 | Mpowusowsia BHYTPEHHASA owmnbka
536871112 200000C8 | YkaszaH nuwHui damnn
536871113 200000C9 | YKasaH Hen3BeCTHbIN KoY
536871114 200000CA | YKa3aHa N1LWHAS KoMaHaa
536871115 200000CB | OAng kno4a He yKasaH napameTp
536871116 200000CC | He ykasaHa KOMaHAa
536871117 200000CD | He ykasaH He0b6X0ANMbIN KNHOY:
536871118 200000CE | YKasaH HeBepHbIA K/oY:
536871119 200000CF | NapameTpoM knto4a '-q' 40NXKHO 6bITb HaTypasbHOE YUCIO
536871120 200000D0 | He ykasaH BxogHon dann
536871121 200000D1 | He yka3saH BbIxoAHOW dann
536871122 200000D2 | KoMaHAa He MCcnosib3yeT napaMeTp C UMeHeM (danna
536871123 200000D3 | He ykazaH ¢ann coobuweHuns
536871212 2000012C | He yaanocb OTKpbITb XpaHuanue ceptudmKaToB:
536871213 2000012D | CepT1durKaTbl HE HAWAEHbI
536871214 2000012E | HangeHo 6onee ogHoro ceptndukarta (kawoy '-1')
536871215 2000012F | KoMaHga nogpa3yMeBaeT MCNOSb30BaHWE TObKO O4HOro cepTudmkarta
536871216 20000130 | HeBepHO yKasaH HoMep
536871217 20000131 | HeT ucnonb3yeMbix cepTudunKaTos
536871218 20000132 | JaHHbI cepTudmKaT He MOXET NPUMEHSATHCS AN 3TOW onepaunmn
536871219 20000133 | Lenoyka cepTudnKaToB He NpoBepeHa
536871220 20000134 | KpunTtonpoBangep, nogaepXuBarownii HeobxoAMMbIN aNrOpUTM He HalgeH
536871221 20000135 | Owwnbka Npu BBOAE NAPO/S Ha KOHTENHEP
536871222 20000136 | He yaanocb Nony4YmTb 3aKpbITbl K4 cepTUdmKaTta
536871312 20000190 | He ykasaHa mMacka darinos
536871313 20000191 | Yka3saHbl HECKOJIbKO MacoK ¢aiios.
536871314 20000192 | ®annabl He HangeHsbl
536871315 20000193 | 3agaHa HeBepHasg MackKa
536871316 20000194 | HeBepHbIN X3WW
536871412 200001F4 | Kntoy '-start' ykasaH, a BbIxogHON dana HeT
536871413 200001F5 | Copgepxumoe dansa - He noanMcaHHoe coobuieHmne
536871414 200001F6 | Hen3BecCTHbIM anropuTM NoaANUCHK
536871415 200001F7 | CepTtudumkaTt aBTopa NoANUCU HE HaNAEH
536871416 200001F8 | Moanuck He HargeHa
536871417 200001F9 | Moanuncb He BepHa
536871418 200001FA | WTamn BpeMeHu He BepeH
536871512 20000258 | Coaepxunmoe daiina - He 3awndpoBaHHOe coobuleHmne
536871513 20000259 | HensBecTHbIN aaroputM WwWndpoBaHus
536871514 2000025A | He HangeH cepTudumKaT C COOTBETCTBYOLWNM CEKPETHbIM KH0YOM
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536871612 200002BC | He yganocb nHmnunanmsmposate COM
536871613 200002BD | KoHTeliHepbl He HakAeHbl

536871614 200002BE | He yaanocb nonyymTb OTBET OT cepBepa
536871615 200002BF | CepTtudukart He HaaeH B OTBETE cepBepa
536871616 200002C0 | ®ann He cOAEpPXUT naeHTU@MKaTOp 3anpoca:
536871617 200002C1 | HekoppekTHbIn agpec LC

536871618 200002C2 | Nony4eH HeBepHbI Cookie

536871619 200002C3 | LIC oTknoHwun 3anpoc

536871620 200002C4 | Owwubka npn nunumnanusaumm CURL
536871712 20000320 | CepuiHbI HOMEP COAEPXWUT HEAOMYCTMMOE KOJIMYECTBO CMMBOJIOB
536871713 20000321 | HeBepHbIN KOA4 NpoAYKTa

536871714 20000322 | He yganocb NpoBEPUTb CEPUMHbIA HOMEP
536871715 20000323 | He yoanocb coXpaHUTb CEPUIAHbLIA HOMEP
536871716 20000324 | He yganocb 3arpy3muTb CEpUNHbLIA HOMep
536871717 20000325 | JlnueH3nsa npocpoyeHa

MpunMmeyaHune:
BO3BpaLlaTb koA noboi

KpoMe KoA0OB, NMpuBEAEHHbIX B Tabnuue, NpUNoOXeHUE MOXET

cucTeMHoM owmbkum Windows.
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