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AHHOTaUUS

[aHHbI OOKYMEeHT JonosiHsaeT [AoKyMeHT <«XTAWM.00088-03 91 01. Kpuntollpo CSP. PykoBoacTtso
aaMuHUCTpaTopa 6e3onacHocTn. Obwas vyacte» npu ncnonbsosaHum CK3U nog ynpasneHnem OC AIX.

MHCTpyKUuMn agMuHucTpaTtopaM 6e30MacHOCTM M MNOAb30BaTeNsM Pa3fiIMyHbIX aBTOMaTU3MPOBAHHbIX
cucteM, ncnonbsytowmx CK3UN «Kpuntollpo CSP», aomkHbl pa3pabaTtbiBaTbCs € y4eTOM TpeboBaHM HacTosLWwero
[OKYMeHTa.

CnuncoK cokpalleHui

CRL Cnuncok oTo3BaHHbIX cepTudunkaTos (Certificate Revocation List)
ITU-T Me?l(,QYHapO,qulﬁ KOMUTET no TenekoMMmyHukaumsam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3NpPOBaHHas cucTeMa
APM ABTOMaTM3MpOBaHHOe paboyee mecTo
rMa TMBKMUN MarHUTHLIN AUCK
AcH [aTuuK cnyyamHbIX yncen
HDD XKeCcTknn MarHUTHbIN AUCK
KM KoHeuHbIn nonb3oBaTeNb
HCA HecaHKUMOHUPOBaHHbIM A40CTYyN
ocC OnepaumnoHHas cucrtema
MAK MporpamMMHO-annapaTHbIN KOMMIEKC
Mno MporpamMMHoe obecneyeHne
PerucTpaums E?rljlrfiosggﬁe%:seﬂenewblx aTpmbyToB (agpeca, HoMepa KJkuya, Npas MCNOSIb30BaHUA
COBOKYMHOCTb ~ MHCTPYKUWMIA M APYron  pernameHTvpylowen  AOKyMeHTauuwu,
PernameHT obecneunBarowen @yHKUMOHMPOBAHME aBTOMaTU3UMPOBAHHOM CUCTEMbl BO BCeX
pexumax.
CBT CpencrBa BblUMCIUTENBHOM TEXHUKN
DNeKTPOHHbIA OOKYMEHT, MOATBEPXAAKLWMA MNPUHAANEXHOCTb K/lo4a MNpOBEpPKMU
Ceptudukar 2NEeKTPOHHOW MOAMMCU  WAW  OTKPbITOrO K/a4Ya W onpeAeneHHbix aTpubyToB
KOHKpPeTHOMY aboHeHTYy
CepTudunkaums Mpouecc wmsrotoBneHuss ceptudukaTa Kava MNPOBEPKM INEKTPOHHOM MOAMUCU UK
OTKPbITOro K/itoya aboHeHTa B LieHTpe cepTudmnkaumm
CK3u CpeacTtso kKpuntorpaunyeckon 3awmTbl MHGOpMaLmm
cocC Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)
cC CnpaBo4yHUK CepIMd)MKaTOB OTKPbITbIX K/IHOYEA W KYelr MpOBEPKN 3IEKTPOHHOM
nognucn. CeTeBol CNpaBoOYHMK.
LC LleHTp Ceptudukaumm (Yaoctosepsirowmnii LieHTp)
P LleHTp Perncrpaunu
34 DNEeKTPOHHbIN AOKYMEHT
30N DNEeKTpPOHHas NoAnucb
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1. OcHOBHble TexHn4Yeckne gaHHble U Xapakrtepuctnkm CK3U

1.1. NporpaMMHoO-annapaTHas cpeja

CK3U «Kpuntollpo CSP» ncnonb3syetca B nporpaMMHo-annapatHoi cpege OC AIX 6/7 (POWER).

Co cpokamum 3KchnayaTaumMn OMepauMoOHHbIX CUCTEM, B Cpede KOTopbiX dyHKuUuoHupyeT CK3W, MOXHO
03HAKOMUTbLCS NO ClieAyoLWeMy agpecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KntoyeBble HOCUTENU

B kauecTBe KHOUEBOr0 HOCUTENS 3aKpbITbiX Ktouen un knwuden Il mncnonb3yetrcs pasgen danioBoi
cucteMbl Ha HDD TM2BM.

1. B coctaB auctpubytmea CK3U BxoasT 6mbnmoTekn noaaepx Ky BCeX NEPEYUCNEHHbIX HOCUTENewn,
HO He BxoaaT apanepbl ana OC. o BonpocaM Mony4yeHus ApariBepoB HeobxoaumMo obpalaTbCs K
NMpon3BOANTENSAM COOTBETCTBYHIOLWMX YCTPOMUCTB.

2. XpaHeHue 3aKpbITbiX kaoyen Ha HDD M3BM mn USB aguckax (B peectpe OC Windows, B pa3gene
HDD npw paboTte nog ynpasneHvem apyrux OC) gonyckaeTcs TO/IbKO NpU yCI0BMM pacnpoCTpaHeHus
Ha HDD, USB auck wnm Ha M23BM c HDD TpeboBaHMin Mo obpalleHnto C KIKYEBbIMM HOCUTENSMMU
(n.6.7 XTAKN.00088-01 91 01. PykoBoaCTBO agMMHUCTpaTopa 6e3onacHoCcT obLwas yacTb).

3. Bce BbllenepeyuncneHHble HOCUTENM MCMNOJIb3YIOTCA TOJIbKO B KayecTBe MaCCMBHOMO XpaHwiuuwa

KnoyeBon MHbopMauumn 6e3 UCnonNb30BaHUS KpunTorpaduyecknx MexaHu3MOB, peasn3oBaHHbIX Ha
cMapT-KapTe/ToKeHe.

4. cnonb3oBaHWe HocuTenemn ApYyrnx TUMOB - TOMIbKO Mo cornacosaHuto ¢ ®CB Poccumn.
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2. YcraHoBka auctpmbytmea NO CK3U

YcTaHoOBKa, ydaneHue wn ob6HoBneHuve [0 ocywecTBAsieTcs MoJjib3oBaTeneM C MpaBamMu
aAMUHUCTpaTopa: noj YYETHOM 3anucbto root MM ¢ UCnosib30BaHMEM KOMaHAbl sudo.

CK3M Kpuntollpo CSP TpebyeT cneaylowern nocnenoBaTeNbHOCTM YCTaHOBKM: CHauvana
yCTaHaBNMBaeTCs MpoBakaep, 3aTeM YyCTaHaBMBAIOTCS OCTasibHble MOAY/W, BXoAsiliMe B COCTaB
KoMMaeKTauun.

B OC AIX ana ycraHoBKM, yaaneHusa mn obHoBnenms MO npumeHsawTca nakets! (packages).
MakeT - apxumB AnCTpubyTuBa, coaepXawmii dannbl yCTaHaABIMBAEMOrO MNPUJIOXEHUS U dainbl,
NCNONb3YOLWNECA MHCTANNATOPOM ANS KOHMUrypupoBaHus cpeabl. B onepaumoHHbix cuctemax AIX
ncnonblyetca MeHeaxep naketoB RPM (Red Hat Package Manager), KOTOpbin SBASIETCA MOBKUM
WHCTPYMEHTOM ANSA YCTAaHOBKMW, yaaneHusi, obHoBneHns u cbopknm NporpaMMHbIX nakeToB. [akeThbl,
npeactaBneHHble B BUAe danna C pacluMpeHMeM .rpm, coaepxaT B cebe HenocpeACTBEeHHO dansbl
MO n nHdopmauunto ans KOHPUryprupoBaHmMsa cpeasbl.

[ns ycTaHOBKM MakeTa UCMNOoMb3yeTcsl KoMaHAa:
rpm -i <cdann_nakera>
Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm
[Ons ynaneHust nakeTa UCNoOJb3yeTCs KOMaHaa:
rpm -e <uMMs_nakera>
Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
NMa nakeTa MOXET HE BKJIOYATb BEPCULD.
Hanpumep: rpm -e Isb-cprocsp-base
TakXxe yrnpaB/ieHMe MakeTaMu MOXHO BbIMOJIHATL Yepes rpadunyeckyto 0605104Kky smitty.
dannbl U3 NAKETOB yCTaHaBnuMBawTCcs B /opt/cprocsp.

MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AO/KHbl YCTAaHaBAMBATLCA MO MOpsaKy € YY4ETOM 3TUX
3aBMCUMOCTEN, a yAansaTbCad B 06paTHOM nopsiake. YCNOBHO MOXHO CUMTaTb NpaBW/IbHbIM MOPSAKOM
TOT, KOTOPbIN onucaH B Tabauue 3aBMCMMOCTEN U HAa3HAYEeHUS MNaKETOB.

MakeTbl MOryT 6bITb HE3ABUCUMbIMKM OT apXxuTeKkTypbl (noarch B mmeHu dalina nakera), Toraa
OHUM CTaBATCA Ha Nobyto apxuTekTypy. MakeTbl MOryT 6bITb ANs apxuTekTypbl ppc32 (ppC B MMEHU
darna nakerta), a Takxe ANs apXUTEKTypbl ppc64 (ppc64 B mMmeHn anna nakera), Toraa OHM
ctaBatca Ha OC, cobpaHHYyKO Moa COOTBETCTBYHOLWYH apxuTekTypy. Yacto 64-6utHble OC
OAHOBPEMEHHO NOAAEPXUBAOT N 32-6UTHble NpUNoXeHus, n 64-buTtHble, Toraga Npn HeobxoaMMoOCTH
MOXHO CTaBuTb 06a KoMnekTa.

Tabnuua 1 - 3aBUCUMOCTb M Ha3Ha4YeHMs NakeToB (A1 NPOCTOTbl onMcaHbl 32-6UTHblE NaKeTbI).

MMa nakeTta 3aBUCUMMOCTH Ha3HaueHne nakeTa

Obna3aTesnbHble NakeThbl

cprocsp-base ba3oBbIl  NakeT, YyCTaHaBnMBaeTcs
nepBbIM.

cprocsp-rdr cprocsp-base OCHOBHbI€ MPUJIOXEHUS, CUMUTbIBATENN
n ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpamMmbl 1 6uUbINOTEKN
ANs  BbICOKOYpOBHeBOW paboTbl C
KpunTtorpaduen (cepTndukatamu,
CMS...).

cprocsp-kcl cprocsp-rdr Mpoeangep KC1.

JononHutenbHble NakeTbl
cprocsp-devel cprocsp-base MakeTt ansa paspaboTumka.
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cprocsp-stunnel

cprocsp-base

YHuBepcanbHblh SSL/TLS TyHHenNb.
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3. O6HoBNeHne CK3U

Ona o6bHoBnenmns CK3U Ha OC AIX HeobxoamMo:
— 3aMNOMHUTb TeKyLyt KoHdurypauunto CSP:
*Habop YCTaHOBJIEHHbIX NAKEeTOB;

"HACTPOMNKMN nposanaepa (ans NpPOCTOThbI MO>HO COXpaHUTb
/etc/opt/cprocsp/config[64].ini);

— yAanuTb wTaTtHbiMK cpeacteamMmn OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHasnoru4dHble HoBble nakeTbl CK3U;

—  nNpun HeO6XO0AMMOCTM BHECTU M3MEHEHMSI B HACTpPOMKKM (MoxHO nocmoTtpeTh diff ctaporo
n HoBoro config[64].ini);

-  KJIK4Yn " CepTMCbMKaTbI COXpPaHAKTCA aBTOMaTU4YECKN.
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4. Hactponka CK3U

4.1. floctyn K yTunute gnsa Hactporikn CK3M Kpuntolpo CSP

HacTtpoinka CK3W ocywecTtBnaeTcs c nomouwblo yTUAUTbl cpconfig, KoTopas BXOoAWUT B COCTaB
ancTtpnbytTmBa M pacnosioxeHa B AupekTopumn /opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbi>. Ecnu
ycTaHoBneHbl naketbl CK3W ans AByX apxuTekTyp, Hanpumep, ia32 un x64, TO AencTBus Mo
HaCTpPOMKeE HY>XHO NPOBOAUTb ABaXAbl — AN KaXA0M apXUTeKTypbl cpconfig-oM M3 COOTBETCTBYIOLEN
nanku.

4.2. BBoa cepuinHOro HoMepa JnuUeH3nu

Mpn ycTtaHoBke nporpaMMHoro ob6ecneveHns CK3M 6e3 BBoAa MUEH3MM NOJSIb30BATENO
NpeaocTaBfSeTCcs NIMUEH3US C OrpaHU4YeHHbIM CPOKOM aencTBus. Ons mcnonb3oBaHusa CK3W nocne
OKOHYaHMS 3TOro CpoKa Mofnb3oBaTeNb AO/MKEH BBECTUM CEpUiHbIM HoMep C 6naHka nuueH3uu,
NOSIYYEHHOM Yy OpraHusauunm-paspaboTumka MM opraHusaumu, MMerLen npasa pacnpoCTpaHeHUs
npoaykTa (amnepa). Onsa npocMoTpa UHMOPMaLMK O JIMLEH3NKN BbINOSHUTE:

# cpconfig -license -view

[0nsa BBoAa NMUEH3MKU BbINOAHUTE:

# cpconfig -license -set <cepuifHEli HOMep>

CepMVIHbIVI HOMEpP cneayetT sBoANTb C cobnogeHnem perncTtpa CMMBOJIOB.

4.3. HacTpoiika obopynosaHus CK3U

Ytunuta cpconfig Takxe npeagHa3HauyeHa pAns9 W3MeHeHuss Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cuntbiBaHus (CYMTbIBATENEN) KIHOYEBON MHGOPMAUNM N AATYMKOB CllydalHbIX YnCen.
MpenycTaHoBNEHHbIMU aBNAOTCA cynTbiBaTenn flash-Hocutenei n obpas AnCKeTbl Ha XXECTKOM ANCKe.

MpocMOTp CNMCKa HACTPOEHHbIX CYUTbIBATENEN NMPOU3BOANTCS KOMaHAOMN:

# ./cpconfig -hardware reader -view

,D,J'IFI ,D,O6aBJ'IEHVIF| CyHUTbIBATENA ANUCKET UCMNOJIb3YETCA KOMaHAaA:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"
MpOCMOTP CNUCKa HacTpPoeHHbIX [CY npoM3BOAUTCA KOMAHAOM:

# ./cpconfig -hardware rndm -view

Onsa pobasnexHunsa ACH KIMANM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hago ckonupoBaTtb dansbl ¢ BHewHen rammon (06bivHO B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

Mony4yeHune noapobHoN cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4, YCTaHOBKa NapaMeTpoB XYypHanmpoBaHus

CK3U1 Kpuntollpo CSP nossonseTr cobupaTtb O0TNafo4HY0 MHOOPMaUUIO U UMEET BO3MOXHOCTb
NpOTOKONNPOBaHUa cobbiTnin. WHbOpMauma 3anucbiBaeTcsi B CUCTEMHbIA XypHan (06blYHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb U3MEHEHUS HACTPOEK XXYPHaIMPOBaAHUS PasINUHbIX

9
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mMoaynein npoaykta. CyllecTBYeT BO3MOXHOCTb W3MEHEHWUS YPOBHS XXYpPHa/MpoOBaHuA W dopmaTta
BbIBOAMMbIX OT/1a04HbIX COOBLLEHNNA.

Mony4yeHne cnpaBKM NO HACTPOMKaM XXYpHannupoBaHus:
# cpconfig -loglevel -help
Moaynu, ansi KOTOpbIX NOAAEPXUBAETCS XYPHaIMPOBaHUE:
CpCsp - 4p0 KpunATonpoBanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyx6a XpaHeHuUs1 Ko4en
libssp - TLS

cppkcsll - PKCS11
cpdrv - apansep
dmntcs

4.5. HacTtpownka kpuntonpoBangepa no yMoadaHuto

MpocMOTp TMNOB AOCTYMHbIX KPUATONPOBaNAEpPOB:

$ ./cpconfig -defprov -view type

MpocMOTp CBOMCTB KpUMTOMNpoOBaaepa HYy>XHOro Tmna:

# ./cpconfig -defprov -view -provtype <provtype>

YcTaHoBKa rnpoBangepa Mo yMONYaHUIO 415 HYXXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>
ﬂonyquMe NMMEHU npOBanepa no yMOJT4aHUIO ANA HY>XHOIro Tuna:

# ./cpconfig -defprov —-getdef -provtype <provtype>

4.6. BKAoyeHne pexmma yCUIeHHOro KOHTPOIS MCNOAb30BaHUSA KO4YeNn

PeXuM yCMneHHOro KOHTPOS MCMNOoNb30BaHMA Kntodel obecnedmBaeT oCyLLecTB/IeHME KOHTPOS
CpoKa AENCTBUSA AOSTOBPEMEHHbIX KJIIOYEN 3/1EKTPOHHOW MoAMNUCKM U KtoYeBOoro obMeHa, KOHTpons
[OBEPEHHOCTU KJItOYEN MPOBEPKN 3/1EKTPOHHOM MOAMUCU N KOHTPOSISS KOPPEKTHOr0 MCMNOJSIb30BaHUS
NPOrpaMMHOro gatymka CAy4dalhHbiX ymcen. ocne ycrnewHoM MHCTanAsaunm HeobxoAMMo BKAKOUUTb
OaHHbIN peXnM, BbINOAHNB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecneyeHnss KOpPPEKTHOro @YyHKUMOHMPOBAHMS MNpoBangepa B 4YacTu BblpaboTku
3/IeKTPOHHOM MnognuMcKn, a Takxe paboTbl C BpeMeHHbIMM Ka4Yamu (B 4YacTHoOCTM, ans paboTbl B
pamkax TLS-coeanHeHuns 6e3 ayTeHTUOUKaAUMM KAMEHTa) W reHepauuMn CiaydarHbiX AaHHbIX
Heo6XxoAnMO Npou3BecTM BbIpaboTKy A0ONTOBPEMEHHbIX KoUen nan 3anyctnutb yTUAnTy csptest:

# ./csptest -keyset -verifycontext -hard_rng
Jcnnonb3oBaHue CK3M 0e3 BKIKNUEHUS pexyMa YCUJIEHHOTO KOHTPOJIS MCIOJIbB30BaHMS KJoUel
pa3pewaeTca NCKNKYNTENTIbHO B TECTOBbLIX LIENAX.
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5. YcTaHoBKa conyTCTBYOLWMX NAKETOB

Ona nepefayvM no ceTM 3anpocoB Ha ceptudukaTtel, CRL 1 T.n., a Takxe ANnS noaaepxKu
OOMOJIHUTENbHbBIX  K/IIOYEBLIX CUYMTbIBATENE UM HOCUTenen MoxXeT noTpeboBaThCA YCTaHOBKaA
DOMNONMHUTENbHbIX NAKETOB.

Ecnn conytcrBylowme nakeTbl ckaduBatoTca u3 WHTepHeTa, HeobxoauMMO noATBEPAUTb UX
LLe/IOCTHOCTb, MpOBEPMB NoAMUCb MAM Xaw. Ecnnm nuctouyHnk He obecneuymBaeT TakMe MexaHW3Mbl,
OOMYCKAeTCsl MCMNOJIb30BaHME MAKETOB TOJIbKO C AMCKa C anctpmbytneom CK3U, raoe stm MexaHU3Mbl
ncnonb3ytoTcsa. Ha gncke nakeTbl fiexaT B nanke extra.

5.1. Bubnuoteka libcurl

Mcnonb3yeTcs Ans nepefayum 3anpocoB Ha cepTudmkaTbl, CRL 1 T.M. No ceTu.

C cauta http://curl.haxx.se/ MOXHO cKayaTb MaKeT C WCXOAHbIMKM TekcTamMum Ans
caMocToaTenbHOM cbopkn (obs3aTensHo Ans 64-6uTHONM Bepcum). Kak npaBumno, TaMm Xe ecCTb
32-6uTHble Bepcnn BMHapHbIX NakeToB.

32-6UTHbI BMHaApPHbIA NAKeT AOCTyNeH Ha canTe npoussoamtens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html
Mocne yctaHoBKKM 6MBAMOTEK HAA0 3aperucTpmMpoBaTth NyTn K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64d/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/64/1libcurl.so
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6. CocTtaB 1 Ha3zHadyeHue koMrnoHeHT N0 CK3U

6.1. basosble Mmoaynun CK3U

MO CK3WU conepxut 6a3osBble Moaynn:
e libcsp - anHamunyeckmn 3arpyxaemas 6ubnmoteka Kpmuntollpo CSP.
e libssp - 6ubnunoteka nogaepXXKn Moayns ceteBon ayteHTudukaumm Kpmuntollpo TLS
e cpverify — MOAYb KOHTPONS LENIOCTHOCTM.
e wipefile - Mmoaynb yaaneHus ¢annoB BMECTe C COAEPXKUMBIM.

B Ha3BaHusAXx auctpmbytmeos CK3W ncnonb3yercs HoTauus:
e Cpro — npeduKc;
e CSp - KpunTOMpoBanaep;
e [d] - onuMOHanNbHO - yKa3blBaeT Ha AOKYMeHTaumio (TeCToBble NPUMEDPHI);
e ppc/ppc64 - nnatdopma PowerPC 32/64 6uta.

6.1.1. bubnunoteka libcsp
bubnuoteka libcsp peanusyer uenesbie QyHKUMM KpuUnTOrpaduueckon 3awmTbl MHDOpMaunm, paboTty c
KJIl0YaMM, AOCTYN K KJIKOYEBbLIM HOCUTENSIM.
6.1.2. Moaynu ceteBon ayteHTudunkaumm Kpuntollpo TLS

Moaynb libssp o6ecneunBaeT peanmsauuto NpoTokosia ceteBoi ayteHTUd@ukaumm Kpunrtollpo TLS. Obuiee
onucaHue npoToKosa npuBeaeHO B AOKyMeHTe “XTHAWM.00088-03 91 01. Kpuntollpo CSP. PykoBoacTBO
aAMUHUCTpaTopa 6e3onacHocTu. Obwas yacTtb.”

MpoTtokon Kpuntolpo TLS mncnonb3dyeT kpuntorpaduyeckme dyHkumm CK3U ans obecneyeHus npouecca
ayTeHTUdUKaLMN 1 WndpoBaHna Tpadbuka Mexay KJIMeHTOM U CepBepOM.
6.1.3. Moaynb cpverify
Moaynb cpverify npegHasHaydyeH Ans KOHTPONSA LeNoCTHOCTU npu yctaHoBke CK3U n dyHKUMOHMPOBAHUMN
MO CK3WM Ha N3BM nonb3osaTtens.
6.1.4. Moagynb wipefile
Moaynb wipefile ncnonbayerca ang yaaneHus ¢anioB BMECTE C COAEPXKMUMbIM MPU LWUTATHbIX U HELTATHbIX
(cBONMpoOBaHME) CUTyauUUsX.
6.2. Moaynn noacucremMbl nporpaMMHon COK

6.2.1. Moaynsb libcapi20
Moaynb libcapi20 wucnonb3yeTtca AN ynpaBneHUs cepTudukaTaMm OTKPbITbIX KKOYEN, a Takxe Ans
obecneyeHns BbINONHEHUS KpuUNTOrpaduyeckmx 3anpocoB Ha ypoBHe uHtepderica CryptoAPI v. 2.0. HTepdenc
mMoayns capilite agnsetcs nogMHoXecTBOM UHTepderica CryptoAPI v. 2.0.
6.2.2. bubnwnoteka librdrrdr
bubnuoteka librdrrdr ob6ecneunBaer yHUPUUMPOBAHHLIN MHTEPdENC AOCTyNa K KAKYEBbIM HOCUTENSM
BHE 3aBMCMMOCTM OT UX TuUNa.
6.2.3. Moaynu yCcTpoucTB

Moaynn obecneumBaloT peanm3aumio  AOCTyna K KOHKPETHbIM TWUMaM  K/YEBbIX HOCUTENENn WU
cuuTbIBaTENEN:

o librdrfatl2 « gmuckoBoay v amnckete 3.5" n pasgeny XecTkoro gucka

6.2.4. bubnuoteka librdrsup
Bubnuoteka librdrsup obecneumBaeT peanusaumio 06WMX DYHKUMIA AOCTYNa K pas/iMYHbIM KIHOYEBbIM
HoCUTENAM.
6.2.5. Moaynu gaTymKOB CllydalHbIX Yncen
BbubnuoTteka librdrrndm o6ecneumBatT nogaepxky pabotbl ¢ dmsmdyeckum OCH MNAK 3awmtbl oT HC/A.
bubnuoTteka libasnldata noaaep>xxkn npotokona ASN1

bubnuoteka libasnldata cogepxut dyHKUMN npeobpa3oBaHMs CTPYKTYpP [AaHHbIX B MalMHHO-
He3aBMCMMOE NnpeacTaBneHune.
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7. BctpamBanue CK3U B npukiagHoe M0

Mpun BcTpamBaHun CK3W B npuknagHoe nporpammHoe obecrneyvyeHue A0MXKHbl BbIMOAHATHCS
TpeboBaHua pasgena 17 pokymeHTa <«XTHM.00088-03 91 01. Kpuntollpo CSP. PykoBOACTBO
aAMUHUCTpaTopa 6e3onacHocTn. Obwasa yacTb» M AokyMeHTa «XKTAM.00088-03 96 01. PykoBoACTBO
nporpaMMmcTa».

Onsa ucnonb3oBaHua 6ubnunortek Kpuntollpo CSP B OC AIX Bepcvin 5 n 6 B npuknagaHbixX
NPUIOXKEHNAX MpU INHKOBKE 6MbnmnoTek M mncnonHsemblx dannos ¢ bubnnotekamm Kpuntollpo CSP
HeobxoanMo ncnonb3osaTtb C++ koMnoHoBLMK (XIC_r).

Mpu pabote c CSP B Ao4yepHMX MNOTOKaxX pPeKoOMeHAyeTCs yCTaHaBAMBaTb pa3Mep CTeka Aas
notoka He meHee 700 KB:

e c noMmouwbto pthread_attr_init() v pthread_attr_setstacksize() 3apatb pa3smep,
e nepenatb aTpmbyT B pthread_create(),
e U1 YHUYTOXMUTb ero Bbi3oBoM pthread_attr_destroy().
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8. TpeboBaH1si NO OpraHN3aUMOHHO-TEXHUYECKMM N aAMUHUCTPATUBHbLIM Mepam
obecneyeHuns akcnnyaTaumm CK3U

[JOMmKHbI BbINOMHATLCS TpeboBaHUA MO OpraHM3auuMOHHO-TEXHUYECKUM U agMWHUCTPATUBHbIM
MepaM obecnedyeHns 6esonacHoctn akcnnyaTtaumm CK3UM B obbeme pasgenos 15 m 16 goOKyMeHTa
«XXTAM.00088-03 91 01. Kpuntollpo CSP. PykoBoaCTBO agMumHuUcTpaTopa 6e3onacHoctu. Obuwas
yacTb».

8.1. O6bwme mepbl 3awmTbl oT HCA MO c yctaHosneHHbiM CK3UN gnsa OC AIX

Moa ynpaBneHnem UNIX-nogobHbix onepaunoHHbix cuctem CK3W aomkHO Mcnonb3oBaTbCs C
nporpaMMHbIM obecneyeHnemM:

e Certmgr (Kpuntollpo Certmgr)
e CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpn ncnonb3osaHun CK3U noa ynpasneHmeM OC AIX AomkHbl 6bITb NPUHATBI AONOAHUTENbHbIE
Mepbl OpPraHM3auMOHHOr0 U TEXHUYECKOro XapakTepa M AOMNOSHUTENbHas HacTpolika onepauvoHHOWM
CUCTEMBI.

Mpn ncnonb3oBaHMM KOMMNblOTEPOB Nog ynpasneHnem OC AIX ang peweHus 3ajad, CBA3aHHbIX
C 3awmTon mHdbopmaumu, HeobxoaAMMO NpeanpuHATbL AOMONHUTENbHbIE Mepbl OpPraHU3auMoOHHOIo U
TEXHNYECKOro XxapakTepa M BbIMNOJHUTb AOMNO/HUTENIbHbIE HAaCTPOMKM OnepaunoHHON cucTembl. Mpu
3TOM Heobxoammo obecneunTb AOMOSHUTENbHYIO 3awmTy cepBepa M OC ot HC[, 6ecnepeboiiHbii
pexunm paboTbl M UCKNOUYUTb BO3MOXHOCTM "OTKasa B 06Cny>XmBaHuM", BbI3BAHHOrO BHYTPEHHUMU
npuynMHamMu (Hanpumep - NepenosiHeHMeM anaoBbIX CUCTEM).

8.1.1. OpraHM3auMoOHHO-TEXHUYECKNE MEPbI

1. K opraHm3aunoHHO-TEXHUYECKMM MepaM OTHOCATCSA:

e 0obecneveHne dursmyeckom 6e3onacHOCTN cepsBepa;
e YCTaHOBKa MporpaMMHbIX 06HOBNEHWNA;
e OpraHusaums npoueaypbl pe3epBHOro KONMPOBAHUSA N XPaHEHUS pe3epBHbIX KOMWUNA.

JononHutenbHble HacTpolikn OC AIX kacalTca cneaytoulero:

orpaHuyeHme AoCTyna nosib3oBaTenen n HaCTPOMKN NOSb30BAaTEIbCKOr0 OKPYXXEHUS;
orpaHMyeHne ceTeBbIX COeANHEHWI;
orpaHMyeHus npu MOHTUpPoOBaHUN HaNIOBbIX CUCTEM;
OrpaHM4yeHns Ha 3anycK MpoLeccos;
e KOHTpoNAb 3arpy3km OC UM KOHTPOSb UENOCTHOCTM CUCTEMHOMO W MPUKNAAHOIO
nporpaMMHoro obecnedeHus Ao/mkeH obecneumBaTbCsa NMPpU NOMOLM 3/1IEKTPOHHOMO 3aMKa
e [OMNONAHUTENbHbIE HAcTpolikKn sapa OC;
e HACTpoIKa ceTeBblX CEPBUCOB;
e OrpaHuyeHune Konm4yectsa "BMAMMON U3BHE" MHMOpPMaLUNK O CUCTEME;
e HacCTpolKa NOACUCTEMbI NPOTOKONPOBaHUA N ayauTa.
2

. B cucreme pernctpupyetcs oamMH nonb3oBatenb, obnagatlowmnii npaBaMu agMUHUCTpPAToOpa,
HOCAWMA nMsa root, Ha KOToporo Bo3naraeTcsa 0693aHHOCTb KOHpurypmposate OC AIX, HacTpauBaTtb
6e3onacHocTb OC AIX, a Takxke KoHduUrypmposaTb [MIBM, Ha kKOTOpylo ycTaHoBneHa OC.

3. [Onsa nonb3oBaTens root BbIGMPAETCS HaAeXHbli Mapofib BXoAa B CUCTEMY,
yOOBNETBOPAOLWNIA cneayowmm TpeboBaHMSIM: A/IMHA@ Naponsi He MeHee 6 CUMBOJMIOB, cpeau
CUMBOJIOB Mapo/sl AOJ/KHbl BCTPeYaTbCs 3ar/laBHble CUMBOJIbI, MPOMUCHbIE CUMBOJbI, UMGPbI U
crneumanbHble CUMBOJbI, CPOK CMEHbl Maposis He pexe OAHOro pasa B Mecsl, AOCTYN K Maposio
DOJKEH 6bITb 06ecrneyeH ToNbKo agMUHUCTPATopPY.
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4. Monb3oBaTesnto root AOCTYNHbI HACTPOMKKM Bcex nonb3oBaTtenen OC AIX, KOTOpble OH MOXET
npocMaTpuBaTb, pefakTupoBaTb, yAansaTb, co3gaBaTb. BceM nonb3oBaTensM, 3apermcTpmMpoBaHHbIM B
OC AIX , nonb3oBaTtenb root B COOTBETCTBMWU C MOSINTMKOM 6€30MacHOCTN, NPUHSATOM B OpraHmMsauum,
OaeT MMHUMAIbHO BO3MOXHble As1s1 HOpManbHOM paboTbl npaBa. Kaxabii nonb3oBaTtens OC AIX, He
SABASIOWNIACA NONb30BaTeNEM root, MOXeT NpocMaTpuBaTbh U peaakTUpoBaTb TOJIbKO CBOW YCTaHOBKMU
B paMKax npaB A0CTyrMa, Ha3Ha4YeHHbIX eMy nosib3oBaTeneM root.

5. Bcex nonb3oBatenein MN3BM, koTopble He MONbL3YKTCA AaHHOW CUCTEMOW, U BCeX
CTaHAapTHbIX Nonb3oBaTenen, kotopble co3gatotca B OC AIX BO BpeMs yCTaHOBKM (Takmx, kak "sys",
"uucp”, "nuucp", n "listen"), kpome nonb3oBaTtens root, cneagyeT ynanuTb.

6. B OC AIX cywecTByloT uCnosHsieMble Qalabl, KOTOpble 3anyckKakwTcs C MnpaBaMu
nonb3oBatens root. T dannbl MMeKT YyCTaHoBMeHHbI dnar SUID. Monb3oBaTenb root posxeH
onpegenntb, KakumM un3 3Tux ¢dannos B paMKax onpeaesneHHoW B oOpraHusaumu MoJIUTUKK
6e3onacHoCTM He TpebyeTcsa 3anyck C aAMWUHUCTPATMBHBLIMW MOJIHOMOYMSAMWU, MU C NOMOLWbIO cbpoca
¢dnara SUID pommkeH CBECTU KOMIMYECTBO TakMX (pansioB K MMHUMYMy. 3anyCcK ocTaBlwuxca dannos C
yCTaHoBNeHHbIM (narom SUID gomkeH KOHTPOAMpPOBATbCS Mosib3oBaTtenem root.

7. Mpun ucnonb3oBaHum CK3UW Ha MSBM, noakatoveHHbIX K 06LeAoCTynHbIM CeTaM CBA3M,
OOKHbI 6bITb npeanpuHATHI AONONHUTENbHbIE mMepbl, ncknvarowme BO3MOXHOCTb
HECaHKLUMOHMPOBAHHOIO A0CTyNna K CUCTEMHbLIM pecypcaMm MCMoJib3yeMblX ONepauMoOHHbIX CUCTEM, K
nporpaMMHOMYy obecne4yeHunto, B OKpPYXeHUn KoToporo dyHkumoHupytoT CK3UN, n K KOMMNOHEeHTaM
CK3W co CTOpOHbI yKa3aHHbIX CeTEN.

8. Mpaso pgoctyna Kk pabounMm mectam c yctaHoBfaeHHbIM MO CK3U npenocTtaBasieTcs TONbKO
nvuaM, 03HaKOMJIeHHbIM C MpaBuiaMM  MNOMb30BAHUA U M3YUMBLUMM  3KCMAyaTauMOHHYIO
AOKYMeHTauuo Ha nporpamMmHoe obecneyeHune, nMewee B cBoeM coctase CK3N.

9. Ha TexHuuyeckux cpeacTtBax, OCHaweHHbiXx CK3W p[omkHO MCnoab30oBaTbCsS TOJIbKO
JIMLEH3NOHHOE NporpaMMHoe obecneyeHmne pupM-nponssogmTenen.

10. B BIOS onpenensatoTcsl YCTaHOBKM, UCKOYAtOWMe BO3MOXHOCTb 3arpy3Ku onepaunoHHON
CUCTEeMbI, OT/IMYHOMN OT YCTAHOBJIEHHOM Ha >XeCTKOM AUCKe: OTKJoYaeTCsl BO3MOXHOCTb 3arpysku C
rmékoro agmcka, npmsoga CD-ROM mn npouyne HecTaHAapTHble BUAbl 3arpy3kn OC, BKO4Yass CeTEBYH
3arpy3ky. He npumensiotca MN3BM ¢ BIOS, wuckio4yaloWKMM BO3MOXHOCTb OTK/IIOYEHUS CETEeBOM
3arpy3sku OC.

11. Cpeactsamm BIOS pomxHa 6biTb MCKOYEHA BO3MOXHOCTb OTKJIIOYEHUSA MOJIb30BATENSMU
ISA-ycTponictB 1 PCI-ycTpoicTB. [ANna WUCKAOUYEHUS 3TOM BO3MOXHOCTM BXoA4 B BIOS 3SBM ponxeH
6bITb 3awuuleH naposieM, K KOTOPOMY MpeabsBAsAlOTCa Te e TpeboBaHWs, 4YTO M K Naposio
nonb3osatens root. MNaponb ang sxoaa B BIOS pomkeH 6bITb M3BECTEH TOMILKO MOJSb30BaTeNto root u
6bITb OT/IMYHBIM OT Naponsa nonb3oBatens root ana exoaa B OC AIX.

12. [o 3arpy3ku OC pgomxeH 6biTb peann3oBaH KOHTPOJIb LESOCTHOCTU (halifoB, KPUTUYHbIX
onsa 3arpy3skn OC u nporpamMmbl CPVERIFY.

13. Mpwu 3arpy3ke OC ponxeH 6blTb peann3oBaH KOHTPOJIb LEOCTHOCTU MPOrpaMMHOro
obecneyeHuns, Bxogsiwero B coctaB CK3M, camon OC wu Bcex wucnonHaeMmbix ¢annios,
byHKUMOHMPpYOWKMX coBMecTHO ¢ CK3U ¢ ncnonb3oBaHueM nporpammbl CPVERIFY.

14. CpeactBamm BIOS pomxkHa 6bITb MCKAKOYEHA BO3MOXHOCTb paboTel Ha 2BM, ecnn Bo
BpeMSl ero Ha4yasbHOW 3arpy3kun He NPOXOAAT BCTPOEHHble TecTbl DBM (POST).

15. Ha M3BM ponxHa yctaHaBnueaTbcsa Tosbko ogHa OC. Ha MN2BM He ycTaHasnmBaloTcs
cpeacts paspabotkm wn  otnagkm [O. Ecnn cpeactBa OTNaAKuM  MPUMOXKEHUIA  HYXHbl  ANns
TeXHoNorMyecknx  notpebHocTen  opraHusaumuM, TO WX  UCNOAb30BaHWe  AO/MKHO  6biTb
CaHKLMOHMPOBAHO aaMUHUCTpaTopoM 6e3onacHocTu. B nwbom cnydae 3anpellaeTcs MCMNoib30BaThb
3TW CpeacTBa ANs NPoOCMOTpa U pefakTUpPOBaHMA KoAa M NaMsTM NPUIOXKEHU, ncnonb3dyowmnx CK3U.
Cnepyet wusberaTb nonagaHus B CUCTEMY MporpamMm, MNO3BONSAKOWMX, MOAb3yACb owwnbkamm OC,
nonay4yaTtb npueuaerum root.

16. [Jo/mkHO 6biTb oOrpaHuM4yeHo (C Yy4yeToM BbI6paHHOW B oOpraHuMsauuM MNOJINTUKU
6€30MacHOCTN) MCNoNb30BaHWe MOJb30BaTENSAMU KOMaHA cron M at — 3anycka KoMaHj4 B yKa3aHHoe
BpeMs.

17. JonxHo 6bITb peann3oBaHO GU3NYECKOe 3aTupaHue COAEPXMMOro yaansembix danios C
ncnonb3oBaHueM nporpaMmbl Wipefile n3 cocrasa CK3U.
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18. [lonXHbl 6bITb OTK/HOUYEHbI CETEBbIE MPOTOKOJIbl, KOTOPblE HE WCMOMb3YITCA Ha AaHHOM
2BM.

19. B cnyyae noakntoveHns 2BM c yctaHoBneHHbIM CK3U K 06WwenocTynHbIM CETAM nepenaymn
AaHHbIX OTKIOYMTL MCnonb3oBaHue JavaScript, VBScript, ActiveX v apyrnx nporpaMMHbiX 06beKTOB,
3arpy>aembiX U3 CeTU, B NpUK/IagHbIX NporpaMMax.

20. [JomxHbl 6blTb MPUHATbBI Mepbl MO  UCKIOYEHUID HeCaHKUMOHMPOBAHHOIro AocTyna
MOCTOPOHHMX NUL, B MOMELLEHNS, B KOTOPbIX YCTaHOBJEHbI TexHnYeckne cpeacresa CK3UN «Kpuntollpo
CSP», no poay cBoel [AeATEeNbHOCTU He SBASIWMXCS MNepcoHasoM, AONyWweHHbIM K paboTe B
YKa3aHHbIX MoMeLleHnsX.

21. JomxHo 6bITb 3anpeweHo ocTaBnaTb 6e3 KOHTPONs BblYUCAUTENbHblE CpeacTBa, Ha
KoTopbiX akcrnyatupyetcas CK3W «Kpuntollpo CSP» nocne BBoda KnwuyeBon uHopmauun. Mpu
yxoAe nosnb3oBaTenss C paboyero MecTa AO/MKHO MCMNONb30BaTbCA aBTOMATUYECKOE BKJIOUEHUE
NaposibHOM 3aCTaBKMU.

22. N3 cocTtaBa cuCTeMbl AOMXKHO 6bITb MCKAOYeHO 060pyAoBaHMe, KOTOPOE MOXeT Cco34aBaTtb
yrpo3y 6e3sonacHoctu OC AIX 5/6. Takxe Heobxoaumo msberatb MCNOAb30BaHUS HeCTaHAApPTHbIX
annapaTHbIX CpeAcCTB, MMEKLWNX BO3MOXHOCTb BNATbL Ha PYHKLMOHMpPOBaHME KoMmnbioTepa wan OC
AIX 5/6.

23. Nocne wuHcTtannsumMm OC cneayet ycraHoBUTL C cavTta http://www.ibm.com/ Bce
peKoMeHAOBaHHble MnporpaMMHble OOHOBMEHUS W MpoOrpaMMHble OOHOBJ/IEHUS, CBS3aHHble C
6e30nacHoCTbIO.

24. Ha Bce pgupektopumn, copepxawme cuctemHble dannbl OC AIX mn kKatanoru CK3H,
Heob6xoAMMO YCTaHOBWTb MNpaBa AOCTymna, 3anpelarline BCEM MNofib3oBaTesnsM, kpome Bnagenbua
(Owner), 3anucob.

25. B cBS3M C TeM, 4YTO aBapuWHbIN pJamn ONepaTUBHOM NaMATU MOXET coaep)KaTb
KpunTorpaduyeckn onacHyr WHdopMauuio, B MNpUKAAAHbIX Mporpammax, ucnonbaytowmx CK3WU,
cnefyeTt OTKAKYUTb BO3MOXHOCTb €ro Co3gaHus ¢ noMouwblo yHkumu ulimit (yctaHoBuUTb pasmep
Aamna namatm B 0).

26. B OC AIX wucnonb3yetca BupTyalbHas namaTtb. O6nactb BMPTyanbHOUW NaMsATU AOKHA
ObITb OpraHM3oBaHa Ha OTAE/IbHOM >EeCTKOM gucke. o okoH4aHum pabotel CK3WN cogepxummoe
BUPTYanbHOM MNaMATW AOMKHO 3aTMpaTtbCa C ucnosb3oBaHueM cpeacts OC. B cnyyae aBapuMHOMo
ocTaHoBa 2DBM, npwu cneaywowen 3arpyske HeobxoauMMo B pexmme “single user” ounctuTb obnacTtb
BMPTyanbHOM namsaTm nporpammont wipefile, Bxogawen B coctaB CK3U Kpuntollpo CSP. B cnydyae
BbIXOA4A W3 CTPOSi XECTKOro JAucka, Ha KOTOPOM HaxoauTcsa o6nacTb BUPTyasibHOM nNaMaTH,
KpunTorpaduyeckue Kiwuu noanexaT BbiBOAY M3 AEUCTBUSA, a XECTKUN AUCK He NoAneXalinm
PEMOHTY. DTOT XECTKMIN ANCK YHUYTOXAETCA MO NpaBuiiaM YHUUTOXKEHUS KIOUEBbIX HOCUTENEN.

8.1.2. JononHutenbHble HacTporikn OC AIX

Hactporikn OC AIX BbINOMHAKTCA MyTeM pedakTupoBaHus (ydanenus, pobaBneHus) pasinydHbIX
KOHMUrypaLNOHHbIX N KOMaHAHbIX GalifioB Kak BPY4YHYIO, Tak U C UCMOSIb30BAHMEM CUCTEMHOM YTUANTBI smitty.

[ns coxpaHeHMs BO3MOXHOCTK "OTKaTUTb" BHECEHHble U3MEeHEeHUs cneayeT COXPaHsaTb Moanduumpyemble
dannbl B "6e3onacHoM" MecTte (Ha BHELIHEM HOCUTENE WM Ha HE MOHTUPYEMOM aBTOMaTu4yecku aiinoBomn
cucreme).

OrpaHunyeHure aocTyna nosb30BaTeNen U HaCTPOWKM MOJIb30BaTEbCKOr0 OKPYXEHUA
HacTpolika NoNb30BaTENbCKOr0 OKPYXXEHMS 3aK/10UaeTcs B CeAyoWmMX AeNCTBUAX:

1. Mcnonb3yss yTunAuTy smitty, cneayeTr ycCTaHOBWUTb creaylowme OUPEeKTUMBblI ANs BCeX
Nonb30BaTEsIEN CUCTEMbI:

Expiration date - He 6onbwe 30 gHel C MOMeHTa co34aHus.

Number of failed logins before locked =3 KonnMyecTBO HeBEPHbIX MOMbITOK perncrpauum
nonb3oBaTens.

Soft core file size=0K ans 3anpeta co3gaHus core-gaiaos
UMASK=022 (napameTp 3agaeT MacKy co3gaHus darna no-yMmoadaHumio).

Another user can su = False napaMeTp OrpaHWMUMBAET BO3MOXHOCTb perncrpaumm
Cynepnonb30BaTens yepes yTUInTy su).

Ona nonb3oBaTtens root yCTaHOBUTb MacKy pexuma cosgaHus dannos 077 nnm 027:
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umask 077 (umask 027);

2. OtpepaktupoBaTtb ¢dann /etc/shells n nomectMtb B HEro wnMMeHa TONIbBKO Ansa Tex
ncnonHseMbix Gannos 060n04eK, KOTOpbIE YCTAHOBJIEHbl B cucTeMe. 10 yMonyaHuio, CoaepXXmmoe
danina /etc/shells moxeT 6bITb TaKUM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash

3. Yaanutb ¢dann (ecnm oH cywectsyeT) /.rhosts.

4. Ypanutb cogepxumoe darna /etc/host.equiv.

5. Ortpepaktuposatb ddann /etc/pam.conf ¢ uenblo 3anpeta rhosts-ayTeHTudumKaumm.
BbINosHSAeTCS KOMMEHTUPOBaHMEM BCeX CTPOK, coaepXalunmx noactpoky "pam_rhosts_auth.so".

6. T[poBepuTb wuAEHTUMUKATOPblI NOMAb30BaTens W rpynnbl AN8 BCeEX MoJib30BaTenen,
nepedncneHHblx B (anne /etc/passwd. Cnegyer ybeauTtcsa, U4TO He CywecTByeT MoJib3oBaTenen,
nMerwmx unaeHtTudukatop nonb3osatens 0 wn unaeHtudukatop rpynnbl 0 Kpome, BO3MOXHO,
nosnb3oBartensd root.

7. Co3paTb MnepedyeHb MNporpaMM, KOTOPble 3amnycKalTca C npaBaMuM agMUHWUCTpaTopa, W
KOHTPO/IMPOBaTh €ro HEU3MEHHOCTb;

8. 3anpetuTb permcrtpaumio B CUCTEME MOJib30BaTeNEN, UMELWKNX cneayouwme "cnyxebHbie
MMeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

JenctBune BbINonHaeTca nyTteM ykasaHus B danne /etc/passwd ctpokm ' B none shell-
nporpamMmMmbl U yKasaHusa cuMmona 'Xx' B nose napons.

OrpaHunyeHuns Npu MOHTMPOBaHMW HanaoBbIX CUCTEM

OrpaHuyeHuss Npu MOHTUPOBaHMK (ainoBbIX CUCTEM peanu3yloTcs peaakTupoBaHMeMm danna
/etc/filesystems:

YcTaHoBUTb onumto nosuid Npn MOHTUpPOBaHUK (aoBoOM CUCTEMBI /var.

Mpn MHCTaNNAUMKM CUCTEMbI cneayeT BblaenuTb ans dainnosbix cuctem /, /usr, /usr/local, /var
pasHble pasaenbl AucKa Ang npefoTBpalleHus nepenosiHeHNs KPUTUYHBIX pannoBbix cucteM (/, /var)
3@ Cc4yeT, HanpuMmep, MNONb30BATENbCKMX JAaHHbIX M obecrnevyeHus BO3MOXHOCTM MOHTMPOBAHMUSA
dannoBon CMCTEMbI /USr B pexunMe "TONbKO ANns yteHus".

OrpaHn4yeHmns Ha 3anycK NpPoLIecCcoB

CnepgyeTr OrpaHMuMTb WCNONb30BaHWE B CUCTEME MJI@aHMPOBLUMKA 3aday Cron M CpeacTts
naketHonm o6paboTkn 3agaHuin. [Ona HOpManbHOro @YHKUMOHWUPOBAHUS CUCTEMbl MWHWUMAnbHO
HeobXoAnMbIM ABNSETCS paspelleHnMe WCNoNb30BaHUA MNaHMPOBLUMKA 3adad Ccron UM CPeacTB
nakeTHoMm o06paboTkM 3agaHUA TONbKO nMoJsb3oBaTento root. [ns 3TOro cneayeTr BbINOSHUTD
cneayrowme koMmaHabl (OT MMEHW Cyneprnonib30BaTeNs):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

HacTpoika ceTeBbiX CEPBMNCOB

1. ChegyeT orpaHnunTb YHKUMOHANbHOCTb CEPBUCOB HE MCMOMb3YEMbIX B AAHHOW cucTeMe.
JencrtBne 3akntoyaeTca B peaaktmpoBaHun danna /etc/inittab. B danne /etc/inittab cnepyet
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3aKOMMEHTpOBaTh (yAanuTb) CTPOKU, CoAEpXKallune onmcaHus TexX CEPBUCOB, UCMOMb30BaHNE KOTOPbIX
Ha KOHMUIypUpPYEMOM KOMIMbIOTEPE HE ABNSETCS HEOBXOANMBIM.

2. Ucnonb3aya ytunuty smitty, OTKAIOUYMTE HEUCNOSIb3yeMble CeTeBble CEPBUCHI, U CNyXbbl,
3anyCcKaeMblx npu crapTe cuctembl. Cnegyet 3anpeTutb MNpPUEM U3 BHEWHEN  CeTu
"wunpokoBewartenbHbix" (broadcast) nakeToB, a TakXe nepegadyy OTBETOB Ha TMPUHATbIE
"lWwnpokosewaTesibHble" nakeThbl.

3. 3anpeTuTb Cynepnosib3oBaTesnto 4octyn no ftp.

4. Ecnn nnaHupyeTcs MCnosib3oBaTb Ha HacTpamBaeMoM cepsepe cepsuc FTP, TO cnepyert
3anpeTuTb AOCTYn No npotokony FTP nonb3oBaTenam, Ans KOTOPbIX 3anpelleH A0CTYNn K cepBepy Mo
npotokony FTP. B cnucke "3anpewleHHbiX" mnonb3oBaTenen, Kak MUHUMYM, [OSIKHbl 6biTb

nepeyncrieHbl cneapyowme nMeHa nosib30BaTesNen:
adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese

5. 4na orpaHu4yeHuna poctyrna K CUCTEMHbIM q)aVIJ'IaM Ana HenpuBuUIeErMpoBaHHbIX
rnosib3oBaTesien, U3 KOMaHAHOWN CTPOKU CcneayeT BbiNoJIHUTL cneayrume KoMaHAabl:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnepyet 06HynuTb dnar SGID ans HeEKOTOPbIX UCMONHAEMbIX (HannoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHu4YyeHme KonmM4yecTsa «BUANMOWN U3BHE» MHDOPMALIMK O CUCTEME

O6bl4HO, HavanbHY MHMOPMaLUID O CUCTEME MNOTEeHUMasNbHbIN HapywuTenb MNosyyaeT u3
CUCTEMHbIX NpuUriaweHnii, BblaaBaeMblx ceTeBbiMU cnyxbamn cepsepa (telnet-cepsep, ftp-cepsep u

np.).

MoaToMy, K MepaM MO OrpaHUYEeHU0 KonmyectBa "BMAMMOWM M3BHE" MHPOpMaUuM O cucrteme
OTHOCSHTCS:

e OTkaz oOT cTaHgapTHoro "3aronoeka", BbiBoAMMOro cepeepoM ftp npu oTBeTe
Nnonb3oBaTento.

e PepaktupoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbio pasbsicHeHus
NoAb30BaTeNAM NpaBu U NOAUTUKU AOCTYyNa K cepBepy ftp.

HacTponka noacmMcTeMbl NPOTOKOAMPOBAHUA U ayauTa

1. CnenyeTt yaoCTOBEpPUTCS, YTO TOSIbKO MOJSIb30BaTeslb root MMeeT AOCTyn Ha 3anuchk ana daiinos
cofiepXXalliMX MHDOPMALIMIO O NMPOTOKO/IMPYEMBIX COBbITUSX.
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2. Ecnn Ha HacTpanBaeMoM cepBepe mcnonb3dyeTcsa web-cepBep, TO cneayeTt ybeamTbcs, 4uTo
TOoNbKO "Bnageneu"” npouecca httpd meer goctyn Ha 3anuch K npoTtokosam httpd

3. C yyeToM Bbl6paHHOl7I B OpraHmnsauunn noanTtunkKu 6e30MacHOCTM AO0/KHO 6biTb OorpaHmM4yeHo
MCrnosib30BaHMe Mnofb3oBaTeNnssMM KOMaHg sSu wu  sudo - npeaocrtaBneHNAa MNoJsib30BAaTeNto
AAMUHUCTPATUBHbIX NOSIHOMOYUM

4. Cnep,yeT NPOTOKOJZINPOBATb MOMNbITKN NCMNOJZIb30BaHNSA NpPOrpaMMm su u sudo.

5. CneayeT NpoTOKONMPOBaTb CETEBblE COEAMHEHUA (BKNOYas AaTy/BpeMsa coeanHeHus, IP-
aZlpec KJINEHTa, YCTaHOBUBLLENO COEAMHEHME N UMS CEPBUCA, 0B6CITYXXMBAIOLWLErO COEAUHEHMNE).

8.2. TpeboBaHUs N0 pa3MeLLeHN0 TEXHUYECKUX CpeAcTB C yCTaHoB/IeHHbIM CK3U

Mpu pa3MeleHnn TEXHNYECKNX CPpeacTB C ycTaHoBMeHHbIM CK3W:

e [lo/1XHbl 6bITb NPUHATHI MEpbl MO 3aWuTe OT HECAHKLUMOHMPOBAHHOIO AOCTYMNaA B NOMELLEHMUS,
B KOTOPbIX pa3MeLleHbl TeXHUYeCcKne cpeactea C yctaHossieHHbIM CK3W, noCTOpOHHMX nny, nNo poay
CBOEN AeATeNbHOCTU He ABASIOWNXCA NepCcoHanoM, AOMNyLeHHbIM K paboTe B 3TUX noMmeuleHunax. B
cnyyae Heob6xoAMMOCTM MPUCYTCTBUS MOCTOPOHHUX MWL B YKa3aHHbIX MOMeLEeHUAX Ao/HKeH 6biTb
obecneyeH KOHTpOJIb 3a MX AENCTBMAMKU M obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUIN C UX
CcTopoHbl Ha CK3W, TexHu4yeckme cpeacTtBa, Ha KOTOpbIX 3akcnayatupyetcsas CK3UW v 3awmwaemyto
MHpopMauumto.

e BHYTpeHHSIS nnaHMpoOBKa, pacroflioXXeHWe W  YKOMMAEKTOBaHHOCTb pabounmx MecT B

MoMeLweHnax [Oo/MKHbl obecneumBaTb WCNOAHUTENSM pa60T, COXPaHHOCTb AOBEPEHHbLIX UM
KOHq)MLI,EHLI,VIaJ'IbeIX AOKYMEHTOB U CcBefleHnI, BKto4Yas KNTIO4YEBYHO MchopMaumo.

e B criyyae nnaHuvpoBaHusa pasmelleHnss CK3WM B noMelleHusix, rae NpUCyTCTBYET peuesas,
aKycTMyeckas WM Bu3yanbHas  MHdOpMauusi,  coAepXkallas  CBeAeHWUs,  COoCTaBhsiowme
rocyAapCTBEHHY TaWHy, W (MIM) YCTaHOBMEHbl TEeXHW4YecKuMe cpeacTBa M CUCTEMbl MpUEMa,
nepegaun, o6paboTkM, XpaHeHUs U oTobpaxeHus WHdOpMauMn, coaepxkallei cBeaeHus,
COCTaBNSIOWMNE TFOCYAAPCTBEHHYIO TalHy, TEXHMYECKMe CpeacTBa MHOCTPAHHOrO MpPOM3BOACTBA, Ha
KOTOPbIX (YHKUMOHUPYIOT NporpamMMHble Moaynm CK3W, ponxHbl 6biTb MOABEPrHYTbI CNeunanbHOM
NpoBepKe MO BbISIBIEHUIO YCTPONCTB, NpeAHa3HauYeHHbIX A1 HErNTAaCHOro NnoslyYyeHus MHhopMaumm».
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9. TpeboBaHus NO KpunTorpaduyeckon 3alumre

JOMKHbI BbIMOMHATLCSA TpGﬁOBaHMﬂ!
1. icnonb3oBaHMe TOSIbKO TULLEH3NOHHOMO CUCTEMHOIO NPOrpaMMHOro obecnevyeHuns.

2. Pazgen 16 gokymeHTa XT5M.00088-03 91 01.
3. Nepea HavanoM paboTbl A40KEH ObITb NPOBEAEH KOHTPOJIb LIeNOCTHOCTU. KoHTponeM
LLeTOCTHOCTU AO/MKHbI 6bITb OXBa4veHbl annbl, yKa3aHHble B M. 16.

4. HacTpolika onepaunoHHOM cuctemsl ansa pabotsl ¢ CK3M no n. 10.1.2.

5.Mpn uHcTtannsaumm CK3W pomxHbl 6biTb obecneyeHbl OpraHM3auMOHHO-TEXHUYECKME Mepbl Mo
WCKJTIHOYEHNIO MOAMEHbI ANCTpUbyTMBa 1 BHECEHUS 3aMeHeHnn B CK3W nocne yctaHoBKM.

6. UckntoueHne wmn3 nporpammHoro obecneveHmss [MIBM ¢ ycrtaHoBneHHbiM CK3W cpeacts
oTnagku.

7.MNaponb, WCMONb3yeMbln AN ayTeHTUdUKauMM nonb3oBaTenien, AO/MKEH coaepXxaTb He
MeHee 6 cMMBOSIOB andaBuTa MOLWHOCTM He MeHee 10. MNepMoOAMYHOCTb CMEHbI Mapons — He pexe
oAHOro pasa B 3 Mecsua.

8. NepnognyYHOCTb TECTOBOIO KOHTPONA KpunTtorpadpunyecknx GyHKUnn - 10 MUHYT.

9. ExxecyTouHas nepesarpyska N2BM.

10. NepunognuHocTb ocTtaHoBa [MOBM ¢ o06s3aTe/ibHONM NpPOBEPKOM CUCTEMbI OXNaXAEHMUS
npoueccopHoro 6aoka M2BM - 1 mecsu,.

11. 3anpewaerca WCNOAb30BaTb pexuM npocton 3ameHbl (ECB) TOCT 28147-89 ans
wurdpoBaHmMsa MHPOPMaLIMK, KPOME KITHOYEBOMN.

12. [lomkHO AaBaTbCs NpeaynpexaeHne o ToOM, YTO NpPU UCMOIb30BaHUN pexunMma WndpoBaHus
CRYPT_SIMPLEMIX_MODE w™matepuan, ob6pabaTtbiBaeMbiii Ha OAHOM KJ/lO4Ee, aBTOMaTU4YeCKU
orpaHuydunBaeTcsa seanvnHom 4 MB.

13. Mpn dyHkumoHnpoBaHmn CK3UM [o/mkHbI BbINONHATbCA TpeboBaHMa 3KcnnyaTauMOHHOM
nokyMmeHTaumm Ha MNMAK 3awmTtel ot HCA.

14. JomkHO 6bITb 3anpeleHo ucnonb3oBaHne CK3U anga 3awmTbl TenedoHHbIX NMeperoBopos
6e3 NpuHATMSA B CUCTEMe Mep MO 3aliuTe OT MHMOPMATUBHOCTM MOBOYHBLIX KaHanoB, cneundunyeckmx
npu nepepave peyu.

15. JomkHa 6bITb 3anpeweHa pabota CK3UM npu BKAWYEHHbIX B 3BM wWTaTHbIX CpeacTBax
BbIXO4a B paguvokaHar.

16. KOHTpoO/sieM LEeNOCTHOCTU A0/KHbI 6bITb OXBayeHbl danbl:

AIX (Power PC 32 bits)
/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestf
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc/curl
/opt/cprocsp/lib/ppc/libecpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libecpcurl.a
/opt/cprocsp/lib/ppc/libecspr.so.4.0.4
/opt/cprocsp/lib/ppc/libesp kec2.s0.4.0.4
/opt/cprocsp/sbin/ppc/cryptsrv
/opt/cprocsp/lib/ppc/libcppkesll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
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/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapill.so.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm

AIX (Power PC 64 bits)
/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestf
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi?20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc6d/cryptcp
/opt/cprocsp/bin/ppc64d/certmgr
/opt/cprocsp/bin/ppc64d/inittst
/opt/cprocsp/bin/ppc6d/csptestf
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc64d/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc6d/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc6d/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc64/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc64d/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ppc/curl
/opt/cprocsp/lib/ppc/libecpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libcpcurl.a
/opt/cprocsp/bin/ppc6d/curl
/opt/cprocsp/lib/ppc64d/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64/libcpcurl.a
/opt/cprocsp/lib/ppc/libcspr.so.4.0.4
/opt/cprocsp/lib/ppc/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc/cryptsrv
/opt/cprocsp/lib/ppc64d/libcspr.so.4.0.4
/opt/cprocsp/lib/ppc64/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc6d/cryptsrv
/opt/cprocsp/lib/ppc/libcppkesll.so.4.0.4
/opt/cprocsp/lib/ppc64/libcppkesll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapill.so.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreqg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
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/opt/cprocsp/bin/ppc6d/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/ppc64d/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc64d/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc64/libcapil0.so0.4.0.4
/opt/cprocsp/lib/ppc6d/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64d/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so.4.0.4
/opt/cprocsp/lib/ppc6d/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
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MNpunoxeHne 1. KOHTpONb LEeNoCTHOCTM NPorpaMMHOro obecneyeHms

B nononHeHMe K AUCTpUBYTUBY MOCTaBASAOTCA CKpUMTOBble dannbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCs B LLEeNOCTHOCTU AUCTPMOYTUBA A0 €ro yCTaHOBKMU.

MporpammHoe obecnedeHne CK3U Kpuntollpo CSP uMmeeT cpeactBa obecrneyeHusi KOHTpPOS
uenoctHoctu MO CK3U, kKoTopble AOKHbI BbIMOMHAKTCS Nepnoanyecku.

Ecnn B pe3ynbTaTe nNepuMoanYecKoro KOHTPOJS LEeNOCTHOCTM TMOSsIBASIETCS COoobLWeHus o
HapyLlWeHNN LEeNoCTHOCTM KOHTponmpyeMmoro daina, nosb3oBaTtefb o06s3aH npekpatuTb paboTy u
obpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTM.

AOMUHUCTpaTop 6e30mMacHOCTM, MNpoaHanM3MpoBaB MNPUUYMHY, NPUBEALLYIO K HapyLIeHUIo
LLeNnocTHoCcTu, gomxeH nepeycraHoButb MO CK3U Kpuntollpo CSP ¢ guctpmbytusa, uamM cucteMHoe
Mno.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTun cdanna ¢ nmeHeM filename no naroputmy algid. Ecnn He ykasaH napameTp hashvalue, To
3HayeHue xaw-pyHKUuMM ana cpaBHeHus b6epetca nus danna <filename.hsh>. MapameTp algid moxeTt
npuHMMaTb 3HadeHusa GR3411, GR3411_2012_256 v GR3411_2012_512. Ecnu algid He ykasaH, TO
ncnonb3yetca GR3411. [-inverted_halfbytes <inv>] ykasbiBaetcs, ecnn nonybantel B hashvalue
nepesepyTbl. [Mo-yMon4daHuio inv yctaHaBnmueaetcs B 1 ansgd GR3411 n B 0 ana GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHne 3HauyeHnsa xaww
dyHKUMKN ana danna ¢ umeHem filename. MapameTp algid MoxeT npuHuMaTb 3HadeHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To ucnonb3dyetcs GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTcsi, ecnn Heobxoammo nepeBepHyTb nonybanTtbl B hashvalue.
Mo-yMonuaHuio inv yctaHaenmeaetca B 1 anga GR3411 m B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhname Provname] [-
provtype Provtype] - noanuceiBaer ¢dain ¢ umeHem filename ¢ nomowblo Kw4a, B3STOro M3
KOHTelHepa C nMeHeM cont_name. MNMone password - Naponb 3alWnTbl KOHTEHepa. MNonsa Provhame u
Provtype ykasbiBalT, KakoW npoBangep Heobxoammo wucnonb3oBaTb. [lone Provtype Moxert
npuHMMaTb 3HadeHuns 75,80 n 81. Ecnu Provtype He ykasaH, TO ncnonb3syetcs 75.

cpverify -file_verify filename [signval] -timestamp date - [NpoBepseT noanucb daina c
nmeHeMm filename. Ecnnm signval He ykasaH, TO 3HadeHuMe AN cpaBHeHus bGepetcs wm3 danna
<filename>.sgn. B none date HeobxoamMo ykaszaTb gaTy, koraa 6bina noanucb 6bina co3gaHa, B
dopmaTte dd.mm.yyyy.

23
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MpunoxeHwe 2. YnpasreHne NpoToKOIMPOBaHMEM

0Nnsa BKAOYEHUS/OTKTIIOUEHMS 3HaYeHMe log ncnonbsymnre:

a) RH7.3, RH9.0
[na 3apaHnsa ypoBHA NpOTOKOa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna dopmaTta NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[na npocMoTpa Macku TeKyLero ypoBHsa n dbopmaTta npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBH#a aapa
insmod drvcsp.o log_level=0x9

3HayeHMeM NapaMeTpa YPOBHb NPOTOKONA ABMsSeTCs buToBas Macka:
N_DB_ERROR = 1 # coobuweHunsa 06 owmbkax
N_DB_LOG = 8 # coobuieHns 0 BbI30Bax

3HayeHMeM napameTpa dopmaT NpoToKona ABAsSETCa butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA DYHKLIMK
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBoAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoAUTb GetLastError
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