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1. OBWWHMNE YKA3AHWA

1.1 dopmynssp Ha wu3genve «Cpencrtso Kpuntorpaduyeckon 3awmuTtbl  mMHbOpMaunm
«Kpuntolpo CSP» v 4.0 R4» XTAW.00088-03 (pmanee - CK3W), saBnsderca OOKYMEHTOM,
YAOCTOBEPSIOWMM  rapaHTUpOBaHHbIE  M3rOTOBUTENEM  OCHOBHble  xapakTepuctukm  CK3WU,
onpenensoWwmMm KOMMAEKT MOCTaBKM, OTpaXkalowmMM CBEAEHUS O MNPOM3BOAMMBIX W3MEHEHUSIX B
KOMMJIEKTE MOCTAaBKM N ApYyrve AaHHble 3a BECb Nepuoa aKCnyataunu.

1.2 3kcnnyataums CK3WM pgomkHa npoBOAUTBCS B COOTBETCTBMM € 3KCMyaTauMOHHOM
OOKYMEeHTaumen, npeaycMOTpeHHOW HactoswmMm PopMynsipoM, M B COOTBETCTBMM C pasgesnoMm V
«MonoxeHna o pa3paboTke, nNpoM3BOACTBE, peanMsaunmm U 3KCNJyaTtaumm LWnNgpoBanbHbIX
(kpunTorpadgpuyecknx) cpeacTts 3awmnTbl MHDopMaumn (MonoxeHune MK3-2005)».

1.3 Mopsagok obecnedyeHns uHPOpMaUMoHHOM 6e3onacHOCTM nNpu  ucnosb3oBaHum CK3U
onpeaensieTca pyKoBoAUTENEM 3KCMAyaTUPYOWeEN OpraHmMs3auuMm Ha ocHoBe TpeboBaHuMM Mo
OpraHM3auNOHHO-TEXHMYECKNM MepaM 3aluMTbl, U3/T0XKEHHbIM B 3KCMyaTauMOHHON AOKYMEHTaLUM M.

1.4 MMpwn akcnnyaTtaumm CK3UM Ao/mkHbl MCNOAb30BaTbCs cepTudmKaTbl KAKYEN 3MEKTPOHHOMN
noanmcn  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMyLWEHHble  YAOCTOBEPSIOWMM  LIEHTPOM,
ceptudmumnmpoBaHHbiM O®CB Poccmm NO Knaccy 3alunTbl HE HMXKE Kjacca 3alinTbl WUCMOSIb3YEMOro
CK3Wu.

1.5 Mpn BcTpamBaHum CK3W B npuknagHble cuUCTeMbl HeobXoAMMO MO TexHUYEeCcKoMy
3agaHuto, cornacosaHHomy c¢ 8 LUeHTpom ®CB Poccumu, npoBOAWTb OLEHKY BAUSIHUSA cCpenbl
dyHKUMOHMpoBaHUSA CK3W Ha BbinonHeHWe nNpeabsaBieHHbix kK CK3W TpeboBaHuin B cny4vasx:

— ecnu uHdopMauusa KoHbUAEHUNANbHOrO XapakTepa, NOANEXWUT 3aluTe B COOTBETCTBUM C
3aKoHoAaTenbCcTBOM Poccuiickoin deaepaunu;

— Npu opraHusauum 3awmTbl KoHpuaeHumanbHoON mMHbopMaumm, obpabaTtbiBaemon CK3U, B
denepanbHbIX oOpraHax WCNOJHUTENbLHON BAaCTU, OpraHax MWCNOMHUTENbHOM BNacTu cybbekToB
Poccuinckonn ®egepaunu;

— MNpu opraHusaumm Kpuntorpadunyeckom 3awuTbl KOHpUMAaeHUManbHOW UMHGOPMaumu,
obpabaTtbiBaemon CK3W, B opraHusaumax He3aBuUCMMO OT MX OpraHu3auMoHHO-MpaBoBOM (OpPMbI U
¢bopMbl COBCTBEHHOCTU MNPU BbIMOHEHUN UMUK 3aKa30B Ha MOCTaBKYy TOBApOB, BbIMOAHEHMe paboT nnu
OKasaHue ycnyr Ans rocyAapCTBEHHbIX HYXA,;

— ecnn obs3aTenbHOCTb 3awWwmTbl MHdDOPMauuM KOHPUAEHLUManbHOro Xapakrepa Bo3/araercs
3aKoHoAaTeNnbCTBOM Poccuinckon depepauum Ha nuy, UMEKLWMX AOCTYN K 3TOM MHbopMaumu mnu
HageNeHHbIX MOJIHOMOYMSAMW MO  PacCroOpsHKEHUI0 CBEAEHUSIMU, CcoAepXawuMucs B AaHHON
nHdbopmMauum;

— npwu obpabaTbiBaHUM MHPOPpMaLUN KOHPUAEHUMANbHOro Xxapaktepa, obnagareneMm KOTopom
ABMSATCA FOCYAAPCTBEHHbIE OpraHbl MW OpraHuM3aumu, BbIMOHSAWMNME rOCyAapCTBEHHbIE 3aKasbl, B
c/lydae npuHSATUS UMKM Mep MO OXpaHe ee KOHMUAEHUWaNbHOCTM MyTEM WCMNONb30BaHUSA CPeacTB
KpunTorpadmnyeckon 3alnThbl;

— npu obpabaTtbiBaHUM MHbOpMaUnMM KOHMUAEHLUMANbHOMO XapaKTepa B rocyAapCTBEHHbIX
opraHax M B OpraHu3auusix, BbIMOJHAKLWNX rOCyAapCTBEHHbIE 3akasbl, obnagaTtesnb KOTOPOM
npUHUMaeT Mepbl K OXpaHe ee KOH(UAEHUMANbHOCTU NyTEM YCTAHOBMEHUS HeobXoaAMMOCTU
KpunTorpaduyeckon 3awmnTbl AaHHON MHDOpMaLMK.

B ocTanbHbIX Cnyyasx PpeKoMeHAYeTCs MpPOBOAUTb YCTAHOBJIEHHbIM MOPSIAKOM MpPOBEPKY
KOppeKTHOCTM BCTpamBaHusa CK3W B npuknagHble CUCTEMbl C LENbl OLEHKM O0HBOCHOBAHHOCTU U
OOCTaTOYHOCTM Mep, MPUHATbIX 415 3aWnTbl MHopMauun, obpabaTtbiBaemon CK3U.

lNpoBeaeHWEe OLEHKM BAUSHWUSA TMPUSIOKEHUI, MEPEeUYUCNeHHbIX B M.2 [lpaBuna nonb3oBaHuS
XTAKN.00088-03 95 01, He TpebyeTcs.

B cnyyae ucnonb3oBaHWSA BbI30BOB, HE BXOAALMX B nepedeHb [MpunioxeHus 2 AOKyMeHTa
XTAN.00088-03 95 01. MpaBuia nonb3oBaHMsl, HEOH6XO0AMMO NMPOM3BOAUTL pa3paboTKy OTAENbHOro
CK3UM Ha 6ase «Kpuntollpo CSP» Bepcus 4.0 R4 B COOTBETCTBUM C AEUCTBYKOLWEN HOPMATUBHOWN
6a3on (B yacTtHocTun, c NoctaHoBneHuem lMpaButenbcTBa Poccuiickon ®egepaunm ot 16 anpens 2012
r. N°313 n NonoxeHnem o pa3paboTke, NPOM3BOACTBE, peannsaummn n aKcnayaTaumm wndposBanbHbIX
(kpunTorpacgpunyecknx) cpeacts 3awmTbl MHDopMaumun (Monoxernune MK3-2005)).
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1.6 CK3W cooTtBetcTBYeT «TpeboBaHMAM K CcpeAcTBaM 3/eKTPOHHOM nognucu» (MpunoxeHue
1 k Mpukasy ®Cb PO ot 27 pgekabps 2011 r. N2 796 «O6 yTBepxaeHun TpeboBaHuii K cpeacTBam
3/1eKTPOHHON noanncu n TpeboBaHMI K cpeacTBaM yAOCTOBEPSIOWErO LEeHTpa») nNpmM MCNoib30BaHUM
B CMCTeMax C aBTOMATM4YeCKMM co3gaHmem u (nnm) aBTOMATUYECKOM MNPOBEPKON 31EKTPOHHOM

noanmcu.

1.7 ®opmyndap BxogmT B KoMnnekT noctaBkn CK3U u fo/mKeH NOCTOSHHO XPaHUTbCS B opraHe
(nogpa3saeneHunmn), oTBETCTBEHHOM 3a 3KcnayaTauunto CK3U.

1.8 Bce 3anucu, BHOCMMble B OpPMYnsp, A0/KHbI ObiTb 3aBepeHbl 1MLAaMK, OTBETCTBEHHbIMU
3a akcnnyaTtauunio CK3N.
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2. TPEBOBAHNA K SKCIJTYATALUUWN CK3N

Mpun skcnnyataunm CK3U gomkHbl BIMNOMHATHCA cieaytowwme TpeboBaHms:

2.1 C nomowbio CK3M He ponyckaerca obpabaTtbiBaTb WHpOpPMaUMIO, CcoaepXKallyro
CcBeaeHus, cCoCcTaBnslowme rocyaapCTBEHHYO TalHy.

2.2 [JdonyckaeTcsi ucnonb3oBaHne CK3W gna kpuntorpaduyeckon 3aluTbl NepCcoHanbHbIX
AaHHbIX.

2.3 KnwoueBasa nHbopMaums sBnsieTcss KoHduaeHUNnaNbHOMN.

2.4 Cpok pgencrteBus knwuda npoeepku DI — He 6onee 15 neT nocnie OKOHYaHUS Cpoka
AEeNCTBMS COOTBETCTBYOWEro katoda II1.

2.5 BHewHas ramma, mcnonb3yemas 478 WMHULMANM3aUMKM COCTOSHUS nporpamMmHoro [CH,
ABNseTcs KoHdMaeHUManbHON.

2.6 CK3M OOJDKHO MCNoJ/1b30BaTbCA co cpencrtesamm AHTMBMPYCHOM 3alUnThI,
ceptudunumposaHHbeiMmu ®CB Poccmun. B cnyyae mx OTCYTCTBMS pEKOMEHAYETCS MO BO3MOXHOCTMU
MCNONb30BaTb CYLECTBYOWME aHTUBMPYCHble CpeacTBa 3awuTtbl. Knacc aHTUBUPYCHbIX CpeacTB
3aWmMTbl onpepenseTcs ycnosuamm skcnayataunmm CK3U B aBTOMaTU3MPOBAHHbLIX CUCTEMaX.

2.7 CK3M [0/MmMKHO UCMNonb30BaTbCd CO CPeACTBOM  3aluMTbl OT HECaHKUMOHWMPOBAHHOMO
poctyna, ceptndpuumposaHHbiMm ®CB Poccuu.

2.8 PasmeweHmne CK3M B noMeleHnsx, B KOTOPbIX ocywecTensetcs obpabotka nHdopmaymu,
cogepxallen cBefeHus, COCTaBsOWNME roCyAapCTBEHHYIO TalHy, OCYLLUEeCTBSETCS YCTaHOBJ/IEHHbIM
NOpsiAKOM.

2.9 Mpwu akcnnyaTtaumm CK3N HeobxoanMo pykoBoacTBoBaTbcs MonoxeHmnem MK3-2005.

2.10 Mpn 3skcnnyatauum CK3UW HeobxoamMo BbIMosHEHME AencTBylwnx B Poccuiickon
depepaumn TpeboBaHUN MO 3aWMTE MHPOPMALMN OT YTEYKN MO TEXHUYECKUM KaHanaM, B TOM 4ucne,
no kaHany ceasun (Hanpumep, CTP-K).

2.11 YcraHoBka CK3U Ha pabodee MecTO nmonb3oBaTeNss MOXET ObITb OCyLWECTBAEHA TO/bLKO B
cnyyae  MNOATBEPXAEHMS  LENOCTHOCTM  MOJIYYEHHbIX  YCTAaHOBOYHbIX  Moaynen CK3U  um
3KCnayaTauMoHHOM pokyMeHTaumm (n. 2 XTAW.00088-03 91 01. Kpuntollpo CSP. PykoBoACTBO
aAMUHucTpaTopa 6e3onacHocTu. ObLlwas 4acTb).
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3. ObWME CBEAEHNA N OCHOBHbIE TEXHUYECKWE OAHHbIE

3.1 CK3W npepHasHayeHO ANs 3alMTbl OTKPbITOM MH(OPpMauumn B MHGMOPMALMOHHbBIX CMCTEMaXxX
obuwero MoJsib30BaHMS (BbluMCNEHMe/npoBepkKa 3/IEKTPOHHOMN noanucm) 7 3aWnThbl
KoHduMaeHUManbHON WHQOpMaunM, He coaepxalwen CBeneHWN, COCTaBASOWNX FOCYAapCTBEHHYHO
TalHy, B KOPNOpaTUBHbIX NHPOPMALUMOHHBLIX CUCTEMAX C BbINOSIHEHNEM Cnefywmx QyHKUUNA:

1) 3aWwMuleHHOe XpaHeHMe MoNb30BaTENbCKUX K/KOYEeN B  K/AKOYEBOM KOHTelHepe C
NCNoAb30BaHMeEM WKdpPoBaHNSA, UMUTO3ALLNTbI U ayTeHTUdMKaUMM 4OCTYNa;

2) wndpoBaHue, BblUMCIEHME MMUTOBCTaBKMN, X3LMpOBaHu1e, co3aaHue/npoBepka
3/TEKTPOHHOW MOAMUCU AAHHbIX B 061acTsaX NaMsTu;

3) dopMmpoBaHMeE CECCUOHHBIX Ko4Yen, kndyen obMeHa n K4yen cosgaHus/nposepku I,
X UMMOPT/3KCNOPT U3/B KNOUYEBOWN KOHTENHEp;

4) ngeHtTudpukaums, ayteHTudmkaums, wndposaHme n nMuTosawmra TLS-coegnHeHun;

5) ayteHTudunkaumsa s sgomeHe Windows ¢ ncnonb3sosaHnem «Kpuntollpo Winlogon».

3.2 CK3U dyHKUMOHMPYET B CneayroLlwmx nporpaMMHo-annapaTtHbIX cpeaax:

Windows

Bk/loyaeT nporpaMMHo-annapaTHble Cpeabi:
Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux
Bkntouaet auctpubyTtumesl Linux, yaosnetsopstowme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:
CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
TA OC AUC ®CCN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 27/28/29 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterOS (x64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnnTe3-0C.PC (x86, x64);
KN «30C «CuHTEe3M» B ponn «padpuyeckumii KnmeHT» (x64);
KN «OC «CnHTesM-K» B ponu «Fpapuryecknin KnneHTt» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);
Linux Mint 17/18/19 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);
OC NloToc (x86, x64);
Astra Linux Special Edition, Common Edition (x64, 9nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).
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[

nix

BkntoyaeT nporpaMMHO-annapaTHble Cpeabl:

OC 3nbbpyc Bepcus 3 (Inbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT CepBep 8, AnbT 8 CIM CepBep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHuma 8, AnbT Pabouan ctaHuma K 8, AnbT 8 CMN Pabouas ctaHuuA (x86, x64,
ARM, ARM®64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/IbT/HUKE/Ib (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER).

Solaris

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpuMeyaHuns:

1. MNpwn akcnnyataunm CK3UMN HeobxoamMO y4nTbiBaTb, UYTO MOPSAOK WM CPOKM 3KCMyaTaumm
onepauMoHHbIX CUCTEM, B cpefe KoTopbiX dyHKumoHnpyeT CK3U, onpeaenstoTca NponsBoauUTENSaMU
onepauMoHHbIX CucTeM. Mcnonb3oBaHMe onepauuoHHbIX CUCTEM, NOAAEP)XKA KOTOPbIX OCTaHOBEHA
npoussoauTeNeM, He AONyCKaeTcs.

2. HeobxoauMMo wucnonb3oBaTb ANCTPUMOYTMBbBI  YKa3aHHbIX OMNEpPaLMOHHbLIX  CUCTEM,
nosiy4yeHHble y pa3paboTumMka onepaumoHHOM CUCTEMbI, U UX LWITATHblE PEMO3UTOPUM C MNaKEeTaMMU.
Ncnonb3oBaHue npoynx cé6opok OC He gonyckaeTcs.

3. Onsa cepsepHoro npuMeHeHus CK3W (maccoBoe obcnyxumBaHue) Heobxoamma cepsepHas
nvueH3ns. CepBepHbIMU CHUTAOTCA:

- OC cemenctBa Windows Server (2003/2008/2008R2/2012/2012R2/2016);

- OC cemeriictBa Linux Server (Red Hat Enterprise Linux Server, SuSE Linux Server, Ubuntu
Server, Mandriva Enterprise Server 5, Business Server 1, ROSA Enterprise Linux Server);

- CepBepHble u ceteBble OC (AIX, FreeBSD, Solaris);

- Bce nnatdopMbl ¢ cepBepHOM npoueccopHon apxutektypomn (PowerPC, Sparc).

4. Bepcusa POSReady.

3.3 Anroput™M  3awmdpoBaHus/paclumdpoBaHMs  OAHHbIX W BblYMCNEHWE  UMUTOBCTaBKU
peannsoBaH B cooTtBeTcTBMM C [OCT 28147-89 «Cuctembl 06paboTkm wuHdbopMaunm. 3awmTa
KpunTorpaduyeckas. Anroputm Kpuntorpaduyeckoro npeobpasoBaHms».

3.4 AnropuTMbl (GOpPMMPOBaHMUA U TMPOBEPKU 3EKTPOHHON NOAMNUCKM peanu3oBaHbl B
cootBeTcTBUMM € TOCT P 34.10-2012 «NHdbopmaumoHHas TexHonorusa. Kpuntorpaduyeckas sawmrta
nHdopmauumn. lMpoueccbl GoOpMUPOBaAHUSA N MPOBEPKU 3MIEKTPOHHOW undposon noanucu» mn FOCT P
34.10-2001 «NHdpopmaunoHHaa TexHonorusa. Kpuntorpadumyeckasa 3awmta nHdopmaummn. Mpouecchol
GdhopMMpOBaHMSA N NPOBEPKU INTEKTPOHHOM LMMPOBOM NOAANCU>».

3.5 AnropuTMmbl BblpaboTKM 3Ha4vyeHus Xx3W-dyHKUMWM peanu3oBaHbl B COOTBETCTBUU C
FOCT P 34.11-2012 «WHdpopmaunoHHasa TexHonorusa. Kpuntorpaduueckas 3awmta wnHdbopMaumm.
OyHKuna xawmposaHusa» n FOCT P 34.11-94 «UMHbopMaumoHHaa TexHonormsa. Kpuntorpaduueckas
3awmTa nHpopmaumn. OyHKUMSA X3WNPOBAHNS».

Ncnonb3oBaHne cxembl nognucu NOCT P 34.10-2001 gna dpopMmupoBaHms noanmcu nocne 31
aekabpsa 2019 roga He gonyckaeTcs.

3.6 CeteBas ayTeHTUdUKaLUUA peann3oBaHa Ha 6a3e npoTtokona TLS v.1.0 ¢ ncnonb3oBaHUEM
anropytMoB n.n. 3.3-3.5 B COOTBETCTBMM C [AOKYMEHTOM <«MWHdOpMauMoHHas TexXHOA0rms.
Kpuntorpaduueckas 3awmTta WH@opMauun. PekomeHgauum no craHaapTtmsauun. WMcnonb3oBaHue
HabopoB anroputMoB wWuUdpoBaHma Ha ocHoBe [OCT 28147-89 ans npotokona 6e3onacHoCTH
TpaHcnopTHoro ypoBHS (TLS). TexHuMueckuihi KOMWUTET Mo CcTaHaapTtm3aumm «Kpuntorpadudeckas
3awmTa nHdopmaumm» (TK 26)»;

3.7 KnwueBaa cuctema CK3UW obecneunmBaeT BO3MOXHOCTb MapHO-BbIGOPOYHON CBSA3U
aboHeHTOB ceTn (N0 TUNY <«KaXAbli C KaXAbIM») C MCMNO/b30BaHWEM ANS KaXxaoh napbl abOHEHTOB
YHUKasbHbIX K/OYEN, CO34aBaeMbIX Ha OCHOBE MPUHLMMNA OTKPbLITOrO pacrnpeneneHunst Kiao4en.
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3.8 BapuaHTbl BO3MOXHbIX HOCUTENEN ANs XpaHeHus kawouden Il (3aKpbiTbiX KAKOYEN) B
3aBUCUMOCTM OT ncnonbdyemon OC oTpaxkeHbl B Tabnuue 3.1.

Tabnnua 3.1 - Mcnonb3oBaHWe K/AKYEBbLIX HOCUTENEN B 3aBUCMMOCTM OT MpOrpamMmMHoO-anmnapaTHOWM
nnatgopmbl

Windows Windows - FreeBS .
Hocutenb/OC IA32 x64 Linux D Solaris | AIX
rMA 3,5"”, USB ancku + + + + + -
CmapTtkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, + + + + + )
OptelioCL, OptelioCL2, Native)
eToken, Jacarta + + + - - -
USB-TokeHbl PyTokeH LM 2.0, PyTtokeHn DUIM 2.0
(micro, Flash, Touch, 2100, micro 2100), PytokeH 2L PKI, + + + + _ _
PyTtoken UM (micro, Flash, Bluetooth), PytokeH 3LM 2.0 2151,
PyTokeH Lite
CmapTtkapTbl PyTokeH Lite SC, PytokeH 3LIM SC, + + + + - -
PyTokeH DUIM 2.0 2100, PytokeH SUM 2.0 2151
PyTokeH S + + + - - -
Novacard + + + + -
CmapTkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, + + + + + )
TRUSTS, TRUSTD)
CmapTkapTta Y2K + + + + + -
CmaptkapTta MS_KEY K + + - - - -
TokeH++ Lite + + + + - -
ESMART Token + + + - - -
CmaptkapTbl Athena IDProtect, MorphoKST, Cha cardOS, Cha
+ + - - - -
JCOP
CmapTtkapTtbl Annot INPASPOT Series, SCOne Series + + - - -
Rosan + + + + -
Pazpgen HDD N3BM (B Windows - peecTp) + + + + + +
MaeHTudukaTopsl Touch-Memory DS1995, DS1996 + - - - - -

MpumedvaHusa:

1. XpaHeHue 3akpbITbiX ktoven Ha HDD M3BM n USB auckax (B peectpe OC Windows, B pa3gene HDD
npu pabote noa ynpasneHuem apyrux OC) gonyckaeTcsi TOIbKO MpW YCIOBUWM pacnpocTtpaHeHus Ha HDD, USB
ouck wmnm  Ha [2BM ¢ HDD TpeboBaHuit no obpaweHuto C  kayYeBbiIMM  HocuTensmm  (n.6.7
XKTAN.00088-01 91 01. PykoBoacTBO agMuHUCTpaTopa 6e3onacHoCcTm obuwasa 4acTtb).

2. Bce BblWenepeyncsieHHble HOCUTENN WCMNOMb3YIOTCA TONbKO B KayecTBe MNacCUMBHOMO XpaHWIuLa
KI04EBOM MHMOpMauum 6e3 NCnonNb3oBaHWA KpUNTOrpaduyeckmx MexaHU3MOB, peanM30BaHHbIX Ha cMapT-
KapTe/TOKeHe.

3. icnonb3oBaHMe HOCUTENEN APYTrUX TUMNOB - TOJIbKO NO cornacoBaHuto ¢ ®Cb Poccun.

4. Vcnonb3oBaHWe B KayecTBe NMacCMBHOMO XpaHuauwa Kaw4veBor nHgopmaumm PytokeH 3UM Bluetooth
BO3MOXHO TONIbKO MpU Hanunuuu ceptudukata cootsetctBmsa OCB Poccnn Ha ykasaHHOe YCTPOWMCTBO; ANSA MHbIX
HOCUTeNnen NCnonb3oBaTb ANS Nepefayun AaHHbIX 6€CKOHTaKTHbIN MHTEPdhENC 3anpeLLeHo.

3.9 dopMupoBaHME 3aKpbITbIX KOYEH NMPOU3BOAUTCS C UCMNOb30BaHUEM CleAyHLWnX TUMNOB
cynTbiBaTENEN, YKa3aHHbIX B Tabnuue 3.2.

Tabnnua 3.2 - Wcnonb3oBaHMe cuyuTbiBaTeNeENM B 3aBUCMMOCTM OT MNpoOrpamMmMHoO-anmnapaTHOWn
nnatgopmbl

CuutbiBaTenn/0C WiIT3°2w s Wi;gzws Linux Fre;BS Solaris | AIX

OunckoBoa/USB aguckosog + + + + + -

PS/SC coBMeCTMMbIl cunTbiBaTENb CMAPT-KapT + + + - + -

MAK sawutsl ot HCJ «Co6onb» RU.40308570.501410.001 + + + + . _

(Bepcum koaa pacwmpenus BIOS 1.0.99, 1.0.180)
NAK 3awutbl ot HCA «Co6onb». Bepcusa 3.1. + + + + - -
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RU.88338853.501410.020 (ucnonHenus 1, 2)
MAK 3awwntbl or HC[ «Cobonb». Bepcms 3.2. i " n n _ _
RU.88338853.501410.021 (McnonHenus 1, 2)
C3W1 HCL «Akkopa-AMA3» TY 4012-054-11443195-2013, + " + _ _ _
4012-006-11443195-2005 TY
AMMA3-Y M-5266 (KPUMNTOH-3AMOK/Y) KBAX.468243.067 " + + ) ) )
TY, M-526E1 (KPUMTOH-3AMOK/E) KB)X.468243.090 TY
YcTpoicTBO YTeHusa Tabnetok Touch-Memory Dallas: DS9097E, + ) ) } } )
DS9097U, DS1410E
Pazpen, peectp HDD MNM>5BM + + + + + +
3.10 dopmMupoBaHMe CAy4YamHOW MoCAefoBaTeNbHOCTM MPOM3BOANTCA C WCMNOb30BaHMEM
[OCH, ykazaHHbIx B Tabnnue 3.3.
Tabnuvua 3.3 - Ncnonb3osaHne CYH B 3aBUCMMOCTM OT NMpOrpaMMHO-annapaTHoOM niaatdopmsl
Ac4y/0cC WiIT3°';vs Wi:gzws Linux Fre;BS Solaris | AIX
Buonornyeckunin CH + + + + + +
dusmnyeckunit 1CYH B cocrase MNAK 3awmtel oTr HCA «Cobonb»
RU.40308570.501410.001 NC (Bepcuun koaa pacwmpeHnuns BIOS + + + + - -
1.0.99, 1.0.180)
dusnyecknin ACYH B coctaBe MAK 3awmTbl oT HCA «Cobonb>». + + + + } )
Bepcusa 3.1. RU.88338853.501410.020 (ncnonHenms 1, 2)
dusmnyeckunit 1CYH B cocrase MNAK 3awmtbl oT HCA «Cobonb». i i i " _ _
Bepcus 3.2. RU.88338853.501410.021 (ucnonHeHus 1, 2)
dusnyecknin ICH B coctaBe C3U HC «Akkopa-AMA3» TY + + + _ _ _
4012-054-11443195-2013, 4012-006-11443195-2005 TY
Odusnyeckmin ACH B coctaBe AMNMA3-Y M-526b
(KPUMNTOH-3AMOK/Y) KBX.468243.067 TY, M-526E1 + + + - - -
(KPUMNTOH-3AMOK/E) KBXX.468243.090 TY
dusumyeckunii CYH B coctase ANMMA3 «MAKCUM-M1» - - -
BHewHAs ramma + + +

MpuMeuaHue: CAWCKM BEpCUI MpPOrpaMMHO-anmnapaTHbIX Cpes, B KOTOPbIX (PYHKLUWOHUPYIOT MNepeyncrieHHble

cpeactBa 3aWnTbl OT HECaHKUMOHUPOBAHHOINO A0CTyna, npuBeAeHbl

cpeacTtea 3awnTbl OT HECAHKUMOHMPOBAHHOIO A0CTYMNa.

B [AOKYMEHTauuMn Ha COOTBETCTBYyHLlEE

MNpumeyaHue: Mcnonb3oBaHWe Apyrux ceptuduumpoBaHHbix Tunos ACYH - Tonbko no cornacosaHuio ¢ ®Cb

Poccuun.
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4. KOMMNEKTHOCTb

Tabnuua 4.1 - Komnnektauusa ncnonHeHunsa 2-Base

HauMmeHoBaHue O603HaueHue

Kpuntolpo CSP. Ba3oBble moaynu. XKTAN.00088-03 99 01

CpeAcTBo 3alMTbl OT HECAHKLMOHMPOBAHHOIO A0CTYyNa CM. MpumMeyaHue n. 1

Kpuntolpo CSP. ®opmynsp. XKTAKN.00088-03 30 01

Kpuntolpo CSP. OnucaHue peanusauuu. XKTAN.00088-03 90 01

Kpuntolpo CSP. PykoBoacTeBo agMuHucTpatopa 6esonacHoctn. Obwasa yacTb. XKTAKN.00088-03 91 01

Kpuntolpo CSP. PykoBoaCcTBO agMMHUCTpaTopa 6e3onacHoctn. Ucnonb3oaHne CK3W nog XXTAKN.00088-03 91 02

ynpasneHnem OC Windows.

KpuntolMpo CSP. PykoBoacTBo aaMuHucTpaTtopa 6e3onacHoctn. Mcnonb3oBaHme CK3U nopg XKTSAKM.00088-03 91 03

ynpasneHuem OC Linux.

Kpuntolpo CSP. PykoBoacTBo agMuHucTpatopa 6e3onacHoctu. Mcnons3osaHme CK3U nog XKTAM.00088-03 91 04

ynpasneHnem OC FreeBSD.

Kpuntolpo CSP. PykoBoacTBo agMuHucTpatopa 6esonacHoctu. Mcnonb3osaHue CK3U nopg XKTAKN.00088-03 91 05

ynpasneHnem OC Solaris.

Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTn. Mcnonb3oBaHne CK3U nog XXTAKN.00088-03 91 06

ynpasnexHnem OC AIX.

Kpuntolpo CSP. UHcTpykums no ncnonb3osanuio CK3U nog ynpasneHvem OC Windows.

XTAKN.00088-03 92 01

Kpuntolpo CSP. MNMpunoxeHne KOMaHAHOW CTPOKW AN NOANUCU U WndpoBaHusa dannos

XTAKM.00088-03 93 01

Kpuntollpo CSP. MpunoxeHne KOMaHAHOW CTPOKK Asist paboTbl ¢ cepTudukaTamm.

XTAKN.00088-03 93 02

Kpuntolpo CSP. MpunoxeHne KOMaHAHOW CTPOKU Anst co3aanus TLS-TyHHens.

XTAKN.00088-03 93 03

KpunTolNpo CSP. PykoBoACTBO nporpaMMucTa. XKTAN.00088-03 94 01

Kpuntolpo CSP. MNpasuna nonb3oBaHus. XKTAN.00088-03 95 01

Kpuntollpo CSP. PykoBoACTBO nporpamMMucra. XKTAKN.00088-03 96 01

Ceptudmkat CK3U (konus).

MpuMevaHuns:

1. HeOGXO,EI,I/IMO MNCnoJsib30BaTb cpeacTeo 3aWnThbl oT HECaHKLUMOHNPOBAHHOIO AoCTyna,
ceptudunumposaHHoe ®CBb Poccuu. MNMocTtaBka — Mo COrnacoBaHUIO C NOJSIb30BaTENEM.

2. KoMnneKkT AOKyMeHTauuu npeAHasHayeH 408 aaMUHUCTPAToOpoB 6e30MacHOCTM, pa3paboTymkoB
NpWKNaZHOro NporpaMMHoro o6ecneyeHns n nosnbsosarteneit CK3U.

3. MporpamMmMHoe obecnedeHne n AOKYMEHTaUUs B 3NEKTPOHHOM Buae B dopmaTte PDF (Adobe Acrobat
Reader) Ha CD-ROM pgns Bcex ucnonHeHu CK3UM noctaeBnsieTca eanHblM AUCTpubyTMBOM, opMynsap n Konus
ceptudukaTa, 3aBepeHHas OO0 «KPUMTO-MPO», - B neyaTHOM BuAE.

4. cnonb3oBaHuve BapuaHTa wucrnonHeHnss CK3M B KOHKpETHOM nporpaMMHo-annapaTHoi cpeae
OrpaHUYMBAETCS NINLEH3MEN.

10
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5. AMMAPATHO-MPOIrPAMMHOE CPEACTBO 3AWLNTBI OT HCA

N3genne «Kpuntollpo CSP» v 4.0 R4» XTSAM.00088-03, BapumaHT wucnosnHeHuns 2-Base
YKOMMJIEKTOBAHO annapaTHO-NpOrpamMMHbIM CpeacTBOM 3alWuThl nHpopMaunm oT
HeCaHKLMOHMPOBAHHOIo AoCTyna.

HauMeHoBaHue cpeacTtBa, TY CepWuiiHbIn HOMEp, AaTa BbiMycka

M.IL. / /
«_» 20 .
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6. CBUAETENBCTBO O NPUEMKE

N3penue «Kpuntollpo CSP» v 4.0 R4» XXTAKN.00088-03,

cepuiiHbin N2 auctpmbyTtuBa

HOCUTENN:
O CD-ROM .

COOTBETCTBYET 3TasioHy, XpaHswemyca B 000 <«KPUMTO-MPO», w”n npu3HaHo
3KCrayaTaumm.

[aTta Bbinycka: " " 20 r.

M.I. /

roaoHbIM

ans

12
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7. CBUWAOETEJIbCTBO OB YINAKOBKE

N3genne «Kpuntollpo CSP» v 4.0 R4» XXTSM.00088-03,

cepunHblin N° anctpmbyTtmea

ynakoBaHo B
O 6yMaxkHblin KOHBEPT
O kopobky
O nnacTtuKoBbIN KOHBEPT
O

OaTa ynakosku: " " 20 r.

M. 1. YNakoBKy npousBen /

13



XKTAM.00088-03 30 01. Kpuntollpo CSP. ®opmynsp

8. TAPAHTUWN N3TOTOBUTENA (MOCTABLUMKA)

8.1 lMonb3oBaTtesnb npmo6peTaeT n3genne n HeECET OTBETCTBEHHOCTb 3a €ro MCcnoJib3o0BaHME B
COOTBETCTBMUN C peKoOMeHAaUunaAMn, N310XXEHHbIMN B 3KCI'IJ'IyaTaLI,VIOHHOI7I AOKyMeHTauunu.

8.2 lMpeanpusaTMe-n3roToBuUTENb rapaHTMpyeT paboTocnocobHOCTb U34enms B COOTBETCTBUM C
3as1BNIEHHbIMN XapaKTepUCTMKaMM.

8.3 B cnyyae BbISIBNIEHUMS B MNpPOrpaMMHOM obecnevyeHnn  AedeKTOB, He CBA3aHHbIX C
HapyweHWeM npaBwua 3KCrJlyaTauuMu, TPaHCNOPTUPOBAHUA W XpaHeHus, Ww3Aenve MoAnexXuT
peknaMaumun. [peanpusaTMe-u3rotoBUTeNb 0653yeTcsl MO MOSYYEHUMM peKsaMauuMm B  BO3MOXHO
KOPOTKWN CPOK YCTpaHuUTb AedeKTbl CBOMMW CUIAaMWU M CPeACTBaMWM BMJIOTb A0 MOCTaBKM HOBOMO
M30envs, a TakKXe TMpPUHSATb Mepbl, UCK/Yalolne 3T AedeKTbl B MOCNeAyLNX 3K3eEMMIspax
nspenus.

8.4 lapaHTUMHbIA CpOK wu3genms — 12 MecsueB C MOMEHTa NOCTaBkuM Mpu  ycaoBuu
cobntogeHns nonb3osaTesieM TpeboBaHUN KCNTyaTaUMOHHON AOKYMEHTAUUN Ha usgenue.

MNpuMeyaHue. Mpu OTCYTCTBUM AAHHbLIX O AaTe NOCTAaBKWU U3AENUS FrapaHTUMHbBIA CPOK OTCUMTbIBAETCS
OT [aThl €ro BbiMyCKa, YKa3aHHOW B pa3aesne 6 «CBUAETENbCTBO O NMPUEMKE>.

8.5 [aHHble 0 nocTaBke (Npoaaxe) nsaenusa:

(HaMMeHOBaHMe opraHmsauum-nocTasLmMKa (Npoaasua) usaenns)

Hdata nocraBku: " " 20_r.

M.T.

(noanuce)

14
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamaummn, cBSA3aHHbIE C 3KCI'IJ'IyaTaLl,VIel7I n3genna, AOJ/DKHbl  HaMpaBiATbCA
npeanpunaTnio-n3rotoBnTeNto B NTMCbMEHHOM BUAE MO aApecy.

127018, r. Mocksa, yn. Cywésckun Ban, 4.18.
9.2 Cpok paccMmoTpeHus peknamaumm — 1 (ogmH) Mecsl Co AHS NOYyYeHMs peknaMauum.

9.3 lpu HecooTBETCTBMM MOCTABASEMOro W3Aenns, ero Tapbl, YMakKOBKW, KOHCepBauwuu,
MapKMPOBKN M KOMMJEKTHOCTM TpeboBaHMAM COMpPOBOAUTESNIBHOM AOKYMEHTauuu, nosib30oBaTeslb
0653aH HanpaBuTb peknamMauumio NpeanpuaTUIO-U3roToBUTEND B TedeHnn 60 AHEN CO AHSA MOCTaBKuU
nspenus.

9.4 MpeanpuaTNe-n3roToBUTENb MNPUHMUMAET peksaMauulo, eciu He YyCTaHOBJ/ieHa BUWHa
nony4yartend B BOBHUKHOBEHUN ,Cl,ereKTa B Uaaenunn.

9.5 CeegeHus o peknamaumax pukcmnpyrotcs B Tabnanue 9.1.

Tabnnua 9.1 - CeegeHus o pekaaMmaumsax.

Mepbl, NpUHATbIE MoAnuCb OTBETCTBEHHOIO
[ara CoaepxaHue peknamaumm no peknamaumnmn nvua

15
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10. CBEAEHWA O XPAHEHUN

[aTa ycTaHOBKM Ha
XpaHeHune

[aTta cHaTua ¢
XpaHeHus

YcnoBus xpaHeHus

[oMmKHOCTb, haMunmsa 1 noanuncb
OTBETCTBEHHOMO nLA
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11. CBEAEHWA O SAKPEMMNEHUN USAEJTUA MPUN SKCIIJTYATALNN

JOMKHOCTb
OTBETCTBEHHOI0
nvua

damunus
OTBETCTBEHHOr0
niua

Homep v pata
rnpukasa o
Ha3HayeHun

Homep v paTta npukasa
06 ocsoboxaeHun

MoAnncb OTBETCTBEHHOIO
nvua

17
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12. CBEAEHNA OB USMEHEHUAX

[omKHOCTb, hammunus n

Moanuce nuua,

o | OcHoBaHue (Bx. N2 [Hata
Ne conpoBoaAUTENbHOIoO npoeegeHus Co,qep)KaHMe N3MeHeHUA MoANWCL nnua, OTBETCTBEHHOTO 3a
I'I/I'I OTBETCTBEHHOIO 3a aKCnayaTtauuo
AOKYMEHTa U ,ana) n3mMeHeHusa U3MEHEHMUS nsgenus
1 N3BelleHune 06.09.201 Mo TekcTy usBeweHns
06 nameHeHunax | 6
XKTAN.00088-
01.1-2016
2 N3BelleHune 17.11.201 Mo TekcTy usBeLweHns
06 nameHeHunax |7
XKTAN.00088-
01.1-2017
3 N3BelleHune 12.11.201 Mo TekcTy usBeLweHns
06 nameHeHmnax | 8
XKTAN.00088-
03.1-2018

18
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13. OCOBbIE OTMETKW

19
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