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AHHOTaUMSA

HacTosiwee PykoBoACTBO AOMOSHsET AoKyMeHT «XXTAWM.00087-03 91 01. Kpuntollpo CSP.
PykoBoacTtBo agMuHucTpatopa 6e3onacHoctu. Obwas 4yactb» npu ucnonb3oBaHum CK3WN nopg
ynpaBreHneM onepaumoHHbix cuctem Windows 2008/7/2008R2/8/2012/8.1/2012R2/10.

NHCTpyKumK aAMWHUCTpaTopaM 6e3onacHoCcTH n nosnb3oBaTensm pa3fNYHbIX
aBTOMaTU3UpPOBaHHbLIX cucteMm, wucnonbsywwmx CK3WN «Kpuntollpo CSP» v 4.0 R4, [0MXHbI
pa3pabaTtbiBaTbCs C y4eTOM TpeboBaHWN HACTOSAWEro AOKYMEHTa.
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Cnuncok cokpawieHuni

APM ABTOMaTM3MpOBaHHOE paboyee MecTo
rMAa TMBKUA MarHUTHbIN AUCK
AcYy [aTumk cny4vanHbix yncen
HDD XKecTKknit MarHUTHbIN ANCK
HCA HecaHKLMOHNPOBaHHbIN AOCTyn
ocC OnepaunoHHasa cucrtema
no MporpamMmmHoe obecneueHne
PernamenT CoBOKYMHOCTb UHCTPYKLMIA 1 APYIOi perrlaMeHTMpyrou.l.eVl OOKyMeHTauum, obecneumBatoLlen
PYHKUMOHNPOBAHNE aBTOMaTU3NPOBAHHOM CUCTEMbI BO BCEX PEXUMaAX.
CepTudukar DNEeKTPOHHbI AOKYMEHT, MOATBEPXAAOLWMNIA NPUHAANEXHOCTb OTKPLITOrO K04Ya WU onpeAeneHHbIX
aTpnbyTOB KOHKPETHOMY aboHEeHTY
Ceptudukauymns Mpouecc nsrotosneHuns ceptudunkata OTKpbITOro katoda aboHeHTa B LleHTpe cepTudmrkaumm
COK Cpena pyHKUMOHMPOBAHMA KpUnToCcpeacTBa
CK3M CpeacTtBo kpuntorpaduyeckon 3awmTbl MHDOPMaLMm
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1. OcHOBHble TexHU4YecKkme gaHHble U XxapakTepuctnku CK3U

1.1. MNporpaMMHo-anmnapaTHble cpeabl PYHKLNOHUPOBAHMS

CK3M >XKTAM.00087-03 dyHKumoHmpyeT noa ynpasneHnem OC Windows B nporpaMMHoO-
annapaTHbIX cpejax:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

MpnMeyaHus:

1. Bepcua POSReady.

2. Mpn akcnnyataumm CK3W HeobxoAMMO yuuTbIBaTb, YTO MNOPSAOK M CPOKM 3KCMyaTaumu
onepauuoHHbIX CUCTeM, B cpeae KoTopbix dyHKunmonmpyetr CK3W, onpegenstoTcs
npom3BoauTeNs MM onepaumoHHbIX cucteM. Ncnonb3osaHue CK3W nog ynpasneHnem OC, ans
KOTOpPbIX He BbiNycKatoTcs 06HOBNEHUS He AonyCcKaeTcs.

1.2. CoctaB CK3U1

UcnonHeHune 1-Base knacca 3awmtbl KC1 BbINOSIHEHO B CneayloweM cocTaBe:
- KpuntonpoBsanaep;

— KpunToapamneep;

— MoAaynb ceTeBon ayTeHTudukaumm (Kpuntollpo TLS);

— Mmoaynb obpabotku ceptudmkatos n CMS npoTokona;

— yTunuTa BblpaboTKN BHELWHEN raMMmsl;

— yTUAUTa KOMaHAHOM CTPOKM ans wudpoBaHms dhalinos;

— yTUAUTa KOMaHAHOM CTPOKM ansa paboTbl ¢ cepTudukatamu;

— MoAyNb ayTeHTUdMKaunm nonb3osaTens B gomeHe Windows;

— nakeT pa3spaboTumka ans mcnonb3oBaHus npotokonos IPsec (IPsec SDK);
— MoAyNb NoAAepXKn nHtepdenca Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- bubnnoteka, obecneumBatowas NogkUeHne n GyHKLMOHMPOBAHNE KJTHOUEBbIX HOCUTENEmn
(RDK)

N bYHKUNOHMPYET B rpynnax nporpaMMHo-annapaTHbix cpeg n.1.1.

1.3. KntoueBble HOCUTENU

B kauecTBe KKO4YEBbLIX HOCUTENEN MCNONb3YOTCA:

-r™MA 3,5”, USB aucku;

— CMmapTtkapTtbel GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3N (Flash, Bluetooth), PytokeH Lite Novacard;

— CmapTkapTbl PyTokeH Lite SC, PytokeH 23U SC;

- Rutoken S;

— Novacard;

— CMmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
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— CmapTkapTa Y3K;

— Cmaptkapta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;
— CmaptkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazpgen HDD M2BM (B Windows - peecTtp);

- NpentnoukaTtopsl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHne K/O4YEBbIX HOCUTENEW B  3aBUCMMOCTM  OT  MporpaMMHO-annapaTHOM
nnatgopmbl oTpaxkeHo B XKTAN.00087-03 30 01. Kpuntollpo CSP. ®opmynsgp, n. 3.8.

1. B coctaB auctpubytnea CK3UM BxoaaTt 6MbnnotTekm noaaepxku Bcex nepevymcineHHblXx HocuTenen, Ho
He BxoasaT apamsepbl ana OC. [lo BonpocaM nosyvyeHus ApaneBepoB Heobxoammo obpawatbcs K
Npou3BOANTENSAM COOTBETCTBYHOLMX YCTPONCTB.

1. XpaHeHune 3akpbiTbix katover Ha HDD M2BM mn USB aguckax (B peectpe OC Windows, B pa3aene
HDD npw paboTte nog ynpasneHvem apyrux OC) gonyckaeTcs TO/IbKO NpU yCI0BMM pacnpoCTpaHeHus
[L_.__._J‘ Ha HDD, USB auck wam Ha M2BM ¢ HDD TpeboBaHuin no obpalleHnto C KK4YEBbIMU HOCUTENSMU
(n.6.7 XTAN.00087-03 91 01. PykoBoACTBO agMUHUCTpaTopa 6e3onacHoOCTM obLas yacTb).

2. Bce BbllenepeyncneHHble HOCUTENN UCMONb3YITCS TONIbKO B KayecTBe MacCMBHOMO XpaHunuwa
Knto4yeBon nHdbopmaumm 6e3 Mcnosab3oBaHMS KpunTorpaduyeckmx MexaHW3MOB, peaniM30BaHHbIX Ha
CMapT-KapTe/TOKeHe.

3. Ucnonb3oBaHue HoCcUTENEen ApYyrMx TUMOB - TOSIbKO Mo cornacoBaHuto ¢ ®Cb Poccun.
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2. YcTaHoBKa v yaaneHue amctpmbytusos N0 CK3U

YctaHoBka aguctpmbytmBa «Kpuntollpo CSP» v 4.0 R4 pgomkHa npou3BOANTLCS
nonb3oBaTeneM, MMEKLWMM rnpasa agMMHUCTpaTopa.

Onsa ycraHoBkn CK3U «Kpuntollpo CSP» v 4.0 R4 cHayana Heob6xoanMMO YyCTaHOBWUTb
nposaliaep, a 3aTeM yCTaHaB/MBaTb OCTa/ibHble MOAY/IM, BXOASLUME B COCTaB KOMMJeKTaunu.

Onsa yctaHOBKKM nporpaMMHoro obecrnedyeHns BCTaBbTe KOMMAKT-AMCK B MPUBOA CUMTbIBATENS.
M3 npeanaraembix anctpnbytmueos Bbibepute anctpunbyTtmse, noaxoaawmin ansa Bawen onepauMoHHOWN
CUCTEMbI, UMEKLWNIA HYXHbIA BaM knacc 3awmTtbl M yaobHbin ana Bac a3blk yCcTaHOBKM. 3anycrtuTte
BbIMOJ/IHEHME YCTAHOBKMW.

{i¥ Ycranoska "Kpunvolipo CSP" x|

Bac npyBETCTEYET NPOrpamMma yCTaHOBKM
"Kpuntolpo CSP (KC1)"

Nporpanna esINONHHT yeTamoexy “Kpuntollpo CSP" Ha
KOMNLIOTEP. ANA NPOAOMMEHHA MAMMTE KMonKy “Aanee”,

MPEAYNPEX AEHME: Aarnan NpOrparad IAUHILEHA 3AKOHAM
H UNTO n o c S P o aBTOPCKMX NPABAX H MENAYHAPOAHBIMA COM NALUEHHSMA,

PucyHok 2.1 - MacTtep yctaHoBku «Kpuntollpo CSP» v 4.0 R4.

Ona panbHenwen yctaHoBkn Kpuntolpo CSP HaxMmuTe danee.

Mocnepywowas ycraHoBka MNpPOU3BOAUTCS B COOTBETCTBMM C COOOLLEHMSIMW, BblAaBaeMbIMU
nporpaMmMon ycCTaHOBKW. B npouecce ycTtaHOBKM 6yaeT npensioXkeHoO 3aperncrMpumpoBaTb
OOMOJIHUTESIbHbIE CUMTbIBATENM KJHOYEBOM WHMOpPMaUMKM, LAOMNOSHUTENbHbIE AATUYMKKU  CYYaMHbIX
yncesn WK HacTpoUTb KpUNTOMpoBamAep Ha MCMNonb3oBaHue CAyxbbl XpaHeHusa kawuden. Bce 3Tum
HaCTPOMKM MOXHO MPOU3BECTU KaK B MOMEHT YCTaHOBKW Kpuntonposanaepa, Tak n B 1t0bon MOMeHT
nocne 3aBepLleHns YyCTaHOBKM Yyepe3 naHesib CBOMCTB.

Mocne 3aBeplUeHUs YCTAaHOBKM AUCTPUBYTMBA HEO6XOAMMO MPOU3BECTM MepesarpysKy
KoMMbloTepa.

2.1. NapameTpbl yctaHoBkn «KpunTtollpo CSP» v 4.0 R4.

Mpn yctaHoBke «Kpuntollpo CSP» v 4.0 R4 MOXHO MCNONb30BaTb pasfiMyHble NapaMeTpbl
KOMaHAHOW CTPOKW, BAUSKOLLME Ha yCTaHaB/IMBaeMble KOMMNOHEHTbI, Ha4anbHY HAaCTPOMKY NpoAyKTa
nT.4.

Ans nx ncnonb3oBaHns HeO6Xo4MMO 3anycKaTb YCTaHOBKY cieaytowmM obpa3om:
msiexec /i <NOAHbIN MW OTHOCUTENbHBIN NYyTb K .msi-anny> <napameTpbl>

Cnepytowme onuMm No3BOJISAIOT He yCTaHaBAMBaTb COOTBETCTBYOLWME 6UEIMOTEKN NMOAAEPXKKM
(3HayeHne «1» 03Ha4yaeT He yCTaHaB/IMBaTb):
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NOBIO=1
NODALLAS=1
NODS=1
NODSRF=1
NOEMV=1
NOFLOPPY=1
NOJCARD=1
NOPCSC=1
NOREGISTRY=1
NORIC=1
NORUTOKEN=1
NOSABLE=1

Buonornyeckunin ACY
Hocutenu Dallas
CuutbiBaTenu Dallas
OCY «lNocnepgoBaTeNbHOCTb NOCTaBLUMKA»
Kapta EMV
CuuTbiBaTenb ANCKET
KapTbl JCard

PC/SC

CuutbiBaTenb «Peectp»
KapTtbl RIC/OSCAR
Hocutenb Rutoken

Cobonb

Cneayrowme onuunm nNO3BOASAIOT YNpaBAaTb perucrpaument nogaepxmsaeMoro obopynosaHus
BO BpeMsa yctaHoBku «Kpuntollpo CSP» v 4.0 R4 (3HauyeHne «0» 03Ha4aeT «OTKAUYUTb OMuMIo»;
3Be304KON OTMeYeHbl ONuUnK, BKIIOYEHHbIE MO YMOMYaHUIO):

REGBIO=1

REGETOKEN=1

REGFLOPPY=6ykBbI
REGPNPFLOPPY=1

REGDSRF=nyTb

REGDS1410E=nopTbl

REGDS9097E=nopThbl

REGDS9097U=nopThl

REGDS199X=1
REGOSCAR=1
REGOSCAR2=1
REGTRUST=1
REGTRUSTS=1
REGTRUSTD=1
REGPNPPCSC=1
REGALLPCSC=1

3aperuncrtpuposaTb buonormyeckmin ACH *(tonbko ansa KC1)

3aperncTpupoBaTb BCe HocUTenu «Alladin eToken» *
(otaenbHble Tunbl: REGETOKENJAVA10, REGETOKENJAVA10B,
REGETOKENM420, REGETOKENM420B, REGETOKEN16,
REGETOKEN32, REGETOKENR?2)

3aperucTpmMpoBaTb CUMTbIBATENb «AUCKETa» ANA 6yKB, yKa3aHHbIX
yepes 3ansTyio

3apeFMCTpVIDOBaTb cunTbiBaTenb «Bce CbeMHble HocuTenu» *

3apeructpuposate [OCH «[locnepoBaTesibHOCTb MOCTaBLUMKa» W
3apaTtb NyTb (6e€3 «\» Ha KoHuUe) k nanke c dsrf

3apeructpupoBaTtb cuuTbiBaTeNnb «DS1410E» (CnMCOK NopToB 4Yepes
3anatyto: LPT1,LPT2,...)

3apernctpmpoBaTb cumTbiBaTenb «DS9097E» (cnMCOK NOPTOB vepe3
3anartyt: COM1,COM2,...)

3aperncrpmpoBaTb cuuTbiBaTesb «DS9097U» (cnmncok nopToB Yepes
3anatyt: COM1,COM2,...)

3apernctpmpoBaTb HocuTenb «DS199x»

3apernctpupoBaTb HocuTenb «Ockap»

3apeructpmpoBaTtb HocuTenb «Ockap2» *

3aperncTpmpoBaTtb HocuTenb «Marncrpa» *

3apernctpupoBaTb HocuTenb «Marncrpa CéepbaHk/BGS» *
3aperncTpmpoBaTb HocuTenb «Maructpa Debug» *
3aperucTpmpoBaTtb cuYuTbiBaTenb «Bce cunTbiBaTENM CMApTKapT» *

3aperncTpmMpoBaTh NOAKIIOUYEHHbIE CYUTbIBATENN CMapTKapT
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REGREGISTRY=1
REGRIC=1
REGRUTOKEN=1
REGSABLERDR=1
REGSABLERND=1
NOETOKENWL=1
NOOSCAR2WL=1
NOTRUSTWL=1

NOTRUSTSWL=1

NOTRUSTDWL=1
NORUTOKENWL=1

3aperncTtpupoBaTb cynTbiBaTenb «PeecTp»

3aperncrpmpoBaTb HocuTenb «PUK»

3apeructpmpoBaTtb HocuTenb «Rutoken» *

3aperncrpmposaTb cuuTbiBaTenb «Cobonb»
3apeructpupoBatb CH «Cobonb»

He pernctpuposaTtb Hocutenn «Alladin eToken» ansa Winlogon
He pernctpupoBaTb HocuTenb «Ockap2» ans Winlogon

He perunctpuposaTb Hocutenb «Marmncrpa» ana Winlogon

He peructpmpoBatb HocuTenb «Maructpa CbepbaHk/BGS» pnsa
Winlogon

He pernctpupoBaTb HocuTenb «Marncrtpa Debug» ana Winlogon

He perunctpuposaTb Hocutenb «Rutoken» ansa Winlogon *

YrpaBneHue pexvmammn paboThbl:

CPCSPR=1

MEDIACSPS=1

CACHED=N

CSPDELETEKEYS=1

Ona Bepcun KC1 nosgonser BbibpaTb pexuMm
Ccny>x6bl XpaHeHus kno4ven (ToNbKO Npu yCTaHOBKE)

PernctpmpoBaTtb B cuctemMe OTAE/bHbLIA NpoBanaep
ONS KaXaoro Tuna KAl4eBblX HocuTesnen (TONbKO
Nnpwu ycTaHoBKe)

Hactponka kawwupoBaHus kawoden. Ecnm N=0, T0
Bblk/toueHo, ecnu N>0, TO 3agaeT pa3Mep Kawa
(TONbkO nMpu yCTaHOBKE U TONbKO A9 pexumma
CNyX6bl XpaHEeHUs K4Yen)

Mpu ypaneHnn npoaykTa yAanuT TaK Xe Bce
HaCTpOMKM U BCE KJ/IOUYEBbIE KOHTEMHEPbI U3
peecTpa

Bkntountb pPeEXNM YCUNEHHOIO KOHTpONA

STRENGTHENEDKEYUSAGECONTROL=1 wucrnonb3oBaHus ko4yern (TONbKO MNpU YCTAaHOBKE;

pexunm obazateneH K UCNosb30BaHUIO)

YkasaHue CepMVIHbIX HOMEpPOB NIMLEH3MI:

PIDKEY= Ncnonb3oBaTb YKasaHHbIM cepuiHbin HoMep CSP

WLPIDKEY= Ncnonb3oBaTb yKa3aHHbIN cepuinHbii HoMep Winlogon

RPPIDKEY= Ncnonb3oBaTb yKa3aHHbIM cepuiHbin HOMep Revocation Provider
OCSPAPIPIDKEY= Mcnonb3oBaTb yKasaHHbIN cepuiHbin HoMep OCSP Client
TSPAPIPIDKEY= Ncnonb3oBaTb yKasaHHbIN cepuiHbii HoMep TSP Client
CraHpapTHble napametpbl  Windows Installer (nogpobHee - CM. AOKyMeHTauwuio:

http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=

MyTb YCTaHOBKMU
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INSTALLDIR64= MyTb yCTaHOBKKU Anga 64-pa3psgHbiX KOMMOHEHT
REBOOT=R He nepesarpy>aTb KOMMbIOTEP MOCNE YCTAaHOBKU

3ajaeT CnMCOK AONOSHUTENbHbIX MOoAysen, KoTopble creayeT
ADDLOCAL=mMogynun yCTaHOBUTb (cnuncok yepes 3ansaTyto). CyuwecTtBytowme
AONoNHUTENbHbIE MOAYU: reprov, driver, compat.

REMOVE=moaynu [nsa yXe yCcTaHOBMIEHHOro NpoAyKTa yaanseT yKa3aHHble MoAyn

[ononHuTenbHblE NapaMeTpbl.

/gab ycTaHoBka 6e3 mMacTepa
/qn ycTaHoBKa 6e3 OKOH
/L*v dbann Co3aaHune XypHasa yCTaHOBKMU

Ona ypanenns Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

lMpumepsbl:
msiexec /i "d:\Kpuntollpo CSP  4.0\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v
"c:\temp\csp.log" /gb

B ykazaHHOM npuMmepe 3anyckaetcs .msi-dain, pacnonoxeHHoln no agpecy d:\Kpuntollpo
CSP 4.0\csp-win32-kcl-rus.msi, yctaHoBka nporpammHoro obecne4yeHus 6yneT npouM3BOANTLCHA B
anpekToputo d:\csp, XypHan ycTaHoBkW 6yaeT HaxoamTbcs no agpecy c:\temp\csp.log, ycrtaHoBKa
6yaeT BbINONHATLCA 6e3 MacTepa.

2.2.Ypanenue MO CK3U

PekoMeHayeTCa CHavana yAanuTb YCTaAHOBJMIEHHbIE MPOAYKTbl yepe3 «YCTaHOBKY W yaarneHue
nporpamm», nepesarpy3uTb KOMMbIOTEP, U 3aTeM 3anyCcTuTb cspclean.exe. YTunuTa npegHasHadeHa
LS OYMCTKM KOMMblOTepa OT He ypanéHHblX 3neMeHToB npoayktoB KPUMTO-MPO. Tocne
3aBepwieHus paboTbl yTUANTbI 06593aTeNIbHO Nepe3arpy3nTe KoOMMbloTep.
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3. O6HoBneHne «Kpuntollpo CSP» v 4.0 R4

Ona obHoBnenunsa «Kpuntollpo CSP» v 4.0 R4 Ha OC Windows HeobxoanMmo:

— 3aMOMHUTb TeKylwyt KoHpurypaumio CSP (yctaHoBneHHble ACH, cuuTbiBaTENN, HOCUTENMN,
napaMeTpbl anropMTMOB MO YMOJIYAHUIO N T.M.);

- yAanuTb wWTtaTHbIMK cpeacteamMmn OC anctpubytmse Kpuntollpo CSP;
— YCTAHOBUTb aHanorn4Hbln HoBbIN anctpmbytnes Kpnntolpo CSP;
— Npn HEO6XOAMMOCTM BHECTM U3MEHEHUSI B HAaCTPOMKMU.

Knoun n CepTMCbVIKaTbI COXPaHAKTCA aBTOMAaTnU4eCKHN.
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4. BapwuaHTtbl BcTpamBaHusa «Kpuntollpo CSP» v 4.0 R4 n «Kpuntollpo TLS» B
npuknagHoe MO

4.1. BctpaneaHue Ha yposHe CryptoAPI 2.0.

«Kpuntollpo CSP» v 4.0 R4 MoxeT O6biTb MCNOAb30BAaHO B MNPUKNAAHOM MPOrpaMmMHOM
obecneyeHnn (kak u nwb6oK aApyron KpunTonpoBanaep, noctaensembin ¢ OC Windows) uepes
nHtepderic CryptoAPI 2.0, onucaHue KOTOpPOro nMpuBeAeHO B MpPOrpaMMHON AOKyMeHTauum MSDN
(Microsoft Developer Network):

http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx.

B atoM cnydae cnocob6 Bbibopa kKpunTtorpadmyeckoro anropmtma B npuknagHom MO MoxeTt
onpenenaTbCa  UMAEHTUPUKATOPOM  anroputMa OTKPbITOrO  Kk4Ya  oTnpaBuTens/nonydarens,
copepxauerocs B ceptudmkate X.509.

BcTtpanBaHue Ha ypoBHe CryptoAPI 2.0 no3BonsieT BOCMO/b30BaTbCA HAboOpoM yHKUMIA,
pewatowmnx 60MbWMHCTBO MNpobneM, CBA3aHHbIX C npeactaBieHneM (dopmaTaMn) pasfmMyHbIX
KpunTorpaduuecknx coobuweHnin (noanucaHHbIX, 3awndgpoBaHHbIX), cnocobamun npeacTaBneHUs
OTKPbITbIX K/toYen B BUAE UMdpoBbIX cepTUdMKaTOB, CNocobaMmn XpaHeEHUs U NOMUCKa cepTUdUKaToB
B pPa3/IMYHbIX CNpaBoYHMKax, Bkatovasa LDAP.

OyHKkunm CryptoAPI 2.0 no3BOASAOT NOAHOCTbIO peanu3oBaTb NpeactaBieHne 1M obMmeH
OaHHbIMW B COOTBETCTBMM C MeXAYHapoAHbIMU pekoMeHzaumsaMm m WUHdpacTpykTypoir OTKpPbITbIX
Kntoueli (Public Key Infrastructure).

4.2. BctpanBaHue Ha ypoBHe CSP

«Kpuntolpo CSP» v 4.0 R4 MoxeT 6biTb HEMOCPEACTBEHHO WCMONbL30BAHO B MPUKIAAHOM
nporpaMMHOM obecrnedyeHnn NyTeMm 3arpyskm Moayns c ncnonbloBaHnem dyHkumm LoadLlibrary(). Ons
3TUX Uener B KOMMNEKT nocTtaBku Bkaw4daeTcs XTAM.00087-03 96 01 «Kpuntollpo CSP. v 4.0 R4
PykoBoACTBO nporpaMMmucta», onucbiBawlee coctas dyHkuni m Tecrosoe [10O. [pu Takowm
peanusaumn npuknagHomy O  OOCTyneH AvWb  OFPaHUYEHHbIM  HAbop  HU3KOYpPOBHEBbIX
Kpuntorpaduyecknx MyHKUNIA, COOTBETCTBYOWMIN nHTepdericy Microsoft CSP.

4.3. Ncnonb3oBaHne COM nHTepdeincoB

«Kpuntolpo CSP» v 4.0 R4 MoxXeT B3aMMoAencTsoBaTb co ciegywowmmmn COM mnHTtepdencamm
pa3paboTku Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

4.3.1. CAPICOM

CAPICOM (peanumsoBaH B danne capicom.dll) npepoctasnser COM wuHTepdeic,
NCNONAb3YOLWNI oCcHOBHble dyHKUMK CryptoAPI 2.0. DTOT KOMNOHEHT sBAsSeTCA AobaBneHnEM K yxe
cywectBytowemy COM wuHtepdeircy Certificate Enrollment Control (xenroll.dll), koTopbiii peanusytot
KIIMEHTCKME (QYHKUMM TFeHepauum KJ4den, 3anpocoB Ha cepTudukatel M obmeHa ¢ LleHTpoMm
CepTtudukaumn.

CAPICOM nosBonsetr wucnonb3oBatb (yHKUMM HOPMUPOBAHUSA WU TMPOBEPKN SNEKTPOHHOMN
NnoAMMCKU, MOCTPOEHUS U MPOBEPKU Leno4vYek cepTudnkaTtoB, B3aMMOAENCTBUS C pPas3/INYHbIMU
crnpaBodyHukamm ceptudukatoB (Bkawodasa Active Directory) ¢ mcnonbsosaHuem Visual Basic, C++,

14


http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx

XXTAN.00087-03 91 02. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Ucnonb3oBaHme CK3U nog ynpasnenHmem OC Windows

JavaScript, VBScript n cpeabl pa3pabotku Delphi. Mcnonb3oBaHne CAPICOM no3sonsieT peannsoBaTb
dYHKUMOHANbLHOCTb «TOHKOr0» K/MeHTa B nHrepdemnce 6paysepa Internet Explorer/Microsoft Edge.

CAPICOM sBnsieTca cBoboAgHO pacnpocTpaHseMblM, U NocTaBnseTcs B coctaBe Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

4.3.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepoelric Certificate Enrollment Control (peanusoBaH B anne xenroll.dll)
npegHasHadeH Ans MCNosib30BaHUS OrpaHMYeHHOro konudecrtsa dyHkunii CryptoAPI 2.0, cBsi3aHHbIX
C reHepauumen K/4yeln, 3anpocoB Ha cepTudukaTtbl n 06paboTkon cepTUdUKaToB, NONYyYEHHbIX OT
LleHtpa Ceptudukaumm ¢ WUCNONb30BAaHMEM $A3bIKOB nNporpamMmmpoBaHus Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3pabotku Delphi.

OTOT nHTepdenc ncnonb3yT pasnmuHble LeHTpbl Ceptudukaummn (VeriSign, Thawte n 1. a.)
npu ¢opMUpPOBaHUM 3aNpOCOB Ha cepTudmKaTt nonb3oBartenen Ha nnatdopme Windows Server 2003.

4.3.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

NHTepdelicbl  Certificate Enrollment API (peanu3oBaHHble B anne certenroll.dll)
npegHasHauyeHbl ANa reHepauum KJoyen, 3anpocoB Ha cepTudukaTtbl, 06paboTkn cepTndukaTos,
noay4yeHHbIx oT LleHTpa CepTudurKaumm C UCMosib30BaHMEM Pa3/INYHbIX S13bIKOB MPOrpaMMmMpPOBaHMS.

ITOT nHTepdenc ncnonb3yT pasnuuHble LeHTpbl Ceptudukauumm (VeriSign, Thawte u T. 4.)
npn ¢GopMMpoBaHMKM 3anpocoB Ha cepTudukaT nonb3oBatenen Ha nnatdopme Windows
2008/7/2008R2/8/2012/8.1/2012R2/10.

4.3.4. Certificate Services

Certificate Services BkntovaeT B cebs Heckonbko COM nHTepdeincos, NO3BONSOWMX N3MEHUTb
dyHKUMOHanbHOCTb LleHTpa Ceptudukaumm, sxoaswero B coctae OC Windows Server. Npu nomowm
AAHHbIX MHTEP(dENCOB BO3MOXHO U3MEHEHME!

— 06paboTKM NOCTynaloLWMX OT NoSib30BaTeNel 3anpoCcoB Ha cepTUduUKaTbl;

— COCTaBa AaHHbIX (B TOM uncne gonosHeHn X.509), 3anucbiBaemMbiX B U3gaBaeMble LIEHTPOM
ceptTmdunkaThbl;

- cnocoba ny6nmkaunm (XpaHeHus) U34aHHbIX LEHTPOM CepTUhUKATOB.

4.4. Ncnonb3oBaHue CK3WN Ha nnaTtdopme Microsoft .NET Framework

Komnanuen OOO «KPUMTO-MPO» 6bin pa3paboTaH nporpamMmHbln npoaykT «Kpuntollpo
.NET», no3Bonawwmin WNCNONb30BaTb CPeACTBO KpunTorpaduMyeckom 3awuTtbl UHGOpMaLUn
«Kpuntolpo CSP» v 4.0 R4 Ha nnatdopme Microsoft .NET Framework. «Kpuntollpo
.NET» peanusyer Habop wHTepdencoB Aana p[octyna K kpuntorpaduyeckmm onepaumam .NET
Cryptographic Provider:

— X3WWPOBaHUE;
— NOAMNUCH;

— WwndpoBaHue;

- MAC;

— reHepauus KaK4den n 1.4.

Kpome Toro, Kpuntollpo .NET no3sonsieT uUcnosb3oBaTb CTaHAApTHble Knaccbl Microsoft ans
BbICOKOYPOBHEBbIX OMepauni:

- pa3bop ceptudmkaTta;
— MOCTPOEHME N NPOBEpPKa Lienodkn ceptnudunKkaTos;
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— obpaboTka CMS coobLueHuni;
— YCTaHOBJIEHME 3almlueHHoro obmeHa yepes SSL/TLS, HTTPS mn FTPS;
— XML nognucb n wudposaHme.

MoapobHyto nHdopmauuio, ANCTPMOYTUBLI, AOKYMEHTALUI0 N CUEHApUM UCMONb30BAaHUS MOXHO
HalTW Ha canTe NpoAykKTa www.cryptopro.ru

4.5. Ncnonb3oBaHne CK3WN B Be6-6pay3sepax

«Kpuntolpo CSP» v 4.0 R4 MoxeT 6biTb MCMNOAb30BaHO B Beb-6pay3epax Ha pasfnyHbIX
nporpaMmMHo-annapaTtHbix nnatdopmax nyTém BbizoBa dyHkumin «Kpuntolpo UM Browser plug-in»,
Bxoaswero B cocta [MAK «Kpuntolpo PKI SDK» (MAK «Cnyx6bi YL|»).

«Kpuntolpo 2UM Browser plug-in» coaepxut kKomnoHeHTy ActiveX ansa pabotbl B Microsoft
Internet Explorer/Microsoft Edge u nnarud NPAPI gns apyrmux Be6-6pay3epoB, Moaaep>XMBaKOLMX
OAHHbIN MHTepdenc BCTpamBaHMsa nnarnMHoB. PyHkumnm CK3WM MOXHO Bbi3biBaTb M3 CLeEHapueB
JavaScript, cogepxawmnxcs B oTtobpaxaemoin Beb-bpaysepom cTpaHumLe.

MoapobHas nHdbopMauus AOCTYyMHa CTpaHuue niaarvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. NHnumanmusaumnsa éubnmortekum SSPI

MpoussoanTcs 3arpy3ska 6mubnnotekm Secur32.dll.

C nomowbto  ¢dyHKumm  GetProcAddress nony4yaercs  ykasatesb  Ha  QyHKUUO
InitSecurityInterfaceA (InitSecuritylnterfaceW B cnyuyae komnunsuum ¢ Unicode).

BbizoBoM dyHkumn InitSecurityInterfaceA (InitSecurityIlnterfaceW B cnyyae komnunsuum c
Unicode) nonyuaetcs Tabnuua dyHkunii SSPI.

Bmecto wucnonb3oBaHusa GetProcAddress, MOXHO noakNuUuTb 6ubnuMoTeky wmMmnopTa
secur32.lib (Bxoant B MS Platform SDK)

3anonHsetcsa cTpyktypa SCHANNEL_CRED. MNons 3Tol CTpYKTYpbl AO/MKHbI 6biTb Hy/1€BbIMU,
Kpome:

SchannelCred.dwVersion = SCHANNEL_CRED_VERSION;

SchannelCred.dwFlags = SCH_CRED_NO_DEFAULT_CREDS | SCH_CRED_MANUAL_CRED_VALIDATION;
[ns cepBepa M He aHOHUMHOIO KJIMEHTA 3aMNOJIHSATCA TakXXe Mons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

L!!| KonTekcT ceptudumkata pCertContext gonkeH cogepxaTb CCbIIKY Ha 3aKpbITbIA K/TtOU.

Mponssoantcsa BbI30B pyHKUMKM co3gaHmns Credentials: AcquireCredentialsHandle ¢ nepegauei
e cTpyktypbl SCHANNEL_CRED wn wnmenn naketa - UNISP_NAME («Microsoft Unified Security
Protocol Provider»).

NH1umManmMsauma coegmHeHns KInMeHTOM npom3BoauTca Bbi30oBOM InitializeSecurityContext 6e3
BxoaHoro 6ydepa n cepeepoM - Bbi30BOM AcceptSecurityContext, nocne yero vaert ob6bIYHbIN LMK
Handshake.

Mocne ycTaHOBMEHUA COEAMHEHMUS, HO A0 Hayana nepeaayu AaHHbIX, NMPUIOXKEHWE AOSKHO
BbIMO/IHWUTb NPOBEPKY MNapaMeTpPoOB COEANHEHUS U cepTUdUKaTa yAaNEeHHOM CTOPOHbI.

ans nony4yeHus ceptudunkaTa yAaneHHom CTOPOHbI BbI3bIBAETCSH dyHKUMS
QueryContextAttributes c aprymeHtoMm SECPKG_ATTR_REMOTE_CERT_CONTEXT.
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Ons  nocTpoeHuMs UenoYkn CcepTU@UKATOB PEKOMEHAYeTCs WUCNosb30BaHWE  YHKLMK
CertGetCertificateChain, onucaHHyto B MSDN/Platform SDK/Security, (c dnaramm nposepky,
COOTBETCTBYIOLWMMN BbIOpAHHOMY YPOBHIO 6e30nacHOCTU. PekoMeHayeTcs ucnonb3oBaTb dnar

CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka ceptudunkatos nposepsietca dyHkumen CertVerifyCertificateChainPolicy, onncaHHomn
TaM xe, ¢ apryMmeHToM pszPolicy, pasHbiM OIDCERT_CHAIN_POLICY_SSL, n aprymeHnTom pPolicyPara,
3ano/IHEHHbIM cneayowmM obpasom:

ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));
polHttps.cbStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));
PolicyPara.cbSize = sizeof(PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps;

Heobxoanmo, 4Tobbl Ansa Kaxaoro ceptudukarta B LLenoyke
pCertContext->pCertinfo->SubjectPublickeyInfo->Algoritm->pszObjld
pszObjld 3akaHumBanack Ha szOID_GR3410.

BoisbiBaeTca  dyHkums QueryContextAttributes ¢ aprymeHtoMm ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, aond nony4vyeHus napaMeTpoB COeAMHEHUS U UX MPOBEPKU Ha
BbINOSIHEHWE YCMOBUIA:

ConnectionInfo.dwProtocol == SP_PROT_TLS1_CLIENT;
ConnectionInfo.aiCipher == CALG_G28147, ConnectionInfo.aiHash == CALG_GR3411;
aiExch=CALG_DH_EX_EPHEM wnn CALG_DH_EX_SF;

LWndpoeaHue/pacwmndpoBaHme peanunsyeTcs C MOMOLLbIO dyHKUMN
EncryptMessage()/DecryptMessage().

JomxHa 6bITb obecneveHa KoppekTHas obpaboTka koaos Bo3BpaTa ¢yHkumn SSPI. MNpun aToM cnepyet
yuuTbIBaTh, YTO TpebyeTcsa pa3Has obpaboTka B 3aBMCUMOCTU OT TOrO, SABASIETCA KOA BO3BpaTa KOAOM
||,_!_!_|| YCNELWHOro BbINO/IHEHMS GYHKUMK, KOAOM He ddaTanbHOM ownbku, He Tpebylowen paspbisa
coeauvHeHns, wnun  kogoM  daTanbHOM  owubku, Tpebyolwen paspbiBa coeaMHeHus. Bce
HeobpabaTbiBaeMble KOAbI BO3BpaTa OWMOOK AOMKHbI MPUBOAUTL K paspbiBY COEANHEHUS.

4.7. 3aBeplieHne ceccumn

KoppeKkTHOe 3aBepLleHne Ceccun oCyLecTBAsSIETC BbI3oBOM dyHKuUmMM ApplyControlToken.

4.8. TpeboBaHus 6e30MacHOCTH

1. MpuMeHeHne ™Moayns noaAepXKU CeTeBOM ayTeHTUdMKaumn [AONYCKaeTCsd TONbKO Mpwu
MCNOJIb30BAaHMN OTKPbITbIX K/ouen cepBepa U KnneHTa, CepTVICbI/ILWIpOBaHHbIX AOBEPEHHbLIM LIEHTPOM
cepTudukaumu.

2. MpunoxeHneM gonxkHbl obecneumBaTbCs:
- npoBepka ceptudunkaToB B cooblieHumsax Certificate n CertVerify;

—npoBepka 12 6ant B coobweHusax Finished knaneHTa w©n cepBepa, SABASAOLWNXCSA
MMNTOBCTaBKaMM K MHOPMaLMN BCEro gManora KJMeHT-cepBep B NpoLecce YCTaHOBEHUS CECCUN;

— KOHTPOJIb COOTBETCTBUSA MMEHM KAneHTa (cepBepa) IP-agpecy, no KOTOPOMY YyCTaHOB/EHa
ceccus.
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5. CocTaB 1 Ha3Ha4yeHne KOMMNOHEHT nporpamMMmHoro obecneyvenns CK3U

MporpammHoe obecneueHme CK3U «Kpuntollpo CSP» v 4.0 R4 npn pyHKUMOHMPOBaAHUN MOA4,
ynpasneHnem OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 cocCcTOMT M3 cCneayroLmx
KOMMOHEHT:

1. CepBuUCHbIE MOAYNN;

2. Moaoynn HacTpOWKWM BCTPOEHHOM NOACUMCTEMbI MNPOrpamMMHOM cpeabl (YHKLMOHMPOBAHUS
koMmniekca (COK) OC Windows;

3. Moaynn conpsxeHuna <«Kpuntollpo CSP» v 4.0 R4 CcO BCTPOEHHOW MOACUCTEMOM
nporpammHon COK OC Windows u nHtepdeinc kpuntorpadmyeckoro Cepeuca;

4. CK3N «Kpuntollpo CSP» v 4.0 R4, peanusyulee Uenesbie GyHKLNM KpunTonpoBangepa B
dopme:

- 6ubnnoTek, 3arpy)xaembix B aApeCcHOEe NPOCTPAHCTBO NMPUITOXEHUS;

— KpunTorpadmMyeckoro cepemnca XpaHeHus Kuen;

— KpunTorpadumyeckoro gpamneepa;

— 6bubnnotek npotokona «Kpuntollpo TLS».

5.1. CepBUCHbIe MOAY N

CepBucCHble Moayn obecrneuynBaloT KOHTPOAb LESOCTHOCTU ancTtpubytmnea «Kpuntollpo CSP»
v 4.0 R4, ero yCTaHOBKY W ypganeHuve u3 OMNEpauMOHHOM CUCTEMbI, @ TakKxXe KOHdurypauuto
napameTpos CK3U ana ka)kaoro nonb3oBaTens.

5.1.1. Moaynb KOHTPOAS LEeSOCTHOCTN ANCTpmbyTmBa

Moaynb cpverify.exe, cM. [punoxeHne A, npeaHasHayeH A7 KOHTPOAS LESOCTHOCTH
ancTpmbytmBa nNpu yctaHoBke KM ucnonb3oBaHum MO CK3U «Kpuntollpo CSP» v 4.0 R4 Ha
KOMMNbloTepe nosib3oBaTtens (NocTtaBasieTcsd COBMECTHO C AUCTPpUBYTUBOM).

5.1.2. AnctpubyTtme

Onctpubytnes CK3U «Kpuntollpo CSP» v 4.0 R4 nocrtasnsaetcs B Buae naketa «Windows
Installer» (dann csp-win32-kcl-rus.msi nan nogobHoe HasBaHue. B HasBaHuM dalina ycTaHOBLIMKA
npucytcTeyet obo3HadeHne nnatdopMbl, A9 KOTOPOM OH MNpeAHasHayeH, KaacC 3alnTbl U SA3bIK
ycTtaHoBkK). Tlpu 3anycke dann csp-win32-kcl-rus.msi pa3BopauynBaeT CTPYKTYpbl JAaHHbIX
ANCTpnbyTmnBa BO BPEMEHHbLIN KaTtanor n nposoanT yctaHoBky MO CK3N «Kpuntollpo CSP» v 4.0 R4.

5.1.3. Moaynb KOHMUrypaumm

Moaynb cpconfig.cpl obecneymBaetr BO3MOXHOCTb ynpasieHuns nonb3oBaTenem
kKoHburypaumen MO CK3U «Kpuntollpo CSP» v 4.0 R4, a Takxke COAEPXWUT BO3MOXHOCTU
perncrpaumm yctaHosneHHoro MO 1 nony4eHus nonb3oBaTteneM AOMNONHUTENBHOM MHMOPMaLnK.

5.1.4. Moagynb Wipefile

Moaynb wipefile ncnonbesyerca ana yaaneHus dhannoB BMecTe C COAEPXMMbIM MPU LUITATHbIX U
HelwTaTHbIX (CBOMMPOBAHME) CUTYaLUSX.

5.1.5. Moaynb KOHTpOS LENOCTHOCTH B ApaniBepe
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Onsa paboTbl ¢ Nto6bIM 0OTNAAYMKOM MOAYNb KOHTPONS LENOCTHOCTU B ApaliBepe A0/MKEH 6biTb
OTKOUeH. [lopsaoK OTKAOYEHMS AaHHOro MoAaynst onucaH B AokyMeHTe «XTAM.00087-03 96 01.
Kpuntolpo CSP v 4.0 R4. PykoBOoACTBO MporpaMmMmncra».

5.2. Moaynu HacTpolikn noacmncrembl nporpammHon COK OC Windows

Moaynu npegHasHaveHbl ans obecneyeHna ncnonbsosaHmsa NO CK3U «Kpuntolpo CSP» v 4.0
R4 B noacucteme nporpammHon COK OC Windows. Moaynu Takxe peanusyoT dopmaTsl
Kpuntorpaduyecknx CcoobLEeHNn, WCMONb3YEMbIX B 3alUULWEHHON 3NeKTPOHHOM noute (S/MIME),
Office 2007/2010, Authenticode u dyHkumsax CryptoAPI 2.0, dopmaTbl cepTUduKaTtoB U UX
obpaboTky.

|..| MonHbIM NepevYeHb NoaAEPXMBAEMbIX NMpUIoXeHuin Microsoft npuBeaeH B aokyMeHTe XTAKM.00087-03
== | 90 01. Kpuntollpo CSP. OnucaHue peanusauunu.

Moaynm HacTpoOMKKM KnaccmduumpyroTcs Kak noacmcrema nporpaMMHon COK M OTBETCTBEHHbI
3a ucnosb3oBaHue kpuntonpoBangepa «Kpuntollpo CSP» v 4.0 R4 co CTOpPOHbI NpuaoxeHun. OHu
obecneunBaloT BbI30B cepBMCa Kpuntorpadpunyeckmnx dyHKuUMin, HO He obpabaTbiBalOT KAKOYEBYHO M
KpunTtorpaduyeckn onacHyo nHpopmaumno (He MMET A0CTYyNa K Ka4vam U T. n.).

5.2.1. Moaynb pacwmpeHus u HacTtpoinku CryptoAPI 2.0

Moayne cpext.dll aBndeTca 3aperucTpmpoBaHHOM B CUCTEMHOM peectpe Windows
AvHaMunyeckon bubnmotekon (DLL) pacwmpeHmsa CryptoAPI 2.0 n obecneuunBaert:

— YCTAHOBKY COOTBETCTBUA MexAay umaeHTudukaTtopamm ob6bvekToB (OID) B kpunTOorpaduyeckmx
coobLeHnsaxX n cepTudmnKkaTax oTKpbITbIX Katoven n pyHkunamm CK3U «Kpuntollpo CSP» v 4.0 R4;

— popmmpoBaHme u pasbop kpunTorpadumuecknx coobleHnn n cepTUdUKaToB OTKPbITbIX
KNo4en.

5.2.2. Moaynv vHuUUmManmMsaumm HacTpoMKN BCTPOEHHOM noacuctemsl nporpammHon COK OC
Windows

Moaynbe wHuumanmsauum ana OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10
peanusoBaH B Buae pparBepa CProCtrl.sys. [paiiBep obecneumBaeT 3arpy3sKky onpeaesnieHHbIX
AnHammyeckmnx 6ubnuotek (DLL) B agpecHoe nMpoOCTpaHCTBO MpoueccoB, wucnonbaytowmx CK3U
«Kpuntollpo CSP» v 4.0 R4.

[JononHUTEeNbHO 3TOT MOAY/b OCYLIECTBASIET KOHTPO/b LENOCTHOCTU YycTaHoBneHHoro [0
«Kpuntolpo CSP» v 4.0 R4 n noacucrtembl nporpammHoin COK (nepuogunyeckmin u npu 3arpyske OC).

5.2.3. Moaynb Hactponkmn ansa cuctemHoro DLL crypt32.dli

Moaynb cpcrypt.dll 3arpyxaetca B BUpPTyasbHOE agpecHoe NMpOCTPaHCTBO KaXAaoro npouecca,
K KoTopoMy noarpyxaetca crypt32.dll, ans ycraHoBneHMs nepexBaToB (YHKUUIA, MUCNOAb3YOLWNX
nposanaep «Kpuntolpo CSP» v 4.0 R4.

Hactponka 3aknwo4daetca B pobasneHum nporpamMmHorn COK BO3MOXHOCTM 06paboTku
NAeHTU(PNKATOPOB anropnTMOB, peannsyembixX Kpuntonposangepom «Kpuntollpo CSP» v 4.0 R4.

5.2.4. Moaynb HacTtponkun ans cuctemHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpy>xaeTcs B BUpTyanbHOe apecHOe NpOCTPaHCTBO KaXAoro rnpouecca,
ncnonbaytowero inetcomm.dll, ang ycraHoBneHusa nepexsaTtoB QyHKUNNA.
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HacTpoika 3akfio4aeTcs B MoaaepXKe AOMOSIHUTESNbHbLIX MAEHTUPUKATOPOB afirOpuUTMOB W
BO3MOXHocTten S/MIME, peanusyembix kpuntonpoBangepom «Kpuntollpo CSP» v 4.0 R4, npwu
ncnonb3osaHmu B MO Microsoft Outlook n Microsoft Outlook Express.

5.2.5. Mogynb HacTporikn ans cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaeTcsa B BMpTyasibHOE afpecHOe MNpOoCTPaHCTBO Mpouecca
yCTaHOBKW ueHTpa ceptudumkaumm (CA) OC Windows.

Moaynb no3BosSeT HACTPOUTb UEHTp cepTuduKauMm Mnpu €ero YyCcTaHOBKe Tak, u4Tobbl
nopgaepxuBanuce anropntMbl «Kpuntollpo CSP» v 4.0 R4.

5.2.6. Moaynb HacTtponkun ansa cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTtcsa B BMpTyasibHOe afgpecHoe NMpOCTPaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnun B Hero otobpaxaetcsa wininet.dll.

Moaynb no3sonser npaBunbHO oTob6paxaTte anroputMmbl Kpuntollpo TLS B Internet
Explorer/Microsoft Edge.

5.2.7. Mogynb HacTporikn ans cuctemHoro DLL advapi32.dll

Moaynb cpadvai.dll 3arpyxaeTcs B BUMpTyanbHOE afpecHOe NpOCTPaHCTBO KaXAoro rpouecca,
ncnonb3ytowero advapi32.dll, ana yctaHoBneHus nepexsatoB YHKLMNA.

HacTpolika 3akntoudaercs B AobaBneHnMM BO3MOXHOCTM 06paboTkn  umaeHTUdMKaTopoB
anropuMTtMoB, peanmayeMbix Kpuntonposargepom «Kpuntolpo CSP» v 4.0 R4.

5.2.8. Moaynb HacTpoinkmn ansa cuctemHoro DLL kerberos.dll

Moaynb cpkrb.dll 3arpyxaeTcs B BupTyasibHOe aapecHOe MpOCTPaHCTBO MNpOLECCOoB,
ncnonbsytownx moaynb kerberos.dll, n obecneumBaeTr sMmynsauuo NoaAepXKU KpUNTONpoBanaepoM
ctaHpapTta Triple DES.

5.2.9. Mogynb HacTporikn TLS

Moaynb cpschan.dll 3arpyxaeTcsa B BMpTyasibHOE agpecHOe NMpPOCTPaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn oH ncnons3syet TLS.

Moaynb No3BoOSAT MCNoNb30oBaTb anaropmutMbl «Kpuntollpo TLS» B Internet Explorer/Microsoft
Edge.

5.2.10. Moaynu HacTpoiku MS Office

Mogynb cpMSO.dll 3arpyxaeTcs B BUpTyasibHOE aapecHoe NpoCcTpaHCcTBo npoueccos MS Word
n MS Excell n no3sonsetr noanucbiBaTb AOKYMEHTbI C NOMOLLbIO anroputmoB «Kpuntollpo CSP» v 4.0
R4.

Moaynb cpExSec.dll 3arpyxaetcs B BUpPTyallbHOE aApecHoe NpOCTPaHCTBO npouecca MS
Outlook, n HacTpauBaeT ero ansa npasunabHon paboTtel ¢ «KpunTtollpo CSP» v 4.0 R4.

5.2.11. Moaynb HacTporiku XML
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Moayne cpXML.dll 3arpyxaetca B BuUpTya/lbHOe appecHoe TpPOCTPaAHCTBO MNpPOLECCOB,
ncnonesytowmx XML, n nos3sondeT nNpuMeHaTb anroputmel «Kpuntollpo CSP» v 4.0 R4 ana noanucu
XML.

5.2.12. Moaynb HacTpOMKM KOHTpOiepa AOMEHa

Moaynb cpkdc.dll 3arpyxaeTtcs B BUpTyaJZibHOE agpecHOe NMpOCTPaHCTBO MNpOLEecCoB AOMEHHOWN
ayTeHTMdMKaAUMM Ha KOHTposnepe AoMeHa M obecrneumBaeT BO3MOXHOCTb WCMNOAb30BaHUS AN
MpoBepKM noanucu anroputmos, peanmsyembix «Kpuntollpo CSP» v 4.0 R4.

5.3. KpuntonpoBangep «Kpuntollpo CSP» v 4.0 R4

5.3.1. NIHTepdeincHan 6mubnmoTteka Kpuntonposanaepa

NHTepdelricHas 6unbnmnorteka cpcsp.dll peanusyet CTaHAapTHbIN UHTepdenc
KpunTonpoBanaepa, COOTBETCTBYHOWMI cneundukaumm Microsoft Cryptographic Service Provider, u
obecneumBaeT AaHHbIN MHTepdENC AN 06bIYHbIX MPUIOXKEHUIN Yepe3 KpunTorpadmuyeckmii cepeuc rno
RPC, wnn ana npuBMNEervMpoBaHHbIX MPUAOXeHWn (MMelWwmMX MNpaBo AOCTyna K YCTPOKCTBaM
HOCUTeNeln KIt4YeBOro KOHTeHepa) - HeMnoCpeaACTBEHHO.

5.3.2. NHTepdencHaa 6ubnmoTteka Kpmntorpadmueckoro cepemnca

NHTepdelicHaa 6ubnnoteka cpcspr.dll obecneunmBaeT BO3MOXHOCTb ObpalieHuss 06bIYHbIX
MPUNOXEHUIN K CepBUCY KpunTorpaduyecknx dyHkumn no npotokony RPC.

5.4. CK3N «KpunTtollpo CSP» v 4.0 R4

Cob6ctBeHHO, CK3UM «Kpuntollpo CSP» v 4.0 R4 peanusyer uenesble QYyHKUNMU
KpunTorpaduyeckon 3sawmtbl MHGoOpMauumn, paboTy C Ko4YamMu, AOCTYN K K/AKOYEBbIM HOCUTENSM,
aoctyn K dmsmyeckomy [CH, a Tak xe peanusyet bnoCH.

5.4.1. Peanuzauma CK3U B popmMe cepBmca XpaHEHUS KITtOUEN

Moaynb cpcspi.dll peanunsyeT uenesble QyHKUMM KpunTorpaduyeckon 3awnTbl MHGOpMaLUn
npu obpaweHun no RPC ¢ nokanbHOrO KoMmnbloTepa Ansa uHTepdencHonm 6ubnmoteku
KpunTorpadgunuyeckoro cepauca.

Moaynb obecneumBaeT:
— XpaHeHune n paboTy C KOHTEKCTOM YypOBHS bubnmnoteku;
— XpaHeHune Kkpuntorpaduyecknx o6beKTOB:
» KntoueBbix nap (MOCTOSSHHbLIX M BPEMEHHbIX);
» OTKpbITbIX KNtovelh (BpeMeHHbIX);
= Kntoyen ceccmin (BpeMEHHbIX CUMMETPUYHDBIX);
* O6BbEeKTOB PYHKLUMN X3LWNPOBAHUS.
— BbIMOSIHEHME KpunTorpaduyeckmnx npeobpasoBaHuii.

5.4.2. Peanusauusa kpuntonposangepa B popMe noarpyxaembix 6ubnmorek

NUHTepdeiic cpcspi.dll  peanusyer ueneBble GYHKUMM  KpuUnTOrpaduueckonm  3awimThbl
nHgpopmaunm pna  WHTepdelicHon 6ubnuotekn kKpuntonposangepa (cm. 5.3.1) B BapuaHTe
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dyHKkumoHmposaHma MO «Kpuntollpo CSP» v 4.0 R4 6e3 wucnonb3oBaHus WHTepdeica
KpunTtorpaduyeckoro cepsuca (cm. 5.3.2).

5.4.3. Peanmzauma kpuntonposangepa B popme apansepa sapa OC

NHTepdelic cpdrvlib.sys peannayeT NOAMHOXeCTBO uenesBbiXx (YHKUM KpunTorpadumyeckomn
3awmtbl  uHdbopMmauum ana  UHTepdencHon 6ubnmotekm KpunTonpoBamgepa B BapuaHTte
dyHKumoHuposaHua MO «Kpuntollpo CSP» v 4.0 R4 B aape OC Windows. [paiiBep nopaepxuBaet
BbINOSIHEHME PYHKUMA WNPPOBAHUSA, UMUTO3ALLUNTLI, X3LWMNPOBAHUSA, MPOBEPKU NMOAMNUCU U BbIpaboTKy
K/loUen cornacoBaHms Ha adeMepHbIX Ka4dax. [pareBep He noaaepxupaetr paboTy C
NOSb30BaTENIbCKUMU KHOUaMU.

5.4.4. NuTepdenc goctyna K pusnyeckomy n brnoCH

Bubnmnoteka cprndm.dll obecneumBaer yHUIUUMPOBAHHLIN  UHTepdenc goctyna K
dunsmueckomy OCH mnm brno4CH.

5.4.5. NHTepdencHble moaynu ACH

Ob6ecneunBaloT peanusaumio 4ocTyna K cneaytowmm tunam ACY:

- bio.dll BnoaCH

— sable.dll OCY anekTpoHHOro 3amka «Cobonb»
—accord.dll OCY AMA3 «Akkopa»

—apmdz.dll AOCH AMA3 «KPUMTOH-3AMOK»
—maxim.dll OCH ANMA3 «MAKCUM-M1x»

5.4.6. NaHenb ynpaBneHunsa pecypcammn CK3U «Kpuntollpo CSP» v 4.0 R4

YnpasneHnune pecypcamm CK3WN «Kpuntollpo CSP» v 4.0 R4 ocyLlecTBNsSeTCS KOMaHAHbIM
darnnom cpconfig.cpl uepes naHenb ynpaeneHums «CsolictBa: Kpuntollpo CSP». K OCHOBHbIM
cpeacrtsaM ynpasneHus pecypcamm CK3W oTHocAaTcs cpencTBa ynpaBieHus:

— NINLEH3UAMMU;
- 4CY;

- 6ubnmnoTekaMmmn cUMTbIBaAHUSA KNOYEeBON MHbOpMaunm;

— 3aKpbITbIMM KNKOYaMKN K cepTUdmMKaTaMm OTKPbITbIX K/OYeln;
— napameTtpammn CK3U.

5.5. Moaynb ayteHTudumkaummn B gomeHe Windows

Moaynb winlogonmgmt.dll o6ecneunsaeT ayTeHTUdUKaUno Ha 6a3e 31eKTPOHHON nognmcu c
ucrnonb3oBaHneM anropntmos NOCT 34.10-2001, FOCT 34.11-94.

Moaynb ayTeHTMduMKaumm obecrnevymBaeT pasrpaHMUYeHne AocTtyna K cetm gomeHa Windows
nmbo k nokanbHoM MawmHe Windows Ha ocHoBe npoBepku DI, BbipaboTaHHOM C UCMOJIb30BAHUEM
KMo4Ya A0CTyna, pacrnofioXKEeHHOro Ha K/AHYEeBOM HOCUTENE MoJb30BaTeNia B KAKYEBOM KOHTelHepe
CK3W XTSAN.00087-03. CepTtndumkaT OTKPbITOro Ktoda NpoBepKM rnoarnmcu 3aHOCUTCH B CUCTEME MpU
perncrpaumu nonb3oBaTens gomeHa Windows.
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5.6. Moaynb noaaepxku cetesor ayteHTudmkaumm Kpuntollpo TLS

Moaynb noanepXKu CceTeBol ayTeHTudukKaumnm peanusyetcs B dopMe noarpyxaemom
6nbnmotekmn U1 peanmayeT  MNOAMHOXECTBO  WHTepderca  Microsoft  SSPI(SSP/AP)  (cwm.
cooTBeTcTBYOWMI pasgen MSDN). Moaynb obecneumBaeT ayTEHTUYHOE 3aWMUWEHHOE COEAUHEHME
Mexay nosnb3oBaTtesnieM u cepsepoM. cpssl.dll, cpsspap.dll - npu ycTaHoBKe MoAayns ayTeHTUdMKaumu,
noagepxueatowero ayreHtudmkaumio B aomeHe, cpsspcore.dll, ssp.dll — 6e3 BO3MOXHOCTN AOMEHHOM
ayTeHTudumnkauymu.

5.7. Moacucrtema nporpammHon COK «Kpuntollpo CSP» v 4.0 R4

5.7.1. NHTepdenc goctyna K KoYeBbIM HOCUTENSIM

Bubnmnoteka cprdr.dll obecneunBaeT yHUOUUMPOBAHHbLIM MHTepdenc AO0CTyna K K4YeBbIM
HOCUTENAM BHE 3aBMCUMOCTU OT UX TUNa.

5.7.2. HTepdencHblie MOayAN YCTPOMCTB XpaHEHUS KIKYEBON MHDOpMaLUn

Moaynu obecneumBaloT peanm3aunmto AOCTyrNMa K KOHKPETHbIM TUMaM KJIHOUYEBbIX HOCUTENEN U
cyuTbiBaTENEN:

fat12.dll K Auckosoay u gmckete 3.5"

reg.dll K CUCTEMHOMY pEeecTpy M KJIIoHaM B HUX

sable.dll K 3/1eKTpOHHOMY 3amMky "Cobosb"

dallas.dll K cyuTbiBaTento Touch-memory Dallas

ric.dll K cMapTkapTte PUK n Ockap

emv.dll K cmapTkapte MPCOS EMV/3DES

hs.dll K 2/1eKTPOHHOMY KJitody eToken

pcsc.dll K cYMTbIBaTENSIM CMapTKapT n eToken, nogaepxuBatowmm nHtepdenc PC/SC
ds199x.dll K Tabnetkam DS1996, DS1995.

5.7.3. bubnunoteka nogaepxXkKm AocTyna K KoUeBbiM HOCUTENSM

Bubnuoteka cpsuprt.dll obecneunBaeT peanusaumio obwmnx GyHKUMI AOCTYNa K PasfiIMYHbIM
YCTPOMCTBaM XpPaHEHUS KITIOYEBLIX HOCUTENEN.

5.7.4. Moaynb ASN1

MoppepxueaeT GYyHKUMM Npeobpa3oBaHUs CTPYKTYP [AaHHbIX B MalWMHHO-HE3aBUCUMOEe
npeacTaBieHue.

5.7.5. Ucnonb3oBaHue knto4en peectpa Windows

YcTaHoBKa MporpaMMHoOro obecrneyeHus Ao/hkHa NPOU3BOAMTLCA MOMb30BATENEM C MpaBaMu
agMUHUCTpaTopa. Mpu 3TOM NporpamMMa yCTaHOBKM TpebyeT AO0CTYN K CNeAyloLlWnM KoYaM peecTpa:

— HKEY_LOCAL_MACHINE - nonHbIi gocTtyn;

23



XXTAN.00087-03 91 02. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Ucnonb3oBaHme CK3U nog ynpasnenHmem OC Windows

— HKEY_CLASSES_ROOQT - nmonHbIn gocTtyn.

Mpn ncnonbzosaHnn CK3U «Kpuntolpo CSP» v 4.0 R4 n co3paHum KKYEN nonb3oBaTenen
6e3 wucnonb3oBaHusa dnara CRYPT_LOCALMACHINE Ttpebyetcs pocTyn K Cneaywwmm Kitodam
peecTpa:

— HKEY_LOCAL_MACHINE - yTeHue, nepeuuncrieHne;
— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS - co3gaHue noakso4en,
UTeHue, NepeyncrieHmne;

— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID - nonHbin gocrtyn; SID
- SID nonb3oBaTens.

Mpn  wncnonb3oBaHmm CK3M w©n  co3gaHMm  KAKOYEN € Mcnonb3oBaHmeM  dnara
CRYPT_LOCALMACHINE pononHutensHo TpebyeTcs 4OCTYN K CAeaAyoWnM K/toyaM peectpa:

— HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIn gocTyn.

Onsa nameHeHnsa koHdurypaumm CK3U «Kpuntolpo CSP» v 4.0 R4 ¢ ncnosb3oBaHMEM NaHenu
ynpasnenuns (Control Panel), kpome Toro, TpebyeTcs nOJAHbIA AOCTYNn K KUYy peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

1. Mo ymonuanuto «Kpuntollpo CSP» v 4.0 R4 moxeT ucnonb3oBaTb A0 65536 onucaTenei
KpunTorpaduyeckux obbekToB. [N yBennyeHus 3TOro 3HayeHus Heobxoammo Ao06aBuTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters)

"—.—!“ napametp DWORD, paBHbIli TpebyeMoMy uncny onucaTesnen, Ho He bonee 1048576.

—— | 2. [lonyckKaeTca XpaHeHWe 3aKpbITbiX Ktouel B peectpe OC npu yCnoBuM pacnpoctpaHeHus Ha HDD
wan M2BM c¢ HDD tpeboBaHuii no obpalieHnto C KA4YeBbIMU HOCUTENAMU, B TOM 4yuCiie W nocne
yhaneHus knwoden wm3 peectpa (n.6.7 XTAW.00087-01 91 01. PykoBOoACTBO aAMWHMCTpATopa
6e3onacHocTn obwas yacTb).
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6. Kpuntorpadpunyecknin nutepdenc CryptoAPI 2.0

CK3U moxeT 6biTb MCMONb30BaHO MpUKNagHbIM nNporpaMmMHbiM obecnedveHnem (Kak v nwoboii
Apyron kpunTtonpoBanaep, noctaBnsiembin ¢ OC Windows) u4epe3 wuHTepdenc CryptoAPI 2.0
(onucaHune - B gokyMeHTauum MSDN - Microsoft Developer Network). B aToM cnyyae cnoco6 Bbi6opa
KpunTorpaduyeckoro aaroputma B NpuKIagHOM MNPOrpaMMHOM obecneyeHMn MOXeT onpeaensiTbCs
nHdopMaunen, coaepxalleincsa B cepTudmkaTax oTKpbITbiX katoden X.509.

KpunTtorpaduuecknit untepdenc CryptoAPI 2.0 no3sonser:

1. ObecneunTb nNpuUKNAAHOMY YPOBHIO AOCTYNn K KpuntorpaduyeckmMm QyHKUMSAM  Ans
reHepaumu Kno4yen, dopMmnpoBaHus/NpoBepku 3NEKTPOHHOM ungposomn noanvcwm,
WwndposaHus/pacumdpoBaHna AaHHbIX B YCIO0BUAX U30AMPOBaHUSA NPUKIAAHOIMO YPOBHS OT YPOBHS
peanusaunii kpuntorpadpumuyeckmx yHKUMi. NpunoxXeHmsam U NpuKIagHbIM NporpaMMUCTaM He HYXHO
AeTanbHO BHWKaTb B OCOBEHHOCTM peanu3aunm TOro WAW WMHOMO anropuTMa WAM U3MEHSATb B
3aBUCUMOCTU OT aaroputMa npuknagHble NporpaMmbl.

2. O6ecneunMTb OAHOBPEMEHHOE WCMOJIb30BaHWE pa3HbIX anropuTMOB W PasfIUYHbIX UX
peanu3aumii Kak NporpamMMHbIX, Tak M annapaTHbIX.

O6bwas apxutekTypa Kpuntorpadpunyeckmnx @yHKUWK NokasaHa Ha PucyHke 6.1.

CAPICOM COM Mpunoxexun
Cerfficate Services HTR CepTw AH ss | Authenticode | Internet Explorer

Cerfificate Enrollment Contraol |

arnart Card Enrallrment Control |

Wutepdreic Crypto APl 2.0
QYHELIMM CMPEE O4HMIKE GEPTHOMIKATOR
Certficate Store Functions

Y HELIAM K0 MR OBSHHALLEKD AP OBAHKMA
CEPTUMKATOR
CryptEncode/CryptDecode (ASM.1)

Wutepdeic mopynei GezonacHocTH
Security Support Provider Interface

BelcomoypoEHEBEIE CIYHILIMK KM NTOME guJ BCia
coobuweHwd Simplified Message Funclions

G Pro SChannel
Huzroyp 0EHEEBIE yHILMKM KpHNTOrpE duueckuy R

coobueHwd Lo Level Wessage Functions

Mlicrosaft Unified Security
8SPI Protocol Prowider

.

Biazoetie punTompadiueckle diHLK
Base Cryptography Functions

Wutepchenc mpunmorpadsveckux chy ukuwA Cryptographic Service Providers

Microsoft Base Cryplographic Provider 1.0
Germplus GernSAFE Card CEP w1

MWlicrosoft Base DEE Cryptographic Prowvider
MWicrosoft Base DSE and Diffie-Hellman Gryptographic Provider

Crypto-Pro Cryptographic Service Provider

Microsoft Sfrong Cryptographic Provider

Microsoft Enhanced D55 and Diffie- Hellman Cryplographic Provider
Microsoft Enhanced Cryplographic Provider w10

PucyHok 6.1 - ApxutekTypa kpuntorpadunyecknx gyHkunmn B OC Windows

O6bwas apxutektypa CryptoAPI 2.0 npeacrtaBneHa NSATbIO OCHOBHbIMM (YHKUMOHAIbHbIMU
rpynnamm:

1. Bbasosble kpunTorpadpunyeckme yHKUUn:

— dpyHKUMM  mHMumanmsaumm (paboTbl C KOHTEKCTOM). 3OTun  YHKUMM npenocTaBasatoT
NPUIOXEHNIO BO3MOXHOCTb BblbpaTb oOnpeaeneHHbli KpunTonpoBangep no TUMYy MMEHW WAn No
Tpebyemoi PyHKUMOHANLHOCTH;
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— YHKUMM reHepaumm kw4den. DTN  PYyHKUMM npeaHasHadeHbl Ans  (GopMUpoBaHuUS U
XpaHeHUs1 KpunTorpaduYecknx Ktoyen pasimyHbiX TUMOB;

— (byHKUMM obMeHa kaoYaMn. DTN BYHKUMKM npegHasHadeHbl Ans Toro, 4tobbl NpUNOXeHUS
Mornn  obMeHuMBaTbCA  pasIMYHbIMWM  TUMaMu  Kawdeson  uHbopmaumnm ana  obecneveHus
B3aMMOAENCTBUS Mexay cobon;

2. OYHKUMW KOAUPOBAHUS/AEKOANPOBAHUS.

JaHHble dYHKUMM NpeAaHasHayveHbl Ans npeobpasoBaHus (KOAMPOBaHUSA) W3 BHYTPEHHEro
npeacraBneHms ob6bekToB, ncnosab3lyembix B CryptoAPI, Bo BHelwHee npeacrasaeHue mn obpaTtHo. B
KayecTBe BHellHero npeacrasneHns o6bekToB wucnonb3dyetrca dopmat ASN.1 (Abstract Syntax
Notation One), onpeaeneHHblli cepuel pekomeHgaumnin X.680. K aTon xe rpynne dyHKUUA OTHOCUTCS
Habop dYyHKUWIA, MO3BOASAKOLWMX pacWnpuTb GYHKUMOHanbHOCTbL CryptoAPI nytem peanusauuu wm
perncrtpaumm cob6CTBEHHbIX TUNOB 06BHEKTOB;

3. ®yHKUMKM paboTbl CO CMpaBOYHUKAMU CEPTUDUKATOB.

OTa rpynna QyHKUMIA npeaHasHayeHa Ans XpaHeHus un o06paboTkm cepTudukaToB B
pasfIMYHbIX TUMNaxX CNpaBoOYHUKOB. lNMpuyeM B KayecTBe CrpaBOYHMKA MOryT MCMOJSIb30BaTbCA CaMble
pasfiMyHble TUMNbl XpaHWUauw,: oT npocTtoro ganna o LDAP;

4. BbICOKOYpOBHeBble YHKLNN 06paboTKm KpunTorpadmnyeckmx coobLLeHni.

Ota rpynna dyHkumin (Simplified Message Functions) B nepByto ouyepeab npegHasHadeHa ans
ncnonb3oBaHus B npuknagHom MO. C noMoLbio 3TUX PYHKUNIA MOXHO

- 3awundposaTb/pacwmndpoBaTtb cooblieHne oT 04HOro Nosib30BaTeNSA K APYIrOMY;

- MoanucaTb AaHHbIE;

— NpoBepuTb NOANUCH AAHHbIX.

OTn dyHKumMm (Takxe, Kak U GYHKUMM HU3KOro YPOBHSA) oONepupyroT cepTtudukatamm
OTKPbITbIX KNtoder X.509 ans agpecaumm oTnpasuTens/nosaydartens AaHHbiX. B kauecTtBe dopmarta
AaHHbIX, dopMupyembix dyHKUMAMU, mncnonbsyetcsa dopmat PKCS#7 (RFC 2315) mam CMS (RFC
2630).

5. HuskoypoBHeBble GyHKUNM 06paboTkn Kpuntorpadpmnyeckmx coobLieHnn.

[OanHHasa rpynna ¢yHkumii (Low Level Message Functions) npegHasHauyeHa A8 aHaNOrMYHbIX
Lenen, 4to M rpynna BbICOKOYpPOBHEBbIX (PYHKLUMIM, HO obnagaer 6onbwen PyHKUMOHANbHOCTLIO U
TpebyeT OT nNpukNagHoro nporpamMMmucta 6onee AetanbHblX 3HaHM B ob6actu NpuKNagHoOM
KpunTorpadpuun.
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7. BcTtpauBaHune CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3UN «Kpuntollpo CSP» v 4.0 R4 B npuknagHoe nporpaMmMmHoe
obecneueHne OOMKHbI BbIMONHATLCS TpeboBaHus pasgena 17 pokymeHTa «XXTAW.00087-03 91 01.
KpuntolNpo CSP. PykoBoacTBO aaMuHUCTpaTopa 6e3onacHoctn. O6was 4yacTtb» W AOKYMeHTa
«XKTAKN.00087-03 96 01. KpunTtollpo CSP. PykoBoaCTBO NporpaMMucTa».
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8. OcobeHHOCTM paboTbl peXxrMa YCUNEHHORO KOHTPOJIS MCMOSIb30BaHMS KtoUel

PexXuM ycmneHHoro KOHTPOAS WCMNONb30BaHMA Koven obecnedynBaeT oOCyLleCcTBieHue
KOHTPONS CpOKa AeNCTBUSA AOSrOBPEMEHHbIX K/OYEelr 3MEKTPOHHOM MOAMUCU U KodeBOoro obmeHa,
KOHTPOAS [OOBEPEHHOCTU K/OYEN MPOBEpPKU 3SMEKTPOHHOM MOAMUCU W  KOHTPONS KOPPEKTHOro
MCNONb30BaHMS MPOrpaMMHOro AaTyMKa CiydanHbiX vyncen. [aHHbIA pexuM A0/HKEH 6biTb BKIOYEH
npu uHctannaumm CK3U, nunbo depes KOHTponbHYy naHenb Kpuntollpo CSP (Bknaaka
«besonacHocTb»). Pabota CK3UM npu OTK/AOYEHHOM pexmMme [ONYyCKAeTCS WCKIIYUTENbHO B

TeCTOBbIX Uensax.
& Kpuntoflpo CSP S

Obwwe [# ObopyaosaHue I Cepsuc l [ononHUTENsHO
Anroputmsi |  BesonaciocTs | wWinlogon | Hactpoii TLS

HasHadeHHbie no ymonyaHuio CSP ana yKasaHHbIX TUNoB
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

| Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v |
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexum paboTel CSP

["] CoxpansaTe MHbopMaLIO 06 MCNONb30BEHHBIX ChEMHBIX HOCUTENAX
[¥] YounerHbil KoHTPonb MCNonb30BaHKs KAKo|e
Boibepute CSP ang HacTpoiki:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

@) XpaHUTb KMKYM B NaMATK NPUNCXKEHIIA
Mcnonb308aTh cyxOy XPaHeHNS KMloYel  YcTaHOBUTL

[] BrntoumTe Kswmposarme PazMep Kkswa: | 8

OK ] [ OTMeHa ] [ MpuMeHUTL

PucyHok 8.1. - BK/lOUeHMe pexunMa YyCUIeHHOro KOHTPOS UCMOJIb30BaHUS KtoYen B KOHTPOJIbHOM
naHenn Kpuntollpo CSP.

MpoBepnTb, BKKOYEH /IM PEXUM YCUIEHHOIO KOHTPOJSISA MCMNONb30BaHUS KJKOYENn, MOXHO B
KOHTposibHOM naHenn Kpuntollpo CSP (Bknagka «be3sonacHocTb»), nnMbo MpoCMOTPEB 3Ha4YeHue
kntoda StrengthenedKeyUsageControl B BeTke peecTtpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\StrengthenedKeyUsageControl (ans 64-pa3psgHoii onepaumMoHHOK CUCTEMDI),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Str
engthenedKeyUsageControl (ans 32-pa3psgHoi onepaunoHHON CUCTEMbI).

B cnyuyae, ecnu BK/OYEHME peXWMMa YCUIEHHOrO0 KOHTPONS UCMONIb30BaHMSA  KJIHOYEN
MpomM3BoAMIIOCL He Ha 3Tane uHcTtannsaumm CK3U (yepe3 KOHTPOJSIbHYK MNaHenb WAuM peaakTop
peectpa OC Windows) nnn B xoge uHctannsumm CK3UM He yaanocb NOAy4YuTb Cny4alHblie AaHHble C

AaTumKa cnydyamHblX ymcen (B 3TOM c/ydyae nHcTannaTop otobpaxaeT okHO 06 owunbke, CM. pUCYHOK
8.2), Heo6Xx0aMMO BbIMOAHUTL KOMaHAY :

csptest.exe -keyset -verifycontext -hard rng
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B cnyuyae, ecnn pexuM YCUIEHHOTrO KOHTPOJIS MCMOMb30BaHUA KJIloYel BK/OYasCcs He npu
nHctannaunm CK3U, nocne BKIOYEHUS pexnMa Heo6XoAMMO NPOM3BECTM NepesarpysKy KoOMMbloTepa.

N

Ej-‘ Ycranoeka "Kpunrollpo CSP 4.0.8702" : o || B [T
Ycranoska "Kpuntollpo CSP 4.0.9702"
YCTaHaBNMBaOTCA BbIBPaHHLIE KOMMOHEHTHI MPOrpPaMMb!.
[oxanTech OKOHYaHMA ycTaHoBKM KpunTolpo CSP®, 3To MOXET 3a8HATb
HECKONBbKO MAHYT.
(=
Mpw MHCTaNAAUMN HE YABNOCE NOAYHYUTE AZHHBIE C A3TYMKA CNY4HaNHbBIX
! % uncen. MNMepeg ncnonszceannem Kpuntollpo CSP HeoBxogumo
yctanosute JCH 1 nonyunTe MHULNAANSUPYIOLLWE JaHHbIE C
NOMOLLIBHO Bbi30Ba "csptest.exe -keyset -verifycontext -hard_rng"
Lok |
Hasaa lanee I OTMeHa |

PucyHok 8.2. - Owmnbka noslyyeHus AaHHbIX C JaTynKa ciyvarHblX YMCeN Npu MHCTaNNAaLmnm
CK3u

B kpuntonposaiigepe «Kpuntollpo CSP» v 4.0 R4 ansa kniodven FTOCT P 34.10-2001/2012
peann3oBaH AOMNONHUTENbHbIA KOHTPOJIb JOBEPEHHOCTU cepTudmKaTa Katova NpoOBEPKN SAEKTPOHHOMN
NOAMNUCKU, ANS 4Yero CoBepLllaeTcs MNOCTPOeHMe Lernodek cepTUdUMKaToB A0 AOBEPEHHbIX KOUYEBbIX
cepTMdnKaTOB, HaXOAAWMXCH B XpaHunuwe JsokanbHoro komnbtoTepa CryptoProTrustedStore
(«doBepeHHble kKopHeBbie cepTudumkaTtel Kpnntolpo CSP», «CryptoPro CSP Trusted Roots»). laHHoe
XpaHunuLie cepTudunKaToB aBToOMaTUUECKN CO3AaETCA Npu nHctannaunm «Kpuntollpo CSP» v 4.0 R4.
Mocne ycnewHoro 3aBeplleHns MHCTannauMm Heo6xoammMo B o6s13aTenibHOM NOpsiAKE NMpoOn3BECTyU
YCT@QHOBKY [OBEpPEHHbIX KOpPHEBbIX cepTudunkatoB B xpaHunuwe CryptoProTrustedStore ¢ nomoubto
ocHacTku CepTudukaTtbl NMOO XKe C NOMOLLbI0 YTUNUTBI certmgr:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

BHuMaHue! Pabora CK3UN 6e3 ycTaHOBKM AOBEpPEHHbIX KOPHEBbIX cepTudukaTtos B
xpanunuue CryptoProTrustedStore ponyckaercs UCKAHOUYUTENILHO B TECTOBbIX Lensax!

Mocne npoBeAeHMS YCTAaHOBKM [OOBEPEHHbIX KOPHEBbIX CEPTUMUKATOB B XpaHuIuwe
CryptoProTrustedStore cneagyeT nepesarpy3uTb KOMMbOTEP.

CepTtudmkatbl oTKpbITbiX katoden TOCT P 34.10-2001/2012, ans KOTOPbIX Hesb3s NOCTPOUTL
Lenoyky K KOpHeBbiIM cepTudukatam B  xpaHunumwe  CryptoProTrustedStore, gsBnswTcs
HeaoBepPEHHbIMU. [N X yaaneHuss MOXXHO BOCMO/Ib30BaTbCs yTunuTammu certmgr nmnbo cryptcp:

certmgr.exe -delete -cert -store uMy -dn CN=test-user

cryptcp.exe —-delcert -dn CN=test-user —-uMy
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9. TpeboBaHMS NO OpraHM3aUNOHHO-TEXHUYECKMM N aAMUHUCTPATUBHbIM MepaMm
obecneyeHuns akcnayataunm CK3U

JOKHbI BbINONHATLCS TpeboBaHMS NO OpraHM3auMoOHHO-TEXHUYECKUM U aAMUHUCTPATUBHbIM
MepaM obecneveHus 6e3onacHocTn akcnnyataumn CK3W B obbeme pasgenos 15 m 16 fokyMmeHTa
«XKTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoAcCTBO aaMMHUCTpaTopa 6e3onacHoctn. Obuwas
yacTb».

Mpu noakntoyeHmn CK3WM k o6WwenocTynHbIM KaHanaMm nepefayyM AaHHbIX [O0MXKHaA 6biTh
obecneyeHa 6€30MNacHOCTb 3alLMLLEHHON CBSA3WU. MpK 3TOM AO/KHbI 6bITb ONpeaeneHsb:

- MNopsagok nogkntoveHnsa CK3UM k kaHana.
- BblaeneHo nnuo, oTBeTCTBEHHOE 3a 6e30nacHOCTb paboTbl N0 06WEAOCTYNHbIM KaHanaM.
— Pa3paboTaH TMNOBOM pernaMeHT 3alMLLEHHON CBSA3M, BKOYAOLWNNA:

" NONUTUKY 6€30MacHOCTM 3alUNLLLEHHON CBA3MU;

* JONYCTUMbIA COCTaB MPUKAAAHbIX MNPOrpaMMHbIX CpeAcTB, AN KOTOPOro AOJIXKHO
6bITb MccnenoBaHo M 060OCHOBAHO OTCYTCTBME HeraTMBHOro BamaHua Ha CK3UM no
KaHany nepenayv AaHHbIX;

* NepeyeHb A0MYCTUMbIX CETEBbIX MPOTOKOJI0B;

* 33lNTY CeTEBbIX COeANHEHMN (NepeYvyeHb AONYCTUMbIX CETEBbIX 3KPaHOB);

* CUCTEMA W CpeAcTBa aHTUBUPYCHOWM 3aLUNThI.

Mopsaok noakntoveHmns CK3UM Kk KaHanaMm CBSA3M A0JIKEH ObiTb onpeaesieH 3KCnyaTupytoLwen
opraHmsauuen.

JlnuoM, oTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no obwenocTynHbiM KaHanam, Kak
npaswno, AoaxkeH 6biTb aaMUHUCTpaTOp 6€30nacHOCTM.

MepeueHb wWTaTHbIX cpeacts OC, MOXET BKAOYaTbCS aAMUHUCTPATOPOM B TUMOBOM periaMeHT
6e3 npoBeAeHUs AOMNOSIHUTENbHbLIX MCCefOoBaHMM MO oueHKe ux BansHuma Ha CK3W. TMpu aToM
AO0JKHbI BbIMONTHATBLCA &

1. cBoeBpeMeHHoe 06HOBMEHNE NPOrpaMMHbIX CPEACTB, BKIOUYEHHbIX B COCTaB periaMeHTa;
2. KOHTpONb cpeabl PyHKUMOHMpoBaHus CK3U;

3. onpeneneHne n KOHTPOJib 3a UCMOJSIb30BaHMEM CETEBbLIX NMPOTOKOJIOB;

4. cobnoaeHue npasnn nonb3osaHusa CK3UN n cpegon dyHkumoHmpoBaHusa CK3U.

Mpn  wucnonbsosaHnn CK3WM ¢ ApyrummM  CTaHAapTHbIMM  MPOrpaMMHbIMM - CpeAcTBaMu
BO3MOXHOCTb noakntoveHus CK3UM k obwenocTynHbiM KaHanam nepefavm AaHHbIX JOoXKHa 6biThb
onpeaeneHa ToNbKO nocne nNposBeaeHns AOMNONHUTENbHbLIX UCCNeA0BaHMN C OLEHKOW HEBO3MOXHOCTU
HEeraTMBHOIO B/USAHUSA HapywuTena Ha @yHKUMoHupoBaHne CK3W, ncnonb3ylowero BO3MOXHOCTU
06LWWenoCTynNHbIX KaHanos.

Ona otkntoveHna dyHkum Tenemetpum Ha OC Windows 10/Server 2016 Heobxoammo
BbINOSHUTb Cleaylolme 4eACTBUS:

1. MpoBepuTb Hanuuue un cratyc cepsuca DiagTrack (MaHenb ynpasneHusa -> Cucrtema wu
6e30nacHOCTb -> AAMUHUCTPUPOBaHue -> Cnyxo6sbl).

2. Ecnu cepBuc 3anyLleH, ToO OCTaHOBUTb €ro.

3. Ypanutb 3anucb peructpauum cepeuca DiagTrack u3 peectpa (Iyck -> BbINOAHUTL ->
regedit, pasgpen HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3gecb Heobxoammo
HanTn u yaanutb nanky DiagTrack).

4.YpanuTb NOAroTOBNEHHbIE K OTNPaBKe AaHHble, KOTOPbIE COXPAHAKTCA B YeTbipex dannax c
pacwupeHmem *.rbs, xpaHawwmxca B aumpektopum %ProgramData%\Microsoft\Diagnosis. WmeHa
dannos gna production cbopok OC - event00.rbs, eventOl.rbs, eventl0.rbs n eventll.rbs. [Ons
insider cbopok OC wuMeHa MOryT OTNM4YaTbCs, MO3TOMY HeobxoaMMO yAanuTb Bce ddannbl C
pacwupeHmem *.rbs. MNpu BO3HMKHOBEHUWM Npobrem C yaaneHMeMm AaHHbiX dannoB Heobxoammo B
CBOWCTBax Ha BkNagke «be3onacHOCTb» paspelnTb NOMHbIA AOCTYN K dalny, a 3ateM yaannTb.

5. OctaHoBUTbL aBTOMaTuueckyto (AutoLogger) ETW ceccuio AutoLogger-DiagTrack-Listener,
koTopyto DiagTrack aktnempyeT B npouecce CBOEN OCTAaHOBKMU.

6. Ypoanutb ¢dann, B KOTOpbIn aBToMaTuyeckas (AutoLogger) ETW ceccusa AutolLogger-
DiagTrack-Listener coxpaHsina cobpaHHble AaHHbIE.
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MNyTb K danny xpaHutca B peectpoBon 3anmcu AutoLogger-DiagTrack-Listener B 3HaueHuu
FileName. KoHdurypaumm astomatnyeckmx (AutoLogger) ETW ceccunini HaxoasTcs B K/OUYe peecTpa
HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. KoHdurypauus Lenesowu ceccumn
XpaHUTCS B AaHHOM Kkitodve noa 3anuceto AutoLogger-DiagTrack-Listener.

B HacTosLee BpeMs AaHHble COXpaHsaoTCA B dann
%ProgramData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7.Ypanutb 3anucb pervcrpaunn koHowurypaumm astomatuyeckon (AutoLogger) ETW ceccum
AutoLogger-DiagTrack-Listener ns peectpa.

JaHHble fencTBusa HeobXoAMMO BbIMOMHATE MNOC/AE KaXAoro KyMynsaTUBHOro oO6HOBNEHus,

MOCKOJIbKY AaHHble O6HOBNEHUS SBAAKTCA MO CyTM MNOJIHOW nepeycTaHoBkoit OC M yaaneHHble
CEPBMUCbI BOCCTAHABMBAIOTCS.
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10. TpeboBaHusa no 3awmte ot HC/

CK3MN <«Kpuntollpo CSP» v 4.0 R4 (knacc 3awmtbl KC1l) npu ycnoBum BbIMOSIHEHUS
TpeboBaHuIt HacTosiwero PykoBoacTBa, a TakxXe BbiNosHeHMs TpeboBaHuii n.15 «XXTAN.00087-03 91
01. Kpuntollpo CSP. PykoBoacTBO aaMuHucTpatopa 6e3onacHoctn. Obuwaa 4vactb» obecnedmBaeTr
3aWnTy  KoHdMaeHuManbHOM  MHMOpMauMM  OT  BHELWHEro HapywuTens, CaMoCTOSTENIbHO
OCYLLEeCTBNSAOLWEro cO3JaHMe MeTOAOB W CpeacCTB peanusauum aTak, a TakXKe CaMOCTOATENbHO
peanusyloLlero ataku.

3anpewaetcs ucnonb3oBaHme CK3U «Kpuntolpo CSP» v 4.0 R4 B cnydae obHapyxeHus
oTKasa obopyaosaHus nmbo nporpaMMHoro obecneuenms MAK 3awmtel ot HCA.

10.1. OpraHmsaumMoHHO-TEXHUYECKne Mepbl 3awmTbl oT HCA

JomkeH 6bITb peanm3oBaH Crefyowmin KOMMNAeKC opraHM3aunoHHO-TEXHUYECKMX Mep 3alumThl
oT HCA:

1. B cucreme perucTpupyeTtcss oauMH nonb3oBaTtesb, obnagatlowmini npasaMn aaAMUHUCTpATOPa,
Ha KOTOpOro BO3NaraeTcs 0653aHHOCTb KoHbUrypuposaTb 0]® Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, HacTpamBaTb 6e3onacHoctb  OC, a  Takxe
KOHurypuposaTb N3BM, Ha kKoTopyto yctaHosneHa OC Windows.

2. Ana aaAMUHUCTpaTopa BbIGUpaeTcsa HaAeXHbIi Naposib BXoAa B CUCTEMY, YAOBJ/IETBOPSAIOLLNA
cneayowmMm TpeboBaHUSAM: ANMHA Maponss He MeHee 8 CMMBOJIOB, Cpeau CUMBOJIOB Mapons
BCTpPeYatloTCsl 3arfiaBHble CMMBOJIbI, MPOMMUCHbIE CMMBOJbI, UUMPbI U cheunanbHble CUMBOJIbI, CPOK
CMEHbI Maposis He pexe OAHOro pasa B Mecsl, AOCTYMN K Naposiio A0/XKeH 6biTb 06ecrneyeH TONbKO
nonb3oBaTesito, obnagarwlleMy NnpaBaMm agMUHMUCTpaTopa.

3. Bcem nonb3oBaTensaMm, 3aperucTpupoBaHHbIM B ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, agMuMHUCTpaTOp B COOTBETCTBMM C MNOJAUTUKON
6e3onacHOCTM, MPUHATOM B opraHusaumu, AaeT MUHUMasbHO BO3MOXHble ANS HOpPManbHOW paboTbl
npaBa. Kaxabih nonb3oBatens OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, He
ABNSAWNIACA aAMUHUCTPATOPOM, MOXET NpoCcMaTpMBaTh WU pefaKTUpOBaTb TOIbKO CBOM YCTaHOBKW B
pamkax npas AOCTyna, Ha3Ha4YeHHbIX eMy aAMUHUCTPATOPOM.

4. Ha KoMMbloTEpE yCTaHaBnMBaeTCcs TONIbKO oAHa ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10. He ncnonb3yrTCA HeCcTaHAAPTHbIE, NU3MEHEHHbIE UK
oTnagoyHbie Bepcun OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 Takme, HanpwuMmep,
kak Debug/Checked Build. Ha Bcex HDD pgomkHa 6bITb ycTaHoBMeHa dannoBasa cuctema NTFS.

5. MNpaB.a AocTtyna K KaTanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%\Repair, %Systemroot%\COOKIES,
% Systemroot®%\FORMS, %Systemroot®%\HISTORY, %Systemroot%\SENDTO,

%Systemroot®%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe d¢annam boot.ini,
autoexec.bat, config.sys, ntdetect.com n ntldr gonXHbl 6bITb YyCTAaHOBNEHbI B COOTBETCTBUU C
MONNTMKOM 6€30MacHOCTM, NMPUHSTON B OpraHmM3aunm.

6. JOomKHbl 6bITb yCTaHOBNEHbI OrpaHWYeHUs Ha A[OCTyn Mnonb3oBaTesien K CUCTEMHOMY
peecTpy B COOTBETCTBUU C NPUHATON B OpraHu3aumu noamMTnkom 6e3onacHoOCTU, YTO peanusyeTcs npu
nomowm ACL nnm yctaHoOBKOM npas AocTyna npu Hannumm NTFS.

7. JomkHa 6bITb NCKIOYEHA BO3MOXHOCTb YAANEHHOIO peAakTMpOBaHUA CUCTEMHOIO peecTpa.

8. JomkHa 6bITb nposegeHa yctaHoBka SECURITY_ATTRIBUTES npoueccoB M MNOTOKOB B
COOTBETCTBUM C TpeboBaHMAMM 6e30MacHOCTM BCEM CUCTEMbI B LIENIOM.

9. Ecin  HeT HeobxoAMMOCTM, He cnegyeTr WCNofab3oBaTb npotokon SMB. B cnydae
HeobxoanmmMocTun NCMOJIb30BaHMS npoTokona SMB napaMmeTpbl EnableSecuritySignature
(REG_DWORD) " RequareSecuritySignature(REG_DWORD) B K/oye
HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs go/mxHbl 6bITb YCTaHOBNEHbI CO
3HaYEHUAMUN «1»,

10. Y rpynnbl Everyone nonxHbl 6biTb YAaneHbl BCE NPUBUIIETUN.

11. JomkeH 6bITb NepeMMeHoOBaH nonb3oBaTenb Administrator.
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12. JomkHa 6bITb OTK/AKOYEHA Y4YeTHas 3annck ansa roctesoro exoga (Guest).

13. Jo/KHO 6bITb UCK/IIOYEHO MCMOMIb30BaHME peXmnMma aBTOMAaTMYECKOro BXo4a Mosib30BaTens
B ONepaLMOHHYI0 CUCTEMY NpU ee 3arpyske.

14. JonkHO 6bITb OrpaHM4YeHo C y4eToM BblibpaHHOW B OpraHmM3auuMm nNoAnTUKKM 6e30macHoOCTM
MCMosib30BaHMe nonb3oBaTensamu cepeuca Scheduler.

15. JonmxkeH 6bITb oTKAOYeH cepeuc DCOM.

16. JomkHbl 6bITb OTKIKOYEHbI CETEBbIE MPOTOKO/bI, HE NCNONb3YEMble Ha AaHHon MDOBM.

17. B cnyyae nogkntwoyveHmss MIBM c yctaHoBneHHbiM CK3W Kk o06WwenocTynHbIM CeTSM
nepeaayn AaHHbIX A0/KHO 6bITb MCKAOUYEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX n apyrux
nporpaMmMHbIX 06bEKTOB, 3arpy>aeMbiX N3 CeTu.

18. JomxHa 6bITb MCKIOYEHA BO3MOXHOCTb CETEBOIr0 aAMUHUCTPUPOBAHNS 419 BCEX, BKOYas
rpynny Administrators.

19. JonxeH 6bITb 3aKpbIT 4OCTYMN KO BCEM HE UCMOJSIb3YEMbIM MOpPTaM.
20. [lo/mkHbl  BKAOYATbCA GUAbLTPbl  Maposier, YyCTaHaBIMBaeMble BMECTe C NakeTamu
obHoBneHu OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

21. loMKHbl  6bITb  UCK/KOYEHbl WUCMOSIHEHWE U OTKpbITUE (annoB, MNOJyYEHHbIX U3
06LWenoCTynHbIX ceTen nepengayvn AaHHbiX, 63 NnpoBeaeHUs COOTBETCTBYHOLWNX NMPOBEPOK Ha nNpeaMeTt
coaepXXaHunsa B HUX MPOrpaMMHbIX 3aK1anoK U BUPYCOB.

22. lomkHbl 6bITb yaaneHbl Bce ob6uwume pecypcbl Ha [9BM ¢ yctaHoBneHHbiM CK3U
«Kpuntollpo CSP» v 4.0 R4 (B TOM uucne u co3gaBaemble Mo yMoOM4YaHuio npu yctaHoske OC
Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10), koTopble He ncnonb3ytTcs. paBa goctyna
K UCMONIb3yeMbIM 06LLMM pecypcaM AOJIKHbI ObITb 3a4aHbl B COOTBETCTBMUM C NOANUTUKOM 6e30nacHOCTH
NPUHATOM B OpraHMsaumu.

23. Mocne yCcTaHOBKM OonepaunoHHOM cucTeMbl M3 KaTanora %Systemroot%\System32\Config
A0MKeH 6bITb yaaneH dann sam.sav.

24. [loMKHbl  UCNOMb30BaTbCsl Hambonee 3allMlUleHHble MNPOTOKOSbl  ayTeHTudukaumu,
peanunsoBaHHble B Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, ecnn yHKUNOHMPOBAHNE
CK3W He npepgycMaTpuBaeT NMpuMeHeHue gpyrmx npoToKOo/10B.

25. Mo BO3MOXHOCTM cregyeT TMNpUMEHSATb CaMble CcuibHble wWwWabnoHbl 6e3onacHoCTH
(Templates).

26. [JomkHa 6biTb pa3spaboTaHa cMcTeMa Ha3HAYEHUSA U CMEHbI Maposen.
27. JomkHo 6bITb 3anpeweHo ncnosnb3oBaHne GyHKUNM pe3epBHOIr0 KOMMPOBaHMS napoen.

28. [1o/KHblI 6bITb OTK/IHOYEHbI PEXUMbI OTOOpPaXXEHUS OKHa BCEX 3apPerncTpMpoBaHHbLIX Ha
M2BM nonb3oBaTtenen n 6bICTPOro nepekstoyeHns nosb3oBaTenen.

29. [lomkHa 6bITb OTK/OYEHA BO3MOXHOCTb YZAANIEHHOr0 aAMUHUCTpUpoBaHusa T9BM ¢
yctaHoBneHHbIM CK3UN «Kpuntollpo CSP» v 4.0 R4.

30. JomKHO ObITb OrpaHMYEHO KOJINYECTBO HeyAdaudHbiX TMOMbITOK Bx0oAa B CUCTEMY, B
COOTBETCTBME C noautmkon 6esonacHocth (HO He 6onee 10), NPUHATOM B OpraHusaumu.
PekomeHayeTca 610KMpoBaTh CUCTEMY NOCAE TPEX HeyAauHbIX MOMbITOK.

31. Jo/mKHbl MCMNOMb30BaTbC CUCTEMA ayauTa B COOTBETCTBME C MNOAUTUKON 6e3omacHocTu,
NPUHATOM B OpraHu3aunu, u opraHM30BaH peryasipHbliA aHanmM3 pe3ynbTaToB ayauTa.

32. JJomKkeH MpoBOAUTLCA perynspHbii NpoCMOTp coobuleHun B XypHane cobbituin Event
viewer.

33. OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 pomxHa 6bITb HacTpoeHa Ha
3aBepuieHne paboTbl Npyn NepenosiHEHUM XypHana ayauTa.

34. JomkHa 6bITb obecneyeHa HEBO3MOXHOCTb Moaudmnkaumm 0oC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10 yepe3 ob6wen0CTyNHbIE KaHasbl Nepeaayn AaHHbIX.

35. Nocne uHctannsummn OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 ponxeH
6bITb yCTaHOBAEH nocneaHnn oduumnanecHbli Service Pack ot dumpmbl Microsoft, cywecTByrowmin Ha
MOMeHT ycTaHoBku OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

36. [Jo/mKHbl MCNOb30BaTbCA NOAMNMCAHHbIE ,qpaﬁBepbl.
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37. Ha Bce paupektopun, copepxawme cuctemHole dannbl Windows 1 nporpaMmbl K3
komniiekta CK3W, pomxkHbl 6biTb YCTaHOB/IEHbl MNpaBa AOCTyna, 3anpewarwwme 3anmcb BCEM
nonb3oBatensm, kpome AgmmHucrtpatopa (Administrator), Cosgatensi/Bnagensua (Creator/Owner) u
Cucrembl (System).

38. onxHa 6biTb WCK/OUYEHA BO3MOXHOCTb CO3[aHMs aBapuiHOro Jammna onepaTUBHOM
NnaMaTh, Tak Kak OH MOXET CoZlepXaTb KpunTtorpaduryeckn onacHy MHboOpMaLmIo.

10.2. Hactpotika cuctemHoro peectpa OC Windows npu yctaHoBke CK3U

Ha M3BM c OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 npu yctaHoBke CK3U
Heob6XxoaMMO NpPoOBECTU HACTPOMKY CUCTEMHOro peecTpa:

-B Knwoue HKLM\System\CurrentControlSet\Control\LSA, YCTaHOBUTb napameTp
RestrictAnonymous (REG_DWORD) coO 3HauyeHueM «1» aAna WUCKAKYeHUs [oCTyna aHOHUMMHOro
nonb3oBatens (null-session) K CNUCKY pa3fenseMbiX pecypCcoB, a TakXe AN UCKKYEHUS A0CTyna K
COAEepXMMOMY CUCTEMHOIO peecTpa;

— AN UCKJIIOYEHUs yTeuyku MHdopMauum npu nepejade AaHHbIX MO MMEHOBAHHOMY KaHany
\\server\PIPE\SPOOLSS yoanunTb nms SPOOLSS u3 KJo4a
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B kntove HKLM\System\CurrentControlSet\Services\LanManServer\Parameters yctaHOBUTb
napameTpbl AutoShareWks mn AutoShareServer, nmewowme tmn REG_DWORD, co 3HaueHuneMm «0» ans
3anpeTa aBTOMaTUYECKOro co3a4aHusl CKPbITbIX COBMECTHbIX PECYpCOoB;

-B knwode  HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon  ycTtaHoBuTb
napameTp CashedLogonCount (REG_DWORD) co 3HayeHuneM 0 Ans OTK/AYEHUS KILWKWMPOBaAHUSA
naposen nocnegHnx AecaTu nonb3oBaTenemn, BoWweawnx B CUCTEMY;

- B kntode HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName - ums
XYpHana ana KoToporo cneayeTr orpaHuMunTb AOCTYMN MoJsb3oBaTensM rpynnbl Everyone) ycTtaHOBUTH
napameTp RestrictGuestAccess (REG_DWORD) co 3HaueHneM «1» Ansa UCKAYEHUS A4OCTyna rpynmnobl
Everyone K CUCTEMHOMY XypHany 1 XXypHasny npuiIoXeHWUN;

-B kntode  HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment
yctaHoBuTb napametp ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM «1» ans BKOUYEHMUS
MexaHu3Ma 3aTtupaHusa danna nogkKaykm npu nepesarpyske;

-B kntoye HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTtaHoBuUTb B
COOTBETCTBMW C NOJNTMKOMK 6e30MacHOCTM MNPUHSATON B OpraHmM3auuMm paspelleHns Ha A[OoCTyn K
napameTpy winreg Ans orpaHNUYeHus yaaseHHoro 4oCTyna K peectpy;

-B knawye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ ycTaHoBUTb
napameTp AllocateFloppies (REG_SZ) co 3HauyeHMeM «1» p[ns WCKOYEHUS MapayieNbHoro
MCNOAb30BaHUS ANCKOBOAA A1 T’MOKUX ANCKOB;

-B Koue HKLM\System\CurrentControlSet\Control\Lsa YyCTaHOBUTb napameTp
AuditBaseObjects (REG_DWORD) co 3HauyeHueM «1» ans BKAKYeHMsA ayamTa Ha 6a3oBble 06BHEKTHI
CUCTEMBbI;

-B Ko4e HKLM\System\CurrentControlSet\Control\Lsa YCTaHOBUTb rnapameTp
FullPrivilegeAuditing (REG_BINARY) cO 3HaueHueM «1» Ans BKAOYEHUS ayanTa NpuUBUIEriin;

— ANS UCKIOYEHMS nepegayn naposis rnosb3oBartesiern no cetn B oTkpbiToM Buge (OC Windows
XP) B kntoye HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters yctaHOBUTb NapaMeTp
EnablePlainTextPassword (REG_DWORD) co 3HauyeHunem «0».

10.3. Ncnonb3oBaHne CK3U co ctaHAapTHbIMK NporpaMMHbIMU cpeactBamMu COK

MporpaMMHoe obecneuyeHme CK3U XTHAM.00087-03 no3BOASET WUCMONb30BaTb POCCUIACKUNE
KpunTorpaduyeckne anroputMmbl U cepTuduKaTbl OTKPbITbIX Katoyen ctaHgapTta X.509 ¢ pasnmyHbiM
nporpaMMmHbiM obecneyeHmem Microsoft:
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- UeHtp Ceptudukaumm - Microsoft Certification Authority, Bxoasawumn B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server,
Windows 2012 Server, Windows 2012R2 Server.

— DnekTpoHHas noyta - MS Outlook (Office 2016, Office 2013, Office 2010, Office 2007, Office
2003, Office XP, Office 2000).

— DnekTpoHHas noyTta - Microsoft Outlook Express B coctaBe Internet Explorer/Microsoft Edge.
— Microsoft Word, Excel, Info Path n3 cocrasa Microsoft Office 2003, 2007, 2010, 2013, 2016.
— Microsoft Exchange Server 2010, 2013.

— CpeacrtBa KOHTpoAns uenoctHoctm MO, pacnpocTpaHaeMoro no cetu - Microsoft Authenticode.

— Cnyx6bl TepmnHanos ans Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (Bk/ito4yas w03 cnyx6 TepMmHanos).

—3awmnTta TCP/IP coeanHeHuin B ceTn WMHTepHeT - npoTokon TLS/SSL npwn B3anMoaencrsum
Internet Explorer/Microsoft Edge — web-cepsep 1IS, TLS-cepsep, TLS-knueHT (IE).

— MNpunoxeHne KOMaHAHOW CTPOKKN A1 popMUpPOBaHMs 3anpoca Ha cepTudukaT certreq.
— SQL-cepBep.

- ISA/TMG cepsep.

— CepBep TepMnHanoB 1 knueHT (RDP).

- CpeactBa dyHKUMOHMPOBaHMSA KoMmnnaekca paspabotkm OO0 «KPUMTO-MPO» Kpunto-Mpo
YU, KpunTtollpo OCSP, KpunTtollpo TSP, KpuntoAPM, CryptCP, Knuent Kpuntollpo HSM.

10.4. TpeboBaHusa no opraHmnsaunm CK3M ceTeBoro NnoaKAOUEHMs K KOPNopaTUBHLIM CETAM U
ceTam obuero gocryna.

Mpn nogkniouyeHmn CK3UW k obuwenoctynHbiM KaHanaMm nepefayvn AaHHbIX Ao/KHa 6biTb
obecneyeHa 6e30MacHOCTb 3alLULLEHHON CBA3W. [1pn 3TOM AOMKHbI 6bITb ONpeaeneHb:

- MNopsgok nogkntoveHns CK3UM k kaHana.
— BbigeneHo nmuo, OTBETCTBEHHOE 3a 6e30nacHOCTb paboThl Mo o6Wen0CTYNHbIM — KaHasaMm.
— PaspaboTaH TMNOBOW pernaMeHT 3alMLWEHHON CBA3U, BKAKOYAOWMINA:

* NOINTUKY 6€30MacHOCTUN 3aLUULLEHHON CBA3U;

» ONYCTUMbIA COCTaB MpPUKNaAHbIX MPOrpaMMHbIX CpeacTB, AN KOTOPOro AOJIKHO
6bITb MCCNEeNoBaHO U 060CHOBAHO OTCYTCTBME HeraTMBHOro BausHMA Ha CK3W no
KaHany nepenayv OaHHbIX;

* NepeyeHb AOMYCTUMbIX CETEBbIX NMPOTOKOJIOB;

* 3aLUNTY CETEBbLIX COEAUHEHUIN (NepeyeHb A0MYCTUMbIX CETEBbIX SKPaHOB);

* CUCTEMA W CpeAcTBa aHTUBUPYCHOM 3alMUThI;

Mopsaok noakntoveHmnsa CK3UM K kaHanaMm cBS3M AoskeH 6biTb onpeaesieH 3KCnayaTupyroLwen
opraHusaumen.

JlnuoMm, oTBETCTBEHHbLIM 3a 6e3onacHocTb pabotbl CK3M no obwenocTtynHbIM KaHanaMm, Kak
npaswno, AofkKeH 6bITb agMUHUCTpaTop 6e30nacHOCTH.

MepeyeHb WTaTHbIX cpeacts OC, MOXET BKJOYATLCS afMUHUCTPATOPOM B TUMOBOW pernaMeHT
6e3 npoBeaeHUs AOMOJNIHUTENbHbLIX WCCNeAOBaHMA MO OueHKe MX BauMsiHua Ha CK3WU. TMpu sTOoM
OOJIKHbI BbINMOMHATLCS:

— cBOeBpeMeHHoe 06HOBNEeHNE NPOrpaMMHbIX CPEACTB, BKIIIOYEHHbIX B COCTaB periaMeHTa;
— KOHTPO/b cpeabl PyHKUNOHMpoBaHus CK3W;

— onpeaeneHne n KOHTPOsb 3a UCMNOJSIb30BaHUEM CETEBbIX MPOTOKOIOB;

— cobntoaeHne npasun nonb3oBaHusa CK3U u cpepoin dyHkunoHnposaHmns CK3N.

Mpn wncnonb3oBaHnmn CK3WM ¢ 4ApyrMMm  CTaHAapTHbIMM  MPOrpaMMHbIMM  CPEeACTBaMu
BO3MOXHOCTb noakntoyeHns CK3UM k obwenocTynHbIM KaHanaMm nepefayr AaHHbIX A0SXKHa ObiTb
onpeaeneHa TOJ/IbKO Noc/ae NpoBeAeHUs AOMONHUTENbHbIX NCCNeA0BaHU C OLLEHKOWN HEBO3MOXHOCTHU
HEeraTMBHOIO B/IMSIHUSA HapywuTens Ha dyHkumoHupoBaHme CK3U, mcnonb3yrwero BO3MOXHOCTU
06wenoCcTynHbIX KaHaoB.
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11. TpeboBaHuns nNo KpunTorpaunyeckom sawmnTe

LO/KHbI BbIMONHATBCA TpeboBaHusa No Kpuntorpadumyeckon 3awmte pasgenos 15 m 16 u
nokyMmeHTa «XTAKM.00087-03 91 01. PykoBoACTBO aaAMMHMUCTpaTopa 6e3onacHocTtu. Obuias 4acTb» B
yactu, kacatowercsa OC Windows.

Mepen Ha4vanoM paboTbl AO/HKEH 6biTb NMPOBEAEH KOHTPOJIb LEE/TIOCTHOCTMU.
KOHTpO/IEM LENOCTHOCTU A0/XKHbI 6bITb OXBadeHbl crieaytoume dannbl:

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common

Windows 32-bit

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMSO.dll
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll

\Windows\system32\cpcng.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto Pro\AppCompat\cpenroll.dll
Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Pro\CSP\cpksp.sys

Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.dll

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\Windows\system32\cpssl.dll
\Program Files\Common Files\Crypto Pro\AppCompat\cpsslsdk.dll
\Windows\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll

Pro\CSP\cpui.dll

Pro\CSP\cpverify.exe

Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll

Pro\CSP\ds199x.dl1l

Pro\CSP\dsrf.dll

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll

Pro\CSP\fatl2.dll

Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll

Pro\CSP\isbc.dll

Pro\CSP\jcard.dll

Pro\CSP\kst.dll

Pro\CSP\novacard.dll

Pro\CSP\pcsc.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common

Pro\CSP\reg.dll

Pro\CSP\ric.dll

Pro\CSP\rtSupCP.dll

Pro\CSP\sable.dll

Pro\CSP\snet.dll

Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\system32\wininet.dl1l
\Windows\system32\msi.dll
\Windows\system32\crypt32.d1l1
\Windows\system32\schannel.dll
\Windows\system32\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\system32\sspicli.dl1l*

*

IOns OC Windows Server 2008 mnoxn
cryptsp.dll wmu sspicli.dll HaxozmsaTcs
\Windows\system32\secur32.dll

KOHTPOJIEM LIEeJIOCTHOCTHU BMECTO

OMbIIMOTEKM

Windows 64-bit

x86
x86
x86
x86
x86
x86
x86
x86

\Common Files\Crypto Pro\AppCompat\detoured.dll
\Crypto Pro\CSP\accord.dll

\Crypto Pro\CSP\apmdz.dll

\Crypto Pro\CSP\bio.dll

\Common Files\Crypto Pro\AppCompat\cpExSec.dll
\Common Files\Crypto Pro\AppCompat\cpMSO.d1ll
\Common Files\Crypto Pro\AppCompat\cpadvai.dll

\Program Files
\Program Files
\Program Files
\Program Files
\Program Files
\Program Files
\Program Files

OnbIMoTEeK
\Windows\system32\advapi32.dll

1z

\Program Files

\Common Files\Crypto

Pro\AppCompat\cpcertocm.dll

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

—_— - = — — — — — — — — — — — — — — — — ~—

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcrypt.dll
\Program Files (x86)\Crypto Pro\CSP\cpcsp.dll

\Program Files (x86)\Crypto Pro\CSP\cpcspi.dll

\Program Files (x86)\Common Files\Crypto Pro\Shared\cpext.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpintco.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpkrb.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpmail.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpoutlm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cprastls.dll
\Program Files (x86)\Crypto Pro\CSP\cprdr.dll

\Program Files (x86)\Crypto Pro\CSP\cprndm.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpschan.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\SysWOW64\cpssl.dll

\Program

Files

(x86) \Common

Files\Crypto Pro\AppCompat\cpsslsdk.dll

\WINDOWS\SysWOW64\cpsspap.dll

\Program Files (x86)\Crypto Pro\CSP\cpsuprt.dll

\Program Files (x86)\Crypto Pro\CSP\cpui.dll

\Program Files (x86)\Crypto Pro\CSP\cpverify.exe

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpwinet.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpxml5.dl1l
\Program Files (x86)\Crypto Pro\CSP\csptest.exe

\Program Files (x86)\Crypto Pro\CSP\dallas.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

x86) \Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto

)\Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto

)\Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto

) \Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto
x86) \Crypto

) \Crypto
(x86) \Crypto

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Pro\CSP\ds199x.d11
Pro\CSP\dsrf.dl1l
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dll
Pro\CSP\sable.dll
Pro\CSP\snet.dll
Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto

Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys

Pro\CSP\accord.dll
Pro\CSP\apmdz.dll
Pro\CSP\bio.dll
\WINDOWS\system32\cpsspap.dll

Files\Crypto

Files\Crypto Pro\AppCompat\cpcertocm.dll

Pro\AppCompat\cpadvai.dll

Pro\CSP\cpconfig.cpl

Files\Crypto

Pro\AppCompat\cpcrypt.dll

Pro\CSP\cpcsp.dll
Pro\CSP\cpcspi.dll
Pro\CSP\cpdrvlib.sys

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\Shared\cpext.dll
Pro\AppCompat\cpintco.dll
Pro\AppCompat\cpkrb.dll
Pro\AppCompat\cpmail.dll
Pro\AppCompat\cpoutlm.dll
Pro\AppCompat\cprastls.dll

Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll
Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\system32\cpssl.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll
Pro\CSP\cpui.dll
Files\Crypto Pro\AppCompat\cpwinet.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\ds199x.dll
Pro\CSP\dsrf.dll
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
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\Program Files\Crypto Pro\CSP\ric.dll

\Program Files\Crypto Pro\CSP\rtSupCP.dll
\Program Files\Crypto Pro\CSP\sable.dll

\Program Files\Crypto Pro\CSP\snet.dll

\Program Files\Crypto Pro\CSP\certmgr.exe
\Program Files\Crypto Pro\CSP\esmarttokengost.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

\Program Files\Common Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\SysWOW64\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dl1l
\Windows\SysWOW64\wininet.d1l1l
\Windows\system32\msi.dll
\Windows\SysWOW64\msi.dll
\Windows\system32\crypt32.dl1l
\Windows\SysWOW64\crypt32.dll
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*

*

Ona OC Windows Server 2008 nom KOHTPOJEM LIEJIOCTHOCTHU

cryptsp.dll u sspicli.dll HaxomaTcsa OUOIMOTEKU
\Windows\system32\advapi32.dll
\Windows\SysWOW64\advapi32.dll
\Windows\system32\secur32.d1l1
\Windows\SysWOW64\secur32.dll

BMEeCTO

OUbIMOoTEeK

B cnyyae ecnu UENOCTHOCTb [JaHHbIX 6MBGAMOTEK HapyleHa B pe3ynbTate O6HOBMEHMUSA
onepaunoHHON CcUCTeMbl, Heob6XoaMMO 06paTUTbCs K paspaboTunky CK3WM 3a pasbsACHEHUAMWU O

BO3MOXHOCTU NMPoAo/HKeHUs ncnonb3oBaHnsa CK3M Ha gaHHOM cucreme.
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MpunoxeHue A. KOHTpPOIb LENOCTHOCTM NporpaMMHOro obecneveHuns

A.1 KOHTpOnb LEe0CTHOCTM NpOrpaMMHOro obecnevyeHms C nomMoLlbio anropuTMoB
X3LWNPOBAHUA.

Moaynb cpverify.exe noO3BONSET OCYLWECTBATb KOHTPOJib LIE/TIOCTHOCTU YCTaHOBIEHHOIo
nporpamMMHoro obecnevyeHunst. KoHTposib LENOCTHOCTM (bali/IoB OCYLLECTBASETCA NMpu 3arpyske daina
Ha WcnofHeHWe (M NepuoaMYecKM BO BPEMSI BbIMOJIHEHWUS) WM MPU PYYHOM 3anycke MporpamMmbi
KOHTPONSA LIESTOCTHOCTU (CM. OMUUIO —FV HUXE).

Mpn NoOMOLLM NepeYnCIEHHbIX HUXE OnuMii Moay b cpverify.exe MoXeT 6biTb NCMONb30BaH A/
CNeAyWmMX KOHTPOJIbHbIX LieNei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbluMcneHve 3HaueHus
xaw-pyHkumn ana danna ¢ umeHem filename c nomowbio anroputma algid. Mone algid Moxer
npuHMMaTb 3HadeHusa GR3411, GR3411_2012_256 w»n GR3411_2012_512 (no yMOA4YaHuiO
ncnonb3dyetca GR3411). [-inverted_halfbytes <inv>] ykasbiBaeTcsa, ecnn nonybantbl B hashvalue
nepesepHyTbl (No ymon4yaHuio Ansa GR3411 inv npuHMMaeTcs paBHbIM «1», Ansa anropMTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTHoCTM danna ¢ mMmeHem filename, mncnonb3ys anroputMm algid n xsw-3HaveHue hashvalue.
Mone algid moxeT npuHMMaTb 3HadveHus GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonydaHuto wucnonesyetcs GR3411). Ecau hashvalue He ykasaH, TO X3wWw-3HayeHue bepeTtcs U3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaeTcsa, ecnu nonybaltel B hashvalue
nepesepHyTbl (Mo ymonuyaHuio Ansa GR3411 inv npuHMMaeTcsa paBHbIM «1», Ansa anropMTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluMCneHmne 3HavyeHns XaW-PYHKUNN 418 KaX[noro us
dannos, coaepxawmnxcs B Katanore catname B pa3sgene peectpa (ecnn cathame He ykasaH, TO
6yayT nepecunTaHbl BCE X3LW-3HAUYEHUS B pasgesie peectpa). Tekyuee 3HayeHne Xaw-QpyHKUNn npum
3TOM 3aMeHsleTCs Ha BHOBb MocuyuTaHHoe. [lone algid MoxeT npuHMMaTb 3HadeHms GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymon4yaHuto ucnonbsyetca GR3411).

cpverify —-rv [catname] - npoBepka LeNOCTHOCTK ainoB M3 kaTanora cathname B pasagene
peecTtpa (ecnu catname He ykasaH, To 6yayT npoBepeHbl Bce dalifibl B pa3aene peectpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BbluMCneHne 3HaUeHNs X3W-PyHKUNU
ansa dannos, nepeudncneHHbiXx B xml-panne c wmmeHem in_file B kaTtanore xmlcathame (ecnu
xmlcatname He ykasaH, TO X3W-3HadeHus 6yAyT nocuyuTaHbl ANna Bcex dasoB, NEPEYUCTIEHHbIX B
xml-panne ¢ mmeHem in_file), n 3annucb NoONy4YeHHbIX 3HayeHuMn B xml-darin ¢ mmeHem out_file.
Tekyuwiee 3HayeHue Xaw-PyHKUUA NMpM 3TOM 3aMEeHSIETCA Ha BHOBb NocyuTaHHoe. lMone algid moxet
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 w»n GR3411_2012_512 (no yMoA4aHuio
ncnonbsyerca GR3411).

cpverify —-xv in_file [xmlcathame] - npoBepka UeNOCTHOCTU (pannoB, MNepeYUCIeHHbIX B
xml-cbanne c umeHem in_file B kaTtanore xmlcatname (ecnm xmlcatname He ykasaH, TO npoBepka
6yaeT BbINOSIHEHA ANA BCcex (anoB, NepedncneHHbix B Xml-gaine c nmeHem in_file).

cpverify —r2x out_file - dopmuposanmne xml-daiina c numeHem out_file, cogepxalwiero cnmcok
harnoB, HaxoAsWMXCa B pasjenie peecTtpa NOA4 KOHTPONEM LENOCTHOCTM, M X3W-3HayeHUs 3TUx
dannos.

cpverify —-x2r in_file - yctaHoBKa nog KOHTPOAb LENOCTHOCTM ainos, NepeyvymcieHHbIX B
xml-danne c nmenem in_file.

CnnCOoK KOHTPOAMpPYEeMbIX MoAyNen 3aBUCUT OT MCMNOMHEHUS M MOXeT ObiTb MnosyyeH npu
nomowm KoMaHabl cpverify —r2x in_file.

Ona Toro, 4utobbl NOCTaBMTbL NOA KOHTPOJSIb LENOCTHOCTM YCTaHOBJSIEHHOE MporpaMMHoe
obecneyeHne, HY>XXHO BbINOJIHUTbL CeAYyIOLWYO NoC/IeA0BaTeIbHOCTb AENCTBUN:

1. Cozpgatb xml-hann, cogepxawmii CrNUCOK YyCTaHaB/IMBaAEMbIX MOL KOHTPOJb LLESIOCTHOCTMU
dannos. AaHHbn xml-bann fonxKeH nMeTb Cneayowyto CTPYKTYpPY:
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity >

3HaueHune nons Algid gonxHo paBHATbCA 00008021.

2. 3anyctntb Moaynb cpverify —xm in_file out_file TestControl, ykasaB B kauecTBe napameTpa
in_file nma cospgaHHoro xml-daina. PesynbtatoMm paboTel moayna 6yaer aBnatbca xml-dann ¢
nMeHem out_file, cogepxawmii BbIYMCIIEHHbIE 3HAYEHUS X3W-PYHKUMM 4Na nepedyncneHHolx B in_file
hannos U UMEKLWMN CNeayroLyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D
604C7</Tag>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D
06B9C</Tag>

</entry>
</catalog>
</CProlntegrity>

3HaueHune nongd Algid ponxHo pasHaTbcs 00008021.

3. YCTaHOBUTb NOA4 KOHTPOJIb LENOCTHOCTU alnbl, AN KOTOPbIX 6bl/10 BbIYMCNEHO 3Ha4YeHue
xaw-dyHKUMK, ncnonbsys moaynb cpverify —x2r in_file TestControl, rae napameTtpowm in_file asnaetcs
xml-dain, nony4yeHHbIN B pe3ynbTaTte BblYMCNEHNS 3HAUYEHUS X3W-DYHKLUMN B MYHKTE 2.
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A.2 KOHTpO/b LEeNI0OCTHOCTM NMPOrpaMMHOro obecrneyeHnsi C NOMOLLbI anropnuTMoB
noAnucu

- cpverify -file_verify nmsa_daina [3HayeHne_noanucu] -timestamp gata

MpoBepka noanucun ddanna C uMeHeM <«uMsa_darna». [lapamMeTp «3HadeHWe_noanumcm»
HeobxoamMo nepepasaTh B BMae 6anToBON CTPOKU. ECM napaMeTp «3HauYeHMe_NOoANMUCU» He yKasaH,
TO 3HadeHune noanucn b6epetca u3 danna uma_danna.sgn. NapameTp «AaTa» ykasbliBaeT, Koraa
noanmcb 6biia cdhopmmpoBaHa, HeobxoanMMO ykasbiBaTb B dopmaTe pgAa.MM.rrrr. JaHHas KoMaHAa
npoBepsieT NoANMCb C NPSMON NoCNeaoBaTesibHOCTbIO NonybanT, Ans npoBepkyM nognmcun ¢ obpaTtHoOM
nocnenoBaTesibHOCTbIO 6alT Heo6xoaMMO MCNONb30BaTb KOMaHAY versign ¢ aHanormdHbiM Habopom
napameTpoB. [loagnucb npoBepsieTCcs Ha OTKPbITOM K/K4e M3 crneumanbHoro ceptudukaTta ans
noanucu koaa komnanum «KPUMTO-MPO>».

- cpverify —pe_sign FileName [kpuTepuun nomncka ceptudunkartal [4on. napaMmeTpsbl]

Job6asneHne B danin ¢ mmeHem FileName undposon noanucum B dopmaTte authenticode
NOSIHOCTbID Ha POCCMUCKMX anroputMax C nomowbto Microsoft CryptoAPI. C nomowbio AaHHOWM
KOMaHAbl MOXHO NOAMNUCaTb TONbKO dannbl dopmaTtos .exe u .dll.

Onsa Toro u4tobbl noanucate dann, HeobxoaMMO B XpaHunuwe <«JInyHoe» TeKyllero
nonb3oBaTesss MMeTb YCTAHOBNEHHbIN cepTUdMKAT CO CCbIIKOM Ha 3aKpbITbl K/HOY, B Ha3HauYeHUsX
KOTOporo npucyTtcreyeT «lognuceiBaHne koga».

MonCK HY>XHOro cepTudmrKaTa OCyLECTBIAETCS C MOMOLLbIO C/TeAYOLWNX KPUTEPUEB:

NMa cybbekTa cepTudmKaTta noanmucu. ITo 3HaUeHme

-name SubjectName o
MOXeT 6bITb NOACTPOKOW MOSTHOMO MMEeHW cybbekTa.

ANropuTM X3WMpOBaHUA ANa noanucu B cemechKaTe.

-alg AlgId Jonyctumble 3HaveHns GR3411, GR3411_2012_256,
GR3411_2012_512.
-fp FingerPrint 3Ha4yeHue shal oTneyaTka cepTudukaTa.

Moanuce 6ypet pobaBneHa kak BTopocTeneHHas. Ecnu B
-append daline HeT OCHOBHOM NoAnNuCcU UM nNapameTp —append
He nepenaH, To noanuck 6yaeTt gobasneHa Kak OCHOBHas.

Ecnn Heckonbko cepTU@UKATOB YAOBNETBOPSAIOT 3aAaHHbIM KPUTEPUAM, TO MONb30BaATENIO
6yaeT npenocraBneHa BO3MOXHOCTb BPYUYHYHO BblbpaTb HYXHbIN cepTudmkar.

- cpverify —pe_verify FileName [gon. napameTpbl]

MpoBepka authenticode noanucu danna ¢ uMeHem FileName 6e3 mcnonb3oBaHusa Microsoft
CryptoAPI.

MpoBepka Bcex authenticode noanucen, HanAeHHbIX B
-multiple danne. Ecnn napameTp He nepeaaH, To 6yaeT npoBepeHa
TOJIbKO OCHOBHas NOAMWUChH.
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Mpunoxenune B. Cnyx6bl cepTndurKaummn onepaumoHHon cmctembol Windows.

Beaywme mMupoBble NpoOM3BOAUTENN CUCTEMHOIO M MPUKAAAHOro nporpaMMmHoro obecnedeHms
AKTUBHO MWHTErpMpyloT peLleHnsi, OCHOBaHHble Ha WHMpacTpyKType OTKPbITbIX K/OYENH B
OonepauuoHHbIe CUCTEMbl U TMPUIOXKEHUSA. HAPKUM MPUMEPOM HABJISETCA oOnepauMoHHas cucteMa
Windows, nonHoCTbio nogaepxunsatowwas MOK.

B onepauuoHHOl cucteme Microsoft Windows B nonHom obbemMe peanmsoBaHa
MHdpacTpyKTypa OTKPbITbIX KAto4Yeln. DTa MHPpaACTPYKTypa npeactaBnsieT cobor MHTerpmMpoBaHHbIN
Habop cnyx6 M cpeacTB agMWHUCTPUPOBAHUS ANS CO34aHUS M pa3BepTbiBaHUSA MPUTOXEHUN,
NPUMEHSIIOLLNX KPMNTOrpadumio C OTKPbITbIMU K/IlOMaMK, a Takxke ANns ynpaBieHns nmu.

NHdpacTpyKkTypa OTKPbITbIX K/OYel npeanonaraer Mepapxumyeckyto Moaenb MNOoCTpoeHus
ueHTpoB ceptudumkaumn. Takas  Mogens  obecneumBaer  MacwTabupyemocTtb, ynobcTBO
AAMUHUCTPUPOBAHMSA M COrNacoBaHHOCTb C PacTyLWMM YMUC/IOM NPOAYKTOB M LEHTPOB cepTudukaumn.
MpocTenwasn dopMa nepapxmm COCTOUT M3 OAHOIO LieHTpa cepTudwmkaummn, a B obwem ciydae - m3
MHOXEeCTBa C ABHO onpeAesieHHbIMU OTHOLIEHUSMU POANTENBbCKUIA-A0YEPHUNA.

MHbpacTpyKTypa OTKPbITbIX KJ/IOYEN, peann3oBaHHass B OrnepaumoHHON cucteme Microsoft
Windows noOnHOCTbIO noaAepXvMBaeT W MO3BOMASIET CO34aTb MepapXMYecKyr MoAesib LIEHTPOB
ceptTmdunkaunm.

Intermediate CA Issuing CA

Issuing CA

BE

Issuing CA

RS R

PucyHok B1- Mogenb nocTpoeHus LeHTpoB cepTudmkaumm

B coctaB cnyx6 cepTudukaumm onepaumoHHoOn cucteMbl Windows BXoAsaT creaylolme
cnyx6bl U KOMMOHEHTBI.

CepBuc ceptuumkaumm

CepBuc ceptudukaumm npegoctaBnsetr Habop cnyx6 pnsa BbiNycka, YrMpaBAeHUs U
NCNONb30BaHNS CepTUMUKATOB OTKPbITbIX K/OYEN B 3aLMLLEHHbIX TEXHOMOMUAX W MNPUIOXKEHUSX,
ncnonb3ytowmx WOK. CepBuc ceptuduKaumm BbIMOJHAET OCHOBHYK posib B yMpaB/ieHUn
6e30MacHOCTbI0  TEXHOMOMMI U MNPUAOXKEHUMA U obecneunmBaeT npouecc [AOCTOBEPHOrO M
KOHdunaeHumanbHoro obmeHa nHdbopmaymen.

KoHconb ueHTpa cepTudukaumm

KoHconb UeHTpa cepTudukaumm aBnseTcs paboyMM MecToM agMUHUCTpaTopa 6e30nacHOCTH,
No3BONAILNM YNPaBATb CEPTUDUKATAMU OTKPbITLIX KOUEN.,
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{8 Certification Authority [_ (O] x|

J Ackion Wiew |J L= -Plll@

Tree | Request ID

| Requester Mame

| Binary Certificate | Serial Murber | Certificate Effe « |

=l zs04
= zs0s
Ezsos
=l zso7
Ezsos
=509
Ezsi0
==
Ezsiz
Els13
Ezs14
Elesis
Elzsie
Ezsi7
Elsis
Ezs1a

(i}

@ Certification Authority (Local)
=-ffA CP C5P Test CA

-(L] Revoked Certificates
i3] Issued Certificates
-] Pending Requasts

------ ([ Failed Requests

1]

W TLISR_FW
W\ TLISR_FW
WM TLISR_FW
W TLISR_FW
WM TLISR_FW
W TLISR_FW
WM TLISR_FW
W TLISR_FW
WM TLISR_FW
W TLISR_FW
WM TLISR_FW
WM TLISR_FW
W TLISR_FW
WM TLISR_FW
W TLISR_FW
WM TLISR_FW

----- BEGIM CERTI... 3efaZcidooo... 17.04.2002 18
----- BEGIM CERTIL.., 4lefca4adod... 15.04,2002 7:5
----- BEGIM CERTIL.., 42%c6fd3000... 15.04,2002 11
----- BEGIM CERTI... 429d54f2000... 15.04.2002 11
----- BEGIM CERTIL.., 42dcdd45000...  15.04,2002 12
----- BEGIM CERTI... 42e327d4000.,. 15.04.2002 12
----- BEGIM CERTIL.., 42e37cch0dn... 15.04,2002 12
----- BEGIM CERTI... 42eeflccO0d.., 18.04,2002 12
----- BEGIM CERTIL.., 42f7ef9f000,...  15.04,2002 12
----- BEGIM CERTI... 437ff3cf0000... 18.04.2002 15
----- BEGIM CERTIL.., 438b5429000... 15.04,2002 15
----- BEGIM CERTIL.., 033d9c95000... 19.04,2002 14
----- BEGIM CERTIL... 0360c51a000... 19.04.2002 15
----- BEGIM CERTIL.., 03%cb962000.., 19.04,2002 16
----- BEGIM CERTI... 03bfbeda0on... 19.04.2002 16
-BEGIM CERTI... 03e9c496000..,

19,04, 2002 17

-----BEGIM CERTI,.. 0447bale00nd,., 19.0 19

PucyHok B2 - KoHconb ueHTpa ceptudukaumm

CpeactBa pacuumpeHuns pyHKLMOHaNIbHOCTU CEpBUCaA cepTudmukaumm
CpeanctBa pacwimpeHus @yHKUMOHANbHOCTU cepBUCa cepTudMKaunm npeaoctaBastoT Habop

METOAOB, MO3BONSAKWMNX U3MEHSATb U
cepTudukaumm aAns  yAOBNETBOPEHUS

KOHKpPETHOW npuKnagHom

CNCTEMDI

pasBuBaTb (PYHKUMOHANbHOCTb CTaHAApTHOrO CcepBuca

notpebHocTH nnm

TEXHONOMMKU. DU cpeactBea nMNO3BOJIAKOT MHTErpUpoBaTb CepBUCa CepTMCbVIKaLI,MVI C pasjindyHbiMA

CEeTEBbIMN CMpaBOYHUKaMWN U MNPUITOXEHUAMN,

Kno4yen, moanduunposaTb Npouecc ynpasneHns ceptudukaTamu.

KnueHTCckmne cpeacTsa B3aMMoaencTBus co cnyx6oii ceptucdukaumm

KnueHTCckmne cpeacTBa

BbINYLIEHHbIX cnyxb6on cepTudukaumu.

npefocTaBnsAT
dhopMmMpoBaHUS 3aKpbITbIX KOYEN, 3anpocoB Ha cepTudukaTol

Nno1b30BaTeNIaM

pasninyHble

ApXuUTeKkTypa cepBuca cepTudunkaunm npeacrasneHa Ha PucyHke B3.

OTKpbITEIE
KNKOYM

KpYNTONPOEANAED. —=
PRI PREAnEER)
RV B PEEEEER)

3aKpbliThle
KN4

Ceprichukarel

S3anpocel |
PKCS10 ! /

|| Moayne _ Cnyx6a Moayne

i np1ema cepTnuKayum nyoanKaumm [~

1 7 CRL

) 4
WaBnoHel Moayne Basa
cepTuuKaToB NONUTHKH epTHHKATOB

MeToabl
n 06paboTkn cepTUduUKaTos,

¢bopmMupoBaTh coCTaB cepTUdPUKATOB OTKPbITbIX

ans
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PucyHok B3 — ApxutekTypa cepBuca ceptudmkaumm.

lMpunoxeHne B. YnpaBneHne npoToKOMPOBAHNEM

Onsa BkntodeHms/oTknouyeHns npotokonmposaHus ans Windows 32[Windows 64] nobasnsetcs
B peecTp:
HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\
DWORD napameTp cpcsp 4114 onpeneneHms ypoBHS NpoTokKona
DWORD napameTp cpcsp_fmt ansa onpeaeneHuns ¢gpopmaTta npoTokosa

3HadeHueMm napaMeTpa ypoBEHb NMPOTOKOJ/1a ABAETCA butoBas Macka:

N_DB_ERROR = 1 # coobuieHns o6 owmnbkax
N_DB_LOG = 8 # coobLieHnsa o BbI3oBax

3HayeHMeM NnapaMeTpa popMaT NpoTokona saBasieTca butosas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSI MOAY/IA
DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA PYHKUNMU
DBFMT_TEXT = 0x10 # BbIBOAWUTb CaMO coobLieHune
DBFMT_HEX = 0x20 # BbiBoAUTb HEX aamn
DBFMT_ERR = 0x40 # BbiBoAUTb GetLastError

Ona Bkawo4veHns ayamta ucnonblosaHma Kpuntolpo TLS Ha Windows B peecTp
System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\
nobasnaercsa napameTp:
3HayeHue nMmeHun: EventLogging
Twun aaHHbiX: REG_DWORD

MapamMeTpy NpucBamMBaloTCs CreayoWmne 3Ha4YeHns:

0x0000 He 3anucbiBaTb B XypHan

0x0001 >ypHan coobuieHnin 06 owmnbkax

0x0002 xypHan npegynpexaeHuni

0x0004 ypHan MHPOPMaLMOHHbBIX COBbITUI

0x0008 ypHan ycnewHblX cobbIiTni
AyauT BbINONTHEHMS Npouecca cpsspap 6yaeT BbIBOAUTLCS B XYpHan npunoxeHuin Windows.
HacTpoliku BeaeHus XXypHana BCTynakoT B CUY MOCne nepecosjaHnsa maHaara.
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JlucT perncrtpaumm naMeHeHumn

JINCT perncTpaunn nsMeHeHuii

No
n/n

Homepa nuctos (cTpaHuu)

U3MEHEHHbIX

3aMEHEHHbIX HOBbIX

aHHYNIMpo-
BaHHbIX

Bcero
JINCTOB

(cTpanuu) B
[OKyMeHTe

N°
[OKyMeHTa

Bxoaswmnn
N° conpoBoau-
TenbHOro
[OKYyMeHTa,
naTta

Moanuce

[aTta
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