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AHHOTaUUSA

HacTtoswmnii nokyMeHT onpegenser TpeboBaHus kK APM M nopsiaiok M3roTOBIEHUS BHELUHEN
rammbl, WCNOSIb3yeMOlM B KayeCTB€ MCXOAHOr0O MaTepuana Aas WHUUManmsaumnm MnporpaMMHOro
partumka cnydanHbix umcen B CK3UM «Kpuntollpo CSP» Bepcunm 4.0 R4 B cocCcTaBe CepBEpPOB Ha
annapaTHO-NporpaMMHbIX nnatdopMax, ANs KOTOpbIX B HacToslee BpeMms He cyuwectsyeT [1AK
3awmTbl oT HC nnun a1eKTPOHHOro 3aMKka C GU3NYECKNUM AATUMKOM ClIydarHbIX dYuncen.
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1. TpeboBaHWNsA K BHELLUHEN raMMe

K BHelwHel ramMme, MCNoOsb3yeMOW B KayecTBE WMCXOAHOro matepuwana Ans MHuuuanmsaumu
MporpaMMHOro gartumka ciaydanHbix umcen (MNACYH) B CK3UN «Kpuntolpo CSP», npeabsasnswTcs
cneayowme TpeboBaHus:

1. BHewHAa raMmma siBnsieTcsl KoHduaeHUnanbHOM.

2. NaMMa npencTaBnseTcs OTpe3KaMmn paBHOBEPOSTHOM CllyyYanHo 6uHapHOM
nocneaoBaTesIbHOCTU pa3Mepa 256 6uTt (32 6aniTta).

3. N aMMa Ha HocuTenax (oTdyxaaembll HocuTenb, XM/ MNM2BM) npeacrasnsercsa B popmaTe
danna, coaepxawero 3ajaHHOe KOIMYECTBO OTPE3KOB C KOHTPOSIbHOM CyMMon (4 6alita) Kaxaoro
oTpeska.

4. 1ns NOBbIWEHUSA HAAEXHOCTU 3aMncu/CumnTbiBaHNS raMMbl C HocuTens gann ¢ raMMoi
aAybnupyeTcs Ha HocuTene B ABYX AUPEKTOPUSAX.

5. Hocutenb ramMmbl AO/MKEH AONycKaTb NocnefoBaTe/ibHOe CHMTbIBAHWE OYepeaHOoro oTpeska
C ero 3aliMTHbIM KOAOM C KOoHUa darina u nepeMelieHnem KoHua darnna (EOF) Ha 36 6aliTos.

2. TpeboBaHus K APM BblpaboTKM BHELLUHEN raMMbl

BblipaboTka BHELWHEW ramMMbl M 3anncCb €e Ha OTYYXXAAEMblE HOCUTENN MPOM3BOAUTCA Ha
aBTOHOMHOM APM, ¢byHKLMOHMPYIOLLEM B CliefyoWwmnx NporpaMMHo-annapaTHbIX cpeaax:

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

Ha APM ycTtaHaBnumBeawrTCcs:
1. CK3UN «Kpuntolpo CSP» ¢ 3/1eKTpOHHbLIM 3aMKOM «Cobonb».

B HacTpoiike CK3N «CBoicTtBa Kpuntolpo CSP/o6opyaoBaHue/aaTyMKM cClyvyamHbIX
ymcen» [o/KeH bbITb ocTaBfieH ToAbKo «Cobonb».

2. YTunuta genkpim BblpaboTKN BHELWIHEN raMMbl;

3. YcTponcTtBa BbIBOAA@ BHELWHEN ramMMbl Ha Tpebyemble TuMbl OTUYYXAAEMbIX HOCUTENENn,
paspelleHHbIX K ncnonbsosaHuto B CK3UN «Kpuntollpo CSP».

APM ¢byHKUMOHMPYET MO CXEME:

Yrunura genkpim
(BBOomMTCS C KOMaHTHOM CTPOKH)

v
CK3U «Kpunrollpo CSP»
(Ucmonpsyercs pynxius CryptGenRandom)

Y

daiin Kis_1

A 4 Y

Hupexropus DB1 Hupexropust DB2

Y Y

Hocurenb BHENTHEH raMMBI
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3. [MopaaoK nsrotoenieHUs HOCUTENEen C BHeLWHen raMMon

N3roToBneHne BHewHen raMmbl Ha APM obecneunBaetcsa ytunuton genkpim.

Ons M3rotoBneHMs BHELWHEW ramMMbl C KOMaHAHOMW CTPOKM MPOU3BOAUTCH 3anycK YTUAUTHI

genkpim:
genkpim.exey n <p>

34echb y - Heob6xoAMMoe KONMYEeCTBO CNy4YalHbIX OTPE3KOB raMMbl A/ 3anuUCu Ha HoCUTENb, p
- NyTb, NO KOTOPOMY 3anucaHbl gunpektopun DB1 n DB2 (ecnn nyTb He yKasaH, TO MO YMOAYaHUIO
naet obpalleHne K AMCKY a:), M- HOMep KOMMeKTa BHeWHel rammbl (8 cMMBOAOB B 16-pUYHOM
Koae).

B pesynbTaTe BbINO/MHEHMS KOMaHAbl FrEeHepUpyeTcs 3aAaHHbll 06beM MaTepuana BHELWHEeNn
rammbl n dopmupyetcsa dann kis_1, cogepxawmii y oTpe3koB rammbl no 36 6antos (32 6anTta -
OTpe30K rammbl, 4 6anta — KOHTpPOJIbHas CyMMa OTpe3Ka rammbl).

®ann kis_1 no nytu p aybnuposaHmem B ABe aumpektopum: DB1 n DB2 3anucbiBaeTcs Ha
HOCUTENb BHELUHEN FraMMbl.

4. Vlcnonb3oBaHue BHewHen raMmmbl B CK3U

BHewHaa raMMa Mcnonb3yeTcs B KayecTBe UCXOAHOro Matepuana ans vmHmunanmsaumum MNACY
B CK3UM B cocTaBe cepBepOB Ha amnnapaTHO-NMpOrpaMMHbIX naatdopmax, ANs KOTOpbIX B HacTosLee
BpeMs He cyuwecTtByeT MNAK 3awmTtbl oT HC nnu 3neKTpoHHOro 3aMka ¢ ¢pusnyeckum ACH.

Ona uvcnonb3oBaHusa BHewHen ramMmbl B CK3W aupektopun DBl mn DB2 ¢ dannom kis_1
3anuncbIiBalOTCA C OTUYXAAEMOro HOCUTENS BHELUHEN raMMbl Ha XXEeCTKUN AUCK cepBepa.

Ons nepenHuymanunsaunm coctosaHms NMACH, NpoM3BOAMMON NpU KaxXAoM CO3[4aHNU KIOYEBOro
KOHTElHepa 1 Npu reHepauuMm Kaxaoro 3aKpbITOro Mofib30BaTeNbCKOro KJk4ya, MCnofb3yeTca ABa
ouvepefHbIX oTpe3ka raMMmbl OT KoHUa dannos kis_1 B anpektopusax DB1 n DB2 Ha »eCTKOM AUCKe.

BecnoBTOpHOE MCMNO/Ib30BaHME OTPE3KOB FaMMbl M MX OTO6pakoBKa MPOBEPKOM KOHTPOJSIbHOWN
CyMMbl B npouecce dyHKUMOHUPOBaHMA cepBepa obecrneumBaetca cpeacteamm CK3U. Aybnupyemble
B anpektopusax DB1 u DB2 oTpe3kn ramMmbl B Cliyvae UX HecoBnaZleHns UrHOPUPYHOTCS.

5. TpeboBaHusa no 6e3onacHoOCTH

Mpwn skcnayataumm APM BbipaboTKK BHELWHEN raMMbl U MCNOIb30BaHUN OTUYXAAEMbIX
HOCUTENEN BHELUHEN raMMbl AOKHbI BbIMOSHATLCS TpeboBaHms:

1. APM BblpaboTkn BHewHel ramMMbl pas3MellaeTcs B OAHOM KOHTPOSIMPYEMOW 30HE C
cepBepoM, B KOTOPOM BHELLHSAS raMMa MCMNoJib3yeTcs.

2. N3roTtoBfieHMe HOCUTENEN C BHELLUHEN FaMMOW OCYLLECTBASAETCA TO/IbKO aAMUHUCTPATOPOM
cepBepa WK 3aMeHSIIOWMUM ero MLOM, AOMYLIEHHbIM K K/lo4aM cepBepa.

3. Ha HocuTenn ¢ 3anncaHHoOM Ha HUX BHELUHEN raMMol pacrnpocTpaHsalTca TpeboBaHMs no
obpalleHnto ¢ HUMKU KaK C Kto4deBbiMM gokyMeHTamu (n.6.7 XTSAN.00087-01 91 01. PykoBoacTso
agMmHucTpatopa 6e3onacHoCTM obias yacTb).

4. lMocne 3anMcu BHELWHEN raMMbl C OTYYXAAEMOro HOCUTENS Ha XEeCTKUIN AUCK cepBepa
OTUYyXAaeMbl HOCUTENb A0MKeH 6bITb NepedopMaTnpoBaH C PUNYECKUM YHUUTOXEHNEM BCEX
OAHHbIX WU YHUUTOXEH.

5. JomxkHbl cobntoaatbcst TpeboBaHUs! SKCMyaTauMOHHOW AoKyMeHTaunn Ha CK3U, dopmynsip
XTAN.00087-03 30 01.
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