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1. OBWWHMNE YKA3AHWA

1.1 dopmynssp Ha wu3genve «Cpencrtso Kpuntorpaduyeckon 3awmuTtbl  mMHbOpMaunm
«Kpuntollpo CSP» Bepcus 4.0 R4» XTHAN.00087-03 (manee — CK3WN), aBnaetcs AOKYMEHTOM,
YAOCTOBEPSIOWMM  rapaHTUpOBaHHbIE  M3rOTOBUTENIEM  OCHOBHble  xapakTepuctnkm  CK3WU,
onpenensoWwmMm KOMMAEKT MOCTaBKM, OTpaXkalowmMM CBEAEHUS O MNPOM3BOAMMBIX W3MEHEHUSIX B
KOMMJIEKTE MOCTAaBKM N ApYyrve AaHHble 3a BECb Nepuoa aKCnyataunu.

1.2 3kcnnyataums CK3WM pgomkHa npoBOAUTBCS B COOTBETCTBMM € 3KCMyaTauMOHHOM
OOKYMEeHTaumen, npeaycMOTpeHHOW HactoswmMm PopMynsipoM, M B COOTBETCTBMM C pasgesnoMm V
«MonoxeHna o pa3paboTke, nNpoM3BOACTBE, peanMsaunmm U 3KCNJyaTtaumm LWnNgpoBanbHbIX
(kpunTorpadgpuyecknx) cpeacTts 3awmnTbl MHDopMaumn (MonoxeHune MK3-2005)».

1.3 Mopsiaok obecnedyeHns uHPOpMaUMOHHOM 6e3onacHOCTM nNpu  ucnosb3oBaHum CK3U
onpeaensieTca pyKoBoAUTENEM 3KCMAyaTUPYOWeEN OpraHmMs3auuMm Ha ocHoBe TpeboBaHuMM Mo
OpraHM3auNOHHO-TEXHMYECKNM MepaM 3aluMTbl, U3/T0XKEHHbIM B 3KCMyaTauMOHHON AOKYMEHTaLUM M.

1.4 MMpwn akcnnyaTtaumm CK3UM aosmkHbl MCNOAb30BaTbCs cepTudmKaTbl KAKOYEN 3NeKTPOHHOMN
noanmcn  (ceptudukaTbl  OTKPbITbIX  K/OYEN),  BbiMyLWEHHble  YAOCTOBEPSIOWMM  LIEHTPOM,
ceptudmumnmpoBaHHbiM O®CB Poccmm NO Knaccy 3alunTbl HE HMXKE Kjacca 3alinTbl WUCMOSIb3YEMOro
CK3Wu.

1.5 Mpn BcTpamBaHum CK3W B npuknagHble cUCTeMbl HeobXoAMMO MO TexHUYecKoMy
3agaHuto, cornacosaHHomy c¢ 8 LUeHTpom ®CB Poccumu, npoBOAWTb OLEHKY BAUSIHUSA cCpenbl
dyHKUMOHMpoBaHUSA CK3W Ha BbinonHeHWe nNpeabsaBieHHbix kK CK3W TpeboBaHuin B cny4vasx:

— ecnn MHdbopMaums KoHGUAEHUMANbHOrO XapakTepa MOANEXUT 3aluMTe B COOTBETCTBUU C
3aKoHoAaTenbCcTBOM Poccuiickoin deaepaunu;

— Npu opraHusauum 3awmTbl KoHdpuaeHumanbHONM mMHpopmaumm, obpabatbiBaemon CK3U, B
denepanbHbIX oOpraHax WCNOJHUTENbLHON BAaCTU, OpraHax MWCNOMHUTENbHOM BNacTu cybbekToB
Poccuinckonn ®egepaunu;

— MNpu opraHusaumm Kpuntorpadunyeckom 3awuTbl KOHdMAeHUManbHOW MHMOPMaumu,
obpabaTtbiBaemon CK3W, B opraHusaumax He3aBuUCMMO OT MX OpraHu3auMoHHO-MpaBoBOM (OpPMbI U
¢bopMbl COBCTBEHHOCTU MNPU BbIMOHEHUN UMUK 3aKa30B Ha MOCTaBKYy TOBApOB, BbIMOAHEHMe paboT nnu
OKasaHue ycnyr Ans rocyAapCTBEHHbIX HYXA,;

— ecnu o0653aTeNnbHOCTb 3aWwmThl MHGOPMaUMKN KOHMUAEHUMANIBHOIO XapakTepa Bo3naraercs
3aKoHoAaTeNnbCTBOM Poccuinckon depepauum Ha nuy, UMEKLWMX AOCTYN K 3TOM MHbopMaumu mnu
HaAAENIEHHbIX MOJIHOMOUMSIMA MO  PACMOPSKEHUIO CBEAEHUSIMU, COAEPXKAWMMUCS B  AAHHOWM
nHpopMauun;

— npwu obpabaTtbiBaHMK MHPOPMaUMN KOHDMAEHUMANBHOro XapakTepa, obnagateneMm KoTopomn
ABMSATCA FOCYAAPCTBEHHbIE OpraHbl MW OpraHuM3aumu, BbIMOHSAWMNME rOCyAapCTBEHHbIE 3aKasbl, B
c/lydae npuHSATUS UMKM Mep MO OXpaHe ee KOHMUAEHUWaNbHOCTM MyTEM WCMNONb30BaHUSA CPeacTB
KpunTorpadunyeckon 3alnThbl;

— npu obpabaTtbiBaHUM MHbOpMaUnMM KOHMUAEHLUMANbHOMO XapaKTepa B rocyAapCTBEHHbIX
opraHax M B OpraHu3auusix, BbIMOJHAKLWNX rOCyAapCTBEHHbIE 3akasbl, obnagaTtesnb KOTOPOM
npUHUMaeT Mepbl K OXpaHe ee KOH(UAEHUMANbHOCTU NyTEM YCTAHOBMEHUS HeobXoaAMMOCTU
KpunTorpaduyeckon 3awnTbl AaHHON MHDOpMaLMK.

B ocTanbHbIX Cnyyasx PpeKoMeHAYeTCs MpPOBOAUTb YCTAHOBJIEHHbIM MOPSIAKOM MpPOBEPKY
KOppeKTHOCTM BCTpamBaHusa CK3W B npuknagHble CUCTEMbl C LENbl OLEHKM O0HBOCHOBAHHOCTU U
OOCTaTOYHOCTM Mep, MPUHATbIX 415 3aWnTbl MHopMauun, obpabaTtbiBaemoin CK3U.

lNpoBeaeHWEe OLEHKM BAUSHWUSA TMPUSIOKEHUI, MEPEeUYUCNeHHbIX B M.2 [lpaBuna nonb3oBaHuS
XTAKN.00087-03 95 01, He TpebyeTcs.

B cnyyae ucnonb3oBaHWSA BbI30BOB, HE BXOAALMX B nepedeHb [MpunioxeHus 2 AOKyMeHTa
XTAN.00087-03 95 01. MpaBunia nonb3oBaHMsl, HEO6XO0AMMO NMPOM3BOAUTL pa3paboTKy OTAENbHOro
CK3UM Ha 6ase «Kpuntollpo CSP» Bepcus 4.0 R4 B COOTBETCTBUM C AEUCTBYKOLWEN HOPMATUBHOWN
6a3on (B yacTtHocTun, c NoctaHoBneHuem lMpaButenbcTBa Poccuiickon ®egepaunm ot 16 anpens 2012
r. N°313 n NonoxeHnem o pa3paboTke, NPOM3BOACTBE, peanmsaumm n aKcnayaTaumm WndpoBanbHbIX
(kpunTorpacgpunyecknx) cpeacts 3awmTbl MHDopMaumun (Monoxernune MK3-2005)).




XKTAM.00087-03 30 01. Kpuntollpo CSP. ®opmynsp

1.6 CK3W cooTtBetcTBYeT «TpeboBaHMAM K CcpeAcTBaM 3/eKTPOHHOM nognucu» (MpunoxeHue
1 k Mpukasy ®Cb PO ot 27 pgekabps 2011 r. N2 796 «O6 yTtBepxaeHun TpeboBaHuii K cpeacTBam
3/1eKTPOHHON noanncu n TpeboBaHMI K cpeacTBaM yAOCTOBEPSIOWErO LEeHTpa») nNpmM MCNoib30BaHUM
B CMCTeMax C aBTOMATM4YeCKMM co3gaHmem u (nnm) aBTOMATUYECKOM MNPOBEPKON 31EKTPOHHOM

noanmcu.

1.7 ®opmyndap BxogumT B KoMnnekT noctaBkn CK3U u fo/mKeH NOCTOSHHO XPaHUTbCS B OopraHe
(nogpa3saeneHunmn), oTBETCTBEHHOM 3a 3KcnayaTauunto CK3U.

1.8 Bce 3anucu, BHOCMMble B OpPMYnsp, A0/KHbI ObiTb 3aBepeHbl 1MLAaMK, OTBETCTBEHHbIMU
3a akcnnyaTtauunio CK3N.
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2. TPEBOBAHNA K SKCIJTYATALUUWN CK3N

Mpun skcnnyataunm CK3U gomkHbl BIMNOMHATLCA cieaytowwme TpeboBaHms:

2.1 C nomowbio CK3M He ponyckaerca obpabaTtbiBaTb WHpOpPMaUMIO, CcoaepXKallyro
CcBeaeHus, cCoCcTaBnslowme rocyaapCTBEHHYO TalHy.

2.2 [JdonyckaeTcsi ucnonb3oBaHne CK3W gna kpuntorpaduyeckon 3aluTbl NepCcoHanbHbIX
AaHHbIX.

2.3 KnwoueBasa nHbopMaums sBnsieTcss KoHduaeHUNnaNbHOMN.

2.4 Cpok pgencrteusl knwuya npoeepku 3B - He 6onee 15 neT nocsie OKOHYaHUS Cpoka
AEeNCTBMS COOTBETCTBYOWEro katoda II1.

2.5 BHewHas ramma, mcnonb3yemas 478 WMHULMANM3aUMKM COCTOSHUS nporpamMmHoro [CH,
ABNseTcs KoHdMaeHUManbHON.

2.6 CK3M OOJDKHO MCNoJ/1b30BaTbCA co cpencrtesamm AHTMBMPYCHOM 3alUuThI,
ceptudunumposaHHbeiMmu ®CB Poccmun. B cnyyae mx OTCYTCTBMS pEKOMEHAYETCS MO BO3MOXHOCTMU
MCNONb30BaTb CYLECTBYOWME aHTUBMPYCHble CpeacTBa 3awuTtbl. Knacc aHTUBUPYCHbIX CpeacTB
3aWmMTbl onpepenseTcs ycnosuamm skcnayataunmm CK3U B aBTOMaTU3MPOBAHHbLIX CUCTEMaX.

2.7 Pa3MelweHne CK3M B noMeLleHUsIX, B KOTOPbIX ocyLliecTBnsieTcss o6paboTka nHdopmaumm,
coAepkallel cBeAeHMUs, COCTaBAsilOWME FOCYAAPCTBEHHYO TaliHY, OCYLLECTBASIETCS YCTaHOBEHHbIM
NOpsIAKOM.

2.8 Mpwu akcnnyatauum CK3U Heobxoammo pykoBoacTBoBaThCA lMNonoxeHuem MK3-2005.

2.9 Mpu 3kcnnyataumm CK3MN HeobxoaMMO BbINOMHEHWE AEUCTBYHOWMX B Poccuinckom
®depepaumn TpeboBaHM NO 3alnTe MHPOPMALMKN OT YTEUKN MO TEXHUYECKUM KaHanaMm, B TOM uucne,
no kKaHany ceasu (Hanpumep, CTP-K).

Mpn akcnnyataumm CK3WM Ha nnatdopme i0OS npu obpaboTke KoOHpuaeHUMaNbHON
MHpopMaunM Aanss KOHKpeTHOro MobusbHOro ycTpoiicTea, paboTtatowero nog ynpasneHneMm OC iOS
MpomM3BoACTBa KOMMNaHuM Apple, AOMKHbI BbINOMHATLCSA Aencrteyrowme B Poccuinckonn depepauunn
TpeboBaHMsA MO 3awWnMTe OTKPbITON (KOHMDMAEHUMANbHOMW) UHMOPMaLUM OT YTEUKM MO TEXHUUYECKUM
KaHanam. [laHHoe TpeboBaHmne He npeabsBnseTcs B cny4yae akcnnyataumm CK3W Ha nnatdopme i0OS
npu o6paboTke OTKPLITOM MWHMOpPMaUuM, AOCTYN K KOTOPOM HE OrpaHMYMBaeTCs COrnacHo
3akoHogaTenbcTBy Poccuinckon Odegepaumm. BHOC M wmcnonb3oBaHMe MOOBWUIBHOrO YCTPOWCTBA,
paboTtatowero noa ynpasneHmeMm OC iOS npomssoacTtBa KomnaHun Apple, B noMelleHnax, B KOTOPbIX
BeAyTCs NeperoBopbl CEKPETHOro CoAepXaHUsa UM NpoBoAATCA paboTbl CeKpeTHOro xapakTtepa, 6e3
NpoBefeHUs ero crneumasnbHbIX NCCNeA0BAHMA N CNEeLnanbHON NPOBEPKU 3anpeLLatoTcs.

2.10 YcraHoBka CK3W Ha pabouee mMecTo nosb3oBaTens MOXeT 6biTb OCYLLECTBEHA TONbKO B
cnydyae  noATBEpPXAEHUS  LUENOCTHOCTM  MOJIYYEHHbIX  YCTaHOBOYHbIX  Mogynen CK3U wu
aKCnayaTauMoHHOMW AokyMeHTaumu (n. 2 XTAKW.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMmHucTpaTopa 6esonacHocTn. Obwas 4YacTb).
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3. ObWME CBEAEHNA N OCHOBHbIE TEXHUYECKWE OAHHbIE

3.1 CK3W npepHasHayeHO ANs 3alMTbl OTKPbITOM MH(OPpMauumn B MHGMOPMALMOHHbBIX CMCTEMaXxX
obuwero MoJsib30BaHMS (BbluMCNEHMe/npoBepkKa 3/IEKTPOHHOMN noanucm) 7 3aWnThbl
KoHduMaeHUManbHON WHGOpMaUnM, He coaepxalweln CBefeHWN, COCTaBASOWNX FOCYAapCTBEHHYHO
TalHy, B KOPNOpaTUBHbIX NHPOPMALUMOHHBLIX CUCTEMAX C BbINOSIHEHNEM Cnefywmx QyHKUUNA:

1) 3alUMLIEHHOE XpaHEHME MOMb30BATENIbCKMX KJOUEN B  KJIIOUEBOM KOHTENHepe C
NCNONb30BaHUEM WNGDPOBAHUSA, UMUTO3ALWMUTbI U ayTEHTUDUKAUNN AOCTYNa;

2) wudpoBaHme, BbluMClieHne MMNTOBCTABKM, X3LWKMpPOBaHue, co3aaHune/nposepka
3/1EeKTPOHHON MoANuUCK;

3) dopMMpoBaHME CECCUOHHBIX KAOYeln, kKnven obMeHa un Kaw4yeln cosgaHus/nposepkn M1,
MX MMMOOPT/3KCNOPT U3/B KAKOYEBON KOHTENHEDP;

4) nageHtTudpukaums, ayteHTudmkaums, wndposaHme n nMmuTosawmra TLS-coegnHeHUn;

5) ayteHTudmkaumsa B aomeHe Windows ¢ ncnosnbsosaHmeM «Kpuntollpo Winlogon».

3.2 CK3U dyHKLUMOHUPYET B Cleayowmx NporpaMMHO-annapaTHbIX cpeaax:

Windows

Bk/loyaeT nporpaMMHo-annapaTHble Cpeabi:
Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux
BkntovaeT auctpmnbyTmebl Linux, yaosnetsopswowme ctaHgapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:
CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
T4 OC AUC dCCN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 27/28/29 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterOS (x64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnnTe3-0C.PC (x86, x64);
MK «CnHTesM-KnmeHT» B coctase KM «30C «CuHTesM» (x64);
MK «CuHTeaM-Cepsep» B coctaBe KM «30C «CuHTe3M» (x64);
KN «OC «CuHtesM-K» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);
Linux Mint 17/18/19 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);
OC NloToc (x86, x64);
Astra Linux Special Edition, Common Edition (x64, MIPS, 9nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).
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[

nix

BkntoyaeT nporpaMMHO-annapaTHble Cpeabl:

OC 3nbbpyc Bepcus 3 (Inbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT CepBep 8, AnbT 8 CIM CepBep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHuuaA 8, AnbT Pabouan ctaHuma K 8, AnbT 8 CM Pabouas ctaHuuA (x86, x64, ARM,
ARM®64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/IbT/HUKE/Ib (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac 0S X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BkntoyaeT nporpaMMHo-annapaTHYyo cpeay':
Sailfish0S 2.1.1.12 (ARMV7).

i0S

BkntoyaeT nporpaMMHo-annapaTHble cpefbi:
Apple i0S 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3
.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);
Citrix XenServer 7 (x64);
VMWare WorkStation 11/12/14/15 (x86, x64);
VMWare WorkStation Player 12/14/15 (x86, x64);
VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);
Oracle VirtualBox 5.2 (x86, x64);
RHEV 4 (x64).

MpuMmeyaHus:

1. MNpwn skcnnyataunm CK3UM HeobxoAMMO yuyuTbiBaTb, YTO MOPSAOK WM CPOKM 3KCnsyaTaumu
onepauMoHHbIX CUCTeM, B cpeae KoTopbix dyHkumoHmpyeT CK3U, onpeaenstoTcs npom3BoauTensmMm
onepaumnoHHbIX cucteM. Mcnonb3oBaHme omnepaumoHHbIX CUCTEM, MOoAAEpPXKa KOTOPbIX OCTaHOBEHa
nponssoauTeneM, He A4ONyCKaeTcs.

2. HeobxognuMo wucnonb3oBaTb AUCTPUOYTMBBLI  YKa3aHHbIX  OMepaumoHHbIX  CUCTEM,
NnofslydeHHble y pa3paboTumka ornepaumoHHOM CUCTEMbI, MU UX LUTATHble Perno3uTopuMn C nakeTamu.
Mcnonb3oBaHune npounx cbopok OC He gonyckaeTcs.

3. Ana cepsepHoro npumeHeHms CK3W (maccoBoe obcnyxmBaHue) HeobxoamMma cepBepHas
nmueHsuns. CepBepHbIMM CUUTAKOTCS:

- OC cemeiictBa Windows Server (2003/2008/2008R2/2012/2012R2/2016);

- OC cemenctBa Linux Server (Red Hat Enterprise Linux Server, SuSE Linux Server, Ubuntu
Server, Mandriva Enterprise Server 5, Business Server 1, ROSA Enterprise Linux Server);

- CepBepHblie n ceteBble OC (AIX, FreeBSD, Solaris);

- Bce nnatdopMbl ¢ cepBepHOI NpoLeccopHon apxutektypon (PowerPC, Sparc).

4. Bepcus POSReady.

3.3 Anroput™M  3awwudpoBaHusi/paclumdpoBaHMs AaHHbIX M BblUUC/IEHME  UMUTOBCTaBKU
peanu3oBaH B cooTBeTcTBMM C [OCT 28147-89 «Cucrtembl 06paboTkm uWHGOpMauun. 3awmTa
KpunTtorpaduyeckas. Anroputm Kpuntorpadudeckoro npeobpasosaHus».




XKTAM.00087-03 30 01. Kpuntollpo CSP. ®opmynsp

3.4 AnroputMmbl (HOPMUPOBAHUS W NPOBEPKM 3SIEKTPOHHOW MOAMNUCKM peanm3oBaHbl B
cootBeTcTBUMM € TOCT P 34.10-2012 «NHdbopmaumoHHas TexHonorusa. Kpuntorpaduyeckas sawmrta
nHdopmauun. MNpoueccbl GOpMUPOBaAHMS U NPOBEPKN 3NEKTPOHHOM umndposon nognmcn» mn FOCT P
34.10-2001 «NHdpopmaunoHHasa TexHonorusa. Kpuntorpadumyeckasa 3awmta nHdopmaumn. Mpouecchol
dhopMmMpoBaHUS N MPOBEPKU INEKTPOHHOM LMD POBON NogNNCH>.

3.5 AnropuTMbl BbIpaboTKM 3HayeHuUs X3W-(PYyHKUUM peann3oBaHbl B COOTBETCTBUM C
FOCT P 34.11-2012 «WHdopMaumoHHasa TexHonorus. Kpuntorpadudeckaa 3awmta uHboOpMaunu.
OyHKumna xawmnposaHua» n FOCT P 34.11-94 «NHdopMaunoHHas TexHonorusa. Kpuntorpaduyeckas
3awmTa nHpopMaumn. OYHKLUMSA X3WNPOBAHNS».

Ncnonb3oBaHne cxembl nognucu TOCT P 34.10-2001 gna dpopmupoBaHms noanmcu nocne 31
Aekabpsa 2019 roga He fonyckaeTcs.

3.6 CeteBas ayTeHTU(dMKauns peanmsoBaHa Ha 6a3e npotokona TLS v.1.0 ¢ ucnonb3osaHneM
anropytMoB n.n. 3.3-3.5 B COOTBETCTBMM C [AOKYMEHTOM <«MWHOpMauMoHHaAsh TexXHOA0rms.
Kpuntorpadguueckas 3awmTta uWH@opMauun. PekoMeHpauum no craHaapTtmsauun. Wcnonb3oBaHue
HabopoB anroputMoB wWwudpoBaHma Ha ocHoBe [OCT 28147-89 ans npotokona 6e3onacHoOCTH
TpaHcnopTHoro ypoBHS (TLS). TexHuMYeckuih KOMWUTET Mo CTaHaapTtm3aumm <«Kpuntorpaduydeckas
3awmTa nHdopmaumm» (TK 26)»;

3.7 KnwueBaa cuctema CK3UM obecneunmBaeT BO3MOXHOCTb MapHO-BbIGOPOYHON CBSA3U
aboHeHTOB ceTu (N0 TUNY <«KaXAbl C KaXAbIM») C MCMNONb30BaHMEM AN KaXXAOoM napbl abOHEHTOB
YHUKasbHbIX K/HOYEN, CO34aBaeMbIX Ha OCHOBE MPUHLMMNA OTKPbLITOrO pacrnpenenenunst Ka4en.

3.8 BapuaHTbl BO3MOXHbIX HOCUTENEN ANs XpaHeHus Katouden DI (3aKpbiTbiX KAKOYENH) B
3aBUCMMOCTU OT ncnonbdyemort OC oTpaxkeHbl B Tabnuue 3.1.

Tabnnua 3.1 - Mcnonb3oBaHWe K/KYEBbLIX HOCUTENEN B 3aBUCMMOCTM OT MpOrpamMMHO-anmnapaTHOWM
nnathopMbl

Windows Windows . FreeBS - Apple Sailfish
Hocutenn/0OC IA32 x64 Linux D Solaris | AIX c;(s i0S oS
r™MA 3,5”, USB ancku + + + + + - + - -

CmapTtkapTtbel GEMALTO (GemSim1,
GemSim2, Optelio, OptelioCL, + + + + + - + - -
OptelioCL2, Native)

eToken, Jacarta + + + - - - - + _

USB-TokeHbl PyTokeH UMM 2.0,
PyTtokeH UM 2.0 (micro, Flash, Touch,
2100, micro 2100), PytokeH 3UMN PKI,
Pytoken UM (micro, Flash, Bluetooth),

PyToken DUM 2.0 2151,
PyTokeH Lite

CmapTkapTbl PyTokeH Lite SC, PyTokeH
3UN SC, Pytoken 3UM 2.0 2100, + + + + - - + - -
PyTtokeH 2UM 2.0 2151

PyTokeH S + + + - - - + - -

Novacard + + + + + - + - -

CmapTtkapTbl PUK (OCKAP 1, OCKAP 2,

Maructpa, TRUST, TRUSTS, TRUSTD) + + + + + - + - -

CmapTtkapTta Y2K + + + + + - + + -

CmapTtkapTta MS_KEY K + + - - - - - - -

TokeH++ Lite + + + + - - + - -

ESMART Token + + + - - - + - -

CmapTtkapTbl Athena IDProtect, + + ) ) ) ) ) ) )

MorphoKST, Cha cardOS, Cha JCOP

CMapTkapTbl AnvoT INEASPOT Series, n " + ) B ) ) ) )
SCOne Series

Rosan + + + + + - + - -
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Pazgen HDD M2BM (B Windows -
peecTp)

NpeHTndukaTtopbl Touch-Memory
DS1995, DS1996

MpumedvaHusa:

1. XpaHeHue 3akpbiTbiX kntoven Ha HDD MN3BM n USB aunckax (B peectpe OC Windows, B pasgene HDD
npu pabote nog ynpasneHuem apyrux OC) gonyckaeTcsl TOJIbKO MpU YC/I0BMK pacrnpocTpaHenms Ha HDD, USB
anck wvnm  Ha [29BM ¢ HDD TpeboBaHuii no obpalweHuto C  Ka4YeBbiIMWM  HocuTensmm  (N.6.7
XXTAN.00087-01 91 01. PykoBoacTBO agMMHUCTpaTopa 6e3onacHoCTM obuwasa 4acTtb).

2. Bce BblWwenepeyncsieHHble HOCUTENN WCMNOJb3YIOTCA TOMbKO B KayecTBe MNAaCCUMBHOMO XpaHWIMLLA
KNHOYEeBOM MHMOpMauum 6e3 NCNoNb30BaHUA KpUNTOrpaduyeckmx MexXaHU3MOB, peanM30BaHHbIX Ha CMapT-
KapTe/TOKEHe.

3. Ucnonb3oBaHne HocuTenemn ApYyrux TUMOB - TONIbKO Mo cornacosaHuto ¢ ®CB Poccun.

4. lcnonb3oBaHMe B KadecTBe MacCMBHOIO XpaHunuwa Knw4vesor nHgopmauum PytokeH DUIM Bluetooth
BO3MOXHO TOJIbKO NMpu Hannumu ceptudmkata coorBetctBmsd O®Cb Poccum Ha ykasaHHOe yCTPOWCTBO; ANS UHbIX
HOCUTener NCnonb3oBaTb ANs Nepefayn AaHHbIX 6eCKOHTaKTHbIN MHTepdhENC 3anpeLleHo.

3.9 dopMUpoBaHME 3aKPbITbIX KHOYEN MPOU3BOAMTCA C UCMOJSIb30BAHUEM CleayoWwmx TUMNOB
cuuTbiBaTENEN, YKasaHHbIX B Tabnuue 3.2.

Tabnnua 3.2 - Wcnonb3oBaHMe cuyuTbiBaTeNEn B 3aBUCMMOCTM OT MNpOrpamMMHoO-anmnapaTHOM
nnathopMbl
c /0C Windows Windows Linux FreeBS Solari AIX I:I)asc Apple Sailfish
yuTbIBaTENIMN IA32 X64 u D aris * ios oS
Ownckoeoa/USB anckoson + + + + + - + - -
PS/SC coBMeCTUMbIl cYMUTbIBaTENb + n n _ + _ _ + _
cMapT-KapT
MAK 3awmTbl oT HCA «Cob6onb»
RU.40308570.501410.001 (Bepcum N + + N i ) ) i )

Kopa pacwupeHus BIOS 1.0.99,
1.0.180)

MAK 3awmTbl oT HCA «Cobonb».
Bepcumsa 3.1. RU.88338853.501410.020 + + + + - - - - -
(ncnonHenus 1, 2)

MAK 3awuTtbl oT HCA «Cobonb».
Bepcusa 3.2. RU.88338853.501410.021 + + + + - - - - -
(ncnonHeHunsa 1, 2)

C3UN HCO «Akkopa-AMIA3» TY 4012-
054-11443195-2013, 4012-006- + + + - - - - - -
11443195-2005 TY

AMMZ3-Y M-5266
(KPUMTOH-3AMOK/Y)
KBAXK.468243.067 TY, M-526E1 + + + - - - - . B}
(KPUMTOH-3AMOK/E)
KBAXK.468243.090 TY

YcTponcTBo uTteHus Tabnetok Touch-

Memory Dallas: DS9097E, DS9097U, + - - - - - - - -
DS1410E

Paspnen, peectp HDD M3BM + + + + + + + - -

YctpoicTteo Apple iOS - - - - - - - + -

YcrpoicTso Sailfish OS - - - - - - - - +

3.10 ®opmMupoBaHME Cry4YamHOM MNOCNeAoBaTE/IbHOCTM MNPOU3BOAUTCSA C UCMNOSIb30BAaHUEM
[OCY, ykazaHHbIX B Tabnuue 3.3.
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Tabnuua 3.3 - Ncnonb3oBaHne CY B 3aBMCMMOCTU OT NPOrpaMMHO-anmnapaTHoOl nnaTtdopMsbl

. . Mac Sailfish
Windows Windows . FreeBS . Apple
Acdy/0cC IA32 x64 Linux D Solaris | AIX (;(S i0S os
Buonorunueckuin 4CH + + + + + + + + -
dusmyeckunt ICH B coctase MAK
3awmnTbl oT HCA «Cobonb»
RU.40308570.501410.001 NC (Bepcumn + + + + - - - - -
Koaa pacwmpenusa BIOS 1.0.99,
1.0.180)
dusnyeckmin ACH B coctaBe MAK
3awmTbl oT HCA «Cobonb». Bepcusa 3.1. + + + " _ _ _ _ _
RU.88338853.501410.020 (ucnonHeHus
1! 2)
dusmnyeckuint ICH B coctaBe MAK
3awmTbl oT HC «Cobonb». Bepcusa 3.2.
RU.88338853.501410.021 (MCMONHEHUS + + + + - - - - -
1! 2)
dusnyeckmn ACH B coctaBe
C3U HCO «Akkopa-AMA3» TY 4012- " " " _ _ _ _ _ _
054-11443195-2013, 4012-006-
11443195-2005 TY
dusnyeckmn ACH B coctaBe AMNMA3-Y
M-526B6 (KPUMTOH-3AMOK/Y)
KBOXX.468243.067 TY, M-526E1 + + + - - - - - -
(KPMNTOH-3AMOK/E)
KBOX.468243.090 TY
®usnveckmit ICH B coctase ANMMA3 i i i _ _ _ _ _ _
«MAKCNM-M1»
BHewHASa ramma + + + + + + + - +

MpumMeuvaHue: CnMCKM BEPCUIN MpPOrpaMMHO-anmnapaTHbIX Cped, B KOTOPbIX (PYHKLMOHUPYIOT MepedynciieHHble
CpefcTBa 3aliuThbl OT HECAHKLUMOHMPOBAHHOMO [OCTyrna, NpuBeAeHbl B AOKYMEHTaLMM Ha COOTBETCTBYlOLlEE
cpeacTBa 3aluTbl OT HECAHKLMOHMPOBAHHOMO AOCTYNa.

MpuMmedanue: Ucnonb3osaHune apyrux ceptuduumnmpoBaHHbix Tunos ACYH - Tonbko no cornacosanuio ¢ OCHb
Poccun.
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4. KOMMNEKTHOCTb

Tabnuua 4.1 - KomnnekTtauusa ncnonHeHnsa 1-Base

HanmeHoBaHue

O603HauyeHue

Kpuntolpo CSP. basosbie Moaynu.

XTAKN.00087-03

Kpuntolpo CSP. ®opmynsp.

XTAKM.00087-03 30 01

Kpuntolpo CSP. OnucaHue peanunsaumu.

XTAN.00087-03 90 01

Kpuntolpo CSP. PykoBoaCTBO agMUMHUCTpaTopa 6e30nacHoOCTy.

O6buwas yacTb.

XTAKN.00087-03 91 01

KpuntolMpo CSP. PykoBoACTBO agMUHMUCTpaTopa 6e3onacHocTu.
ynpaeneHnem OC Windows.

Ncnonb3oBaHne CK3U noa

XTAKN.00087-03 91 02

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTu.
ynpasneHnem OC Linux.

Ncnonb3oBaHne CK3U noa

XTAM.00087-03 91 03

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTu.
ynpasneHunem OC FreeBSD.

Mcnonb3oBaHne CK3U nopg

XTAN.00087-03 91 04

Kpuntolpo CSP. PykoBoaCTBO agMUHUCTpaTopa 6e30nacHoCTy.
ynpasneHnem OC Solaris.

Ncnonb3oBaHne CK3U noa

XTAKN.00087-03 91 05

KpuntolMpo CSP. PykoBoACTBO agMUHMUCTpaTopa 6e3onacHocTu.
ynpasnenmem OC AIX.

Mcnonb3oBanme CK3U nog

XTAKN.00087-03 91 06

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTu.
ynpasneHnem OC Mac OS X.

Mcnonb3oBaHne CK3U nog

XTAK1.00087-03 91 07

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTu.
ynpasneHunem OC iOS.

Mcnonb3oBaHne CK3U nopg

XTAN.00087-03 91 08

Kpuntolpo CSP. PykoBoaCTBO agMUMHUCTpaTopa 6e3onacHoCTy.
BUPTYasbHbIX cpefax.

Ncnonb3oBaHne CK3U B

XTAKN.00087-03 91 09

KpuntolMpo CSP. PykoBoACTBO agMUHMUCTpaTopa 6e3onacHocTu.
ynpasnenuem OC SailfishOS.

Mcnonb3oBaHme CK3U nog

XTAKM.00087-01 91 10

KpuntolNpo CSP. UHcTpyKkums no ncrnonb3osaHuio CK3M noa ynpasneHnem OC Windows.

XTAKM.00087-03 92 01

Kpuntolpo CSP. UHcTpyKums rno ncnons3osaHuio CK3U noa ynpasneHuem OC iOS.

XTAN.00087-03 92 02

Kpuntolpo CSP. MpunoxeHne KOMaHAHOW CTPOKM AJs noanucu n wudposaHusa daiinos.

XTAKN.00087-03 93 01

Kpuntollpo CSP. MpunoxeHne KOMaHAHON CTPOKU Ans paboTbl ¢ cepTudukaTamm.

XTAKN.00087-03 93 02

Kpuntolpo CSP. MNMpunoxeHne KOMaHAHOW CTPOKW ANSA co3aaHus TLS-TyHHens.

XTAKM.00087-03 93 03

KpunTtolpo CSP. APM Bbipab0oTKM BHELLHEN raMMbl.

XTAN.00087-03 94 01

KpunTtollpo CSP. MNpaBuna nosb3oBaHus.

XTAKN.00087-03 95 01

Kpuntolpo CSP. PykoBoACTBO nNporpamMMmucra.

XTAKN.00087-03 96 01

Ceptudukat CK3U (konus).

MpuMevaHuns:

1. KoMnnekT pAoKyMeHTauuMm npegHasHayeH Ans aaMuMHucTpaTopoB 6e3onacHocTn, pa3paboTyumkos
npuKIagHoOro nporpamMMHoro obecneyenus u nonb3osatenen CK3U.

2. MporpamMMHoe obecrnedyeHne n AOKYMeHTauusi B 3/1eKTPOHHOM Buae B ¢opmaTte PDF (Adobe Acrobat
Reader) Ha CD-ROM ans Bcex mcnonHeHnin CK3W noctaBnsietcs eanHbIM ANCTPUOYTMBOM, opMynsap n Konus
ceptudmkarta, 3asepeHHas OO0 «KPUMTO-MPO», - B ne4yaTHOM Buae.

3. cnonb3oBaHne BapuaHTa wucnonHeHnsa CK3U

orpaHuyMBaeTCs SIMUEH3NEN.

B KOHKpETHOIM nporpaMMHo-annapaTHoi cpeae

11
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5. AMMAPATHO-MPOIrPAMMHOE CPEACTBO 3AWLNTBI OT HCA

N3genne «Kpuntollpo CSP» v 4.0 R4» XTSAW.00087-03, BapumaHT wucnosnHeHuns 1-Base
YKOMMJIEKTOBAHO annapaTHO-NpOrpamMMHbIM CpeacTBOM 3alWuThl nHpopMaunm oT
HeCaHKLMOHMPOBAHHOIoO AoCTyna.

HauMeHoBaHuWe cpeacTtBa, TY CepWuiiHbIn HOMEp, AaTa BbiMycka

M.IL. / /
«_» 20 .

12
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6. CBUAETENBCTBO O NPUEMKE

N3spenue «Kpuntollpo CSP» v 4.0 R4» XXTAKN.00087-03,

cepuiiHbin N2 auctpmbyTtuBa

HOCUTENN:
O CD-ROM wT.

COOTBETCTBYET 3TasioHy, XpaHswemyca B 000 <«KPUMTO-MPO», w”n npu3HaHo
3KCrayaTaumm.

[aTta Bbinycka: " " 20 r.

M.I. /

roaoHbIM

ans

13
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7. CBUWAOETEJIbCTBO OB YNAKOBKE

N3genne «Kpuntollpo CSP» v 4.0 R4» XXTSAM.00087-03,

cepunHblin N° anctpmbyTtmea

ynakoBaHo B
O 6yMaxkHblin KOHBEPT
O kopobky
O nnacTtuKoBbIN KOHBEPT
O

OaTa ynakosku: " " 20 r.

M. 1. YNakoBKy npousBen /

14
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8. TAPAHTUWN N3TOTOBUTENA (MOCTABLUMKA)

8.1 lMonb3oBaTtesnb npmo6peTaeT n3genne n HeECET OTBETCTBEHHOCTb 3a €ro MCcnoJib3o0BaHME B
COOTBETCTBMUN C peKkoOMeHAaUunaAMn, N310XXEHHbIMN B 3KCI'I}'IyaTaLI,VIOHHOI7I AOKYMEHTaunn.

8.2 lMpeanpusaTMe-n3roToBuUTENb rapaHTMpyeT paboTocnocobHOCTb U34enms B COOTBETCTBUM C
3as1BNIEHHbIMN XapaKTepUCTMKaMM.

8.3 B cnyyae BbISIBNIEHUMS B MNpPOrpaMMHOM obecnevyeHnn  AedeKTOB, He CBA3aHHbIX C
HapyweHWeM npaBwua 3KCrJlyaTauuMu, TPaHCNOPTUPOBAHUA W XpaHEeHUs, W3Aenve MoanexuT
peknaMaumun. [peanpusaTMe-u3rotoBUTeNb 0653yeTcsl MO MOSYYEHUMM peKsaMauuMm B  BO3MOXHO
KOPOTKWN CPOK YCTpaHuUTb AedeKTbl CBOMMW CUIAaMWU M CPeACTBaMWM BMJIOTb A0 MOCTaBKM HOBOMO
M30envs, a TakKXe TMpUHSATb Mepbl, UCK/Yallmne 3TM AedeKTbl B MNOCNeAyLnX 3K3eMMaspax
nspenus.

8.4 lapaHTUMHbIA CpOK wu3genms — 12 MecsueB C MOMEHTa NOCTaBkuM Mpu  ycaoBuu
cobntogeHns nonb3osaTesieM TpeboBaHUN KCNTyaTaUMOHHON AOKYMEHTAUUN Ha usgenue.

MpuMeyaHue. Mpu OTCYTCTBUM AAHHbLIX O AaTe MOCTaBKWM U3AENNs rapaHTUNHBIN CPOK OTCUYMTbIBAETCS
OT [aThl €ro BbiMyCKa, YKa3aHHOW B pa3aesne 6 «CBUAETENbCTBO O NMPUEMKE>.

8.5 [aHHble 0 nocTaBke (Npoaaxe) nsaenusa:

(HaMMeHOBaHMe opraHmsauum-nocTasLmMKa (Npoaasua) usaenns)

Hdata nocraBku: " " 20_r.

M.T.

(noanuce)

15
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9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamaummn, cBSA3aHHbIE C 3KCI'IJ'IyaTaLl,VIel7I n3genna, AOJ/DKHbl  HaMpaBiATbCA
npeanpunaTnio-n3rotoBnTeNto B NTMCbMEHHOM BUAE MO aApecy.

127018, r. Mocksa, yn. Cywésckun Ban, 4.18.
9.2 Cpok paccMmoTpeHus peknamaumm — 1 (ogmH) Mecsl co AHS NONyYeHMs peknaMaunm.

9.3 lpu HecooTBETCTBMM MOCTABASEMOro W3Aenns, ero Tapbl, YMakKOBKW, KOHCepBauwuu,
MapKMPOBKN M KOMMJEKTHOCTM TpeboBaHMAM COMpPOBOAUTESNIBHOM AOKYMEHTauuu, nosib30oBaTeslb
0653aH HanpaBuTb peknamMauumio NpeanpuaTUIO-U3roToBUTEND B TedeHnn 60 AHEN Co AHS MOCTaBKMU
nspenus.

9.4 MpeanpuaTNe-n3roToBUTENb MNPUHMUMAET peksaMauulo, eciu He YyCTaHOBJ/ieHa BUWHa
nony4yartend B BOBHUKHOBEHUN ,Cl,ereKTa B Uaaenunn.

9.5 CeegeHus o peknamaumax pukcmnpyrotcs B Tabnanue 9.1.

Tabnnua 9.1 - CeegeHus o peknaMmaumsax.

Mepbl, NpUHATbIE MoAnuCb OTBETCTBEHHOIO
[ara CoaepxaHue peknamaumm no peknamaumnmn nvua
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10. CBEAEHWA O XPAHEHUN

[aTa ycTaHOBKM Ha
XpaHeHune

[aTta cHaTua ¢
XpaHeHus

YcnoBus xpaHeHus

[oMmKHOCTb, haMunmsa 1 noanuncb
OTBETCTBEHHOMO MLA
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11. CBEAEHWA O SAKPEMMNEHUN USAEJTUA MPUN SKCIIJTYATALNN

JOMKHOCTb
OTBETCTBEHHOI0
nvua

damunus
OTBETCTBEHHOr0
niua

Homep v pata
rnpukasa o
Ha3HayeHun

Homep v paTta npukasa
06 ocsoboxaeHun

MoAnncb OTBETCTBEHHOIO
nvua

18
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12. CBEAEHNA OB USMEHEHUAX

[omKHOCTb, hammunus n

Moanuce nuua,

o | OcHoBaHue (Bx. N2 [Hata
Ne conpoBoaAUTENbHOIoO npoeeageHus Co,qep)KaHMe N3MeHeHUA MoANWCL nnua, OTBETCTBEHHOTO 3a
I'I/I'I OTBETCTBEHHOIO 3a aKCnayaTtauuo
AOKYMEHTa U ,ana) n3mMeHeHusa U3MEHEHMUS nsgenus
1 N3BelleHune 06.09.201 Mo TekcTy usBeweHns
06 nameHeHunax | 6
XKTAN.00087-
01.1-2016
2 N3BelleHune 17.11.201 Mo TekcTy usBeLweHns
06 nameHeHunax |7
XKTAN.00087-
01.1-2017
3 N3BelleHune 12.11.201 Mo TekcTy usBeLweHns
06 nameHeHmnax | 8
XKTAN.00087-
03.1-2018
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13. OCOBbIE OTMETKW

20
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	3.8 Варианты возможных носителей для хранения ключей ЭП (закрытых ключей) в зависимости от используемой ОС отражены в Таблице 3.1.
	3.9 Формирование закрытых ключей производится с использованием следующих типов считывателей, указанных в Таблице 3.2.
	3.10 Формирование случайной последовательности производится с использованием ДСЧ, указанных в Таблице 3.3.
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