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AHHOTaUMS

HacTtosawmi AOKYMeHT onucbiBaeT coctaB dyHKuMn n TectoBoe MO CK3U «Kpuntollpo CSP» u
npegHasHayeH gns pa3paboTtku npuknagHoro MO ¢ HenocpeaCTBEHHbIM BbI30BOM (yHKuMi CK3U, a
Takxe onpegenseT TpeboBaHMsa K onepaumMoHHbIM cucteMmam npu BcTtpansaHmm CK3U.

1. OnuncaHue nporpaMMHbIX MHTepdencos

Ncnonb3oBaHMe  HM3KOYPOBHEBOro  MHTepdenca  KpunTonpoBangepa, MO3BOJMSOLErO
BbIMOJSIHATb TakMe (YHKUMM KaK reHepauus v pabota ¢ knwyamu, wundpoBaHue/pacwmdposaHme
AaHHbIX, X3WMPOBaHME M 3NEKTPOHHAsA NOAMNUCL, ONMUCbIBAeTCsa B daline

CSP_4_0.chm - System Program Interface (CryptoAPI).

Mpn WMCNONb30BaHWUM AAHHOrO TWMMNA AUCTPUBYTMBOB ANs ayTeHTudukaumm TpebyeTcs
NCMo/ib30BaTh AOMO/HUTENbHbLIE MEXAHU3MBbI.

Ncnonb3oBaHne wuHTepderica SSPI, obecneumBatowero peanmsaumio npoTtokona TLS,
obecrieumBatowero paboty ¢ naketamm 6e3omacHOCTM npu BbibOpe W MHUUMANM3aUMW NakeTa, C
yOoOCTOBepeHusaMn cybbekToB 6e30MacHOCTH, YCTaHOBNEHMe COoeAMHEeHWUN, nepeaavy AaHHbIX,
pacnpeneneHne namsiTn, onucoisaeTcsa B daline

SSPI_4_0.chm - Security Support Provider Interface (SSPI).

Mcnonb3oBaHne BbICOKOypoBHeBOro WuHTepderica CryptoAPI, obecneumBatowero Habop
dyHKUMA ans o6paboTkn cepTudunKaToB, CMMUCKOB OTO3BaHHbIX CepTUPMKATOB, PaCLINMPEHHOrO
NCNOAb30BaHUa Knto4da, paboTbl C npoBanaepoM, BblpaboTKM 3HAYEeHUs DYHKUMM X3LWMPOBAHUSA U
3/IEKTPOHHOM NOAMUCKH, 3awndpoBaHns W pacwudpoBaHmMa AaHHbIX, paboTbl C XpaHWUIULLEM
cepTMdunKaToOB U NOAAEPXKKM naeHTUdUKaTopa obbekTa, onmcaHo B darine

CAPILite_4_0.chm - CryptoAPI Lite (CAPILite).

Obwas wuvHdopMaums, ucnonb3lyeMass AN Co34aHUsa MOAYNS MOAAEPXKM CuUUTbIBaTenewn,
HOCUTeNnen M AaTYNKOB CJIyYaMHbIX 4Yucesn, coaepxawasi HeobxoauMble ONMCaAHUS U OnpeaesieHuns,
copepxutcsa B darine

reader_4_0.chm

NHTepdelic PKCS#11, peanunsytowmnn 6asosoe onmcaHne RSA Labs v2.30, ¢ gopabotkamn B
COOTBETCTBMM C  TpeboBaHUAMM  NOALAEPXKM  POCCMUCKMX  CTAaHAAPTOB Ha  peanm3auuto
KpunTorpaduyecknx @yHKUNNI.

PKCS11_4 0.chm

CoBMecTHO C  AUCTpMBYTMBOM  MNOCTaBASAOTCA  crefylowme  nakeTbl, NO3BoasOWME
nHTerpupoBaTtb «Kpuntollpo CSP» Bepcun 4.0 R4 B npunoxeHus, vcnonb3yowme OpenSSL API
(takne kak Web-cepBep ngnix): cprocsp-cpopenssl, cprocsp-cpopenssl-base, cprocsp-cpopenssl-
devel, cprocsp-cpopenssl-gost.

MoopobHee 06 MX yCTaHOBKE W HACTPOMKE MOXHO Yy3HaTb Ha MopTane TexnoaAepXKu W
dopyme KpunTtollpo.



https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/108
http://www.cryptopro.ru/forum2/default.aspx?g=posts&t=8544
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2. TpeboBaHMsA K ONepaLMOHHON CUCTEME AJ19 BCTPOEHHOr0O NpuMeHeHus. Linux.

CK3M pna cBoero dyHKUMOHUpPOBaHMA TpebyeT cneaywuwme 6ubnunotekn 6asoBon
onepaunoHHON CUCTEMBbI:

LSB 4.0, pa3gen III. Base Libraries

Cnucok HeobxoanMbIX BUBNNOTEK MO NaKeTaM:

cprocsp-curl
libc.so.6
libdl.so.2
libgcc_s.so.1
libidn.so.11
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
librt.so.1
libstdc++.50.6
libz.so.1
linux-gate.so.1

cprocsp-ipsec-ike
libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.50.6
linux-gate.so.1

cprocsp-npcades
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

cprocsp-rdr-gui
libc.so.6
libdl.so.2
libgcc_s.so.1
libICE.s0.6
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libSM.s0.6

libstdc++.50.6
libuuid.so.1
libX11.s0.6
libXau.so0.6
libxcb.so.1
libXdmcp.so.6
libXext.so0.6
libXm.so0.3
libXmu.so0.6
libXp.so0.6
libXt.so0.6
linux-gate.so.1

cprocsp-rdr-pcsc
libc.so0.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rsa
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/1ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-cades
libc.so.6

libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0

libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-capilite
libc.so.6

libdl.s0.2
libgcc_s.so.1
/lib/ld-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kcl
libc.so0.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/Id-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-ocsp-util
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.50.6
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linux-gate.so.1

Isb-cprocsp-pkcsii
libc.so.6

libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-rdr
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2

libm.so.6

libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-fkc
libc.so.6

libdl.so0.2
libgcc_s.so.1
/lib/1ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-sobol
libc.so.6

libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

rtsupcp

libc.so.6
libgcc_s.so.1
/lib/ld-linux.s0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Kpome Toro, nakety Isb-cprocsp-capilite ana paboTbl ¢ ceTbto Heob6xoamMM NMBO NakeT cprocsp-
curl nmbo naket curl (nocneaHnMin MOXHO B34aTb M3 anctpmbyTtmuea OC, n3 noctaskm CSP unm c canTta
paspabotumka: http://curl.haxx.se/). Mpu oTcyTcTBUM 3TOro nakerta 6azoBasd (PYHKLMOHANbHOCTb
COXpaHUTCS, HO Takme byHKUMKM paboTbl C CETbIO Kak aBTOMaTtnyeckoe BbikaymeaHue CRL unam 3anpoc
ceptndumkaTa Ha YL yepes ytunuty cryptcp 6yayT He AOCTYMHbI.

MakeTy Isb-cprocsp-rdr-pcsc ans paboTbl co cMapT-kapTamu Heobxoamm nakeT libpcsclite mn3
anctpmbytnsa OC. B 3aBUCMMOCTM OT TOro, KakowW wucrnonbsyercs anctpubyTtusB Linux, Ha3BaHwue
nakeTta MoxeT BapbupoBaTbcs (libpcsclite, libpcsclitel).

LSB 4.0, pasgen VI. Commands and Utilities

Onsa yctaHoBku Heobxoammoro naketa Isb-cprocsp-base TpebytoTca ytunnTol:

'cat’
‘chmod'
'ep
'crontab’
'echo’
'fgrep’
'grep’
"n'
'mkdir'
'rm
'sed’
'sysctl'
'test’
'true’

'dpkg' * Tonbko ana Debian n Ubuntu

Ons yCcTaHOBKM BCEX OCTasjibHbIX MaKeToOB 3a WCKAl4YeHueM cprocsp-drv-devel goctaTouvHo
MOAMHOXECTBa 3TUX YyTUIKUT. [Ans ycTaHoBKKU cprocsp-drv-devel Takxe HeobxoanMa yTunura

'uname’



http://curl.haxx.se/
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LSB 4.x, pazgen VI. Execution Environment 16. File System Hierarchy
Heobxoanmbl cneaytowme pasgensl Co Cnegyowmmm Bo3MOXHOCTAMN
Tabnuua 2.1 - Heobxoanmble pasaensl

Mocne ycTaHOBKM AUCTpMBYyTMBaA AN  (GYHKUMOHWPOBAHUA MpoAyKTa

/opt/cprocsp

[OCTAaTOYHO NpaB TONIbKO Ha YTEHME.
Mocne yctaHoBkM AaucTpmbytmBa 419 (OYHKUMOHUMPOBAHMSA MpPoOAYKTa
[0CTaTOYHO NpaB TOMIbKO Ha YTEHMUE.

/etc/opt/cprocsp .
Mpy M3MEHEeHUWM HACTPOEK, a TaKXe Mpu onepaumax C JULEH3UEN Takxe
HeobxoAMMbl NMpaBa Ha 3aMnwuch.
Bo Bpems paboTbl ¢ CSP HeobxoauMbl MpaBa Ha YTEHME M Ha 3anuchb.

/var/opt/cprocsp

CollepXXUMOEe ANPEKTOPUMN OSIHKHO COXPAHATLCA Mexay nepesarpy3kamu.

Mpy Mcnonb3oBaHUM B KayecTBe OTYYXXAAEMOro KJIKOUEBOr0 HOCUTENSA AUCKET OXWMAAETCS, YTO
ANCKETAM COOTBETCTBYHOT YCTpOﬁCTBa

/dev/fd0, /dev/fd1l n Tak panee.

LSB 4.0, pasgen VIII. System Initialization 20. System Initialization 20.1. Cron Jobs
Heobxoanmo 6asoBoe pyHKUNOHMPOBAHUE cron .

Ons wucnonb3oBaHMS B KadecTBe OT4YyXAaemoro kwyeBoro Hocutens USB flash drive
HeobxoanMo PYHKUMOHMpPOBaHME Cryxbbl udev.

LSB 4.0, pasgen X. Package Format and Installation

Heobxoanma noaaepXkKa MexaHU3aMa yCTaHOBKU rpm.
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3. TpeboBaHMs K onepaumMoHHOM CMCTEMEe AN BCTPOEHHOro npuMeHeHusd. Solaris.

CK3M pna cBoero dyHKUMOHUpPOBaHMA TpebyeT cneaywuwme 6ubnnotekmn 6asoBon
onepaunoHHON CUCTEMBbI:

libc_psr.so.1 libbsm.so.1 libplds4.so
libmd_psr.so.1 libc.so.1 libpthread.so.1
libCstd_isa.so.1 libcmd.so.1 librt.so.1
libnspr_flt4.so libdl.so.1 libsasl.so.1
libCrun.so.1 libdoor.so.1 libscf.so.1
libCstd.so.1 libgen.so.1 libsecdb.so.1
libICE.so0.6 lib/libldap.so.5 libsocket.so.1
libSM.s0.6 libm.so.1 libsoftokn3.so
libX11.s0.4 libm.so.2 libssl3.so
libXext.so0.0 libmd.so.1 libthread.so.1
libXm.so.4 libmp.so.2 libtsol.s0.2
libXt.so0.4 libnsl.so.1 libuutil.so.1
libXtsol.so.1 libnspr4.so libvolmgt.so.1
libadm.so.1 libnss3.s0 libz.so.1
libaio.so.1 libplc4.so
Cnuncok Heobxoammbix 6MBNMOTEK NO NakeTaMm:
CPROCades libdl.so.1 libmd.so.1
libaio.so.1 libm.so.2 libmp.so.2
libc.so.1 libmd.so.1 libnsl.so.1
libCrun.so.1 libpthread.so.1 libnspr4.so
libCstd.so.1 librt.so.1 libnss3.s0
libdl.so.1 libthread.so.1 libnssutil3.so
libm.so.2 libaio.so.1 libplc4.so
libmd.so.1 libc.so.1 libplds4.so
libpthread.so.1 libCrun.so.1 libpthread.so.1
librt.so.1 libCstd.so.1 librt.so.1
libthread.so.1 libdl.so.1 libsasl.so.1
libaio.so.1 libm.so.2 libscf.so.1
libc.so.1 libmd.so.1 libsocket.so.1
libCrun.so.1 libpthread.so.1 libssl3.so
libCstd.so.1 librt.so.1 libthread.so.1
libdl.so.1 libthread.so.1 libuutil.so.1
libm.so.2 libz.so.1
libmd.so.1 CPROcurl libaio.so.1
libpthread.so.1 libaio.so.1 libc.so.1
librt.so.1 libc.so.1 libCrun.so.1
libthread.so.1 libCrun.so.1 libCstd.so.1
libCstd.so.1 libdl.so.1
CPROCcpl libdl.so.1 libdoor.so.1
libaio.so.1 libdoor.so.1 libgen.so.1
libc.so.1 libgen.so.1 libldap.so.5
libCrun.so.1 libldap.so.5 libm.so.2
libCstd.so.1 libm.so.2 libmd.so.1
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libmp.so.2
libnsl.so.1
libnspr4.so
libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.s0
libthread.so.1
libuutil.so.1
libz.so.1

CPROkc1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROkc2
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1

libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROOCSPut
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

CPROrdfk
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2

libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

CPROrdg
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.s0.6
libsocket.so.1
libthread.so.1
libtsol.s0.2
libuutil.so.1
libX11.s0.4
libXext.so0.0
libXm.so.4
libXt.so.4
libXtsol.so.1
libaio.so.1
libbsm.so.1
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libc.so.1 libdl.so.1
libcmd.so.1 libdoor.so.1 CPROrdr
libdl.so.1 libgen.so.1 libadm.so.1
libdoor.so.1 libm.so.2 libaio.so.1
libgen.so.1 libmd.so.1 libc.so.1
libICE.s0.6 libmp.so.2 libCrun.so.1
libm.so.2 libnsl.so.1 libCstd.so.1
libmd.so.1 libpthread.so.1 libdl.so.1
libmp.so.2 librt.so.1 libgen.so.1
libnsl.so.1 libscf.so.1 libm.so.2
libpthread.so.1 libsocket.so.1 libmd.so.1
librt.so.1 libthread.so.1 libpthread.so.1
libscf.so.1 libuutil.so.1 librt.so.1
libsecdb.so.1 libaio.so.1 libthread.so.1
libSM.s0.6 libc.so.1 libvolmgt.so.1
libsocket.so.1 libdl.so.1 libadm.so.1
libthread.so.1 libdoor.so.1 libaio.so.1
libtsol.so0.2 libgen.so.1 libc.so.1
libuutil.so.1 libm.so.2 libCrun.so.1
libX11.s0.4 libmd.so.1 libCstd.so.1
libXext.so0.0 libmp.so.2 libdl.so.1
libXm.so0.4 libnsl.so.1 libgen.so.1
libXt.so0.4 libpthread.so.1 libm.so.2
libXtsol.so.1 librt.so.1 libmd.so.1
libscf.so.1 libpthread.so.1
CPROrdp libsocket.so.1 librt.so.1
libaio.so.1 libthread.so.1 libthread.so.1
libc.so.1 libuutil.so.1 libvolmgt.so.1

Kpome Toro, nakety CPROcpl ana pabotbl c ceTbto Heobxoaum nmb6o naketr CPROcurl wm3
noctaeukn CSP nubo naket curl (nocneaHunii MOXHO B3STb U3 anctpmbytmuea OC, n3 nocrasku CSP
Wan C canTa paspabortumka: http://curl.haxx.se/). [pum oTcyTcTBUM 3TOro naketa 6asoBas
(dYHKLUMOHANbHOCTb COXPAHUTCS, HO TakuMe dyHKUMM paboTbl C CeTbld KakK aBToMaTuyeckoe
BblkaumBaHue CRL mnun 3anpoc ceptudurkaTta Ha YL yepes ytunuty cryptcp 6yayt He AOCTYMHbI.

Makety CPROrdp ans pabotbl co cMapT-KapTamMn Heobxoamm naket pcsclite (HanpuMep, naket
SUNWpcsclite s ancrpnbytusa OC).

TpeboBaHUS K CUCTEMHbLIM YTUAUTAM.

Ona yctaHoBkn Heobxoaumbix naketoB CPRObase CPROrdr HeobxoanmMo yHKUMOHUMPOBaAHME
YTUANT:

'cat’
'chmod'
'ep
'crontab’
'echo’
'fgrep’
'grep’
n'

'mv



http://curl.haxx.se/
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rm
'sed’
'sysctl'
'test’
'true’

[na yCcTaHOBKK BCEX OCTasibHbIX NakeToB 3a ucknrwdeHnem CPROdrv n CPROdrvd

AOCTAaTO4YHO MNOAMHOXECTBaA 3TUX YTWUJIUT.

YTUANT:
'add_drv'
'isainfo’
'rem_drv'
'sync'

Onsa yctaHoBkn CPROdrvd:
'add_drVv'

'isainfo’

'rem_drv'

'sync'

'uname’

TpeboBaHusa k dannoBon cucreme.

Ons yctaHoBkn CPROdrv Takxe Heobxoaumbl

Heobxoanmbl cneaywuwmne pasaenbl Co cneayrowmMMmn BO3MOXHOCTAMMNU

Tabnnua 3.1 - Heobxoanmbie pasgensl

Mocne CTaHOBKMU ncTpnbyTtmea ns HKLUMOHUPOBAHMUSA  MpoayKTa
Jopt/cprocsp y AMCTpUby A PyHKUMOHMP poay
[OCTaTOYHO MpaB TOJIbKO Ha YTEHMeE.
Mocne vycrtaHoBkM auctpmbytmBa ansg  @GYHKUMOHMPOBAHUSA  MNPOAYKTA
[OCTaTOYHO MpaB TOJIbKO Ha YTeHMue.
/etc/opt/cprocsp .
Mpn M3MEHeHMM HaCTpoeK, a TakXe Mnpu onepaumsax C JINLEH3MNEN Takxe
Heob6xoaMMbl NpaBa Ha 3anuch.
Bo Bpems pabotbl ¢ CSP HeobxoAuMMbl MpaBa Ha YTEHME U Ha 3anuchb.
/var/opt/cprocsp
CopepXmmoe AMpEKTOPUM AO/IHKHO COXPaHATBCA MeXAay nepesarpy3skamu.

TpeboBaHusa Kk cnyxbam.

Heobxoanmo 6azoBoe hyHKUMOHMPOBaHME cron.
Ona paboTbl C oTUYyXAaeMbiMU HOCUTENSAMM TUMa «auckeTa» n «USB flash drive» Heobxoammo

dyHKUMOHMpPOBaHMe cnyxbbl Volume Management.

TpeboBaHWUs K CUCTEME yNpaBieHUs naketTamu.

Heob6xoauMo WTaTHoe YHKLUMOHNUPOBAHME CUCTEMbI YNPaB/IEHUS NaKeTaMu.
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4, TpeboBaHMSA K UCMOb30BAHUIO DYHKLIUN

Heob6xoanMo BbINONHATL KOHTPOJ1Ib KOAO0B OLUVI6OK,
LUTATHOINoO BbINOJIHEHNA KOMaHA.

BO3HUMKaAKOWNX TMpPpU OTKJIOHEHUAX OT

Tab6muma 4.1 — [lepedeHb BO3MOXKHBIX OIIHOOK.

Kon Kon
ownbkun ownbkn OnucaHune ownbkun
(DEC) (HEX)
536871012 20000064 | Mano namdaTtu
536871013 20000065 | He ypanocb oTKpbITb dann
536871014 20000066 | Onepaumnsi OTMEHEeHa noJsib30BaTesIeEM
536871015 20000067 | HekoppekTHOe npeobpasoBaHne BASEG4
536871016 | 20000068 | Ecnu ykasaH napametp '-help', To Apyrux 6bITb HE AO/KHO
536871112 200000C8 | YkasaH anwHuin dain
536871113 200000C9 | YKa3aH Hen3BeCTHbI KoY
536871114 200000CA | YKasaHa iMwHAg KoMaHaa
536871115 200000CB | Ang kno4a He yKasaH rnapaMeTp
536871116 | 200000CC | He ykasaHa KoMaHAa
536871117 | 200000CD | He yka3aH He0o6X0AMMbIN KOY:
536871118 | 200000CE | Yka3aH HeBepHbIN K/OY:
536871119 200000CF | NapameTpoM kato4a '-q' AO/MKHO 6bITb HAaTYypasbHOE YMCNO
536871120 | 200000D0 | He ykasaH BxogHon cdann
536871121 | 200000D1 | He ykasaH BbixogHoON dain
536871122 | 200000D2 | KomaHga He ucnosib3yeT napamMeTp ¢ MMeHeM ¢ainna
536871123 | 200000D3 | He ykasaH davn cooblieHuns
536871212 | 2000012C | He yaanocb OTKPbITb XpaHuanwe cepTuduKaTos:
536871213 | 2000012D | CeptudukaTbl HE HANAEHbI
536871214 | 2000012E | HanaeHo 6onee oaHoro ceptudgukarta (knwdy '-1')
536871215 2000012F | KoMaHaa nogpa3yMeBaeT UCMO1b30BaHWUE TObKO 0AHOro ceptmdukaTa
536871216 20000130 | HeBepHO ykasaH HOMep
536871217 20000131 | HeT ncnonb3yembiX CEPTUPUKATOB
536871218 20000132 | daHHbi cepTudmKaT HE MOXET NPUMEHSATLCS ANst 3TON onepaumu
536871219 20000133 | Lleno4yka cepTndunKaToB He NpoBepeHa
KpuntonpoBaigep, noaaepXxmeatowmin He06xoaMMbIA anropuTM, He
536871220 | 20000134 | HangeH
536871221 20000135 | HeygayHbi BBOA Maposs KAKYEBOro KOHTEMHepa
536871312 | 20000190 | He ykaszaHa Macka ¢annos
536871313 20000191 | YKasaHbl HECKOJ/IbKO MacoK ¢ansios
536871314 20000192 | ®annbl He HalAeHbl
536871315 20000193 | 3apgaHa HeBepHasa Macka
536871316 | 20000194 | HeBepHbI X3LW
536871412 200001F4 | Knwoy '-start' ykasaH, a BbIXxogHoOW dana HeT
536871413 200001F5 | Cogepxnmoe dannia - He nognncaHHoe coobueHune
536871414 200001F6 | Hem3sBeCcTHbIN anropmTtM nognmcum
536871415 200001F7 | CepTtudumkaTt aBTopa NoANUCKU HEe HalaeH
536871416 200001F8 | Moanucb He HangeHa
536871417 200001F9 | Noanuncb He BepHa
536871418 | 20000200 | LlUtamn BpeMeHU He BepeH
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Kon Kop
owun6bkun owun6bkn OnucaHune ownbkun
(DEC) (HEX)

536871512 20000258 | Cogepxumoe danna - He 3anmdpoBaHHoe cooblieHune
536871513 20000259 | HensBecTHbIN anropntMm WndpoBaHus
536871514 2000025A | He HangeH cepTudumKaT C COOTBETCTBYIOWMM CEKPETHBIM KHOYOM
536871612 200002BC | He ypanocb nHmumnanmnsuposat COM
536871613 | 200002BD | KoHTeliHepbl He HalAeHbl
536871614 | 200002BE | He ypanocb Nony4mTb OTBET OT cepBepa
536871615 200002BF | CeptudmkaTt He HangeH B OTBETE cepBepa
536871616 | 200002C0 | ®ann He coaepXuT naeHTudukaTop 3anpoca:
536871617 200002C1 | HekoppekTHbIn agpec LC
536871618 200002C2 | Nony4eH HeBepHbIn Cookie kakme dyHKUuM paboTtatoT ¢ cookie?
536871712 20000320 | CepuiiHbIi HOMEP COAEPXUT HEAOMYCTUMOE KOJIMYECTBO CUMBOIOB
536871713 20000321 | HeBepHbIN KOA4 NpoAyKTa
536871714 20000322 | He yaanocb NpoBepUTb CEPUIHbLIA HOMEP
536871715 20000323 | He ypanocb COXpaHUTb CEPUNHBLIA HOMEpP
536871716 20000324 | He yganocb 3arpy3nTb CEPUIHbBIN HOMEP
536871717 20000325 | JlMueH3usa npocpoyeHa

MpuMeyaHMe: KpoMe KoAO0B, NMPUBEAEHHbIX B Tabnuue, nNpuioXeHWe MOXET BO3BpallaTh KoA
6ol cUCTeMHOM OLLINBKMN.
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5. OCo6eHHOCTM MCMOIb30BaAHUS PEXNUMA YCUNEHHOIO KOHTPOISt UCMOJIb30BaHUS

Knouen

PeXnM yCMneHHOro KOHTPO/S MCNOAb30BaHUSA KJtoder, HeobxoauMbln ANs MCNONb30BaHUS B
CK3M BHe TecToBOM 3KCMyaTauuu, OCYLLUECTBSET KOHTPO/SIb AOBEPEHHOCTU OTKPbITbIX KJ/o4Yen,
CpoKa AEeNCTBMSA KO4Yelr NoAnMMCKM U KK4YeBOro obMeHa, a TakXe KOPPEKTHOCTM MHMuManuMsaunm
nporpammMHbix CH. 2To HakaabiBaeT AOMNOSIHUTENbHbIE TpeboBaHMS K BbIMOMHEHMIO psda onepauuni,
dYHKUMOHaN KOTOPbIX NpeaoCcTaBAsaeTCs KpUNTonpoBangepom.

1)

2)

3)

4)

@OyHKUMWN, NpU BbINOJIHEHUM KOTOPbIX Mpeanofniaraetcss BblpaboTka Cry4YamHbIX AaHHbIX
(CryptGenKey ans BpemeHHbIx kntodel, CryptGenRandom), 6yayT Bo3Bpalwatbh ownbKy,
ecnu nporpammHbin ACH He 6bin MHMumanusmposaH C dusmdeckoro ACH m nposecTu
MHUUManNM3aumo B AaHHbIX MOMEHT HEBO3MOXHO (HanpuMep, B CMCTEME He YCTAHOBJIEH HU
oanH dusnyeckmin ACH). Ansa ncnpaBneHus owmnbku cneayeT NpousBecTU YyCTaHOBKY XOTS
6bl ogHoro dusndeckoro ACYH (Hanpumep, buo[CH, BHewHeEN raMmmbl, annapaTtHoro ACY),
nocne 4ero npouM3BeCcTM WHUUManusauuo nporpamMmHoro ACH oAHMM M3 crnepylowmx
Cnoco6oB.:

a) BOCMOMb30BaTbCs YTUAUTOM csptest:

# ./csptest -keyset -verifycontext -hard_rng

6) npounsBecTn BbIpabOTKYy AONTOBPEMEHHOIO KJjlto4a ¢ nomoubio dyHkummn CryptGenKey;
B) npousBecTtun Bbi3oB PyHKUMKN CryptSetProvParam c dnarom PP_USE_HARDWARE_RNG.

OyHkumsa CryptVerifySignature() npuHMMaeT Ha BXO4 AECKPUNTOP OTKPbITOrO Kik4a, C
MOMOLLbIO KOTOpPOro nMpoM3BOAUTCSA nNpoBepka noanucu. [pu BKAKOYEHHOM pexume
YCUIEHHOIro KOHTPOASA WMCMNOSIb30BaHUA KJKOYen A0nNyCTMMO nepegaBaTb 3TOM (yHKUWMMK
OECKPUNTOPbI CIeAYOLWNX KIKYeNn:

a) LJeckpunTtop K/ouya, MU3BJIEYEHHOIO n3 KOHTENHepa (AT_SIGNATURE,
AT_KEYEXCHANGE).

6) deckpunTop KKO4a, NONYYEHHOrO M3 cepTudmKaTa OTKPbITOrO Kkwda. [Ana nonyyeHus
3TOro peckpuntopa Heobxogmmo nonyuntb CcTpykTypy CERT_CONTEXT, coaep»<aluyto
WHpopMauuto o] Heob6xoaMMoM ceptudumkaTte, C MOMOLLbIO dyHKUMI
CertCreateCertificateContext/CertFindCertificateInStore.  3atem TpebyeTca  Bbi3BaTb
dyHkumio  CryptImportPublicKkeyInfoEx, nepepaB e ykasaTenb Ha  CTPYKTYpy
CERT_CONTEXT.pCertInfo.SubjectPublicKkeyInfo Tuna CERT_PUBLIC_KEY_INFO. ®yHKuUMA
CryptImportPublicKeyInfoEx BepHET HeO6X0AUMbIA AECKPUMTOP.

OYHKUNM, UCMOoNb3ylowme 40SIFOBpEeMEHHbIe Kato4un, 6yayT Bo3BpawaTb owmnbKy, B cnydae
€Cnun nx Cpok aencrtens ncték. Cpok gencreus kaouen NOCT P 34.10-2001/FOCT P 34.10-
2012 cocrasnsetr 1 rog 3 mecsaua. lMonyuntb MHGOpMaUMO O CPOKe AEUCTBUA KIOua
MOXHO C MoMOWbl KOHTponbHOM naHenu Kpuntollpo CSP (3aknagka «CepsBuc» >
MpoTecTnpoBaTb), MM6O ocCylecTBUTb BbI30B QyHKUUM CryptGetKeyParam ¢ napamMeTpom
KP_NOTAFTER.

Ona obecneyeHnss KOHTpPOAS [AOBEPEHHOCTM CepTUMUKATOB OTKPbITbIX KAK4Yen npu
ncnonb3sosaHum CK3W noa ynpasneHnem OC Windows npu  Haanymm KOPHEBOrO
cepTudukaTa, YCTAHOBIEHHOrO B AOBepeHHoe XpaHunuwe Kpuntollpo nokanbHOro
koMmnbtoTepa («[oBepeHHbie KOpHeBble cepTudukatel Kpuntollpo CSP», “CryptoPro
Trusted Roots”, CryptoProTrustedStore), ocywecTBasieTcd MNOCTPOEHNE  LEeNoYKU
ceptndmkaToB. B cnydyae, ecnm TaKyl LUEno4vyKy MOCTPOUTb HEBO3MOXHO, (yHKUMA
CertFindCertificateInStore, Ha Bxoa koTopoi nepepaétrca crTpyktypa CERT_CONTEXT,
COOTBETCTBYIOLWAA HeAOBEPEHHOMY cepTudukaTty, u dyHKumMa nposepkn noanucu CMS
(CryptMsgControl), B cnyyae ecnum CMS-noanmcb He COAEpXUT yKasaHue Ha AOBEepEeHHbIN
ceptudmkaT, byayt 3aBepwaTtbcsd C owmubkon. Ons Toro, utobbl nsbaBmTCca OT OWMOBKMHK,
Heo6X0ANMO YCTaHOBUTb HEOOXOAMMbBIN KOPHEBOM CcepTUdMKAT B AOBEPEHHOE XpaHunuLle
Kpuntolpo (cMm. PykoBoactBo AgMmnHucTpatopa 6esonacHoctn Windows).
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