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1. AHHOTaAumA

[JaHHbIA  OOKYMEHT COAEepXUT npaBuia MNOMb30BaHUA CpeacTBa KpunTorpaduyeckon  3alimTbl
nHdpopmaunm (CK3N) «Kpuntollpo CSP» Bepcua 4.0 R4, ero cocrtae, Ha3HayeHue, KIKOYEBYK CUCTEMY,

TpeboBaHusa no 3awuTte ot HCA.

JoKyMeHT npefHasHayeH ANa aAMUHUCTPAToOpoB MHMOPMaUMOHHOM 6e30MacHOCTU  yupexXAaeHUn,
OCYLLEeCTBASIOLWMX YCTaHOBKY, 06CnyXnBaHNUe KOHTPOAb 3a cobnogeHnem TpeboBaHMn K aKCnyaTauum cpeacTs
CK3W, a Takxe agMmHucTpatopam CepBepoB, CETEBbIX PeCypcOB MNpeanpuaTus u Apyrnx paboTHUKOB Ciyxb6bl
MHpOpMaLMOHHOM 6e30MacHOCTN, OCYLLUEeCTBAAKLWMM HacTporky paboumx Mect ansa paboTbl co cpeacTBamu
CK3W.

MHCTpyKkuMN aaMuMHUCTpaTopaM 6e30MacHOCTM U MOMb30BaTENAM  Pa3fIMYHbIX aBTOMATU3UPOBAHHbIX
cucteMm, wucnonbsyrowmx CK3WN «Kpuntollpo CSP» Bepcua 4.0 R4 ponxkHbl paspabaTbiBaTbCa C YYETOM

TpeboBaHuin HacTosWwmMX MNpaBu.
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2. HazHauyeHune CK3W. YcnoBua akcnayatayumm

CK3U «Kpuntollpo CSP» Bepcumss 4.0 R4 npegHasHadeHoO A/ 3awMTbl OTKPbITOM WHGOpMauunm B
MHMOPMaUMOHHbBIX cnctemax obuero nonb3oBaHus (BblumMcieHne n nposepka 3I) mn 3awmTbl KOHDUAEHUMANbHOM
nHdopmaumm, He coaepxallen CBeAEHWN, COCTaBNAKWMX T[OCYAapCTBEHHYKO TalHy, B KOPMNOpaTUBHbIX
MHDOPMaUMOHHBIX cucTemMax (wudpoBaHme wu pacwundpoBaHne wuHdbOpMauMKM, BblUMCIEHME W NpOBepKa

UMUTOBCTaBKW, BblYNCIEHNE 3HAUYEHNS X3 -DYHKLMMU, BblYUCTIEHUE N NpoBepka IM).

Mpn akcnnyataumn CK3UW «Kpuntollpo CSP» Bepcuss 4.0 R4 [O0/MKHblI BbINOAHATLCSA cneaytouwime

TpeboBaHus:

- CpeactBamm CK3M He ponyckaeTrca obpabaTbiBaTb WHGOPMaUMIO, COAepXallyto CBeaeHus,

COCTaBNSAOWME FrOCYAapPCTBEHHYIO TalHy.
— JonyckaeTtca ncnonb3osaHne CK3U ans kpuntorpaduyeckon 3awmTbl NepCoHanbHbIX AaHHbIX.
- KnoueBas nHpopMaums apnsetcs KoHduaeHumanbHOM.

- Cpok genctBums kntouva npoBepkn DI - He 6onee 15 neT noc/sle OKOHYaHMS CpoOKa AencTBus

COOTBETCTBYOLWero kwya 2Ir1.

— BHewHaa ramma, wucnonb3yemass A7 MHUMUMANM3aumm COCTosiHMA nporpammHoro [OCH, sasnseTtcs

KoHdMAaEeHUMaNbHON.

— CK3W pomkHO mMcnosib30BaTbCsl CO CPeACTBaMW aHTUMBMPYCHOWM 3awmTbl, cepTuduumpoBaHHbiMn OCH
Poccuun. B cnyvae nx oTCyTCTBUA pEKOMEHAYETCHA MO BO3MOXHOCTU UCMOSb30BaThb CYLWECTBYOWME aHTUBUPYCHbIE
cpeacTtBa 3awmTbl. Knacc aHTMBUPYCHbIX CPeACTB 3awuTbl Onpefensercsa ycnosusaMmu skcrnayataumm CK3U B

AaBTOMATU3NPOBAHHbLIX CUCTEMAX.

— Pa3zmeweHne CK3WN B noMelleHUsAX, NpeAHa3Ha4YeHHbIX AN BeAEeHUS MeperoBopoB, B XOoA4e KOTOpbIX
06CY)K,CI,aPOTCﬂ BOMPOChbI, coAepXxalune cBeaeHund, CcocCTtaBndwWnMe rocyaapCrBeHHYHO TaﬁHy, ocyLlecTBnfaeTCA

YCTaQHOB/1IEHHbIM MOPAAKOM.

—N3BM, Ha koTopbix ncnonbdyetcsa CK3U, gonxHbl 6biITb AonyweHbl 4159 06paboTkn KoHpUaeHUWanbHOn
nHdopmaunm no gencreyownm B Poccuiickon ®egepaunn tpeboBaHmsaM no 3awmte nHboOpMaunm oT yTeuyku o
TeXHWYECKMM KaHanam, B TOM 4ucne, No KaHany ceasu (Hanpumep, CTP-K), c yyeTom Mogenn yrpos B

MHOOPMaLMOHHON CUCTEME 3aKa3umnKa, KOTOPbIM A0MXHO npoTusoctosaTb CK3W.

- NHcTannaumsa CK3W Ha paboumx MecTax AoKHa NpouU3BOAMTLCS TONIbKO C AUCTPUBYTUBA, NOSTYUYEHHOTO

Nno AOBEPEHHOMY KaHasy.

— BctpamBanne CK3U B apyrue cpeacrtBa BO3MOXHO TOJIbKO C MCMOJSIb30BaHMEM (PYHKUWINA, YKa3aHHbIX B
MpunoxeHun 2. B cnyyae MCNONb30BaHUS MPOYMX BbIBOBOB (PYHKUMWA MPOrpaMMHbIX MHTepdencoB (ypoBHeN
BcTpanBaHumsa) CK3U Heobxoammo npomnsBoauTb pa3paboTky otaenbHoro CK3UM B COOTBETCTBMU C AENCTBYHOLLEN
HopMaTmBHOM 6a3on (B 4yacTtHocTh, ¢ lNMoctaHoBneHuem lMNpaButenbctBa Poccuinckon depepaumm ot 16 anpens
2012 r. N2 313 wn MonoxeHnem o pa3paboTKe, NPOM3BOACTBE, peanu3aunm U 3aKcrayaTauum wundpoBanbHbIX

(kpunTOorpaduyeckmx) cpeacTs 3awmTbl MHPopmauum (MonoxerHune MK3-2005)).

- Npn skcnnyataunm CK3UWM  AonXkHbl MCNONb30BATbCA TOMbKO CepTMdUKATbl  OTKPbIThbIX  KJOYEN,
BbIMyLWEHHbIE AOBEpPEHHbIM OpraHoM cepTudukaumm. B KayecTBe Takoro opraHa [AO/MKEH BbICTynaTb
ceptuduumpoBaHHbii  ®Cb Poccun  YaoctoBepsitowmn  ueHtp  (YU), Bbinyckawowun ceptudukatbl W

noaaepXnBamwLLNIA CMINCKNU OTO3BAHHbIX CEpTUMOUKATOB B COOTBETCTBMM C PernameHToMm YL, a Takxe cnyxb6a
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KOpﬂOpaTVIBHOVI CUCTEMBDI, obecneuunBatowias AOBEPEHHbIE CMNPaBOYHUKU CepTVId)MKaTOB OTKPbITbIX Kno4ven ¢

I'IO,EI,,CI,Ep)KKOVI AKTyaJZiIbHOCTU BKJ/TKOHAEMbIX B CMPpaBO4YHUKU CepTMCbMKaTOB.

Mopsigok opraHm3aunm m obecnedeHne 6e30MacHOCTM XpaHeHusi, 06paboTkM M nepedaym No KaHanam
CBSI3M C WCNONb30BaHWMEM CpeAcTB KpunTorpaduyeckor 3awmTbl MHGOPMauMn CBEAEHMN, COCTaBASHOLWNX
KOHdMAeHUManbHy0 MHQOpMauunio, OCYLIEeCTBASETCS B COOTBETCTBUMM C AOKyMeHTamMu <«UHCTpykumsa 06
opraHmsaumm u obecrnedyeHmn 6e30NaCHOCTM XpaHeHus, o06paboTkM M nepesaym nNo KaHanaMm CBSA3M C
WCNOSIb30BaHMEM CpeacTs Kpuntorpadumyeckon 3awuTbl MHPOPMauMm C  OrFpaHMYEHHbIM AOCTYMOM, He
coaepxalle CBeAeHWI, COCTaBMSAOWMX rocyaapcTBeHHy TanHy» (Mpuka3 GAMCU NQ 152 ot 13 wuioHs 2001
roga), «[llonoxeHne o pa3paboTke, nNpoOM3BOACTBE, peanusauMm W 3KCAayaTauMm  WndpoBanbHbIX
(kpunTorpadmyecknx) cpeacts 3awnTbl nHbopmaunm» (Mpukas OCb Poccnn N2 66 oT 9 despans 2005 roga) m

APYrMMU pYKOBOASLMMM [OKYMEHTaMMU Mo obecrnedeHmto 6€30MnacHoOCTM MHbopMaLuu.

CK3WN «Kpuntollpo CSP» Bepcum 4.0 R4 MOXHO 3KCMayaTupoBaTb CO Cheaylowmmm nporpaMMHbIMU

npoaykKtamum 6e3 npoeeaeHnsa AONOJTHUTENIbHbIX TEMATUYECKUX nccnenoBaHUm U/VUNK OLEHKN BAUSHUSA:

—  npunoxeHus, sxoaswme B coctas OC;

—  NpuWNoXeHue KOMaHAHOW CTPOKM ANnst GOpMMpOoBaHMs 3anpoca Ha ceptudukar certreq;

- MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office 2016);

—  cepsep IIS;

Cneaytowme nporpaMmmHble koMnoHeHTbl CK3W «Kpuntollpo CSP» Bepcun 4.0 R4 MOXHO MCMNOMb30BaTb

6es3 npoeeageHnsa AOMNOJTHUTENIbHbIX TEMAaTUYECKUX nccnenoBaHUin:

- NPUIOXEHNE KOMaHAHOW CTPOKM ANna noanumcu n wndposaHua daiinos cryptcp;
—  MPpWUIOXEHNEe KOMaHAHOW CTPOoKu Ans paboTbl ¢ cepTudukatamm certmgr;

—  NpwaoxeHue ana cosgaHuns TLS-TyHHens stunnel.

Ncnonb3osaHne CK3U «Kpuntollpo CSP» Bepcun 4.0 R4 C BbIKJIIOYEHHBIM PEXUMOM YCUIIEHHOIO
KOHTPONIS WCMOJSIb30BAHUSA KI/OYEN He AOonycKkaeTcs. BknwuyeHue [aHHOro pexuma OnucaHo B AOKYMeHTax
XTAN.00088-03 91 02. PykoBoacTBO aaMuHucTpatopa 6e3onacHoctu. Windows, XTAM.00088-03 91 03.
PykoBoactBo agMuHucTpatopa 6e3onacHoctu. Linux, XTAW.00088-03 91 04. PykoBOACTBO agMMHUCTpaTopa
6e3onacHoctn. FreeBSD, XTAW.00088-03 91 05. PykoBoacTBO aaMuHuUcTpaTopa 6e3onacHoctu. Solaris,
XXTAN.00088-03 91 06. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTu. AIX.
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3. Mopspok pacnpocrpaHeHna CK3U

YctaHoBo4YHble Moaynu CK3W  «Kpuntollpo CSP» v 4.0 R4 1 KOMMIEKT 3KCMyaTauuOHHOM

AOKYMEHTaUMM K HeMY MOTyT MOCTaBNATbLCA NOSb30BaTENO YNOIHOMOYEHHOM opraHu3launen gsymsa cnocobamm:
1. Ha HocuTtene (CD, DVD - auckn);
2. lNocpeacTsoM 3arpy3sku yepes NHTepHeT.

[Ons nony4yeHmMss BO3MOXHOCTW 3arpy3ku ycCTaHoOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» v 4.0 R4 un
KOMM/JIeKTa 3KCMayaTauuMoHHOMW  AOKYMEeHTauuMu Mnonb3oBaTeslb  HanpaBaseT CBOWM  Yy4yeTHble  AaHHble
YNOSIHOMOYEHHOW OpraHusaumn. YJyeTHble faHHble MOoryT ObiTb HanpaB/ieHbl MNOCPeaCTBOM  3aMoJIHEHUS

crneunanmM3MpoBaHHOW perncTpaunoHHoit hopMbl Ha caiTe YNOMHOMOYEHHO opraHM3auuu.

Mocne nonyyeHus YNOSIHOMOYEHHOM OpraHm3aumen y4vyeTHbIX AaHHbIX MOSb30BaTeNto npeaocTaBaseTcs
OOCTYNn Ha CTpaHuuy 3arpy3ku ycTaHoOBOYHbIX Moaynei CK3U «Kpuntollpo CSP» v 4.0 R4 un koMmniekTa
3KCnayaTauuoHHOW AOKyMeHTauuu. MNpu 3arpy3ke nosb3oBaTesieM yCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo
CSP» v 4.0 R4 1 KoMnneKTa 3KCrnayaTauMoOHHOM AOKYMeHTauMu YNOJHOMOYEHHOW opraHusaumei npmMceanBaeTcs
YUYETHbIN HOMep, uaeHTuduuupyrowmnin sksemnnsap CK3U «Kpuntollpo CSP» v 4.0 R4, npenoctaB/ieHHbIN

nonb3oBaTesio.

Ha cTpaHuue 3arpy3kum BMecTe C AUCTPUEYTMBOM WM AOKYMEHTauMel pasMellaeTcs OTAeSIeHHas
3/IEKTPOHHAsA MoAMUCb, A/sl MPOBEPKM KOTOPOW HeO6X0AMMO MWCMO/b30BaTb YTUAUTY cpverify, MnosflyyYeHHyto

[I0BEpPEHHbIM 06pa3oM M CoaepKalllyto KU NPOBEpPKU AAHHOW 3NEKTPOHHOW MOAMMUCH.

YctaHoBka CK3W «Kpuntollpo CSP» v 4.0 R4 Ha paboyee MecTo MoOSb30BaTeENS MOXET ObITb
OCyLeCTBNEHA TOJIbKO B C/y4yae MNOATBEPXKAEHUS UESIOCTHOCTU MNOJIyYEHHbIX YCTAaHOBOYHbLIX Moaynen CK3U

«Kpuntolpo CSP» v 4.0 R4 1 akcnnyaTauMoOHHOM AOKYMEHTaUNU.

1. CpeacrtBo KOHTpoNs LenocTtHocTu (cpverify.exe) nepBoHayanbHO AOMXKHO ObITb MONYYEHO

nosib3oBarteneM Ha dpusndeckom Hocutene B odpumce komnaHnm OO0 «KPUMTO-MPO», nnbo y

odbuvumanbHoro awnepa. Takas yTuauMTa CYMTAETCA NOJSIydYeHHOM JAoBepeHHbIM ob6pasoM.

[Janee nonydyeHHoOW p[AoBepeHHbIM 06pa3oM nMpuU3HaAeTCsa o4yepenHas BeEPCUS YTUNUTHI,

nonydyeHHas nwbbiM o06pa3oMm, HanpuMmep, CKadaHHas C caWta www.cryptopro.ru, npu

"-_!_!_“ yCN0BUN, 4TO OHa 6blna npoBepeHa ApPYrvM 3K3eMMAspOM YTWUAUTbLI, MOJIYYEHHbIM paHee
AoBepeHHbIM 06pa3oM, n npoBepka Hbisia ycnewHonm.

2. Knwou npoeepkm 2II1, a Takxe WHopMmaumss O HeM (AaTa co3haHus, anroputMm XaLl-
dYHKUMN, naeHTUPUKaATOp anroputMa noAarnmcu) 3anucblBalOTCA B UCXOAHbIM KOA YTUUTLI
Ha 3Tane cbopku.
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4. OCHOBHbIEe TEXHUYECKME AaHHbIE U XAPaAKTEPUNCTUKMHN

4.1. NMNporpaMmMHoO-annapaTHble cpeabl pyHKUMOHMpoBaHusa CK3UN

Windows

BkntoyaeT nporpaMMHo-annapaTHble cpefbi:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntovaeTr auctpubyTtusbl Linux, yaosneTsopstolme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC AUC ®CCHN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnHTte3-0OC.PC (x86, x64);

KM «30C «CuHTe3M» B ponu «I'paduryecknii KnmeHT» (x64);
KM «OC «CuHTe3M-K» B ponun «I'paduyecknin KaneHT» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);

OC JloToc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, 9nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix
BkntoyaeT nporpaMMHo-annapaTHble cpeabi:

OC 2nbbpyc Bepcus 3 (Onbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT Cepiep 8, AnbT 8 CIN Cepsep (x86, x64, ARM, ARM64);
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AnbT Pabouas ctaHuma 8, AnbT Pabouas ctaHums K 8, Anbt 8 CI Pabouas ctaHums (x86, x64,
ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

POCA XPOM/KOBANBbT/HUKEDb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER).

Solaris

BknoyaeT nporpaMMHo-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpuMevaHung:

1. Bepcua POSReady.

4.2. KnroueBas cMmcremMa M KJirueBble HOCUTenu

CK3U «KpunTtollpo CSP» v 4.0 R4 9BNAeTCSA CUCTEMOW C OTKPbITbIM pacrnpeaeneHneM KJto4yenm Ha OCHOBE
acMMMeTpuyHOn Kpuntorpadmn C UCMONb30BAHMEM 3aKpbITOr0 KJK4Ya Ha OA4HOM CTOPOHE U COOTBETCTBYHOLLENO

€My OTKPbITOro K/ito4a MH(POPMALMOHHOIro B3aMMOAENCTBUSA Ha APYrol CTOPOHE.

Monb3oBaTenb BKAKYaETCA B CUCTEMY U WUCKNKOYaeTca w3 Heé YCTaQHOBJIEHHbIM yﬂOCTOBepﬂIOLLLVIM

LEHTPOM NOPAAKOM.

Monb3oBaTtens, obnagawowmin NpasoM NOANUCK W/UAWN WNGPOBAHMA AaHHbIX, BblpabaTbiBaeT Ha CBOEM
paboueM MecTe wmnu nofny4vyaer y aaMUHUCTpaTopa 6e3omacHoCTU (B 3aBUCMMOCTM OT MPUHATOM MOMUTUKM
6e30nacHOCTM) NUYHbIE 3aKpbiTbid KAd (kY 3M) M OTKpbITbIM KAOY (kN4 npoeepku 3I1). Ha ocHose
KaXAaoro OTKpbITOro katwo4va (knwo4da nposepku 3I1) YaoctosepsiownMm LleHTpoMm dopMmupyeTca cepTudukar

OTKPbITOro Kto4a (ceptudukat kaoda nposepku 3MM).

4.2.1. Kno4yeBow HocUTeNb

B kauecTBe KKO4YEBbLIX HOCUTENEN MCNONb3YOTCA:

-I™MA 3,5”, USB aucku;

— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3LM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CmaptkapTbl PyTokeH Lite SC, PytokeH 2L SC;

— PyTokeH S;

— Novacard;

— CmaptkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTta Y2K;

— CMmapTkapTta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CmaptkapTtbl AnmnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazgen HDD M2BM (B Windows - peecTp);

- MaeHtndukatopsl Touch-Memory DS1995, DS1996.
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Ncnonb3oBaHne K/OUYeBbIX HOCUTENen B 3aBMCMMOCTM OT MporpamMMHo-annapaTHou naatdhopMbl
oTpaxeHo B XTAM.00088-03 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.8.

1.XpaHeHune 3akpbITbiX Kaoyen Ha HDD M3BM un USB auckax (B peectpe OC Windows, B pasaene
HDD npwu paboTe nog ynpasneHuem apyrux OC) aonyckaeTcs TOSbKO NpuU YCOBUM pacrnpoCTpaHeHUs
Ha HDD, USB aumck mnu Ha M3BM c HDD TpeboBaHui Nno obpalleHnio C KI4YEBbIMU HOCUTENAMMU
(n.6.7 XTAN.00087-01 91 01. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHoCTM obuas 4acTb).

I..l 2.Bce BblilLenepeyYncneHHble HOCUTENN UCNONb3YHTCAAO/IXKHbI MCMOJIb30BATbCA TOJ/IbKO B Ka4yecTBe
[— —
NMacCMBHOIro  XpaHwunuuia KNo4eBoOmn VIHCI)OpMaLI,VIVI 6e3 MCNoJIb30BaHUA KpVIFITOFpad)VI‘-IECKMX

MexXaHM3MOB, pPeanM30BaHHbIX HA CMapT-KapTe/TOKEHe.

3.Ucnonb3oBaHne HocuTenemn ApYyrux TUMOB - TONIbKO Mo cornacosaHuto ¢ ®CB Poccuwn.

4.2.2. Pa3zMepbl 1 CPOKU AENCTBUSA KITOYEN
[ONviHbI KNto4Yen 3N1eKTPOHHOM noanucu:
KJ10Y 3/1eKTPOHHON moAanucum 256 nnu 512 6uT;
KJ1t04 NMPOBEPKMN 3/IEKTPOHHON NOAMNUCH 512 vnn 1024 6urT.

ONuHbI KNoYel, UCNONb3YyeMbIX MpU WKUhPOBAHUN:

3aKpbITbIA K04 256 6uT unn 512 6ur;
OTKPbITbIA KoY 512 6ut nnn 1024 6uTa;
CUMMETPUYHbIN KoY 256 6uT.

Mpun akcnnyataumn CK3UN «Kpuntolpo CSP» v 4.0 R4 pomkHbl cobnopgatbCs crnepytowmne

CPOKUK NCnoJsib30BaHUA NOJIb30BATENIbCKUX 3aKpPbITbIX Kno4Yen n CepTM(bVIKaTOB:

— MaKCUMalbHbI CPOK AENCTBUSA 3aKpbITOro katoda 3M-256 (knwua M) - 1 roa 3 mecsaua;
— MaKCUMarnbHbIA CPOK AENCTBUSA 3aKpbIToro kntova 3M-512 (knwoua 3M) - 1 rog 3 mecaua;
— MaKCUMasbHbI CPOK AENCTBUSA OTKPbLITOro Kntoda 3M-256 (kntoya nposepku 3M) - 15 ner;
— MaKCMManbHbIM CPOK AENCTBUSA OTKpbITOro Knto4a 3M-512 (knawua nposepku M) - 15 neT;
— MaKCUManbHbIA CPOK AENCTBUSA 3aKpbITbIX M OTKPbITbIX Kao4en obmeHa — 1 roa 3 Mecsaua.

Mpu GOPMUPOBAHNM 3aKPLITOrO K/OYa B KOHTEWHEp 3anncbiBaeTcs [laTa UCTEYEHMS Cpoka
NEeNcTBMA 3TOro K/4ya, MO WUCTEYEHUM KOTOPOro B 3aBMCUMMOCTM OT 3HAYeHMs napaMmeTpa

ControlKeyTimeValidity BO3MOXHbl pa3finyHble BapuaHTbl UCNOSb30BaHUA 3TOro Kto4a.
3HauveHue «0» napameTpa He HakMaAblBaeT HUKAKMX OFpaHUYEHUI Ha UCNONb30BaHNE Kitoua.

3HadeHne «1» napameTpa 3anpewaer ¢dopmmpoBaHme Il 1 wWndpoBaHMe B KOHTEKCTE 3TOro
Kno4ya (BO3MOXHO pacwudpoBaHme paHee 3awundpoBaHHbIX coobuweHunin) (3HavyeHne no

YMOSTYaHUIo);
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3HaueHne «2» napameTpa 3anpelwaeT nobblie 4eACTBUSA C 3aKPbITbIM K/THOUYOM.

Cpok gencrteus kato4a bepetcs ns (B nopsake yMeHbLUEeHUsS npmopuTteTa):

- PaclwumpeHuns KoHTelHepa knoya;
- PacwmnpeHus ceptudukaTa knwoua;
— [aTbl co3aaHus kn4ya + 1 rog 3 mMecsaua.

M3meHeHMe napameTpa ControlKeyTimeValidity

Ona onepauMOHHbIX CUCTEM TIpynnbl Windows Heob6xoaMMO W3MEHUTb 3HA4YeHMe KJo4a

peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion

\Parameters\ControlKeyTimeValidity (4159 64-6MTHbIX onepaunoOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co

ntrolKeyTimeValidity (ana 32-6MTHbIX ONepauMoOHHbIX CUCTEM).

Hactporika CK3UW ansa octanbHbix OC OCYyWEecTBASETCAS C MNOMOWbK YyTUAUTbl cpconfig ¢

NMOMOLLbIO KOMaHAbl

./cpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHMe KN4YEBbIX HOCUTENEN

Mpn xpaHeHun Knoyern Heobxoanmmo obecneuymTb HEBO3MOXHOCTb AOCTyna K K/K4YeBbIM HOCUTENIAM He
LOMYyLWeHHbIX K HUM nuu. lNonb3oBaTenb HECET NepCcoHasibHY0 OTBETCTBEHHOCTb 3a XPaHEeHUEe NINYHbIX K/H0YEeBbIX

HocuTEenen.

3anpelaeTca ocTaBnAaTb 6€3 KOHTPONSA BbIYNCAUTENbHBbIE CpeAcTBa C ycTaHoBneHHbIM CK3W nocne BBoAa

KH0YEBOM MHpOpMaLum.

B cnyyae UEHTPanuM30BaHHOINO XPaHeHUs K/YEBbIX HOCUTENEW B OpraHvM3auuu, SKCMayaTUpYIoLLEN
CK3W, agMuHucTpaTop 6e30macHOCTU (€ciuM OH UMEETCsl) HEeCeT MepCoHaNibHYH OTBETCTBEHHOCTb 3a XpaHEHMe

JIMYHBIX K/IOYEBBLIX HOCUTENEN NONb30BaTeNen.

Mpu xpaHeHun knw4den B peectpe Windows u Ha HDD M3BM TpeboBaHWS MO XPaHEHWUIO JIUYHbIX
KJIIOYEBbLIX HOCUTENen pacnpocTpaHsaTca Ha M2BM (HDD M3BM) (B TOM yucne n nocnae yaaneHus Kiaden us

peecTpa, us HDD).

B cnyyae HEBO3MOXHOCTU OTYYXAEHUS K/IHOYEBOro HOCuTensa € knwyeson wuHdopmauumen ot [2BM
OpraHM3auMoHHO-TEXHUYECKMMN MeponpuUATUAMU A0MXKeH O6biTb MCKAOYEH AOCTyn Hapywwuteneh k M3BM c

Kno4vamu.

Monb3oBaTtenb, MMEKLWWUI AEACTBYIOWMN cepTUduKaT U COOTBETCTBYOLWUA eMy knawod 3, B nobon
MOMEHT BpeMeHM (HO He Mno3gHee Heaenu) A0 OKOHYaHUS CpokKa AencTBua AEWCTBYIOWEro 3aKpbiTOro Kiwoua,

MOXET NPoM3BeECTM (hOpMUpPOBaHME HOBOrO Ktoua .
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dopMupoBaHMe HoBOro Kiwda JI, 3anpoca Ha cepTuduKkaT, nepeaadva sanpoca B LIP u nonyuyeHue
cepTudmnkata MNpoM3BOAUTCA COrMlAaCHO MOC/AeA0BaTENbHOCTM, OMUCAHHOM B pa3gene 8.5 «dopMupoBaHue

KJt0Yen nonb3oBaTens».

KnioueBble HocuTenn c  kaw4yoM 3, Cpok A[eNCTBUSE KOTOPOr0 WCTEK, YHWUYTOXAKTCA MyTeMm

nepecdopMaTMpoBaHns (OUUCTKM), O YEM AeNaeTcs 3anuck B «XypHasne nofb30BaTens cetTus.

K cobblTMsiM, CBSI3aHHbIM C KOMI'IDOMeTaLJ,VIeVI K/IlOYeNn OTHOCATCS, BKJKOYasi, HO He orpaHmnymBascChb,

cnepytowme:
— MoTeps KIYEBbIX HOCUTENEN.
— MoTeps KAYEBbIX HOCUTENEN C X NOC/EAYIOWMM 06Hapy>XEHMEM.
— YBOJIbHEHME COTPYAHWMKOB, UMEBLLMX AOCTYN K KJIKOUYEBOM MHDOPMaLmMK.
— HapylueHune npaBun XpaHeHUss N YHUUTOXeHUsA (MoCc/e OKOHYaHUs CpoKa AeNCTBUSA) 3aKpbITOro Kitouya.

— Bo3HMKHOBEHME MOAO3PEHUI Ha YyTeudky WHdopMauMm WAM  ee  WUCKaXeHne B  CUCTeMe
KoHdMAEeHUMaNbLHOM CBA3MU.

- HapylweHune neyatn Ha ceide ¢ KIYEBbIMW HOCUTENSIMU.

Cny4yan, korga Henb3s AOCTOBEPHO YCTAaHOBWUTb, UYTO MPOM30WIIO C K/IOYEBBIMW HOCUTeNnsMK (B TOM

yncne cny4daum, Korga KIOYEBOM HOCUTENb Bblwen u3 CTpOoA M A0Ka3aTesiIbHO HE OnpoBEpPrHyTa BO3MOXHOCTb

TOro, 4YTO, Aa@HHbLIN (PaKT npousoLlen B pe3dysibTaTe HeCaHKLUMOHUPOBAHHbLIX AENCTBUIN 3N0yMbILUIEHHUKA)

PasnuualoTca aBa BuMAa KOMMpOMeTauuu 3aKpbiTOro K/4va: AABHAA W HesiBHas. [lepBble 4eTbipe
cobbITA TpakTylTCa KakK sBHas KoMnpoMmeTauus knwoden. Cnegywowme Tpu TpebyloT cneumanbHOro
paccMOTPEHUS B KaXXOM KOHKPETHOM ciyyae.

Mpy KOMMNpoMeTauuu Kaw4va y nonb3oBaTenss OH AO/MKEH HEeMeAsieHHO NpeKkpaTuTb CBA3b MO CeTU C
APYrvMU rosib3oBaTensamu.

Monb3oBatens (MAM agMuMHUCTpaTop 6e30MacHOCTU opraHu3auum) AOSKEH HeMeasieHHO u3BecTuTb LP
(YL) o komMnpoMeTaumun Ko4ven nonb3osaTens.

NHdopMaumsa o komnpomeTauum MoxeT nepedaBaTbcs B YL no TenedoHy ¢ coobuieHnem 3apaHee
YC/IOBNIEHHOrO NMaposs, 3aperMcTpMpoBaHHOro B «KapTouke onoBeLleHnss 0 KOMNpoMeTaunm».

Mocne koMmnpomeTauuMm Kaw4Yer nosb3oBaTtesb (OPMMPYET HOBLIN 3aKPbITbIM KAKOY W 3anpoc Ha
cepTudmkaTt. Tak Kak nonb3oBaTeSlb HE MOXET UCMOMb30BaTb CKOMNPOMETUPOBAHHbLIN K04 A5 GOPMUPOBaHNS
SN w nepepayn 3anpoca B 3alMWEHHOM BuAe MO CeTM, 3anpoc Ha cepTudukat BMecTe € HnaHkamwu

[OCTaBsieTCcs IMYHO nonb3oBaTteneM (agMmHmucTpatopom 6esonacHocTtu) B LleHTp Perncrpauuu.
Mpn xpaHeHun kno4yen Ha HDD MN3BM HeobxoAMMO MCMOAb30BaTh NApPObHYO 3aLUNUTY.
CK3W MOXeT (PyHKLUMOHNPOBaTb M XPaHUTb KAOYEBYIO MHMOPMaLUIO B ABYX pexuMax:
— B NaMATN NPUSIOXKEHUS;
- B «Cnyx6e xpaHeHus Ko4elr», pean3oBaHHOM B BUAE CUCTEMHOrO CcepBuca.

Kntoun HaxoasTcs B Kale A0 3aBepLlUeHUS MPUIOXKEHUS MW A0 BbIKIIOYEHUS KOMMblOTEpa (OCTaHOBKM
cnyx6bl), 4YTO MNO3BONSET WCNOMNb30BaTb 3aKpbITbI KUY JaXe Mnocae 3aKpbITUA KpuaTorpaduyeckoro
KOHTeKCTa.

OyHKUMOHMpPOBaHME U XpaHeHue knawouden CK3U «Kpuntollpo CSP» v 4.0 R4 B «Cnyxbe xpaHeHus
Knoden» obecneumBaeT AOMNOMHUTENbHYIO 3alMTy KOYEeBOW MHMOpPMauMM OT  APYrMxX MNPUIOXKEHUN,

BbIMONHAOLWMXCSA Ha NDBM, HO MOXET HEe3HaYUTENbHO 3aMeannTb npon3BoaANTENbHOCTb CUCTEMDI.

11
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B cnyyae Heob6xoAMMOCTM MNpOBEAEHUS PEMOHTHbIX W perfaMmeHTHbIX paboT annapaTHOl 4acTu
CK3U/COK HeobxoamMmo obecrneynTb HEBO3MOXHOCTb [AOCTyna HapywuTens K K/A4YeBOW WHdopMaumn,
cogepxauwerncs B annapatHon yactu CK3U/COK. KoHKpeTHbI nepevyeHb Mep AokeH 6biTb onpeaeneH mcxoas

M3 ycnosuii akcnnyatauum CK3U.

4.2.4. YHNUYTOXEHUE K/toYen Ha KKYeBbIX HOCUTENsaX

Knioun Ha knwo4deBblX HocuTensax (Bkawouyas Touch Memory u cMmapT-KapTbl), CPOK AENCTBUSA KOTOPbIX
NUCTEK, YHUUYTOXAlTCA NyTeM nepedopMaTMpoBaHMs Ki4yeBbiXx HocuTenen cpeactsamm MO CK3W, nocne yero

Kno4yeBble HOCUTENTM MOTYT NMCNOSIb30BaTbCA ANd 3annCn Ha HUX HOBOI K/1H04EBOW l/IHCbOpMaLI,VWI.

06 YHUYTOXEHUUN KJIl0Uen penaetcs COOTBETCTBYHOLWAa 3anucb B «XKypHane rnosib3oBaTensd cetn» (CM.

BepeHue xypHanos n.8.11).

4.2.5. BzanMogencrteme C nosib3oBaTtesneM npu pabote C KIOYEBbIMU HOCUTENSIMU

Mpn pabote c kn4veBbIMM HocuTenamm CK3W MoxeT mcnonb3oBaTb Kakom-nmbo nonb3oBaTenbCKUmn
nHTepderc (UI). 3To MoOXeT NpoucxoauTb, Hanpumep, nNpu Heob6xoaMMOCTU BblibpaTb HOocUMTeNb unu BBectn PIN.
YT106bl OTKNOUNTL NOMb30BaTENIbCKMN MHTepdenc (HanpuMep, ANns aBToMaTnlaunm), B HEKOTOPbIX NMPUIOXEHUAX
cywectByeT onumsa -silent. Takxxe B0O3MOXHO 3anpeTutb CK3WM oTobpaxaTb MNONb30BaTENbCKUIA MHTEpdENC
rnobanbHO AN BCeX MNpUIOXeHMn Ha adaHHoM [K. Ona atoro B HacTporkax CK3WM HyXHO 3agaTb napaMeTp
force_silent paBHbIM eanHunue (cMm. Huxe), force_silent paBHbIM HyNO BEpHET noBeAeHMe Mo yMonvaHuio. Ecnu
K€ BbI30Bbl (DYHKUWIA TpebyloT oTobpa)keHMs MoJib30BaTeNbCKOro WHTepdelica, 6yaeTr Bo3BpalleHa owubka
NTE_SILENT_CONTEXT.

M3MeHeHMe napameTpa force silent:

[na onepauuoHHbIX CUCTEM Fpynnbl Windows Heo6xo4MMO M3MEHUTb 3Ha4YeHUe Kitouya peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\Paramete

rs\force_silent (ans 64-6UTHbIX ONEpaUMOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\force_silent

(ansa 32-6UTHbIX ONEepaLNOHHbIX CUCTEM).

Hactpoiika CK3U ans octanbHbix OC OCyLLeCcTBASETCS C MOMOLWbIO YTUAUTLI cpconfig:

./cpconfig -ini "\config\parameters' -add long force_silent 1

12
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5. CoctaB CK3U1

McnonHeHne 2-Base knacca 3awmtbl KC2 BbINOMHEHO B CleAyloWeM cocTaBe:

— KpUNTOCEPBUC;

— KpunToaparisep;

— Moaynb ceteBon ayTeHTudukaumn (Kpuntollpo TLS);

— Moaynb 06paboTkn ceptudukatos u CMS npotokona;

— yTunuTa BblpaboTKM BHELLHEN raMMbl;

— YyTUAMTa KOMaHAHOW CTPOKKU Ans wndpoBaHus gainos;

— YyTUAMUTa KOMaHAHOM CTPOKK anst paboTtbl ¢ cepTudmkaTamm;

— MOAYNb ayTeHTUdUKaumn nonb3osaTtens B fomeHe Windows;

— nakeT pa3paboTuymka 4N ucnonb3oBaHus npotokonos IPsec (IPsec SDK);
- nakeT paspaboTtumka ansa scrtpanmBaHus CK3UM (CSP SDK);

— MoAynb Nogaepxku nHtepdenca Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- 6ubnnoteka, obecneumsatowas nogknyeHne n GyHKUMOHMPOBaHMe ktoveBbiX HocuTenen (RDK)
— 1 GYHKUMOHMPYET B rpynnax nporpaMMHo-annapaTHbiX cpej n.4.

CK3U «KpunTtollpo CSP» v 4.0 R4 dyHKUMOHUPYET HA OAHOM U3 ABYX YPOBHEN:

— YPOBEHb MPUIOXEHUS;
— ypoBeHb aapa OC.

B coctaB CK3U «Kpuntollpo CSP» v 4.0 R4 BXoaAaT:

— Bubnnotekn dll, cepsucel, gparisepbl «Kpuntollpo CSP».
— Moaynb ceteBol ayTeHTUdMKauum «Kpuntollpo TLS».

— Moaynb «Kpuntollpo Winlogon».

— Kpuntorpaduueckuii nHtepdeinc «Kpmuntollpo CSP».

—MNporpamMmHbIn gatumk cnyvamHbix umcen (MACY) c wmHctannaumen ot dusmnyeckoro ACH (OOCH)
BCTpanBaeMoro nporpammHo-annapatHoro komnnekca (MAK) 3awutel ot HC/, BHELWHEN raMMbl.

— KOHTpO/b LenocTHOCTN NporpaMMHOro obecneyenus.
— CucrteMa MHXeHepHO-KpmnTorpamnyeckomn 3aLmTol.
— Cucrtema 3awmntbl oT HC (Mcnonb3yeTcs OnuMOHasnbHO).

5.1. CocTtaB noacuncrembl COK

B coctas nogcmcrembl COK BXoAAT cneayowme KOMNOHEHTI:

— MpunoxeHwne (MpuknagHoe nporpaMMmHoe obecrneveHune, ncnonbsywuee CK3N).

— WHTepdenc SSPI (nogMHOXECTBO wuHTepdenca kpuntorpaduyeckux MnpoToOKonos Secure Support
Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusauum NpoTokona ceteBon ayTeHTudukaumum TLS v. 1.0
(nog ynpasnennem OC Windows).

— Moaynu HacTponkn OC Windows ans obecnedenns dpyHKumoHmposaHus CK3U.

— MHTepdenc CryptoAPI 2.0.

- CpeactBa Crypt32(Win32,64) ans obecneuyeHns paboTbl C cepTudumkaTtamMm C UCMONb30BaAaHUEM
nHtepdenca CryptoAPI 2.0 4yepes kpuntorpadpuuveckuin nHtepcdenc «Kpuntollpo CSP» nog ynpasneHnem OC
Windows.

- CpeactBa Capilite - ana obecneyeHus paboTbl C cepTudukaTamMm C UCMNONb30OBaHWEM WHTepdelica

CryptoAPI 2.0 yepe3 kpuntorpadpunyeckmin nutepdenc «Kpmuntollpo CSP» nog ynpasnenHmem OC cemenctea UNIX
(Linux , FreeBSD, Solaris, AIX).
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- Kpuntorpaduyeckmin uHtepdeinc «Kpuntollpo CSP».
— lLUTaTHble MHTepdENChI KTHOUYEBLIX HOCUTESEN.
ASN.1 - cuctema KoaMpoBaHusl/AeKkoANpoBaHMsa AaHHbIX B popMmaTax ASN.1.

CoctaB moaynen CK3M wn noacuctembl nporpammHori COK ans COOTBETCTBYHLUMX MPOrpaMMHO-
annapaTHbIX Cpej KOHKpeTusupyeTcsa B gonosiHeHusax XTHAW.00088-03 91 02, XTAWM.00088-03 91 03,
XXTAN.00088-03 91 04, XTHAN.00088-03 91 05, XXTAN.00088-03 91 06 K HacTOSALWEMY AOKYMEHTY.

14
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6. ObecneuyeHne KOHTPONSA LEJIOCTHOCTU

KOHTpOMb LEeNoCTHOCTU ANCTpUbYTUBa obecrneymBaeTcs npu NoMoLWM yTUAUTLI cpverify.exe, noslyuyeHHoM

AOBEPEHHbLIM CcnocoboM B COOTBETCTBUMU C MpunoxeHunem 1.

CK3U KpunTtollpo CSP no3BonsieT OCYLWECTBAATb AMHAMUUYECKUA KOHTPOb LenocTtHoctu MO.
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7. TpeboBaHMA NO BCTpanBaHUIO U ucnosnb3oBaHuto MO CK3U

BcTtpanBaHue CK3UM B 3awmwaemMblie MHOOPMaLMOHHbIE CUCTEMbI AO/IXXHO MPOU3BOANTLCS B COOTBETCTBUMN
c lMonoxeHneMm MMK3-2005. BcTpamBaHue AO/MKHbI MPOBOAUTbL OpraHuM3aumu, MMelLlne NMUEH3MI0 Ha npaso

npoeBefaeHns Taknx pabor.

Mpu co3aaHun 3alNLLEHHON MH(POPMALIMOHHOW CUCTEMbI AOKHbI 6bITb ONpeaeseHbl MoAe/lb BO3MOXHbIX
Yyrpo3 u nonutnka ee 6e3onacHocTu. B 3aBMCMMOCTM OT MOAUTUKKM 6e30MacHOCTU onpeaensieTcss Heob6XoaAnMbIi
Habop KpunTorpaduyecknx @yYHKUUA U OpPraHM3aLMOHHO-TEXHUUYECKMX Mep, peanu3yeMbiX B CO34aBaeMoi

cucrteme.

3awmTa oT 3akaZloK, BUPYCOB, MOAMMMKALMM CUCTEMHOIO U NpuknagHoro MO aomkHa 6bITe obecneyveHa

ncnosib3oBaHMeEM, Cpeactse aHTMBMDYCHOVI 3aWnTbl U OPraHn3aumMOHHbIX MepOI'IpVIﬂTVIVI.

MpaBuna BCTpanBaHusa 1 ncnonb3oBaHmna CK3U

Mpu BcTpaneaHum CK3U Kpuntollpo CSP B npuknagHoe nporpamMmHoe obecneyeHne nnm ncnosib3oBaHum

€ro B CoCtaBe CTaHAAQPTHOIo NpuUKnagHoro MO [oMKHbBI BbINOHATLCA cnegywwme TDGGOBaHVIF!:

1. Mpn ncnonb3oBaHWW OTKPLITOrO KaO4a MAK KAYa nposepku 31 AomkHbl 6biTb 0becneyeHbl ero

aBTopu3auuns, 4OCTOBEPHOCTb, LLEeNIOCTHOCTb N MAEHTUYHOCTb C MOMOLLLIO NMpoueayp YAOCTOBEPSAOLWEro LeHTpa.

2.Mpn MCNoNnb3oBaHUN CepTUdOUKATOB OTKPbLITLIX K/uein U kiodeir nposepku DI, 3aBepeHHbIX
MOAMUCbIO [I0BEPEHHO CTOPOHbI, A0/KHa 6bITb obecrneyeHa 6e3onacHas [AoCTaBKa M XxpaHeHue cepTudmkaTta
K/loYa [0BEPEHHON CTOPOHbI, C MCMO/Ib30BAHMEM KOTOPOrO MPOBEPSAIOTCA OCTafibHble CepTUdUNKaTbl Kto4en

nposepkn Il nonb3oBaTenen.

3. KpunTorpaduyeckoe cpeacTBo, C MOMOLLbIO KOTOPOro MPOM3BOAWUTCS 3aBEPEHME KJIYE MpoBEpPKM
DM, OTKPbITbIX KOYEN WMAM CMPaBOYHUKOB OTKPbITbIX KOYel, A0KHO 6biTb cepTUdUUMPOBAHO MO Kaccy,

COOTBETCTBYHOLEMY NPUHATON NoNMTUKe 6e30macHoCTy.

4. Ana oT3biBa (BblBOA@ W3 [OEWCTBUA) OTKPbITbIX KAOYern W Kawo4yer npoBepkn Sl AOMKHbI
NCNONb30BaTbCA CPeACTBa, MO3BONSIOWME MPOU3BECTU aBTOPU3auMio OT3biBawowWwero amua (B 3TUX Lensax MOXeT

6bITb MCMONB30BAH CMMCOK OTO3BaHHbIX CEPTUMUKATOB, 3aBEPEHHbIN DI AOBEPEHHOW CTOPOHBI).

5. Mpu Bbi3oBe npunoxeHvem dyHkunn CK3M B NpukiagHoOM nNporpaMMHOM obecrnedyeHnn LosHKHa 6biTb

npeaycMoTpeHa NpoBepKa KoAa 3aBepLUeHUS Bbi3blIBAEMON DYHKLNN.
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8. TpeboBaHusa no 3awmurte ot HC1

8.1. O6wme TpeboBaHna NO opraHmsaymm pa6bortnl no sawmre ot HCA

3awuTa annapaTHoOro m nporpammHoro obecneyenms ot HCA npu yctaHoBKe M ucnosb3oBaHum CK3U
ABMISIETCA COCTaBHOM 4acTbio obwen 3agaum obecneveHus 6e3onacHOCTM MHGOpPMauum B CUCTEMe, B COCTaB

KoTopon Bxoant CK3W.

Hapsany ¢ npuMeHeHueM cpeAactB 3awmtbl oT HCA HeobxoAMMO BbINOSIHEHME npuBeAEHHbIX HUXE
OopraHn3aunMoHHO-TEXHUYECKNX U aAMUHUCTPATUBHbLIX MEp Mo obecneyeHunto npaBusibHOro CDYHKLI,VIOHVIDOBaHVIFl
cpencTts O6pa6OTKVI n nepegadu VIHCbOpMaLI,VIVI, a TaKXe YCTaHOBJIEHME COOTBETCTBYHOWUX nMpaBun A4Ans

obcnyxuBatoLWero nepcoHana, 4onyweHHoro K paboTte ¢ koHduaeHUMaNbHOW MHGOPMaLMEN.

3awmTta mHdbopmauum ot HCA pomkHa obecneumBaTbCsi Ha BCEX TEXHONOrMYecKkMx aTanax obpaboTku
UHdoOpMaLuMm M BO BCEX pexuMax @YHKUMOHMPOBaAHMUS, B TOM 4UMCNe MpU MNPOBEAEHUN PEMOHTHbIX U

pernamMeHTHbIX paboT.

3awmTta nHdopmauum ot HCO gonxkHa npeaycMaTpmBaTb KOHTPOb 3PPEKTUBHOCTU CPeACTB 3almTbl OT
HCA. 2TOT KOHTPONb [AO/MKEH NepuoanYeckn BbIMNOAHATLCA aAMUHUCTpaAToOpoM 6e30MacHOCTM Ha OCHOBE

TpeboBaHWI AOKYMEHTaUMM Ha cpeacTBa 3awmTbl oT HCA.

B opraHusaumu, akcnnyatumpytowen CK3U, ponxeH 6biTb Ha3HadeH aaMuHMUCTpaTop 6e3omacHocTu, Ha
KOTOpPOro BO3J/1aratoTcs 3agayuM opraHmsauum paboT no ucnonb3oBaHuio CK3U, BbipabOTKM COOTBETCTBYHOLLMX

WHCTPYKUMIA ANS NoSb30BaTeNen, a TakXXe KOHTpob 3a cobntogeHnem tpebosaHuii no 6€30nacHOCTU.

AaMuHUCTpaTop 6e3onacHocTH He AOMKEH nMeTb BO3MO>HOCTH AocTtyna K

KOHdMaeHUnanbHOU MHpOpMaLMM Nosib3oBaTenen.

MpaBoM gocTtyna kK paboumm Mectam c yctaHoBneHHbIMU CK3W fosmkHbl 061agate TONbKO onpeaenieHHble
ON19 3KCnMyaTtaumu nuvua, npoweawmne COOTBETCTBYHOLLYIO MOAroTOBKY. AaMMHUCTpaTop 6e30macHOCTU [0/XKeH
03HaKOMUTb KaXaoro nosnb3oBaTtens, npuMmeHstowero CK3W, c gokymeHTaumen Ha CK3U, a Takxke c gpyrumm

HOPpMAaTUBHbIMN AOKYMEHTaMN, CO34aHHbIMU Ha eé oCHoBe.

8.2. Tpe60oBaHMusA NoO pa3MeLeHNI0 TeEXHUYECKUX CPeACTB C YCTAaHOBJ/IEHHbIM
CK3M

Mpwn pa3MeweHnmn TeEXHUYECKNX CPeACTB C yCTaHOoBNEeHHbIM CK3W:

— [o/MmKHbI BbITb MPUHATBI MEPbl MO WUCKIIOYEHUIO HECaHKLMOHMPOBAHHOMO AO0CTYyra B MOMELIEHUS, B
KOTOpbIX pasMelleHbl TEXHWYECKME CPeacTBa C YyCTaHOBfEeHHbIM CK3WM, nocTOpoHHWMX ful, NO poay CBOEM
OEeATENbHOCTN He ABASILWMXCA MepcoHanoM, AOMNyLeHHbIM K paboTe B 3TUX MoMelleHuax. B ciayuae
HEO6X0ANMOCTM MPUCYTCTBUA MOCTOPOHHUX JIMLL B YKa3aHHbIX MOMELLEHUSAX A0SKeH 6biTb obecnevyeH KOHTPOb
3a UX AeWCTBUSIMM M obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBMIA C MX CTOPOHbI Ha CK3W, TexHuueckue

cpeacTBa, Ha KOTopbIX akcnnyaTupyetca CK3U mn 3awmwaemyo nHbopmaumio.
— [omkHbl 6bITb NMPUHATLI MEPbI, UCKOYAlOLWME HeCaHKLUMOHMPOBaHHOE BCKPbITME KOPMYyCOB U CPeACTB,
BXoAswmnx B coctas CK3W.

— BHyTpeHHsis nnaHWpoBKa, PacriofioKeHUe M YKOMMIEKTOBAaHHOCTb paboumx MecT B MOMeLeHUsIX
AO/MKHbI obecrneunBaTb UCMONHUTENSIM paboT, COXPaHHOCTb AOBEPEHHbIX UM KOHMUAEHUMNANbHBIX OKYMEHTOB U

CBeleHW, BKOYas KIo4YeByo MHdopMaLmIo.
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- PasmeweHne CK3U «Kpuntollpo CSP» Bepcnst 4.0 R4 B nomelleHMsIX, B KOTOPbIX OCYLLECTBNSAETCS

obpaboTtka MHdOpMaunm, coaepxalwen CBeAeHUSs, COCTaBNSOWME TOCyAapCTBEHHYH TalHy, OCYLWECTBNSETCs

YCTaAHOB/IEHHbIM MOPAAKOM.

— CK3U «Kpuntollpo CSP» Bepcusa 4.0 R4 BBOAUTBLCS B 3KCMAyaTauuio U BbIBOAUTCA U3 3KCMyaTaunm B

COOTBETCTBMU C AOKYMeHTaumen Ha CK3N.

8.3. Tpe6boBaHusa no ycraHoBke CK3U, obwecncremHoro u cneunanbHoro No
Ha NM2BM

1. M2BM, Ha «koTopbix wucnonb3dyetcs CK3W, pomkHbl 6biTb  gonyuweHbl Ans  o6paboTku
KOHduaeHUManbHOM uHbOpMauumM no AencTeBylwnM B Poccuiickon @depepaummn TpeboBaHUAM MO 3awuTte
nHdopMaunmM OT YTEUKN NO TEXHUYECKUM KaHanam, B TOM 4Yncie, No KaHany ceBasn (Hanpumep, CTP-K), c ydyeTom
mMoAenu yrpo3 B MHMOPMaUMOHHOM CUCTEME 3aKasumka, KOTOPbIM AO/MKHO npoTtmBocToaTb CK3U «Kpuntollpo
CSP» Bepcus 4.0 R4.

2. WNHctannauma CK3U «Kpuntollpo CSP» Bepcua 4.0 R4 Ha paboumx MecTtax AO/KHa MPOU3BOAUTHLCH

TOJIbKO C ,CI,VICTpM6YTVIBa, nony4yeHHOro Nno A4OBEPEHHOMY KaHany.

3. K ycraHoBKke 06WEeCcncTeMHOro 1 cneumanbHOro nporpammHoro obecnedeHms, a Takxe CK3U
«Kpuntolpo CSP» Bepcua 4.0 R4, ponyckakwTca nauua, npoweflwune COOTBETCTBYHOLWY MOAFOTOBKY U

N3y4dmBLUNE AOKYMeHTauuo Ha cooTBeTcTByowee MO n Ha CK3N.
4. Mpwn yctaHoBKe nporpaMMHoro obecneueHns CK3MN «Kpuntollpo CSP» Bepcusa 4.0 R4 cneayer:

5. Ha TexHuMueckux cpeacTBax, npeaHasHayeHHblX Ana pabotel ¢ CK3W, ucrnonb3oBaTb TOJbKO

NMLUEH3MOHHOE nporpammHoe obecneveHmne GUpM - U3roTOBUTENEN.

6. lNMpwu yctaHoBke MO CK3U Ha MN3BM gosmxkeH 6biTb o6becnedeH KOHTPO/Ib LETOCTHOCTU U AOCTOBEPHOCTb

pnctpnbytnea CK3U n coBmecTHO nocTtaBnseMbix ¢ CK3M komnoHeHT COK.

7. Ha M3BM He ponxHbl yCcTaHaBnuBaTbCs cpeacTeBa paspabotkm MO wn otnagumkm. Ecnu cpeactea
OTNAAKN NPUIOKEHUA HYXHbI AN TEXHOIOMMYECKMX NOTpebHOCTeN opraHusaumm, To X MCNONb30BaHUE AOSHKHO
6bITb CaHKUMOHWMPOBAHO aAMUHUCTPaToOpoM 6e3onacHoCcTU. [lpy 3TOM AO0MXKHbI 6bITb peann3oBaHbl Mepbl,
WCKJTIOYaloLWne BO3MOXHOCTb WMCMOJSIb30BaHUS 3TUX CpPeacTB ANA pefakTupoBaHuma koga v namMatm CK3U wu
npunoxeHnin, wucnonb3ytowmx CK3WN, a Takxke ansg npocmoTpa kogaa wu namatn CK3UW mn npunoxeHun,
ncnonb3yrowmx CK3U, B npouecce obpabotkm CK3UM 3awmwaemon uHoOpMauum w/mnu nNpu 3arpy>XeHHOWM

KH0YEBOM MHpOpMaLum.

— MpeaycMoTpeTb Mepbl, MCKAOYaoWMe BO3MOXHOCTb HECAHKLMOHMPOBAHHOIMO HEe O6Hapy»XMBaAaeMoro
M3MEHEHMSA annapaTHOM 4YacTU TEeXHUUYECKMX CPeAcCTB, Ha KOTOpbIX ycTaHoBneHbl CK3W (Hanpumep, nyTtem

oneyaTtbiBaHUs cucTteMHoro 6noka n pasbemos MN3BM).

—MNocne 3aBeplleHMs npouecca YCTaHOBKM AOJDKHbl ObiTb BbIMOSIHEHbI AEACTBUS, HeobxoauMble Ans
OCYLLECTB/IEHNA NEepMoOANYECKOro KOHTPOSA LEesIOCTHOCTU ycTaHoBeHHOro N0 CK3WU, a TakxKe ero oKpy>XXeHusi B

COOTBETCTBMU C AOKYMEHTA umen.

- MporpaMMHOe obecnedyeHne, ycTtaHaBnuBaemoe Ha [3BM ¢ CK3M He p[o/mkHO coaepxaTb

BO3MOXHOCTEN, NO3BONAOLLINX:
= MOANMDULNPOBATL COAEPXKMMOE MPOU3BObHbLIX 061acTeil NamMaTu;

= MOANMDULNPOBATbL COBCTBEHHbIN KOA M KOA APYrMX MOAMNPOrpamm;
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= MOANMDULNPOBATL NaMATb, BblAENEHHYIO AN APYrMX NMOAMNPOrpamMm;
* NepeAaBaTb yrnpasieHne B 061aCTb COBCTBEHHbIX AAHHbIX U AaHHbIX APYrnX MNOANPOrpaMMm;

* HECAaHKUMOHMPOBAHHO MoAMMUUMPOBaTL alnbl, coaepXaliue WCNOMHAEeMble Koabl MpU  MX

XPaHEHUN Ha XXECTKOM AUCKE;
* MOBbIWATb NPeAOCTaBEHHbIE NPUBUIErNN;
= MmogmdunumpoBaTb HacTpolikn OC;

" NICMOJIb30BaTb HEAOKYMEHTUPOBaHHble dupMon-paspaboTumkom pyHkummn OC.

8.4. Mepbl no o6ecneueHunto 3awmtbl otr HCA

Mpu ncnonb3zoBaHnm CK3M A0/KHbI BbIMOHATLCS CeayoLlmMe Mepbl No 3awmte nHdopmaumm ot HCA:

- HeobxoamMo paspaboTaTb U NPUMEHUTb MOJNTUKY Ha3HayeHMs U cMeHbl Naponen (Ans sxopa B OC,
BIOS, npu wudpoBaHUn Ha napone u T.4.), UCNONb30BaTb PUNLTPLI NApoNen B COOTBETCTBUM CO ClIeAyoLWnMn

npasuaamm:
— ANVMHa nNaponsa Ao/mkHa 6bITb He MeHee 8 CMMBOJIOB;

— B 4uncne CuUMMBOJZIOB nNapon4d obsi3aTenbHO  A0NXKHbI NMPUCYTCTBOBATb 6YKBbI B BEPXHEM WU HWXHEM

perucrpax, umdpbl u cneumnanbHble cumBonbl (@, #, $, &, *, %o n 1. .);

— Napojib He AO0JIXKeH BKAKO4YaTb B cebsa nerko BblYMCSiIEMblE COYETAHNS CUMBOJIOB (I/IMeHa, (baMI/IJ'IVIVI nT.

A.), a Takxe obwenpuHaTble cokpawenmsa (USER, ADMIN, ALEX u T. 4.);

—rMpu CMeHe raposidi HOBOE 3HauyeHWe [AO/DKHO OTNM4YaTbCs OT rnpeablaywero He MeHee yeM B 4-X

nosnunsax;
— JINYHbIN napoJsib Nonb3oBaTe/lb HE UMEET MNpaBa coobwaTtb HUKOMY,

— NepnoanvyHOCTb CMEHbI Maposid onpeaensaeTcs I'IpMHFlTOVI NOANTUKOMN 6830I'IaCHOCTVI, HO HE A0J1XKHa

npesblwaTb 6 MecsLeB.
— yKasaHHas noaunTtuka obasaTtesibHa A1 BCEX YYETHbIX 3anucen, 3apernctpmpoBaHHbix B OC.

- cpeacteamu BIOS gonxHa 6bITb MCKAKOYEHA BO3MOXHOCTb paboTbl Ha M2BM ¢ CK3W, ecnu Bo Bpemsa eé

HavyanbHOWN 3arpysku He nNpoxoadaT BCTPOEHHbIE TECThI.

— aAMUHUCTpaTop 6e30nacHOCTN (eC/IM OH UMEETCS) HECET NepCoHabHYI0 OTBETCTBEHHOCTb 3@ XpaHeHMWe

JIMYHbIX KJTIOYEBbLIX HOCUTENEN NONb30BaTesNeN.

SAMNPELWAETCHA:

— 0CTaBNaTb 6€3 KOHTPONA BblUMCAUTENbHbIE CPEACTBA, Ha KOTOPbIX aKkchnayatupyercs CK3U (B Tom

yncne cMapT-KapTbl), NOC/E BBOAA K/OYEBOM MHpOopMaumn nnbo MHOW KoHdUAEHUManbHOM nHdopMaumu;
— BHOCUTb Kakme-nnbo nameHeHus B nporpamMmmHoe obecnedeHne CK3U;

—ocyuwectBniaTb HECaHKUMOHMPOBAHHOE aAMWUHUCTPATOPOM 6e3onacHocTn KOnnpoBaHME K/HYEBbIX

HOocuTenen;

— pa3rnawaTtb coAepXXumoe HOCUTENEn KI4YeBomn MHCbOpMaLI,MM nnn nepenasatb CaMmM HOCUTENU NKUUaM,
K HWUM He AonylweHHbIM, BbiIBOAUTb KJTIOYEBYIO VIHd)OpMaLI,VHO Ha Aaucnnen, NMPpUHTEP U T.M. WHblE CpeacTBa

oTtobpaxeHns nHpopmauunm;
— NCMOMb30BaTh K/OYEBbIE HOCUTENN B peXMMaXx, He NPpeAyCMOTPEeHHbIX dyHKUMOHMpoBaHneM CK3U;

— 3aMnCbiBaTb Ha K/lOYEeBble HOCUTENM MOCTOPOHHIOK MHGbOPMaLMIo;
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AOMUHUCTpaTOp 6€30MacHOCTU [O/KEH CKOH(MIypuUpoBaTb OMEPauUMOHHYI CUCTEMY, B Cpefle KOTOpOM
nnaHupyeTtca wucnonb3oBatb CK3W, M oCyWEecTBAATb MNEPUOAMUYECKUA KOHTPO/b CAENAHHbIX HAcTpoek B

COOTBETCTBUUN CO Ceayrowmnmm Tpe6OBaHVIFIMVIZ
— He ncnoJsib3oBatTb HECTaHAApPTHbIE, U3SMEHEHHbIE UJTN OT/IaA04YHble BEPCUN OC.

— UCKJII0UYUTb BO3MOXHOCTb 3arpy3kuv u ucnosnb3oBaHusa OC, OT/IMYHON OT NMpeayCMOTPEHHOM LUTATHOWM

paboToii.

— UCKJ/TOUYUTb BO3MOXHOCTb YAANIEHHOrO YyrMpaBfieHUs, aAMUHUCTPUPOBaHUS u Moaudbukaumm OC un eé

HacTpoeK.
—Ha N3BM posmkHa 6bITb YyCTaHOB/IEHA TO/IBKO OA4Ha OonepauuoHHas cucrTeMa.
— NMpaBoOM ycTaHOBKK K HacTponkn OC n CK3U gonxeH obnagatb TOAbKO agMMHUCTpaTop 6e30macHoCTy.
— BCE HEeUCnoJsib3yeMbie pecypCbl CUCTEMbI HEO6XO0AMMO OTKOUNTL (MPOTOKOJIbI, CEPBUCHI U T.M.).
— pexunmbl 6esonacHocTn, peanmsoBaHHble B OC, AO/MKHbI 6bITb HACTPOEHbI HA MaKCUMalbHbIN YPOBEHbD.

— BCEM noJib3oBaTeNndaM U rpynnam, 3apernMctrpmMposaHHbIM B OC, HeobXxoAMMO Ha3HaYMTb MUHUMAbHO

BO3MOXHble An1s HopMasbHOW paboTbl Npasa.

- Heo6Xx0AMMO MNpeayCcMOTPEeTb Mepbl, MaKCUMalbHO OrpaHWuMBallWMe AOCTYN K CAeAyloWwMM pecypcam
CUCTeMbl (B COOTBETCTBYIOLWMX YCNOBUSIX BO3MOXHO MOJIHOE yAasieHne pecypca WAnM ero Heucrnosib3yemomn
yactu):

" CUCTEMHbIN peecTp;

= balinbl U KaTanoru;

= BpEMEHHbIE (alnbl;

" )XYpHanbl CUCTEMbI;

= chaninbl NoAgKaYKN;

» KaWwmnpyemas nidopmaumsa (Naponvm un T.m.);

» oTago4vyHas nHdopmaums.

Kpome TOro, Heob6xoammo opraHusoBaTb CTUpaHue (MO OKOHYaHMKM ceaHca paboTbl CK3WN) BpeMeHHbIX
darinos n dannos nogkavku, dopMmpyembix UM Moauduuupyemblix B npouecce pabotbl CK3U. Ecnn 370 He
BbIMOIHUMO, TO HA XXECTKUIA AUCK AOSKHbI PacnpoCTPpaHATbCA TpeboBaHUsA, MpeabsBsieMble K K/HYEBbIM

HOCUTENAM.

— JOJMKHO B6bITb UCK/TIOYEHO MomnagaHue B CNUCTEMY MporpamMm, No3BOoNAWUNX, MOJIb3YACb owmbkamm oC,

noBblWaTb NpeaocCTaB/IEHHbIE NMpUBUNETrNN.

— HeobxoaMMo perynsipHoO yCcTaHaBfMBaTb NMakeTbl obHoBneHus 6esonacHocTn OC (Service Packs, Hot fix
n T.n.), o6bHOBNATE aHTMBMPYCHblEe 6a3bl, a Takxe wuccnenoBatb MHGMOPMALMOHHbIE pecypcCbl MO BOMpocaM
KOMMNbIOTEPHON 6€30MacHOCTU C LeNbl0 CBOEBPEMEHHON MWMHUMM3ALMU OMACHbIX MOCAEACTBUIA OT BO3MOXHOMO

Bo3aencTemsa Ha OC.

— B cnyyae noakntodenus MIBM c yctaHoBneHHbIM CK3U k 06L1eAoCTynHbIM CETSIM NepeAayn AaHHbIX,
HEobX0ANMMO MCKAOUYNTb BO3MOXHOCTb OTKPbITUS U MCNONHEHUA dalioB U CKPUMNTOBbIX 06bekToB (Hanpumep,
JavaScript, VBScript, ActiveX), nonyyeHHbiXx M3 06LWWenOoCTYMNMHbIX CETeN nepenadn AaHHblX, 6e3 npoBeaeHus
COOTBETCTBYIOLWMX NMPOBEPOK Ha NMpeaMeT CoAepXaHWsA B HUX MPOrpaMMHbIX 3aKiaAoK U BUPYCOB, 3arpyXaeMbix

n3 CceTu.
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— npun ucnonb3oBaHnn CK3W Ha M3BM, noak/tOUYEHHbIX K 06WeAoCTyMNHbIM CETSM CBSI3UM, C LENblo
UCK/TIOYEHNA  BO3MOXHOCTWM  HECaHKLUMOHMPOBAHHOrO AOCTyrna K CUCTEMHbIM pecypcaM WUCNOSb3yEMbIX
onepauMoHHbIX CUCTEM, K MPOrpaMMHOMY obecrneuyeHuto, B OKPYXeHUuM KoToporo dyHkumoHupytT CK3UN, u Kk
KoMnoHeHTaM CK3W co CTOpOHbl yKasaHHbIX CETEeN, AONIKHbl WCMNOAb30BaTbCS AOMOSIHUTENbHbIE METOAbl U
cpeacTBa 3awmMThbl (HanpuMmep, YCTaHOBKa MeXCETeBblX 3KpaHoB, opraHusauus VPN ceten u T1.n.). MNpn 3TOM
npeanoyTeHne AO/MHKHO OTAaBaTbCA CPeACTBaM 3alUUTbl, MMEKLWUM cepTuduMKaT YMNOSHOMOYEHHOrO opraHa no

cepTudunkaumnm.

OopraHm3oBaTb M UCNOJIb30BATb CUCTEMY ayauTa, OpraHuU30BaTb perynﬂprlﬁ aHan3 pe3ysbTaToB

ayauTa.

OpraHmM3oBaThb U UCMONb30BaTb KOMMJIEKC MEPONPUSTUIA @HTUBUPYCHON 3aLUnUTHI.

[OJIKHO 6bIThb 3anpeLueHo ncnosb3osaHne CK3M ana 3awuTbl peyeBoin nHpopMaLumm.

[o/KHA 6bITh 3anpelweHa pabota CK3M npu BKIOYEHHbIX B MOBM wWTaTHbIX CpeAcTBax BbiXoda B

pagnokaHar.

S3ANPELLAETCA:
— NCMOoJIb30BaTh KJ/IOYW CBbIlLE CPOKA, YKA3aHHOIMo B HAaCTOALUMX Npasuiax.
— OCYLLIECTB/ISATb HECAHKLMOHNPOBAHHOE KOMMPOBAHME KHOUYEBbLIX HOCUTENEN.

— pa3rnawaTtb coaep>xXxumoe HOCUTENEN KIH4YEeBOWN VIHCbOpMaLI,VIVI nnn nepenasaTtb CaMm HOCUTENU NKNUaM,
K HUM He gonyuweHHbIM, BbIBOANUTb K/THOYEBYHO I/IHCbOpMaLI,I/II-O Ha gucnnen u npuHTEpP (3a MCKTIOYEHNEM Cly4aeB,

npeayCcMOTPEHHbIX AaHHbIMU Npasunamn).

— BCTaBNATb KJIKOYEBOM HOCUTENDb B YCTDOVICTBO CUHUTbIBAHUA B peXnMax, He NpeayCcMOTPEHHbIX WTATHbIM

PEXNMOM MUCMOJIb30BaHUA KJTIOYEBOI0O HOCUTENA.

—nogkno4yate K MN3BM aonosHUTENbHbIE YCTpOl‘;ICTBa n coegunHUTENN, HE NpeaycMOTpEHHbIE WTaTHOM

KOMMJeKTauuen.

- paboTaTb Ha KOMMbIOTEPE, €C/IN BO BPEMS €ro HayasibHOM 3arpy3ku He MpOXOAUT BCTPOEHHbIN TecCT

03Y, npeaycMoTpeHHbI B NMOBM.
— BHOCUTb Kakue-nmbo nameHeHns B nporpammHoe obecneyeHne CK3WN.
— U3MEHSATb HaCTPONKM, YCTAHOBJ/IEHHbIE Nporpammon yctaHoBkn CK3W nnm agMMHUCTPaToOpOM.
— NCNoNb30BaTb CMHXPOMNOCHISIKK, BbipabaTbiBaeMble He cpeacTBamm CK3N.
- obpabaTbiBaTh Ha [M3BM, ocHaweHHon CK3W, nHdopmaunio, coaepxallyo rocyaapCTBEHHYO TalHy.

—uncnonb3oBaTtb 6HbiBlIME B pa60Te K/IlOYEeBblE HOCUTENM ANs  3anucu  HOBOW MHCbOpMaLI,VIVI 6e3

npeaBapuTENbHOMO YHUUTOXEHNSA Ha HUX KoYeBon MHdopmMauum cpeactsamm CK3U Kpuntollpo CSP.
— OCYLEeCTB/ATb HECAHKLMOHWPOBAHHOE BCKPbITUE CUCTEMHbIX 610K0B MN3BM.

— NPUHOCUTb M UCMONbL30BaTh B MOMELLEHNM, rAe pasMmelleHbl cpeactea CK3W, paanotenedoHsl 1 Apyryto

paguonepegatowyto annapatypy (TpeboBaHve HOCUT pekoMeHAaTesbHbIN XapakTep).

PekomeHayeTcsa annapaTypy, Ha KoTopol ycTtaHaBnuBaetca CK3W, npoBepuTb Ha OTCyTCTBUE
annapaTHbIX 3aKiagok.
8.5. leCcTBMA NPU KOMMNPOMETALIMMN KJTIO4YEN

B cnyyae kommnpoMeTauuMm Kaw4ven no dakTy KOMMpoMeTauum A0/KHO 6biTb MpoBeAeHOo ciyxebHoe

paccneanoBaHue. CKOMI'IpOMETVIpOBaHHbIe KJ1HOUN BbIBOASATCS U3 AENCTBUS.
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BbiBeaeHHble U3 AeNCTBUS CKOMIMPOMETUPOBAHHbIE KNOYEBbIE HOCUTENN NOCNE NpoBeAEHUA C}'IY)KE6HOI'O

paccnefoBaHUsa YHUUTOXAKOTCA, O UeM JenaeTcd 3anucb B «XKypHasne rnosib3oBaTesia CeTu».
CKOMI'IpOMETVIpOBaHHbIe KJTIO4UKM NoAanexat 3aMeHe.

MoapobHble AEACTBMS MpU KOMMPOMETALUN KIOUYEN onncaHbl B M. 6.8 aokymeHTa «XXTAM.00088-03 91

01. PykoBoacTBo agMMHUCTpaTopa 6e3onacHocTn. Obwas yacTb.»

8.6. TpeboBaHua no noaknrwuvyeHnto CK3U ana paborbl No o6LWefOCTYNHbIM
KaHanam rnepeaadm AaHHbIX

1. NMopspok noakntoveHns CK3WM k kaHanaMm CBS3WM posmkeH ObITb onpegeneH 3KCniyaTupylowen
opraHusauunen. JInuoM, OTBETCTBEHHbLIM 3a 6e3onacHocTb paboTbl CK3M no obwenocTynHbIM KaHanaMm, Kak
npaswno, AoaxkeH 6biTb agMMHUCTpaTop 6e30nacHoCTy.

2. Mpwn noakntoveHnn CK3U k obwenocTynHbIM KaHanaM nepefaydun AaHHbIX JO/MKHA 6biTb obecrneveHa
6e30nacHOCTb 3alUMLLEHHON CBA3WU. pM 3TOM A0/MKHbI 6bITb ONpeaeneHbl:

— MNopsagok nogkntoyeHns CK3U kK kaHana.

— lnyo, oTBeTCcTBEHHOE 3a 6e3onacHOCTb paboTbl MO 06LWEefOCTYNHBIM KaHanaM.

— Pa3paboTaH TMNOBOW pernaMeHT 3alMLEHHON CBA3M, BKIKOYAKOLWMNINA:
" NONNTMKY 6€30MaCHOCTM 3aLUMLLEHHON CBA3W.

= ONYCTUMbIN COCTaB NMpUKNaAHbIX NPOrpaMMHbIX CPEACTB, A5 KOTOPOro AO/IKHO 6bITb MCCNEA0BaHO

1M 060CHOBAHO OTCYTCTBME HeraTMBHOIO BAUsAHUA Ha CK3U no kaHany nepenayun AaHHbIX.
" NepeyeHb A0MNYCTUMbIX CETEBbIX NPOTOKO/OB.

" 33LWNTY CETEBbIX COeAMHEHUN (NepeyeHb AONYCTUMbIX CETEBbLIX 3KPaHOB).

" cMcTeMa 1 CpeacTBa aHTUBUPYCHOM 3aLUNUThI.

3. MNMepeyeHb cTaHZapTHbiXx cpeactB OC, MOXeT BK/OYaTbCA aAMWMHUCTPATOPOM B TMMOBOM persiaMeHT
6e3 npoBeneHMa AOMOAHUTENBHbIX WCCNEeAOBaHMM NO oueHke uX BanaHus Ha CK3W. Tpu 3TOM AO0SKHbI
BbINOAHATLCS:

— cBOeBpeMeHHoe 06HOoBeHNe NPOrpaMMHbIX CPEACTB, BK/IKOYEHHbIX B COCTaB persiaMeHTa.

— KOHTpOnb cpeabl GyHKLUMOHMpoBaHusa CK3U.

—onpegeneHne n KOHTPOsb 3a UCMNOSb30BaHNEM CETEBbIX NMPOTOKOOB.

— cobnogeHne npasun nonb3osaHus CK3U u cpepoin dyHkunoHnposaHmnsa CK3N.

4. JonxeH 6biTb obecnedyeH OpraHM3auMOHHO-TEXHUYECKUI KOHTPOJIb 3arnpocoB Ha YCTaHOBJIEHWE
coegnHeHna aboHeHTOB nO npoTokony TLS ¢ ucnonb3oBaHMEM 3deMEpHbIX KI4Yer, WCKIYaoWwmnx

BO3MOXHOCTb MCMNO/b30BaHUs abOHEHTOM He CBOMX aTpubyToB coeamnHeHuns (Takme, kak Client_Id mn 1.n.).

5. Mpu wucnonb3oBaHun CK3U c ApyrMMu CTaHAapTHbIMW MPOrpaMmMHbIMU CPeACTBaMW, BO3MOXHOCTb
nogkntoyeHnsa CK3M k obwenocTynHbiM KaHanam nepegadm AaHHbIX A0/MKHA OblTb onpeaeneHa TONbKO nocne
npoBeAeHUs AOMNONHUTENbHbLIX UCCNef0BaHU C OLLEHKON HEBO3MOXXHOCTU HEraTUBHOMO B/IMSHUSA HapyLwwUTens Ha
dyHKUMOHMpPoBaHMe CK3U, ncnonb3ytowero BO3MOXHOCTU 06LLeA0CTYNHbIX KaHasoB.

6. MNpu ycTaHOBKE NapamMeTpoB, MO3BOMAKOLWMX CO34aBaTb COEANHEHMUS, OT/IMYHbIE OT KpunTorpaduyecku
3alMLLEHHbIX, B COOTBETCTBMM C HacToswmmm npasunamm (TLS Ha ocHoBe cepTudukaTtos kntodein FOCT P 34.10-
2001), ponmxHbl 6bITb MPUHATBI MEPBI, UCKAOYatoWmMe yTeuky Tpebytolen 3awmTbl MHGOPMaLMKN C 3alLMLLLAEMOro
obbekTa MHdpopMaummn. MNMpoeepka AOCTAaTOYHOCTU MPUHATBLIX Mep 3awuTbl NPOBOAUTCS NpW atrectaumm obbekTa

nHpopmaTmzaumm ¢ CK3M no TpeboBaHnsaM MHPOpPMaUMOHHOM 6e30MacHOCTH.
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8.7. TpeboBaHua no wucnonb3oBaHuio B CK3U nporpaMMHO-annapaTHbIX
cpeactsB 3awmTtbl oT HCL4

CK3WM ponXHO uMcnonb3oBaTbCd CO CpeacTBOM 3awuTbl oT HCH, BXoAAWMM B KOMMJIEKT MNOCTaBKM
cornacHo ¢opMynsipy Ha nsgenue. B kayectBe nporpaMMHo-annapaTHbIX cpeacTs 3awntel oT HCA B CK3U moryT
NCMonb30BaTbCs CEPTUDULMPOBAHHBIA 3NEKTPOHHbIA 3aMOK «Co60nb», MNporpaMMHO-annapaTHbIi KOMMEeKC
«KPUMNTOH-3AMOK», AMA3 «Akkopa» n AMNMMA3 «MAKCUM-M1». NoeHTUdMKAUMOHHbIE AaHHbIE YKa3aHHbIX
CpeAcTB npuseaeHbl B AoKyMeHTe «XKTAKM.00088-03 30 01. KpunTtollpo CSP. ®opmynsap», n.3.10.

8.7.1. DNeKTpOHHbIN 3aMoK «Cobonb»

Cucrema 3J'IeKTpOHHbIﬁ 3aMOK rnpeaHa3Ha4deHa And opraHuMsauumm 3allunTbl KOMMbKOTEPaA OT BXOAa
MOCTOPOHHUX nosb3oBaTesnen. Mopn NMOCTOPOHHUMMU nonb3oBaTensaMun NMOHMMAKOTCA BCe nnua, He

3aperncTpMpoBaHHble B CUCTEME DNEKTPOHHbIA 3aMOK Kak NMoJsib30BaTeNn JaHHOro KoMnboTepa.
SNeKTPOHHbIN 3aMok «Cobonb» UCnonb3yeTcst Ha nnaTtdopmax
= Windows (nnatdopma IA32);
= Linux (nnatdopma IA32);
= FreeBSD 7/8/9/10 (nnatdopma IA32);
= Solaris 10/11 (nnatdopma IA32).

DNeKTpPOHHbIN 3aMok «Cobonb» obecneumBaeT:

— perncTtpaumio nonb3oBaTefnel KOMMbIOTEPA M Ha3HAYeHMEe UMM MNepCOHaNbHbIX WAEHTUPUKATOPOB WU
napofien Ha BXoA4 B CUCTEMY;

— 3anpoc NepcoHanbHOro naeHTU@MKaTopa M Napossi NoNb30BaTeNs NPU 3arpy3Kke KOMMNbOTEPa;

— BO3MOXHOCTb 6/10KMpOBaHMS BXOAa B CUCTEMY 3apermcTpMpoBaHHOr0 Nonb3oBaTens;

— BeAleHMe CUCTEMHOrO XypHasa, B KOTOPOM NPOU3BOAUTCS perncrpaums cobbiTuin, MMeLWwmx OTHOLEeHne
Kk 6e30MacHOCTN CUCTEMBI;

— KOHTPOJIb LEeNIOCTHOCTU hainoB Ha XecTkoM ancke (Tonbko B OC Windows);

— KOHTPOJIb LEeNOCTHOCTU (DU3NYECKMX CEKTOPOB XecTKoro ancka (toneko B OC Windows);

— annapaTHy 3alunTy OT HECAHKLMOHWPOBAHHOWM 3arpy3Ku OonepauMoHHON CUCTeMbl C FTMOKOro amcka u
CD-ROM pucka.

YcTaHOBKa W HaCTpoWKa 3/eKTPOHHOr0 3amka Ha APM nonb3oBaTens p[o/hHkHa Npou3BOAUTBLCA B
COOTBETCTBUM C 3KCMAyaTauMoOHHOM AOKyMeHTaumen. Mepes akcnayaTaumen a/1eKTPOHHOIo 3aMka B coctase APM
nonb3oBaTenss Heo6XoAUMMO O3HAaKOMWUTbCA C KOMMJIEKTOM [AOKyMeHTaumn (B COOTBETCTBUM C MNACMOpPTOM
YBAJ1.00300-04 MNC/ KBAX.468243.067 TY) Ha AaHHbIA KOMMNJIEKC N MPUHATb pEKOMeHAyeMble B AOKYMEeHTaunm

3allNTHbIE OPraHn3aunMOHHbIE MEPDI.

HacTpoiika 3neKTpoHHOro 3aMKa Ha Tpebyemyl KOHMDUrypauuio BbIMOMHAETCA aAMUHUCTPATOPOM
6e3onacHocTM. HacTpolika [o/kHa WCK/IYaTb BO3MOXHOCTb BMeLWlaTeNbCTBa MOJb30BaTeNs B MPOLECChHI

3arpysKu onepaumoHHOl cUCTeMbl U NpuUkIagHoro MO 1 NpoBepPKM LeoCTHOCTU NMPOrpaMMHON cpeabl.
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9. YctaHoBKka anctpunbytusos NO CK3U

YctaHoBka MO «Kpuntollpo CSP» Bepcuss 4.0 R4 B 3aBUCMMOCTM OT MWCMOJSIb3yeMoi nnaTgopMbl
NMPOM3BOANTCA B COOTBETCTBUM C gornosiHeHusaMn XKTAN.00088-03 91 02, XTAN.00088-03 91 03, XXTSAN.00088-
03 91 04, XXTAKM.00088-03 91 05, XTHAKN.00088-03 91 06, kK gokyMeHTy XKXTAKN.00088-03 91 01. Kpuntollpo

CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHoctn. Obwas 4yacTb».

YctaHoBka auctpmbytmea Kpuntollpo CSP gosmkHa Npou3BOAUTBLCS MNOSb30BATENIEM, MMEKLWMM MpaBa

agMUHUCTpaTOopa.

Mepen YCTaHOBKOﬁ Heobxoanmo OCyLLeCTBUTb KOHTPOJIb LUENOCTHOCTN YCTAHOBOYHbIX MO,CIYHEVI

anctpubyTmBa Npu nomowm yTunutbl cpverify.exe, Bxoasiern B coctaB anctpubytnesa CK3U Kpuntollpo CSP.
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10. HewtaTHblEe cuTyauum npum akcnayataumm CK3U

Huxxe npuBeAeH OCHOBHOWM MepeyvYeHb HEelTaTHbIX CUTYyauuit U COOTBETCTBYIOLIME AEWCTBUS MepcoHana

npun nxXx BO3BHUKHOBEHWUN.

Tabnuua 1 - [lelncTBusA nepcoHana B HEWTATHbIX CUTYaLMUSAX

N°n/n | HewTaTHas cuTyauus [encTemna nepcoHana
OcTtaHoBUTbL BCe DBM.
MepcoHan, nMerLWwmn 4OoCTyn K K4yam, obsa3aH caaTb BCe MMeloLwmecs y
Hero B Ha/IM4YuM KJo4YeBble HOCUTENN aAMUHUCTpaTopy 6e3onacHocTu.
AaMuHUcTpaTop 6€30MacHOCTM YNaKoBbIBAET BCE K/lOUEBble HOCUTENMN,
perncTpaumoHHble KapTouku cepTudrKaToB OTKPbITbIX K/o4Yen
DBakyauus, yrposa nonb3oBartenen, cepTnudukaTtbl kKaoven nposepkn Il nonb3oBaTenen B
HanajeHus, B3pbiBa U one4yaTblBaeMblii KOHTENHep, KOTOPbI BbIHOCUT B 6e3onacHoe noMelleHne
T.M., CTUXUNHbIE nnun 3gaHme. OnevyaTaHHbIN KOHTENHEP AO/MKEH HaXoAUTbCA Mo OXpaHoi
1. 6encteus, aBapmn obLiero | 40 OKOHYaHUA AEeNCTBUS HelWTaTHOW CUTyauum 1 BOCCTAHOB/IEHNUS
XapakTepa B LleHTpe HOopManbHOW paboTbl annapaTHbIX M NPOrpaMMHbIX cpeacTs CK3U.
YNPaBNEHNA KNOYEBON | AqmuHMCTpaTOp 6€30MacHOCTH OMoBeLaeT no TenedoHHbIM KaHanam
cucremon. obuiero nonb3oBaHNA BCeX Nofib30oBaTeNelr 0 NpMoCTaHOBKe paboTbl
CUCTEMBI.
B cnyuyae HacTynsieHnsa cobbiTnsa, nosnekwero 3a coboi f0NroBpeMeHHbIN
BbIXOA M3 CTPOs annapaTHbixX cpeacts CK3U, agMuHUCTpaTop
6e30MacHOCTM YHMUYTOXAET BCIO K/I0YeBYO MHMOpMaLMIo C HocuTenen,
Haxo4sLWMXCa B KOHTENHEpE.
KomnpomMeTaumnsa ogHoro o o .
2 Mopsaok AeNCTBMIA NpYM KOMMpOMeTauum Ki4den onvcaH B pasgene 9.5
. M3 JINYHbIX KTH0YEBbIX o o
o «[1encTBMsA Npu KOMNpOMETaUNM KITHOHEN».
HoCuTenemn.
Bbixoa 13 CTposi NepBoOro | Heo6xoamMMo coobumnTb no TenedoHy B YL o dakTe BbiIxoAa M3 CTpost
3. JINYHOro Kn4yeBsoro JIMYHOrO K/H0YeBOro HocutTensa n obecneynTb ero 4octaBky B YL ans
HOCUTENSA. BbISCHEHUSA NPUYUH BbIXoAa U3 cTpos. Ana paboTbl ncnonb3yercs BTOPOWn
JINYHBIA KIOYEBOM HOCUTEND.
Bbixoa n3 cTpos BTOPOro
JINYHOIO KJKOYEBOIro Monb3oBaTtesnb, Y KOTOPOro BbIW/N U3 CTPOS 06a JIMYHbIX KHOYEBbIX
4. HocuTensa (Npw ycnosun, | HocuTens, aensetcs B YU, ana nosTopHoN perncrpauunm (6e€3 nameHeHus
YTO MEepPBbIM TOXE BbIWeEN | AaHHbIX perncrpaunn).
n3 CTpos).
Mpu oTkasax n cbosix B paboTte annapaTtHon Yactn APM co BCTpOeHHOM
OTtkasbl n cbon B paboTe
5 o CK3W Heobxoammo ocTaHOBUTL paboTy, MO BO3MOXHOCTU JIOKANM30BaTh
. annapaTtHoun 4yactu APM co "
" HEMUCNpaBHOCTb U B Aa/IbHENLLEM NMPON3BECTU PEMOHT B YCTAHOB/IEHHOM
BCTpoeHHon CK3MU.
nopsiake u, npu Heob6xoanMMocTn, nepeycrtaHosky CK3W.
Mpu oTkasax n cbosx B pabote cpeacts 3awmtol oT HC/, agMnHUCTpaTOp
6e3onacHoCTK, AoNXKEH BOCCTaHOBUTbL paboTocnocobHocTb cpeacts HCA.
6 Otkasbl 1 cbou B paboTe R
. Mpn Heo6xo0AMMOCTN NepeyCcTaHOBUTb NMpOrpaMMHoO-annapaTHblie cpeacTea
cpeacTs 3awuTbl oT HCA. HCAl
YTepsi TMYHOro KAKOYEBOro HOCUTENS NPMBOAUT K KOMMpoMeTaumm
7. YTepsa NNYHOro KN4yeBoro | XpaHALWErocs B HEM Kilo4a.
HocuTens. Mopsaaok AeNCTBMN Npu KOMMNpOMeTauMn KJIlo4Yen onmcaH B pasaene 9.5
«[1encTBMSA NpU KOMNPOMETaAUNM KNOYEn».
OTkasbl 1 cbon B pabote | lpu oTkasax n cboax B paboTe NporpaMMHbIX CPEACTB, BCIEACTBUE HE
8 NpOrpaMMHbIX CPEACTB BbISIBJIEHHbIX paHee OWnboK B nporpaMMHOM obecrnevyeHnmn, Heobxoanmo

BC/eACTBUE He
BbISIB/IEHHbIX paHee
owmnboK B NporpaMMHOM

0CTaHOBWTbL paboTy, NI0KaNM30BaTh MO BO3MOXHOCTU NPUYMHY OTKA30B M
c60eB 1 BbI3BaTb paspaboTumka gaHHoro MO UM ero npeacTaBuTens Ans
YCTpPaHeHUs NPUUKNH, Bbi3bIBaOLWNX OTKA3bl U C60U.
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Nen/n | HewTaTHas cuTyauus [encTena nepcoHana
obecneueHum.
Mpu oTkasax B paboTe NporpamMMHbIX CPeACTB, BCEACTBUE ClyYalHOro
OTkasbl B pabote p P porp PeacTs, A Y
WU YMbILWWNEHHOTO UX MOBPEXAEHUS, INLO, OTBETCTBEHHOE 3@
NporpaMMHbIX CpeacTB
9 M 6e30nacHOCTb YHKLMOHMPOBAHMUS MPOrpaMMHbIX U annapaTHbIX CPeacTs,
. BCNeACTBUE C/yYaHOro
0653aH0 npoussBecTn cnyxxebHoe paccnenoBaHue Mo AaHHOMY (pakTy C
WIN YMbILWEHHOIO UX .
NOBPEXACHNS LeNnblo YCTAaHOBNEHMUS NMPUYMHbBI OTKa3a U BOCCTaHOBJIEHUS NMPaBUIIbHOMN
' paboTbl NPOrpaMMHbIX CPEACTB B YCTAHOB/IEHHOM MopsiAKe.
Mpwn oTkasax B paboTe NpoOrpaMMHbIX CPEACTB, BCNeACTBUE OWIMOBOK
onepaTopa, onepaTop coobuwaeT o AaHHOM dakTe nu OTBETCTBEHHOM
OTkasbl B paboTe patopa, parop L A ® 1y, Y
3a 6e30nacHOCTb PYHKLMOHMPOBAHMS MPOrpaMMHbIX U annapaTHbIX
10. NporpaMMHbIX CpeacTB

BCNEeACTBUE OLINBOK
oneparopa.

cpeacts. OTBETCTBEHHbIN 33 6@30MacHOCTb PYHKLIMOHUPOBAHNS
MporpaMMHbIX M annapaTHbIX CPeACTB AAET COOTBETCTBYIOLME YKa3aHuUs
06CNYXMBALLEMY NEepCcoHasny Mo BOCCTAHOBJIEHMIO NPaBU/IbHON paboThbl
NpOrpaMMHbIX CPeACTB B YCTAHOB/IEHHOM MopsaAKe.

Bce HewTaTHbIE CUTYaunn AOJIXKHbI OTpa)XaTbCA B <<>KypHane nonb30BaTesisd CeETu>».,
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11. BctpanBaHue CK3U

Mpu BcTpamBaHum CK3WN «Kpuntolpo CSP» B npuknagHbie CUCTEMbI HEOBXOAMMO MPOBOAUTL OLIEHKY
BAIMSIHUA anmnapaTtHbIX, MpOorpamMMHo-anmnapaTHbIX M NPOrpaMMHbIX CPeACTB CeTU (CUCTEeMbl) KOHdMAeHUNanbHOM
CBSI3M, COBMECTHO C KOTOpbIMW Mpeanofaraetcs wraTtHoe GyHKUuMoHMpoaHme CK3W, Ha BbINOAHEHUWE

npeabsBneHHbix K CK3/ TpeboBaHuit B CrieayroWmnx crydanx:

1)ecnm VIHCbOpMaLI,VIFl KOHCbVI,D,EHU,VIaﬂbHOFO Xapaktepa noanexXwut 3aumnte B COOTBETCTBUU C

3aKoHoAaTeNnbCcTBOM Poccuiickoin deaepauuu;

2) npn opraHusaumm kpuntorpaduryeckon 3awuTtbl MHPOpPMaUMM KOHMUAEHUMANbHOrO Xxapaktepa B
denepanbHbiX OpraHax MCMNOSIHUTENBbHOW BNACTW, OpraHax WCMOJIHUTENbHOM BfacTM cybbekToB Poccuiickon

denepaumm (Aanee - rocyAapCTBEHHbIE OPraHbl);

3) npu opraHusauum kKpuntorpaduyeckon 3sawutbl MHPOpMaUMM KOHDWUAEHUMANbHONO XapakTtepa B
opraHu3aumsax He3aBUCMMO OT UX OpraHn3aLMOHHO-NPaBoBoM POpMbl U GOPMbl CO6CTBEHHOCTU NPU BbIMOSIHEHWM
MMW 3aKa30B Ha MOCTaBKYy TOBApOB, BbINO/HEHWE paboT UM OKa3aHue yCcnyr Ans rocyAapCTBEHHbIX Hyxa (fanee

- OpraHn3sauunun, BbINOJIHAOWME FOCYyaapCTBEHHbIE 36Ka3bl);

4) ecnn  ob6aA3aTenbHOCTb  3awnTbl  MHbOpMauMn  KoHbUAEHUMANbHOrO XapakTepa BoO3naraeTtcs
3aKkoHoAaTenbLCcTBOM Poccuitckon ®depepaunu Ha nvy, UMEKOLWMX AOCTYN K 3TON MHPOPMaUMN UNU HaAENEHHbIX

MOZIHOMOYMAMU NO paCnopsAXeHUo cBeaeHnaMmn, cogep>xalwmMmncs B LaHHOWN VIHCbOpMaLI,VIVI;

5) npu o6pabaTbiBaHUN MHDOPMaUMN KOHMDUAEHLMANbHOIO XapakTepa, obnagaTteneM KOTOpon SBASOTCS
rocyAapCTBEHHbIE OpraHbl UIN OpraHM3aumn, BbiNOJHAOWME FOCYAAPCTBEHHbIE 3aKa3bl, B Cly4ae NPUHSATUS UMUK

MEep Mo oXpaHe ee KOHCI)VID,EHLI,MaJ'IbHOCTVI nyTeM UCNOJZIb30BAHUA CPEACTB KpVII'ITOFpad)VI‘-IeCKOﬁ 3awnTbl,;

6) Nnpy o6pabaTbiBaHUM MHDOPMALMM KOHMOWUAEHUMANBHOMO XapakTepa B roCyAapCTBEHHbIX OpraHax v B
OpraHmnsaumax, BbIMOMHALWMNX rOCyAapCTBEHHbIE 3aKasbl, obnagaresib KOTOPOM MpUHMMAET Mepbl K OXpaHe ee

KOHPUAEHUMANBHOCTU NYTEM YCTaHOBNEHNS HEOHXOAMMOCTU KPUNTOrpadruyeckon 3awmnTbl AaHHON nHdopMaunu.
YKasaHHYl NpoBepKy HeobxoanMo npoBoauTb No T3, cornacoBaHHOMY € 8 LleHTpom ®CB Poccum.

Ana UCKIOYEHMS BO3MOXHOCTU BAMAHMA annapaTHbiX KoMNoHeHToB COK Ha dyHKUMoHMpoBaHue CK3MU

[OKHbI 6bITb BbIMOSTHEHbI cnegywwmne Tpe6OBaHVI9IZ

eB 1O BIOS TM>2BM pomxHbl 6biITb OnpeaeneHbl YCTAaHOBKW, WCK/KOYAKOLWME BO3MOXHOCTb 3arpy3ku
OonepaumMoHHON CUCTEMbI, OT/IMYHON OT YCTaHOBIEHHOM Ha >XXeCTKOM AWUCKE.

e BX0A B BIOS M2BM ponxeH 6bITh 3aLlimilieH naponem ¢ AIMHON He MeHee 6 CMMBOJIOB;

e cpeactBamMm BIOS posmkHa 6biTb MCKAOYEHa BO3MOXHOCTb pabotbl Ha [2BM, ecnu BO BpeMms ero
HayasibHOW 3arpy3kn He NPOXOAAT BCTPOEHHbIE TeCThl;

e OMKHO ObITb MpOBEAEHO orne4vaTbiBaHWE CUCTEMHOro 6noka ¢ yctaHosneHHbiM CK3U, unckniovawulee
BO3MOXHOCTb 6ECKOHTPO/IbHOIO M3MEHeHUs annapaTHOW 4YacTu paboyer CTaHUMM M MOAK/HOYEHUS BHELIHUX
YCTPOWCTB.

e ycTaHoBka CK3M npou3BoAMTCA TOMBbKO SiMLAMU, UMELWUMU A0NyCcK K pabotam (B COOTBETCTBUMMU C
HOpMaMu no 6e30NacHOCTU, NPUHATLIMU B OpraHu3aunmn);

e Nogkntoyaemoe k [OBM obopynoBaHve He [O0MXKHO co3paaBaTb yrpo3 6esonacHoct OC u CK3WY,
yCTaHOBNEHHbIX Ha MN3BM;

¢ [12BM, Ha koTopoi yctaHaBnuBaetcsa CK3W, aonxHa BbIMOAHSATb Mpoueaypbl CAMOKOHTPOAS OCHOBHbIX

annapaTHbIX KOMMNOHEHTOB NMOCNe KaXa0ro c6poca CUCTEMbI BK/TlO4Yasa MOMEHT NodBNeHnda NnTaHuaA,
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e K 3Kkcnayataumm CK3M gonyckatoTcs nuvua, npolwejline COOTBETCTBYIOWYIO MOArOTOBKY M U3yduMBLUME
3KCMAyaTauMoHHY AoKyMeHTauuo Ha CK3U.
B ycnosusax:

- eciam  wuHdopmaumsa, obpabatbiBaemass [MAK, nopnexut 3awmte B  COOTBETCTBMM C
3aKoHozaTenbCcTBOM Poccuiickon depepaunm;

- MNpuW opraHusaummu Kpuntorpaduyeckorn 3awmtbl wuHbOpMaumm B deaepanbHbIX oOpraHax
WMCMNOSTHUTENBbHOM BflaCTM WM B OpraHax WCMOJHUTENbHON Bnactu cybbekToB Poccuiickon
denepaumnu;

- Npuy oOpraHuMsauum Kpuntorpadpuyeckon 3awntbl obpabaTtbiBaemorn [MAK wuHdopmauun, B
opraHmM3aumax Hes3aBMCMMO OT MX OpraHW3auWMOHHO-NpPaBoBOM (GOpPMbl U OPMbl COBCTBEHHOCTH
npyv BbINOSIHEHUM UMM 3aKa30B Ha MOCTaBKY TOBApOB, BbliMOSIHEHME paboT MNM OKasaHWe ycnyr

L1191 TOCYAapCTBEHHbIX HYXA;

OJ19 OrpaHNYEHUST BO3MOXHOCTU BIMSAHMS annapaTHbiX KoMnoHeHToB CBT Ha dyHkumoHmpoBaHue CK3U
HeobxoAMMO npoBeaeHWe uccnenoBaHui Ha cootBeTcTBue MO BIOS CBT, Ha KOTOpbIX ycTaHoBneHo CK3U
«BpeMeHHbIM MeToAMYEeCKUM peKkoMeHAauusM K NpoBeAeHU0 uccnefoBaHuin nporpamMmHoro obecneveHus BIOS

no AOKYMEHTUPOBAHHbIM BO3MOXHOCTAM>,
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12. Acnonb3oBaHue NporpaMMHbIX MHTepdencos

PaszpaboTtka nporpammHoro obecneyeHmss Ha ocHoBe CK3U «Kpuntollpo CSP» c yyetom n.l1.5
dopmynsipa XXTAM.00088-03 30 01 mMoxeT npom3BoanTbCs 6e3 co3aaHus HoBbix CK3U B criydae Mcnonb3oBaHUs
BbI30BOB MHTepdencos CryptoAPI CK3WN mn3 nepeuHs MpunoxeHunsa 2. [aHHble BbI30Bbl MOMYT MCMO/Ab30BaTbCHA

KaK HanpsMyto, Tak ¥ onocpefoBaHHO Yepes NPoMEXYTOUHbIE MHTepdENChI.

B cnyyae wvcnonb3oBaHWa HaanpsiMyld MAW OMNOCPeAOBaHHO) B MporpaMMHOM obecneyeHuMn npoymx
Bbi30BOB MHTepdencoB CryptoAPI CK3W Heobxogmmo npom3BoauTb pa3paboTky otaenbHoro CK3UW B
COOTBETCTBMW C JAencTBylowlen HopMmaTMBHOM 6ason (B 4actHoctn, c [loctaHoBneHuem [lpaBuTenbCTBa
Poccuinckon ®epepaumn ot 16 anpens 2012 r. N2313 u MNonoxeHnem o paspaboTke, NpoOM3BOACTBE, peannsaumm
M aKkcniyaTaunn wudposBanbHbiX (KpunTorpaduyecknx) cpeacts 3awmtbl uHdbopmaumun (MonoxeHue TK3-
2005)).
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Mpuno>xxeHue 1. KOHTPOJ/b LL€ZIOCTHOCTU NpOorpaMMHOro

obecneueHusn

KOHTpO}'Ib LENOCTHOCTN NpOrpaMMHOro obecneyeHmnsa c NOMOLLbIO

aJIrfopnuTMOB X3LWNPOBaHWMA

Moaynb cpverify.exe nO3BONSET OCYLWECTBATb KOHTPOJib LIE/IOCTHOCTU YCTaHOBIEHHOIo
nporpamMMHoro ob6ecneveHunst. KoHTposib LENOCTHOCTM (bali/IoB OCYLLECTBASETCA NMpu 3arpyske daina
Ha WcnofiHeHne (M NepuoAMYEecKM BO BPEMSI BbIMOJSIHEHWS) WAW MPU PYYHOM 3anycke MporpaMmbi
KOHTPONSA LIESTOCTHOCTU (CM. OMUUIO —FV HUXE).

Mpn NoOMOLLM NepeYnCIEHHbIX HUXE ONMuMii Moy b cpverify.exe MOXeT 6biTb NCMONb30BaH A/
CNeAyWmMX KOHTPOJIbHbIX Lienei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbluMcneHve 3HaueHus
xaw-pyHkumn ana danna ¢ umeHem filename c nomowbio anroputMma algid. Mone algid Moxer
npuHMMaTb 3HadeHusa GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOA4YaHuio
ncnonb3dyetca GR3411). [-inverted_halfbytes <inv>] ykasbiBaeTcsa, ecnn nonybantbl B hashvalue
nepesepHyTbl (N0 ymon4yaHumio Ana GR3411 inv npuHMMaeTcs paBHbIM «1», Ansa anropMTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTHoCcTM danna ¢ mMmeHem filename, mncnone3ys anroputMm algid n xsw-3HaveHue hashvalue.
Mone algid moxeT npuHMMaTb 3HadyeHus GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonydaHuto wmucnonesyetcs GR3411). Ecau hashvalue He ykasaH, TO X3w-3HayeHue bepeTtcs U3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaeTcsa, ecnu nonybaltel B hashvalue
nepesepHyTbl (No ymon4yaHuio Ansa GR3411 inv npuHMMaeTcsa paBHbIM «1», AnAs anropMTtMoB
GR3411_2012_256 1 GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluMCneHmne 3HavyeHns XaWw-PYyHKUNN 418 KaXnoro us
dannos, cogepxxawmxcs B kaTtanore cathame B pasgene peectpa (ecim cathame He ykasaH, TO
6yayT nepecunTaHbl BCE X3LW-3HAUYEHUS B pasgesie peectpa). Tekylee 3HayeHne Xaw-pyHKUNA npu
3TOM 3aMeHsleTCs Ha BHOBb MocuyuTaHHoe. [lone algid MoxeT npuHMMaTb 3HadeHms GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymon4yanuto ncnonosyetcsa GR3411).

cpverify —-rv [catname] - npoBepka LeNOCTHOCTU ¢ainoB M3 kaTanora cathname B pasaene
peecTtpa (ecnu catname He ykasaH, To 6yayT npoBepeHbl Bce dalifibl B pa3fene peectpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BbluMCneHne 3HaUeHNs X3W-PyHKUNU
ansa dannos, nepeudncneHHbiXx B xml-panne c wmmeHem in_file B kaTtanore xmlcathame (ecnu
xmlcatname He ykasaH, TO X3W-3HadeHus 6yayT nocuyuTaHbl Ana Bcex danos, NEPeYMUCNEHHbIX B
xml-panne ¢ mmeHem in_file), n 3annucb NoNy4YeHHbIX 3HayeHuMn B xml-danin ¢ mmeHem out_file.
Tekyuwiee 3HayeHue Xaw-PyHKUUA NMpM 3TOM 3aMEHSIETCA Ha BHOBb NocyuTaHHoe. lMone algid moxet
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 w»n GR3411_2012_512 (no yMoOA4YaHuio
ncnonb3syetcs GR3411).

cpverify —-xv in_file [xmlcathame] - npoBepka UenoCTHOCTU (pannoB, MNepeyYUCIeHHbIX B
xml-cbanne c umeHem in_file B kaTtanore xmlcatname (ecnn xmlcatname He ykasaH, TO npoBepka
6yaeT BbINO/IHEHA ANA BCcex (anoB, NepedncneHHbix B Xml-gaine c nmeHem in_file).

cpverify —r2x out_file - dopmuposaHmne xml-daiina c numeHem out_file, cogepxalwiero cnmcok
darnoB, HaxoAsWMXCA B pasjenie peecTtpa NOA4 KOHTPONEM LENOCTHOCTM, M X3W-3HayeHUs 3TUx
dannos.

cpverify —-x2r in_file - yctaHoBKa nog KOHTPOAb LENOCTHOCTM ainosB, NepeyvymcieHHbIX B
xml-danne c nmenem in_file.

CnnCOK KOHTPOAMpPYEMbIX MOAyNen 3aBUCUT OT MCMNOSIHEHUS M MOXET ObiTb MNosydyeH npu
nomowm KoMaHabl cpverify —r2x in_file.

Ona Toro, 4utobbl NOCTaBMTbL NOA KOHTPOJSIb LENOCTHOCTM YCTaHOBJSIEHHOEe MporpaMMHoe
obecneyeHne, HY>XXHO BbINOJIHUTbL CeAYIOLWYO NoC/eA0BaTeIbHOCTb AENCTBUN:

1. Cozpgatb xml-hann, coaepxawmii CrNMCOK YyCTaHaB/IMBAEMbIX MOL KOHTPOJb LLESIOCTHOCTU
dannos. AaHHbn xml-bann fonxKeH nMeTb Cneayowyto CTPYKTYpPY:
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity >

3HadeHune nonsa Algid gomkHo paBHATbCA 00008021.

2. 3anyctntb Moaynb cpverify —xm in_file out_file TestControl, ykasaB B kauecTBe napameTpa

in_file umma cosgaHHoro xml-danna. Pesynbtatom paboTbl moaynsa 6yaetr sasnatbcsa xml-dann ¢
nmeHeM out_file, cogepxalmMin BblUMCNEHHbIE 3HAYEHUS X3W-DYHKLUUM ANs NepeyvmncneHHbix B in_file
hannoB U UMEOLLNN CNeayIOLWY0 CTPYKTYPY:

Tag>

Tag>

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity>

<catalog>

<entry name="calc.exe">

<Path>C:\WINDOWS\system32\calc.exe</Path>

<Algid>00008021</Algid>
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7</

</entry>

<entry name="verifier.exe">

<Path>C:\WINDOWS\system32\verifier.exe</Path>

<Algid>00008021</Algid>
<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9C</

</entry>
</catalog>
</CProlntegrity>

3HadeHune nons Algid gomkHo pasBHATbCa 00008021.

3. YCTaHOBUTb MOA KOHTPOJIb LIENIOCTHOCTU halisibl, AN KOTOPbIX 6bI10 BbIYMC/IEHO 3HAYEHME

xaw-dyHKUMM, ncnonblysa moayne cpverify —x2r in_file TestControl, rae napametpowm in_file aensetcs
xml-ann, NnonyyYeHHbIn B pe3ynbTaTe BbIYNCIEHUS 3HAaYEHUA XaW-DYHKLUNN B NYHKTe 2.
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KOHTpO/b LUEoCTHOCTM NPOrpaMMHOro obecrneyeHms ¢ NoMOLLbIO anropuTMoOB
noanucu

- cpverify -file_verify nmsa_daina [3HaveHne_nognucu] -timestamp gata

MpoBepka mnognucm danna ¢ wuMmeHeM <«uMms_danna». [lapamMeTp <«3HauyeHue_noanucu»
HeobxoanMmo nepepaBaTthb B Buae 6aiToBOM CTPOKKN. ECnn napaMeTp «3HayeHne_NnoAnmcu» He yKasaH,
TO 3HadeHune noanucm bepetca u3 danna uMma_danna.sgn. MNapameTp «AaTa» ykKasblBaeT, Koraa
noanumcb 6blia cdhopMmmposaHa, HeobxoaMMO ykasbiBaTb B dopmaTe A4.MM.ITrr. [JaHHas KoMaHaa
NpoBepsieT NOAMNUCL C NMPSIMOIM MOCNeA0BaTE/IbHOCTBIO NoNyb6anT, AN NpoBepKK noanucu ¢ obpaTHoOM
nocneaoBaTesibHOCTbIO 6alT Heo6xoaMMO MCNONb30BaTb KOMaHAY versign ¢ aHanormdHbiM Habopom
napamMeTpoB. [loanncb npoBepseTcs Ha OTKPbITOM K/K4Ye M3 crneumanbHoro ceptudukaTta ans
noanucu Kkoaa komnaHmm «KPUMTO-MPO>».

- cpverify —pe_sign FileName [kpuTepuun nomncka ceptudunkartal [4on. napameTpsbl]

JobaeneHne B dann c mmeHeMm FileName uudposon noanmcu B ¢dopmaTe authenticode
NOSIHOCTbID Ha POCCMUCKMX anroputMax € nomouwbio Microsoft CryptoAPI. C nomowbio AaHHOWM
KOMaHAbl MOXHO NOAMNUCaTb TONbKO dannbl dopmaTtos .exe u .dll.

Ona Toro utobbl nopgnucaTtb ann, HeobxoAMMO B XpaHunuwe <«JInyHoe» TeKyLlero
nonb3oBaTess MMeTb YCTAHOBNEHHbIN cepTUdUKAT CO CCbIJIKOM Ha 3aKpbITbld K/AKOY, B Ha3Ha4YeHUaxX
KOTOpOro npucytcreyeT «lloanucbiBaHne Koga».

MouncK Hy>XHoOro ceptTudurKaTa oCyLEecTBIAETCS C MOMOLLbIO C/TeAYLWNX KPUTEPUEB:

NMs cybbekTa cepTudmnkata noaAnncu. 3To 3HaYeHme

-name SubjectName N
MOXeT 6bITb MOACTPOKOM MOSHOro MMeHU cybbekTa.

ANropuUTM X3WKMPOBaHUA A1 NMoAMNUCK B

-alg AlgId ceptudukaTe. JonyctuMble 3Ha4veHns GR3411,
GR3411_2012 256, GR3411_2012 512.
-fp FingerPrint 3HadeHue shal oTnevaTka cepTudukarta.

Moanuce 6yanet nobasneHa Kak BTOpOCTENEeHHas.
Ecnu B painnie HeT OCHOBHOM NOAMNMUCK UM NapaMeTp
—append He nepenaH, To nognuce 6yaer
pobaBneHa Kak OCHOBHas.

-append

Ecnu Heckonbko cepTuduMKaTOB YAOBNETBOPSAIOT 3a4aHHbIM KpPUTEpPUSIM, TO MNOSb30BaTEsH
6yneT npenocTaB/aeHa BO3MOXXHOCTb BPYYHYIO Bbi6paTb HYXHbIN cepTudunkar.

- cpverify —pe_verify FileName [aon. napameTpbi]

MpoBepka authenticode noanucm canna ¢ umeHem FileName 6e3 ucnonb3oBaHusa Microsoft
CryptoAPI.

lNMpoBepka Bcex authenticode nognucein, HangeHHbIX
-multiple B dhanne. Ecnn napameTp He nepenaH, 1o byaer
NpoBepeHa TOJIbKO OCHOBHAs MOAMWUChH.
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NMpunoxxeHue 2. lNepeyeHb BbI3OBOB, MCMNOJZIb30BaHUE KOTOPbIX

npu paspaborke cucrem Ha ocHoBe CK3U «Kpuntollpo CSP» c
yyetoMm n.1.5 ®dopmynsapa XTAN.00088-03 30 01 Bo3MOXKHO 6e3

AOMNOJIHUTEJIbHbIX TEMAaTUYECKUX UccneaoBaHUN:

DyHKLUUA

OnucaHue

OrpaHu4yeHus Ha
ncnosibsosaHne pyHKUUMN

DYHKLUMM MHULUMANIN3ALMM U HAaCTPOMKM NpoBaligepa

CryptAcquireContext

OyHkuma CryptAcquireContext
NCNONb3YyeTCcs AN co3haHuns
AeckpunTopa
KpunTonposangepa ¢ MMeHeM
K/1l0YEBOIro KOHTeNHepa,
onpenenéHHbIM NnapaMeTpoMm
pszContainer

CryptReleaseContext

OyHkumnsa CryptReleaseContext
ncnonb3yeTcs Ans yaaneHus
AeckpunTopa
KpunTonpoBanaepa, Co34aHHOro
CryptAcquireContext.

CryptContextAddRef

YnpaBnseT cYHETUMKOM
OEeCKpUNTOpOB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

lMepeuncneHne ycTaHOBJ/IEHHbIX
KpunTtonpoBahaepos

CryptEnumProviderTypes

MepeuncneHme yCcTaHOBIEHHbIX
TMMNOB KpUNTONpOBakAepoB

CryptGetDefaultProvider

MonyyeHne KOHTEKCTa
nposanagepa, yCTaHOBIEHHOIO B
CUCTEME MO YMONYaHUIO

OyHkunsa CryptGetProvParam

CryptGetProvParam nony4yaeTt napameTpbl
Kpuntonposangepa.
®OyHkunsa CryptSetProvParam
CryptSetProvParam yCTaHaBAMBaET napameTpbl

Kpuntonposangepa.

FreeCryptProvFromCertEx

dOyHKUMA Ucnosnb3yeTcs ANns
yAaneHus geckpunrtopa
KpunTonpoBangepa, Co3gaHHOro
CryptAcquireContext nnm uepes
CNG.

CryptlnstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

DYHKUNM ynpaBieHus
KOHTEKCTOM npoBangepa rno
YMOTYaHUIo

¢YHKL|MM reHepauumm m o6bMeHa K/1ro4aMuy, co3aaHue KOHCI)VIrprpOBaHVIe U yaaineHune

KAouen
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CryptGenKey

OyHkuma CryptGenKey
reHepupyeT cnydamnHble
KpunTorpaduyeckmne Kao4Yn unm
KJIIOYEBYHO napy
(3aKpbITbIM/OTKPbITbIA K/KO4YM).

CryptDestroyKey

OyHkuma CryptDestroyKey
yAansieT K4, nepegaBaeMblin
yepes napameTp hKey. Nocne
yAaneHus kawod (aeckpuntop

K/to4a) He MoxeT
MCMnosb30BaTbCH.

CryptExportKey

OyHkumsa CryptExportKey
MCMoSb3yeTcsa AN aKcnopTta
Kpuntorpaduyecknx Knwyemn ns
K/1I04EBOro KOHTenHepa
KpunTonpoBangepa, CoXxpaHsas
UX B 3alMWEHHOM BUAe.

PaspelleHo 3KCNopTMPOBaTh TOLKO
OTKPbITbIE K/HOUM
(PUBLICKEYBLOB).

CryptGenRandom

®dyHkumnsa CryptGenRandom
3anosniHseT 6ydep cnyyarHbIMm
6arTamu.

CryptGetKeyParam

OyHkumsa CryptGetKeyParam
BO3BpallaeT napamMeTpbl Kitoya.

CryptGetUserKey

OyHkumnsa CryptGetUserKey
BO3BpaLLaeT AeCKpUNTOp OAHOWN
N3 JONITOBPEMEHHbIX K/TH0YEBbIX

nap B K/l0YEBOM KOHTEWHepe.

CryptImportKey

OyHkunsa CryptImportKey
MCMofb3yeTcsa Ana uMmnopra
KpunATorpadguyeckoro Ksw4da us
kntodesoro 6n1o06a B KOHTeMHEp
KpunTonposanaepa.

Pa3pelleHo MMNOpTMPOBaTb TOJIbKO
OTKPbITblE K/THOUM
(PUBLICKEYBLOB).

CryptSetKeyParam

dyHkumsa CryptSetKeyParam
yCTaHaBAMBaET napameTpbl
Kftova.

PaspelweHo ncnonb3osaHme TObKO
CO CneayrwmmMm CUMBOJIbHbLIMUA
aprymeHTammn: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

DyHKUM

M 06paboTkn kpunrTorpadpunyeckmx coobLeHnmn

CryptSignMessage

®yHkumnsa CryptSignMessage
co34aeT X3l onpeaeneHHoro
coepxaHus, NoANUCbIBaeT X3LW
W 3aTeM NpPOM3BOAUT
3aKoAupoOBaHUE U TekcTa
ncxogHoro coobueHuns, u
NOAMMCAHHOIO X3LWwa

CryptVerifyMessageSignature

OyHKUMA
CryptVerifyMessageSignature
NpoBEpPSIET 3/IEKTPOHHO-
undpoByo NoANKUCH
NOANMMCaHHOro coobLeHuns.

CryptVerifyDetachedMessageSignat
ure

OyHKLMA
CryptVerifyDetachedMessageSig
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nature nNpoBepsieT NoANMCaHHOE
coobuleHune, cogepxallee
oTcoeanHeHHyto (detached)
noanucb UM Noanucu

CryptDecodeMessage

OYyHKUMA 0eKOAUNPYET,
pacwndpoBbiBaeT N NpoBepseT
coobuieHmne

CryptDecryptAndVerifyMessageSign
ature

DYHKUNS AeKoAMPYET U
nposepsieT coobuweHune

CryptEncryptMessage

OyHkumnsa CryptEncryptMessage
3aWwmndpoBbIBAaET U NPON3BOAUT
3aKkoampoBaHue coobueHms.
AYTEHTUYHOCTb COObLEeHns He
obecneunBaeTcs.

CryptDecryptMessage

OyHkuunsa CryptDecryptMessage
Npon3BOAUT packoamMpoBaHue u
pacwmndpoBaHmne cooblieHus.
MpoBepka ayTEHTUYHOCTHU
coobLeHns He Mpon3BOANTCS.

MpuMeyaHne: He gonyckaeTcs
aBTOMaTU4YeCKMN aHanus
pe3ynbTaTta paboTbl GyHKLMHK,
HanpaBJfieHHbI Ha NpPOBepKY
KOpPPEKTHOCTM CoobLLeHuns.

CryptGetMessageCertificates

OyHKUMA BO3BpaLlaeT
XpaHunumuie ceptTmdunKkaToB u
CMUCKN @aHHYTMPOBAHHbIX
cepTmdmKaToB U3 coobLLeHns

CryptGetMessageSignerCount

OyHKUMA BO3BpaLlaeT
KO/IMYEeCTBO noanmcaBLlnx
coobuieHne

CryptHashMessage

OyHKUKMSA co3aaeT
X3WKnpoBaHHoe cooblieHne

CryptSignAndEncryptMessage

dyHKUMSA co3aaeT nognncaHHoe
M 3awmndpoBaHHoe coobueHmne

CryptSignMessageWithKey

@OyHKUMS co3aaeT nognncaHHoe
coobuweHmne

CryptVerifyDetachedMessageHash

OyHKUMA npoBepsieT
OTKpEnAeHHbIN X3LW

CryptVerifyMessageHash

®PyHKLUMA npoBepseT
X3WMpoBaHHOe coobuieHne

CryptVerifyMessageSignatureWithK
ey

dyHKUMA npoBepsieT
noanucaHHoe coobuieHune

CryptMsgCalculateEncodedlLength

OyHKLMA
CryptMsgCalculateEncodedLengt
h BbluncnseT MakcMmanbHoe
Konu4yecTtBo 6anToB,
Heobxognmoe ans
3aKOANPOBAHHOIO
KpunTorpadgunyeckoro
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coobLeHuns, 3a4aHHOro TMNoMm
coobuieHuns, napameTpamm
KOAMPOBaHUA 1 obuein ANVHOMK
MHpopMaumnm, KoTopas AOKHA
6bITb 3aKOAMpPOBaHa.

CryptMsgOpenToEncode

OyHKLUMA
CryptMsgOpenToEncode
OTKpbIBaET KpunTorpadunyeckoe
coobuieHne Ans 3aKoANpoBaHMUS
N BO3BpaLLaET AeCKPUNTOp
OTKpbITOro coobuieHus.

CryptMsgOpenToDecode

OyHKLMA
CryptMsgOpenToDecode
OTKpbIBaET KpunTorpaduyeckoe
coobuieHne ans
pacKoAMpOBaHMS 1 BO3BpallaeT
AEeCKpUNTOp OTKPbITOro
coobuieHuns.

CryptMsgUpdate

OyHkuna CryptMsgUpdate
NMOMOJIHAET TEKCT
KpunTorpadnyeckoro
coobLeHuns.

CryptMsgGetParam

OyHkuna CryptMsgGetParam
nony4aeTt napameTp coobuieHuns
nocne Toro, Kak
Kpuntorpaduyeckoe cooblieHne
6b110 packoaMpoOBaHO UN
3aKoAMpOBaHo.

CryptMsgControl

®yHkumsa CryptMsgControl
BbIMOJIHAET KOHTPOJIbHOE
aencrseue.

CryptMsgClose

OyHkumsa CryptMsgClose
3aKpblBaeT A4eCKpUnTop
Kpuntorpaduyekoro
coobuieHus.

CryptMsgDuplicate

®yHkuma CryptMsgDuplicate
aybnupyet aeckpunrop
KpunTorpaduyeckoro
coobuleHns nyTeMm yBenmyeHums
CYETYMKa CCbIIOK

DyHKUMM paboTbl C aJIFOPUTMAMM X3LWNPOBaHUA

OyHkumnsa CryptCreateHash
MHULUMaNM3npyeT 4eCKpuUnTop

Pa3peleHo ncnosnb3oBaHue TOSbKO
co chegywowmMmn CMMBOJIbHBbIMU
aprymeHtammn: CALG_GR3411,

CALG_GR3411_2012_256,

CryptCreateHash HOBOTO 06BLEKTa hyHKLIAM CALG_GR3411_2012_512,
X3LWMPOBaHMS NOTOKA AaHHbIX. CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
CryptDestroyHash OyHkumsa CryptDestroyHash

36



mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gc0b58ceb898b4aa92b75113f41346570.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gc0b58ceb898b4aa92b75113f41346570.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1ge7701bdba5cff19a70df6b812d338cbb.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1ge7701bdba5cff19a70df6b812d338cbb.html

XKTAN.00088-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

yAansieTt o6bekT dyHKUUn
X3LWMPOBaHUS.

CryptDuplicateHash

®yHkumsa CryptDuplicateHash
Co34aéT TOYHYIO KOMuo obbekTa
(GYHKUMN X3WNPOBaHUS,
BKJIlOYas BCE ero rnepeMeHHble,
onpeenstolme BHyTpeHHee
cocTosiHne obbekTa PyHKLUN
X3LWNPOBaHMS.

CryptGetHashParam

®dyHkumnsa CryptGetHashParam
BO3BpallaeT napameTpsbl
obbekTa PYHKLNM X3LWNPOBAHUS
N 3HaueHne PyHKUnmn
X3LWNPOBaHMs.

CryptHashData

OyHkumnsa CryptHashData
nepenaér AaHHble yKa3zaHHOMY
06beKkTy yHKUMM
X3WNPOBaHUS.

CryptSetHashParam

OyHkuma CryptSetHashParam
yCTaHaBMBaET NapaMeTpsbl
obbekTa X3WMpoBaHuUS.

PaspelueHo ncnonb3oBaHME TONIbKO
C CMMBOJIbHbIMW apryMeHTaMm
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.

CryptSignHash

OyHkumnsa CryptSignHash
BO3BpallaeT 3HayeHune
3/1eKTPOHHOM UMb poBoi
NOAMUCU OT 3HaYeHUs PyHKLUK
X3LWMPOBAHUS.

CryptVerifySignature

OyHkumsa CryptVerifySignature
oCyLlecTBfsIeT NPOBEpPKY
uMdpoBOMN NoaNnUCK.

PaspelweHo ncnonb3oBaHmMe TONIbKO
C OECKPUMTOpPaMM KITOYEN,
NOMYYEHHbIX paHee C NOMOLLbIO
Bbi3oBa CryptImportPublicKeyInfo
(CryptImportPublickeyInfoEx) n3
ceptudmnkaTa, NpoBEepPEHHOro ¢
NMOMOLLBbIO PYHKLNMK
CertVerifyCertificateChainPolicy

®OYyHKUMKN paboTbl C cepTUdurKaTaMmn, CNUCKaMmM aHHYIMPOBaHHbIX CEPTUMUKATOB, XPaHUIULLEM

cepTndunkaToB

CNUCKWN aHHYJIMPOBaHHbIX cepTU(hUKaTOB

CertAddCRLContextToStore

OyHKLUMA
CertAddCRLContextToStore
pobasnset koHTekcT COC B
XpaHunumuie cepTndukaTos.

CertAddCRLLinkToStore

DYHKUMSA CO30AET CCbIIKY Ha
CMUCOK aHHYIMPOBAHHbIX
cepTnUdnKaToB B Apyrom

XpaHunuuie

CertAddEncodedCRLToStore

OyHKLUMA
CertAddEncodedCRLToStore
cozgaeTt KoHTekcT COC u3
3akogmpoBaHHoro COC u

pobasnser ero B XpaHunuiie
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ceptudmkaToB. OyHKUUS
co3gaeT Konuto KoHTekcTta COC
nepen nobasneHnem ero B
XpaHunmuie.

CertEnumCRLsInStore

OyHKLUMA
CertEnumCRLsInStore
Nnosay4yaeT nepsblii Unu

cneaytowmin COC B
XpaHunuuwe. 3ta GyHKUnS
NCNoNAb3yeTCs B UMKe Ans

TOro, 4tobbl NnocneaoBaTesIbHO
nonyuntb Bce COC B
XpaHunuiue.

CertFreeCRLContext

OyHkuma CertFreeCRLContext
ocBoboxxaaeT koHTekcT COC,
yMeHbLlas CYETUYMK CCbISIOK Ha
eanHuuy. Korga cueTtumk
CCbINOK 0BHYyNsaeTcs, dyHKUns
CertFreeCRLContext
ocBoboxpaeT namsTb,
BblAENEHHYI0 NOoA KOHTEKCT
COcC.

CertCreateCRLContext

OyHKUMA
CertCreateCRLContext co3paet
KoHTekcT COC un3
3akogmposaHHoro COC.
Co34aHHbIN KOHTEKCT He
NMnoMeLLaeTcs B XpaHuUnuwe
ceptudmkaTtoB. B cozgaHHOM
KOHTeKCTe (pyHKUNS
pa3MeLlaeT Komnuio
3akogmposaHHoro COC.

CertDeleteCRLFromStore

®OyHKUMS yaansieT Cnmcok
aHHY/TIMPOBaHHbIX
cepTdUKaToOB M3 XpaHUIMLWa

CertDuplicateCRLContext

OyHKLUMA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBeNn4nBas CYeTUYMK CCbIJTOK
Ha COC Ha eanHuuy.

CertFindCRLINnStore

®yHkumnsa CertFindCRLInStore
HaxoauT NepBbIi NN
cnepytowmin koHTekct COC B
XpaHunuue cepTudukaTos,
KOTOPbIi COOTBETCTBYET
KpUTEpUIO Noucka,
onpeaenseMomMy napameTpom
dwFindType 1 cBA3aHHbIM C
HuM pvFindPara. 3ta pyHKUMS
MOXeT 6bITb NCMOSIb30BaHa B

unkne ans Toro, Ytobbl HaNTH
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Bce COC B xpaHunuue
cepTndmkaTos,
yAoBAeTBopsoLmne 3agaHHoOMy
KpUTEpUIO Noucka.

CertDeleteCertificateFromStore

OyHKLUMA
CertDeleteCertificateFromStore
yAansieT onpeneneHHbIn
KOHTeKCcT COC 13 xpaHunuLia
cepTMdmnKaToB.

CertFindCertificateInCRL

QOyHKUMSA OCYLLECTBSET NOUCK
3a[laHHOro cepTudunkaTa B
CNNCKe aHHYIMPOBAHHbIX

cepTmdunkaToB

CertGetCRLFromStore

OyHKUMSA
CertGetCRLFromStore
nony4yaer nepsbi Unn

cneaytowmin koHTekct COC anga
onpeaeneHHoro usgartens
cepTmdunKaTa U3 xpaHunumuia
cepTndmkaToB. dTa PyHKLUMSA
TakXxe ocyliecTenser
BO3MOXHY0 rnposepky COC.

CertSerializeCRLStoreElement

dyHKUNA cepuanunsaumm

CMNCKa aHHYMPOBaAHHbIX

cepTmdnKaToB CO CBOMMMU
CBOMCTBaMM

PaclumpeHHble CBOUCTBA

ceptudpmkarta cnmcka otossaHHbiX (COC) ceptudmkartos n CTL

CertGetCRLContextProperty

OyHKLMA
CertGetCRLContextProperty
MoJlyyaeT pacliMpeHHble
CBOMCTBa onpeaeneHHoro
KoHTekcTa COC.

CertSetCRLContextProperty

OyHKLMSA
CertSetCRLContextProperty
yCTaHaBNMBaeT pacClUNpEHHbIe
CBOWCTBaA oNpeaeneHHoro
KoHTekcTa COC.

CertGetCertificateContextProperty

OyHKUMA
CertGetCertificateContextPropert
y nonyyaet nHdopmauumto,
coepXallytcs B paclUMpPEHHbIX
CBOMCTBAX KOHTEKCTA
cepTudukaTa.

CertEnumCertificateContextProperti
es

OyHKLMA
CertEnumcCertificateContextProp
erties no3BonseT nepeyncnnTb
MHpOpMaLMIO, coaepXallyrocs B
pacCLIMpPEHHbIX CBOMCTBaxX
KOHTeKCTa cepTudukaTa.

CertSetCertificateContextProperty

OyHKLMA
CertSetCertificateContextPropert
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Yy YCTaHaB/IMBAET paclUMpEHHbIe
CBOICTBa AJ191 OMpPeAEsIEHHOro
KOHTeKCTa cepTudmkara.

CertEnumCRLContextProperties

MepeuncneHne pacliMpeHHbIX
CBOWCTB Cnucka
@HHYTIMPOBaHHbIX CepTUPUKATOB

CertEnumCTLContextProperties

MepeyncneHne paclMpeHHbIX
csomncts CTL

CertGetCTLContextProperty

Mony4yeHne paclMpeHHOro
csomncTtBa CTL

CertSetCTLContextProperty

YCcTaHOBKa pacClUMpPEHHbIX
ceomncte CTL

CertAddCTLContextToStore

OyHKUMA
CertAddCTLContextToStore
nobasnsieT koHTekcT CTL B
XpaHunuue ceptndukaToB

CertCreateCTLContext

OyHkuma CertCreateCTLContext
co3faeT KOHTeKCT
3akoanposaHHoro CTL.
Co3aaHHbIN KOHTEKCT He
noMeLlaeTcsl B XpaHunuwe
ceptndumkaToB. OyHKUMSA aenaeT
konuto CTL B co3gaHHOM
KOHTeKCTe.

CertDuplicateCTLContext

OyHKUMA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,

yBenn4mBas cCHeTUYMK CCbISIOK Ha
CTL Ha eanHuLy.

CertFreeCTLContext

OyHkumnsa CertFreeCTLContext
ocBoboxxaaeT kKoHTekcT CTL,
YMeHbLUas CYETYMK CCbISIOK Ha
eanHunuy. Korga cyeTumk CCbiioK
obHyngetcsa, dyHKUMSA
CertFreeCTLContext
ocsBoboxpaeT namsTb,
BblAeNeHHyo noa KoHTekcT CTL.

®dDyHKUMK paboTbl Cc cepTudpmkaTamm

CertAddCertificateContextToStore

OyHKLMA
CertAddCertificateContextToStor
e pobaBnsieT KOHTEKCT
ceptudmkaTa B XxpaHunuwie
cepTndunKaToB.

CertAddCertificateLinkToStore

[obaBnsieT cCcblIKy Ha
cepTuduKaTt B Apyrom
XpaHunuuie

CertAddEncodedCertificateToStore

OyHKLMA
CertAddEncodedCertificateToSto
re Cco34aeT KOHTEKCT
ceptudmkaTta mn3
3aKoAMpPOBAHHOro cepTudukaTa
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n no6aBnseT ero B XpaHUAuLe
ceptndmkaToB. Co3gaHHbIN
KOHTEKCT HE COAEPXKUT HUKAKUX
pacLIMpEeHHbIX CBOMCTB.

CertEnumcCertificatesInStore

OyHKLMA
CertEnumCertificatesInStore
Noay4aeT nepsblii UNu
cnepywwmn ceptudmkart B
XpaHunuuie cepTndukaTtos. ITa
dYHKUMS MCNoNb3yeTcsa B LUKKIe
Ans Toro, 4YToO6HbI
nocnenoBaTesibHO NOAYYNUTb BCE
cepTudmKaTbl B XpaHuAmLLe
cepTnudunKaTos.

CertFreeCertificateContext

dyHKUMA
CertFreeCertificateContext
0cB0O60XAAET KOHTEKCT
cepTndurkaTa, yMeHbLlas
CYETUYMK CCbIIOK Ha eanHuLy.

CertCreateCertificateContext

OyHKLMA
CertCreateCertificateContext
co3aaeT KOHTEKCT cepTudukaTa
N3 3aKOAMPOBAHHOIo
ceptudmkaTta. Co3gaHHbIN
KOHTEKCT He noMeLlaeTcs B
XpaHunuuie ceptndmnkaTos. B
CO3aHHOM KOHTeKCTe pyHKLMS
pa3MeLlaeT Konuto
3aKOAMPOBAHHOIoO ceptTudukaTa.

CertDuplicateCertificateContext

OyHKUMA
CertDuplicateCertificateContext
aybnupyeTt KoHTeKCT
ceptudukaTta, ysenmymsas
CYETUYMK CCbISIOK Ha eanHuLy.

CertFindCertificateInStore

dyHKUMA
CertFindCertificateInStore
HaxXoAWT NepPBbIA UK
cneaywmn KOHTEKCT
cepTudukaTa B XpaHunuuie
cepTndmKaToB, KOTOpPbI
COOTBETCTBYET KpUTEPUIO
noucka, onpegensemMomy
napametpom dwFindType u
CBSA3aHHbIM C HUM pvFindPara.

CertDeleteCertificateFromStore

OyHKLMA
CertDeleteCertificateFromStore
yAanseT onpeaeneHHbli
KOHTEKCT cepTudunkaTa 13
XpaHuIuLLa cepTMdurKaToB.

CertGetSubjectCertificateFromStor
e

OyHKLMSA
CertGetSubjectCertificateFromSt
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ore nosy4vyaeT KOHTEKCT
cepTndumKaTa U3 xpaHmnumuia
ceptmdunKaToB, 04HO3HAYHO
onpeaensemblii ero nsgaTtenem m
CEpPUIAHbIM HOMEPOM

CertGetlssuerCertificateFromStore

Monck ceptndmkaToB nsgaTtenen
3ajaHHoro ceptudukaTa

e

CertGetSubjectCertificateFromStor

Mownck ceptndunkaTa no
CepMnHOMy HOMepy M nsgaTesnto

CertGetValidUsages

Mounck nepeceyveHnsa KeyUsage
Ans Mmaccmea cepTudmkaTos

e

CertSerializeCertificateStoreElemen

Cepuanunsauns sneMeHTa
XpaHuaumLa

CertComparePublickeyInfo

OyHKLMA
CertComparePublickeyInfo
CpaBHMBAaET ABa OTKPbITbIX

KJllo4a 1 onpegenseT, aBAaTCS
I OHU MAEHTUYHbIMU

CertFindExtension

OyHkumsa CertFindExtension

HaxoAuT paclimpeHne B Maccuee

W BO3BpallaeT yKasaTesnb Ha
Hero.

CertGetPublickeyLength

OYyKHUMA
CertGetPublicKeyLength
BO3BpallaeT ANUHY K/o4va B
éutax.

CertGetIntendedKeyUsage

OyHKLMA
CertGetIntendedKeyUsage
nosy4yaeT Ha3HayeHue Ka4a 13
cepTudukaTa.

CertCompareCertificateName

OyHKLMA
CertCompareCertificateName
CpaBHMBAaET ABa cepTudmKaTa U
onpeaenseT, ABASIOTCSA /I OHU

MAEHTUYHbBIMU.

CryptSignCertificate

®dyHkumnsa CryptSignCertificate
dopMUpYyET 23NEKTPOHHYIO
noanucb 6n10Ka
3aKoAMPOBaHHbIX AaHHbIX TBS.

Pa3peleHo ncnonb3oBaHue TOSIbKO

CO cneayrLwmuMm CUMBOJIbHbLIMK

aprymentammn: CALG_GR3410,
CALG_GR3410_12_256,
CALG_GR3410_12_512

OCsP

CertAddRefServerOcspResponse

YBenmyeHme cyeTumkKa CCblIoK
Ha OCSP otBet

CertAddRefServerOcspResponseCo
ntext

YBenmyeHme cyeTumka CCbIIoK
Ha kKoHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbITne geckpuntopa OCSP

oTBeTa
CertGetServerOcspResponseContex Mony4veHune koHTekcTta OCSP
t oTeeTa

CertOpenServerOcspResponse

OTkpbITHEe geckpuntopa OCSP

oTBeTa ANS 3a4aHHOM Leno4kun
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cepTudmkaTos

OKOHHbIe (pyHKLMNMN

CertSelectCertificate

OTobpaxxeHne gnanora sbibopa
ceptudmkaTa No 3a4aHHbIM
KpUTEpUNaM

CryptUIDIgCertMgr

OTobpaxkeHune gnanora
yrnpaBneHns ceptudmnkaTamm

CryptUIDIgSelectCertificate

OTobpaxeHune ananora Bbibopa
cepTudmkaTa

CryptUIDIgSelectCertificateFromSto
re

OTobpaxxeHune ananora Bbibopa
cepTudmkaTta M3 xpaHunuia

CryptUIDIgViewCertificate

OTobpaxeHune gmnanora co
CBOWCTBaMu cepTudmkaTta

CryptUIDIgViewContext

OTobpaxeHune ceptudukara,
CNMcKa aHHYNMPOBAHHbIX
ceptmudumkaTtos nnm CTL

CryptUIDIgViewSignerInfo

OTob6paxkeHne ananora c
MHdopMaumen o NnoagnMcaBLUEM

CertSelectionGetSerializedBlob

Cepunanusaumsa ceptucdunkarta ms
CTPYKTYpbl, UCMONb3yeMON Ans
oTtobpaxeHus

GetFriendlyNameOfCert

Mpeobpa3zoBaHne MMeEHMN
ceptTudunkaTa K «4nTaeMmomy»
BUaY

DYHKLMM NPOBEPKMU Llenoyek

CertVerifyCertificateChainPolicy

OyHKLMA
CertVerifyCertificateChainPolicy
NpoBepsieT Lenoyky
cepTudunKaToB Ha
[OCTOBEPHOCTb, BK/OYas
COOTBETCTBUE KPUTEPULD
WCTUHHOCTM.

CertGetCertificateChain

OyHKLMA
CertGetCertificateChain ctpout
Lenoyky cepTudukaTos,
HayMHasa ¢ nocneaHero
ceptudunkaTa, B obpaTHOM
HanpaBieHnn 40 AOBEPEHHOI0
KOpHeBoOro ceptudukarta, ecnm
3TO BO3MOXHO.

CertFreeCertificateChain

dyHKUMA
CertFreeCertificateChain
0ocBO6OXAAET LEeno4Ky
cepTudunKaToB NyTem
YMEHbLUEHNS CHETUMKA CChISIOK.
Ecnn cyeTumnk ccbisioK paBeH

HY0, TO NaMATb, BblAe/IEHHas
noAa Lernoyky, ocsoboxaaercs.

CertCreateCertificateChainEngine

OyHKLMA
CertCreateCertificateChainEngin
€ CO34aeT KOHTEKCT
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HCERTCHAINENGINE, koTopbli
NO3BOJISIET U3MEHSATb NapaMeTpbl
MexaHW3Ma NOCTPOEHUS LLEMOYKN

ceptudmkaToB. ossonser
OrpaHMYMBaTb MHOXECTBO
[OBEpEeHHbIX CepTUPUKaTOB.

CertFreeCertificateChainEngine

dyHKUMA
CertFreeCertificateChainEngine
0CcBO60OXAAET KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate

ContextProperties

Co3anaHune CTL Ha OCHOBe CBOWCT
aTpmbyTOB KOHTEKCTa
ceptudmkaTa

CertDuplicateCertificateChain

[y6bnupoBaHMe KOHTEKCTa
LEenoYKMu.

CertFindChainInStore

®OYHKUMS NOCTPOEHUS LLEMOYKM
Mo 3aAaHHbIM KpUTEPUSAM U3
XpaHuAuLLa

CertFreeCertificateChainList

OyHKuma ocsoboxxageHus
MaccmBa Lienoyek

CertIsValidCRLForCertificate

DYHKUNA NMPOBEPKM HANNUUSA
cepTudmnkaTta B crncke
AHHYIMPOBaHHbIX cepTUdUKaTOB

CertSetCertificateContextProperties

FromCTLEntry

YCTaHOBKa CBOMCTB B KOHTEKCT
ceptndunkaTta Ha ocHoBe CTL

PacwmpeHHble cBoicTBa ceptudpukarta (EKU)

CertGetEnhancedKeyUsage

OyHKLMA
CertGetEnhancedKeyUsage
nony4daeT nHgopMauuio o
paclMpPEHHOM UCMNOSIb30BaHNU
K/t04a 13 COOTBETCTBYHOLLErO
paclWnpeHmns nnm mn3
paclNpEeHHbIX CBOMCTB
ceptudmkaTa. PaclumpeHHoe
NCNOSb30BaHUe K/toua CIyXuT
NPU3HAKOM NMPaBOMEPHOro
NCNonb30BaHUsa cepTudukara.

CryptAcquireCertificatePrivateKey

OyHKLMA
CryptAcquireCertificatePrivateKe
y nonyyaeTt 4eCKpuUnTop
HCRYPTPROV u napameTp
dwKeySpec ans onpeaeneHHoro
KOHTEKCTa cepTudukarta.

dyHKUMKN paboTbl ¢ uaeHTU(PMKaTOpaMm

CryptFindOIDInfo

®dyHkuusa CryptFindOIDInfo
nony4vaeT nepayto
npeaonpeaeneHHyo um
3aperncTpmpoBaHHYIO CTPYKTYPY
CRYPT_OID_INFO,
COrnacoBaHHYHO C
ornpeaesieHHbIM TUMOM KJlo4a U C

44



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376038(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376038(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376044(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376065(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433796(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376552(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376572(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376572(v=vs.85).aspx

XKTAN.00088-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

KJTIO4YOM.

MNepeuncnerHune
3apermcTpmpoBaHHbIX
MAEHTUPUKATOPOB U NoayyeHune
MHdOpMaLUMN 4N HUX

CryptEnumOIDInfo

®DYyHKLUMM paboTbl C XpaHUAULLEM

OyHkumsa CertOpenStore
OTKpbIBAET XpaHunuwie
cepTndnKaToB, UCNOMb3ys
3ajaHHbI TN NpoBanaepa.

CertOpenStore

®yHkuma CertDuplicateStore
aybnupyet aeckpunTop
CertDuplicateStore XpaHunuuwa, ysennymseas
CYETUMK CCbIJIOK Ha XpaHuauwia
Ha eanHULy.

OyHkuma CertOpenSystemStore
NCNONb3YyeTCsa ANS OTKPbITUSA
Hanbosiee 4acTo MCNob3yeMblX
XpaHunuw, ceptndmnKaTos.

CertOpenSystemStore

OyHkumnsa CertCloseStore
3aKpblBaeT AeCKpuUnTop
CertCloseStore XpaHunuma cepTmunKkaTos 1
YMEHbLUAeT CYETUYMK CCbISIOK Ha
XpaHunuwa Ha eanHuy.

[JobaBneHne xpaHunuiuia B
KOMNeKLunio

CertAddStoreToCollection

YcTaHoBka HoTUdUKaumm npwm
pasnMunsx B 3aKeLUMPOBAHHOM
XpaHunuiie n pusanyeckom
XpaHunuuie

CertControlStore

®DYHKLMKU, UCNOJIb3yeMble ANa paboTbl C OTKPbITbIMU AAHHBIMU U 06beKTaMu

OyHKLMSA
CryptImportPublicKkeyInfoEx2
nMnopTupyeTt nHbopmaumio ob

OTKpPbITOM Ktoyve B CNG u
BO3BpallaeT AeCKpunTop
OTKpPbITOrO Kfto4a.

CryptImportPublicKeyInfoEx2

OyHKLMA
CryptImportPublicKeyInfoEx
mMmnopTupyeTt nHdopmaumio 06
OTKpbITOM K/itove B CSP u
BO3BpallaeT AeCKpMNTOp
OTKPbITOro Kftoua.

CryptImportPublicKkeyInfoEx

OyHKLMSA
CryptImportPublickeyInfo
npeobpa3oBbiBaET n
CryptImportPublicKeyInfo MMMopTUpyeT nHpopmauuno ob
OTKPbITOM KJ1tO4e B NpoBanaep u
BO3BpallaeT AeCKpUnTop
OTKPbITOro Kftoua.

CryptExportPublicKeyInfoEx DyHKLMSA
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CryptExportPublicKeyInfoEx
3KCMopTUpYyeT UHdopMauuio 06
OTKPbITOM KJ1tOYE, CBSA3@HHYHO C
COOTBETCTBYIOLMM CEKPETHbLIM

KJII0YOM MpoBanaepa.

CryptExportPublicKeyInfo

OyHKLUMA
CryptExportPublicKeyInfo
aKkcnopTupyeT nHdopmauuno ob
OTKPbITOM KJltOYe,
aCCoOUMNPOBAHHYIO C
COOTBETCTBYHOLUNM CEKPETHbLIM
KJ1I04OM MpoBangepa.

CertCompareCertificate

OyHKLMA
CertComparecCertificate
CpaBHWBAET ABa cepTudmkaTa
Ang Toro, YTobbl oNpeaenuTb,
SABASOTCA M OHU MAEHTUYHbBIMU.

CertComparelntegerBlob

OyHKUMA
CertComparelntegerBlob
CpaBHMBaeT ABa Le/I0UYNCNEHHbIX
6noba onsa onpeaenexHus Toro,
npeacTaBnatoT M oHM cobon aBa
paBHbIX YKcna.

CryptExportPublicKeyInfoFromBCry
ptKeyHandle

2kcnopTupyeT nHdopmMauuto o6
OTKPbITOM KJltOYe,
ACCOUMNPOBAHHYIO C
COOTBETCTBYHOLWMM CEKPETHbLIM
KJII04OM MpoBanaepa.

DYHKLUMM KOAMPOBaHUA/AeKoaAupoBaHuUA

CryptDecodeObject

OyHkuma CryptDecodeObject
ncnonb3ytoTesa Ans
AeKoAMpoBaHus cepTudnKaTos,
CMNCKOB @aHHY/IMPOBAHHbIX
ceptudpumkaTtos (COC) u
3arnpocoB Ha cepTudukaThbl.

CryptDecodeObjectEx

OyHkuma CryptDecodeObjectEx
NCMoJb3yoTCa ANns
AeKoaAnpoBaHmnsa cepTudukaTtos,
CMMUCKOB aHHYJ/TIMPOBAHHbIX
cepTudmKaToB K 3anpocoB Ha
cepTudmkaTobl

CryptEncodeObject

OyHkuma CryptEncodeObject
MCNOJIb3YTCA ANA KoaAnpoBaHUA
cepTndmKaToB, CMCKOB
QHHYJTIMPOBAHHbIX CepTUHUKaTOB
W 3anpocoB Ha cepTudUKaThl.

CryptEncodeObjectEx

®yHkuma CryptEncodeObjectEx
NCNONb3YOTCSA AN KOAMPOBaHMUS
cepTmdmnKaToB, CMNCKOB
aHHY/TIMPOBaAHHbIX CEpTUPUKATOB
M 3anpocoB Ha cepTudukaTsol.
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MonyueHue 06beKTOB U3 yAaJNleéHHbIX NCTOYHUKOB

OyHKLMSA
CryptRetrieveObjectByUrlA
nony4yaer obbekT
MHPPACTPYKTYPbl OTKPbITbIX
Kno4en no 3agaHHomy URL.

CryptRetrieveObjectByUrlA

OyHKLMA
CryptRetrieveObjectByUrlW
aBnseTcsa unicode Bepcuen

dyHKUUN
CryptRetrieveObjectByUrlA.

CryptRetrieveObjectByUrlW

[AononHuTtenbHble hpyHKUUMN

. . OYyHKUNS NepeBOAUT ABOUYHYIO
CryptBinaryToString CTPOKY B CTpoKy Base64/HEX.

DyHKUNA NMepeBOANT CTPOKY
HEX/Base64 B 4BOUYHYIO
CTPOKY.

CryptStringToBinary

OyHKUMA MPOU3BOANT NOUCK
aTpmbyTta ceptudmkarta no
naeHTudmnkaTopy.

CertFindAttribute

OyHKUMS nonyyaeT nms
Bnagenbua nnu ngatens
ceptudumkarta.

CertGetNameString

OYHKUMSA NPON3BOAUT
packogmpoBaHue nmenun ns ASN
cTpykTypbl B DN (RFC1779).

CertNameToStr

QOyHKUMSA NPOU3BOANUT 3anuncb
XpaHunuua ceptudunKkaTos
(BKIOYAs CMNUCKN OTO3BAHHbIX U
[OBEepeHHbIX cepTUdUKaToB) B
Bunae cTpykTypbl PKCS#7 nnn
6vHapHOro gamna B NnamsaTb UK

dann.

CertSaveStore

OYHKLMNSA OCYLECTBAAET NOUCK
i e 3aKpbITOro Kaua,
CryptFindCertificateKeyProvInfo P

COOTBETCTBYHOLLEr0 OTKPbITOMY
KNto4vy ceptudgukaTta.

OyHKuma ocywectenset ASN1
CryptHashPublicKeyInfo KOAMPOBAHME N X3LLIMPOBaHUE

CTPYKTYpbl
CERT_PUBLIC_KEY_INFO

i o abaTbiBae
CryptMsgCountersign YHKUMS BbipabaTbiBaeT
[06aBOYHYIO MOAMUCH.

OyHKUMSA BblpabaTbiBaeT
CryptMsgCountersignEncoded AobagouHyto I'IO,CI,I'I.VICb.
(koamnpyet cTpykTypy Signerinfo,
Kak onpegeneHo B PKCS #7).

OyHKUMA npoBepsieT
£06aBoOYHYIO0 NOAMUCH.
(AexkoaunpyeT CTpyKTypy
Signerinfo, kak onpeaeneHo B

CryptMsgVerifyCountersignatureEn
coded
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PKCS #7).

CryptMsgVerifyCountersignatureEn

®yHKUMS npoBepseT
no06aBoYHYO MoAnuchb.
(AekoAnpyeT CTpyKTypy

codedEx .
Signerinfo, kak onpegeneHo B
PKCS #7).
OyHkumnsa CryptMemFree
ocBoboXxgaeT NnaMaATb, KoTopas
CryptMemFree 6blna BblAesIEHA C MOMOLLbIO

CryptMemAlloc nnu
CryptMemRealloc.
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Kpuntorpaduyeckas 3awmta nHdpopmauumn. MNMpoueccobl popMUPOBaHUA N MPOBEPKN 3NEKTPOHHOM LNPPOBOWA
noanuncu.

FOCT P 34.11-94. locymapcTBeHHbI cTaHaapT Poccwuiickonn ®epepaumn. MHMOpMauMOHHAs TEXHOOMUS.
Kpuntorpaduyeckas 3awmrta nHpopmaumm. OyHKLMS X3WMPOBAHUS.

FOCT P 34.10-12 WHdopmaumoHHas TexHonorns. Kpuntorpadwuyeckas 3sawmta mHdopmauum. [lMpoueccol
dopMmnpoBaHMSA U NPOBEPKN 3/IEKTPOHHOW LMGPOBOMN NOAMNUCH.

FOCT P 34.11-12 WHdopmMaumoHHas TexHonormsa. Kpuntorpaduyeckas 3awmta uHdbopMmaunn. OyHKUMA
X3LWMpPOBaHUS.

XKT5AM.00088-03 30 01. Kpuntollpo CSP. ®opmynsp.

XKTAKM.00088-03 90 01. KpunTtollpo CSP. OnucaHue peanusaumu.

XKTAN.00088-03 91 01. Kpuntolpo CSP. PykoBoactBo AaMnHuctpatopa 6esonacHoctu. Obwas yacTb.
XKXTAN.00088-03 91 02. Kpuntollpo CSP. PykoBoactBo AaMuHMcTpaTopa 6e3onacHocTu. Mcnosb3oBaHue
CK3U nog ynpasnenmem OC Windows.

XXTAN.00088-03 91 03. Kpuntollpo CSP. PykoBoactBo AgMumHUCTpaTopa 6e3omacHoOCTU. Mcnonb3oBaHue
CK3U nog ynpasnenunem OC Linux.

XKTAN.00088-03 91 04. Kpuntollpo CSP. PykoBoactBo AaMuHMCTpaTopa 6e3omacHocTu. Mcnonb3oBaHue
CK3WU nop ynpasnenmem OC FreeBSD.

XKXTAN.00088-03 91 05. Kpuntolpo CSP. PykoBoactBo AaMuHucTpaTopa 6e3onacHocTu. Mcnosb3oBaHue
CK3W nog ynpasnexHmnem OC Solaris.

XXTAN.00088-03 91 06. Kpuntollpo CSP. PykoBoactBo AaMuHUCTpaTopa 6e3omacHocTu. Mcnonb3oBaHue
CK3U nog ynpasnenmnem OC AIX.

XKTAN.00088-03 92 01. Kpuntollpo CSP. NHcTpyKkumsa no ncnons3osanuio. Windows.

XKTAN.00088-03 94 01. Kpuntolpo CSP. APM BbipaboTKn BHELWHEN ramMMbl.

XTAN.00088-03 96 01. Kpuntolpo CSP. PykoBoaCcTBO NporpaMmmumcra.

[X.680-X.699]. OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)

[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection
- The Directory: Authentication Framework, June 1997.

[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», January 1999.

MonoxeHne o  pa3spaboTke, Npoun3BOACTBE, peanusaumu M aKcnayaTtauum WwndposanbHbIX
(kpunTorpadunyeckmnx) cpeacTs 3awmtbl MHPopmaumm (Monoxenune MK3-2005).

Mpukas GAMNCU ot 13.06.2001r. N2152 «O6 uHCTpyKuum 06 opraHmsaumm n obecneveHun 6e3onacHoOCTM
XpaHeHus, obpaboTkn M nepegayn NO KaHanaM CBA3M C WUCMOSb30BaHWMEM CPeACTB KpunTorpaduyeckon
3aWmTbl  UMHPOPMaUMM C  OrFpaHWYEHHbIM AOCTYMNOM, He coAepXalen CcBeAeHW, COCTaBASOLWMX
roCyAapCTBEHHYIO TalHy».
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XKTAN.00088-03 95 01. KpunTtollpo CSP. lNpasnna nonb3oBaHUs

JIncT perncrtpaumm M3aMeHeHumn

Homepa nuctos (cTpaHuu)

NU3M.

U3MEHEHHbIX

3aMEHEHHbIX

HOBbIX

@HHYMpo-

BaHHbIX

Bcero nucrtos

(cTpanuy) B

OOKYM.

NO

[OKyMeHTa

Bxoasawui
N® conposoaun-

TENbHOIN0 AOKYM.

1 aata

Moan.

[aTta
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