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AHHOTaUMS

HacTosiwee PykoBOACTBO coAepXWUT obliee onncaHuMe cpeactBa KpunTorpaduyeckonm 3alnTbl
nHdpopmauum «Kpuntollpo CSP» v. 4.0 R4 (2KTAW.00087-03) ncnonHeHus 1-Base n pekoMeHAauUuu
no ncnosibzosaHuo CK3U B pasniMyHbIX aBTOMATU3NPOBAHHbIX CUCTEMAX.

B 3aBMCMMOCTM OT KOMMJeKTauMm W WCNOoSb3yeMol NporpamMMHO-anmnapaTHoOM cpeabl
dyHKUunoHnposaHusa CK3WM cneayeTt pyKoBOACTBOBATbCS TakxXe AOKyMeHTamu [9] - [22].

NHCTpyKunmn aAMUHUCTpaTopaM 6e3onacHoCcTH " rnosib3oBaTenam pa3fMyYHbIX
aBTOMATU3UPOBAHHbLIX CUCTeM, ucnonb3ywmx «Kpuntollpo CSP» v. 4.0 R4, [A0MXHbI
pa3pabaTtbiBaTbCs C y4eToM TpeboBaHM HacToswero PykoBoacTsa.
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CnuncoK coKkpalleHui

CRL (COC) Certificate Revocation List - Cnncok oTo3BaHHbIX CEPTUDPUNKATOB
IETF Internet Engineering Task Force
APM ABTOMaTM3MpoBaHHOe paboyee MecTo
rMAa MBKUM MarHUTHbLIN AUCK
ACH [aTumnk cnyyanHbix ymncen
HDD Hard Disk Drive - XKXecTKuniA MarHuTHbIA ANCK
HCA HecaHKUMOHUpPOBaHHbIA AOCTYN
ocC OnepauunoHHas cucTema
MAK lMporpamMMHo-annapaTHbIN KOMMIeKc
no MporpamMMHoe obecneueHune
PerucTpaums lMpucBoeHne onpeaeneHHbix atpubyToB (aapeca, HOMepa K/4da, nNpas UCMOAb30BaHUS U
T.M.) aboHeHTy
PernamenT COBOKYMHOCTb MI-ECprKu,Mﬁ W ApYyron pernamMeHTupytoLlen AOKyMeHTauum,
obecneumBatowen GYHKUNOHNPOBAHNE aBTOMAaTU3NPOBAHHOMW CUCTEMbI BO BCEX peXMMaXx.
DNEeKTPOHHbI AOKYMEHT, NOATBEPXAAOLWNIA MPUHAANEXHOCTb OTKPLITOrO Kova nnm
CepTtudukar K/1t04a MPOBEPKN 3/IEKTPOHHOW MOAMUCK N omnpeaeneHHbIX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudnkaLms Mpouecc M3roToBNEHNA cepTudukaTa OTKPbITOrO K/K4a WM Ka4ya NpoBepKu
3/IEKTPOHHOM noanucn aboHeHTa B LEeHTpe cepTudurkaumm
CK3u CpeAactBo kKpunTorpadmnyeckon 3awmtbl MHpopMaumm
cC CnpaBo4YHMK CepTl/leVIKaTOB OTKPbITbIX K/IKOYEN U KOYen NPOBEPKM 31eKTPOHHOMN
noanucu. CeTesor CNpaBoOYHUK.
CoK Cpena pyHKUMOHMPOBAHUS KOMMeKca
LC LlenTp Ceptudmkaunm YL
yu YpocTtosepsitowmni LleHTp
LiP LleHTp Perncrpauunn YL
34 DNEeKTPOHHbI AOKYMEHT
an DneKTpoOHHasa NoANuCh
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OCHOBHbIe TEPMUHDbI U MOHATUA

ABTOMaTM3NPOBaHHasA MHMOPMALMOHHAsa cUCTEMA

KoMnnekc nporpaMMHbIX U TEXHUYECKUX CPEACTB, NpeAHasHaueHHbIX Ans cbopa, XpaHeHus,
noucka u Bblaa4m MHGopMaumnm no 3anpocam.

ABTOMaTM3MpPOBaHHasa cMcrtema

CucrteMa, cocTosilias M3 nepcoHana M KoMMJekca cpeAcTB aBToOMaTU3auum ero AeaTenbHOCTH,
peanuaytoas MHHOPMaLUMOHHY TEXHOMOMMIO BbIMO/THEHUS YCTAHOBMEHHbIX QYHKUMWNA.

ABTOPCTBO MHMOpMaunm

OAHO3Ha4YyHOEe COOTBETCTBME MexXAy coaepxXaHueMm mn/wmnn GopMon MHdopMaumm n cybbekToM
(ob6bekToM), chopMUpOBaABLUMM 3TY MHOPpMauuto. a8 nosb3oBaTens aBTOPCTBO MOJYYEHHOW UM M3
CUCTEMbl WM KaHana cBA3M WHMOpMauMM O3Ha4YaeT OAHO3HAYHOE YCTaHOBJ/IEHME WCTOYHMKA,
cchopmupoBasLlero a3ty nHdopmaumio (ee aBtopa).

AKTyanbHOCTb MHMOpMaunm

CBOICTBO MHpOPMALMKN COXPaHSATb CBOM CBOMCTBA (LEeHHOCTb) ANnsa cybbekTa (nonb3oBaTens) B
TeyeHue onpeaeneHHoro nepnoaa BpeMeHu.

AOMUHUCTpaTop 6e30nacHOCTH

Cy6beKkT AocTyna, OCHOBHOM 0653aHHOCTbIO KOTOpPOro siBnsieTcst obecneyeHne 6e3onacHoCTm
KOHdMAEHUMANbHOM CBA3M Ha TOM y4yacTke CeTW, KOTopyl OH KypupyeT. Cucrema
aAMUHUCTPATUBHOIO YynpaBieHMs 6e30MacHOCTbI0 BK/OYaeT B cebs KOMMJIEKC OpraHu3aLMOHHO-
TEXHUYECKUX Mep, HamnpaBJ/iEHHbIX Ha obecnedyeHne KOHOUAEHLNANbHOCTU CBA3M.

OcCHOBHble HanpaBneHUa AeATENIbHOCTU aAMUHUCTPATOpPA 6e3onacHoCTu:
— KOHTPOJ1b LLESTOCTHOCTU NporpaMMHOro O6eCI'Ie‘-IeHMFI;

— yrpaB/ieHME KJIHOYEBOWM CUCTEMOM: XpaHEHWe, BBOA B [AEWCTBME W CMEHA KIIOYEN
nonb3oBaTesie, reHepaums 3aKpbiTbIX WM OTKPbITbIX K/OYEH NoanuCKU Mnosib3oBaTenen, Kiuen
3/IEKTPOHHON MOAMNUCK, KAKOYEN NPOBEPKU ISTIEKTPOHHOWN MOAMNUCK;

— ynpassieHne AO0CTYyrnoM Mofib3oBaTenen CUCTEMbl K MPOrpaMMHOMY obecrnevyeHuto U AaHHbIM,
BKJIlOYA@si YCTaHOBKY W TMepMOAMYECKYKD CMeHy napoJiei, ynpasfieHue CpeacTBaMu 3alunThbl
KOMMYHUWKaLUWUIA, nepefaBaeMbiX, XpaHUMbIX 1 06pabaTbiBaeMbIX AaHHbIX.

AAMWHUCTPATOP 3alUUTbl

CybbekT pgocTymna, OTBETCTBEHHbIM 3a 3awWwuTy aBTOMATU3MPOBAHHOM  CUCTEMbI  OT
HeCaHKLMOHMPOBAHHOIO AOCTYyNa K nHdopMaunu.

AyTeHTudukaums

MpoBepka MNpUHAANEXHOCTU CybbeKkTy [A0CTyna npeabsBlEeHHOro WM  uaeHTudukaTopa,
NoATBEpPXAEeHWE NOATNHHOCTU.

AyTeHTUdukKaumsa nHpopmaumm

YcTaHoB/IeEHME NMOANMHHOCTU MHPOPMaLUMN UCKIKOYNTENIbHO Ha OCHOBE BHYTPEHHEN CTPYKTYpbI
camMol MHdOpMauMM He3aBUCUMO OT WCTOYHMKA 3TOM MHMOpMauMKM, YCTAHOBNEHME 3aKOHHbIM
nony4yartenem (Bo3MOXHO apbuTpoM) dakTa, 4YTo nonyvyeHHas nHpopmaumsa Hanbonee BeposATHO 6bina
nepegaHa 3akOHHbIM oTnpasuTenemMm (MCTOYHMKOM) M YTO OHa MPU 3TOM He 3aMeHeHa N He UCKaXeHa.
Jliobble npegHamepeHHble W Cny4yamHble MOMbITKU UCKaXeHWN UHdopMauum ob6HapyXuBakwTca C
COOTBETCTBYHOLLEN BEPOSATHOCTbLIO.

Bbe3onacHocTb

CocTosiHME 3alUMNLLEHHOCTU XU3HEHHO BaXHbIX MHTEpPEeCOB JIMYHOCTK, obliecTBa MU rocyaapcrea
OT BHYTPEHHUX U BHELIHUX YTrpo3.

OTcyTCTBME HEAOMYCTUMOrO PUCKa, CBA3AHHOMO C BO3MOXHOCTbIO HaHeCeHUs yuepba.
bezonacHocTb MHpopMauun (MHpopMaunoHHas 6e30NacHOCTb)

CocTosiHMe WHGopMauMn, UHMOOPMAUMOHHBIX PECYpCoB U MHGOPMAUMOHHBLIX CUCTEM, MNpwU
KOTOpOM C TpebyeMol BeposATHOCTbIO obecneumBaeTcs 3awmTta uMHopMaumm (AaHHbIX) OT YyTEeuKM,
XUWEHNS, yTpaTbl, HECAHKLMOHMPOBAHHOIO YHUYTOXEHUS, UCKaxXeHus, moamdukaumm (noaaenku),
KonupoBaHus, 610KMpOBaHUS U T.M..
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CoctosiHMe 3awmuweHHocTn uHdopMaumm, obpabaTbiBaeMoli cpeacTBaMu BbIYUCIUTENLHOM
TEXHUKM MW aBTOMaTU3MPOBAHHOW CUCTEMbI, OT BHYTPEHHMX WUIN BHELIHUX Yrpo3.

BbnokupoBaHmne MHpopMaLmMn
MpekpallieHne nnm 3aTpyaHeHNEe AOCTYNa 3aKOHHbIX MOoSb30oBaTenen K MHpopMaumm.
Bepudunkaums

YcTaHOB/IEHME COOTBETCTBMUA I'IpVIHFITOVI n nepep,aHHof/’l VIH(bOpMaLI,VIVI C NOMOLWbK NTOTNYECKNX
METOA0B.

npouecc cpaBHeHMA ABYX YPOBHEN crneumduKkaunmm cpenctB BbIUUCANTENbHOW TEXHUKU Wn
aBTOMATM3MPOBAHHbLIX CUCTEM Ha HaAslexallee COOTBETCTBMUE.
Bnageneu nHgopmaunm

CybbeKkT, ocylecTBASAOWMA BnageHne W noab3oBaHWe UWHOpMaumen u peanusyrowmni
NOSIHOMOYMS pacrnopsKeHMUs B npeaenax npas, YCTAHOBJEHHbIX 3aKOHOM W/uUAnM cO6CTBEHHUKOM
nHdbopmMaunu.

Cyb6bekT MHMOPMALMOHHbLIX OTHOWEHW, obnagarwmii NpaBoOM BNaAeHMWsl, PacnopsSXeHuUs U
noAb3oBaHMWeM MHGMOPMaLMOHHbLIM PecypcoM Mo AOroBopy C CO6CTBEHHMKOM MHbopMaumu.
Bnageneu nHpopMaumn, MHOOPMaALUMOHHON CUCTEMBI

CybbeKkT, B HenocpeaACTBEHHOM BeAEHWUM KOTOPOro B COOTBETCTBUM C 3aKOHOM HaxoasaTcs
nHdopMauuns, nHpopMmaunoHHasa CTpPyKTypa.
FocynapcTBeHHas TanHa

3awmuaeMble rocyaapctBoM cBedeHmss B 06nacTM ero BOEHHOM, BHELIHENOAMTUYECKOM,
3KOHOMMUYECKOM, pa3BeablBaTENbHON, KOHTppa3BeablBaTEbHOM M onepaTMBHO-PO3bICKHOWN
AeATenbHOCTN, pacnpoCTpaHeHWEe KOTOPbIX MOXET HaHecTu yuwepb 6e3onacHocTn Poccuiickon
®denepaumu.
Mpnd KoHbOUAEHUMANBHOCTU

CneunanbHas oTMeTKa Ha HocuTene nHpopMaumn NMbo B CONpPoOBOAMTENbHbLIX AOKYMEHTax Ha
Hero, CBMAETENbCTBYOWAS O TOM, UTO HOCUTENb COAEPXKMUT KOHPUAEHUNANBbHYO MHMOPMaUmIo.
Fpnd cekpeTHOCTH

PekBM3nTbI, CBMAETENLCTBYKOLWME O CTEMNEHW CEKPETHOCTM CBEAEHMI, coAepXaluMxcs B WX
HOocuTesne, NpocTaB/iieMble HAa CaMOM HocuTesne U/MnmM B CONPOBOAUTENBbHON AOKYMEHTALMM Ha Hero.
JoKyMeHT

JokyMeHTMpoBaHHas nHbopmaunsa, cHabxeHHas onpeaeneHHbIMU peKBU3NTaMN.

MaTepuanbHbIn 06BEKT C MHMOPMaLUMen, 3aKpeneHHoW Co34aHHbIM YesI0BEKOM CNOCoboM ans

ee nepegayvyn BO BPEMEHW M NPOCTPAHCTBE.
JokyMeHTMpoBaHHasa MH@popMaLms (OKYMEHT)

3adumKcmMpoBaHHasa Ha MaTepmanbHOM HocuTene MHMoOpMaLms C PEKBM3UTaMK, NO3BOASIOWNMU

ee naeHTndnunpoBaTb.

MpuMmeuaHue. [JokyMeHTMpOBaHHas WHdOpMaUua C OrpaHMYEHHbIM AOCTYrNnoM no
YC/IOBMSIM ee MpaBOBOro pexuma nogpasfensiercss Ha MHPOpMaumio, OTHECEHHYIO K rocyAapCTBEHHOM
TaHe, N KOHdUAEHUNANbHYIO.

JOKYMEHT B 3/IeKTPOHHON (popMe (DNEeKTPOHHbIN AOKYMEHT)

DNeKTPOHHbIN 0bpa3 AOKYMeHTa (MNaTeXHoro Mnm MHoro) - ¢anna, AOCTOBEPHOCTb KOTOPOro
obecneumBaeTCa KOMMAEKCOM MeponpuaTUiA no 3awuTte uHdopmauuu. Mpu aTom dann Moxet
coaepxaTb HEeCKONbKO AOKYMEHTOB (NakeT AOKYMEHTOB).

3[] npeacTaBnseT cobol AOKYMEHTUPOBAHHYIO COBOKYMHOCTb AaHHbIX, 3apMKCUPOBAHHbIX Ha
MaTepuanbHOM HocuTene (MarHUTHOM WAM 6yMaXHOM) C PEeKBU3UTAMW, MO3BOJISOWMUMMU
naeHTMduUumMpoBatb 3Ty WHGOpMauMio UM  aBTOPOB AOKYMeHTa. WaeHTudukauus [
obecneumBaeTcs CpeACTBaMWM 3allMTa Ha OCHOBE anropuMTMOB LWW@POBAHWUS, 3SNTEKTPOHHOWM
NoANUCK W 3alUMTbl OT HECAHKLMOHMPOBAHHOIO AOCTYyna.

D[] co3gaeTcss yYaCTHMKOM CUCTEMbl Ha OCHOBe 6yMa)HOro AoKyMeHTa /iM60 Ha OCHOBaHWU
OPYroro >S/EeKTPOHHOr0 [AOKYMEHTa M TMOJSIHOCTbIO TMOBTOPSAET €ero Mo coAaepxaHuwo. D[
o6pabaTbiBaloTCA M XpaHATCcA B 3BM 1 MoryT nepenaBaTtbCs MO 3/1EKTPOHHBLIM KaHanam CBA3MU.
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Joctyn K nHdopMauum
Mony4yeHne cybbEKTOM BO3MOXHOCTM 03HAKOMEHUS C MHdOPMaLMEN, B TOM UYUCEe C MOMOLLbLO
TEXHUYECKNX CPEeacCTB.
O3HakoMmneHue c mHdbopmaumein, ee obpaboTka, B 4YaCTHOCTU, KOMMpoBaHue, MoanduKauuns
WM YHUYTOXEHME MHpOopMaLmu.
JoCTynHOCTb MHpOpMaLMK
CBONCTBO nHdopmauum, TEXHUYECKUX cpencTts 7 TEXHOI0MUN 06paboTky,
Xapaktepuaytloweecs CrnocobHocTbo  obecneumBaTe 6ecnpensaTCTBEHHbIA  AOCTYyN K
nHdopMauum cybbekToB, UMEKOLWNX Ha 3TO Haanexallue nosHOMouUuns.
3aBepeHue (HoTapusauus)
Pernctpauuss AaHHbIX Yy [OOBEPEHHOro TpeTbero auua A4S MOBbIWEHUS YBEPEHHOCTU B
NpaBUJIbHOCTM TaKMX XapaKTEPUCTUK, KaK COAEP)XKaHUE, NCTOYHUK AaHHbIX, BPEMS AOCTaBKMW.
3awmTa nHdopmaumm
JeatenbHoCTb no npeaoTBpaLLEHUIO yTeuKku 3almuiaeMon nHdopmMauum,
HEeCaHKLMOHMPOBaHHbIX N HenpegHaMepeHHbIX BO3AENCTBMIA Ha 3alimLiaemMyro MHdopMaumto.

KoMnnekc MeponpusaTuii, NpoBOANMbIX C LIESIbI0 NPeAoTBpaLlLEHUS YTEUKU, XULLEHMUS, YTpaThl,
HEeCaHKLUMOHNPOBAHHOIO YHUUTOXEHMS, N3MEHEHNS, MoamduKaumm (nopaenku),
HECaHKLIMOHNPO-BaHHOIro KOMNNUPOBaHUSA, 6/T0KMpOBaHMNSA MHMOPMaLINK.

3awmTa nHdbopmaumm ot HCA

CocTtaBHas yacTtb obuwen npobnembl obecneyeHms 6esonacHOCTU MHGOpMaUMn. MeponpusaTtus
no 3awmte nHdbopmaumm ot HCA A0MXKHbI OCYLECTBNATbCA B3aMMOCBA3aHO C MepOnpusaTUSMHU
no cneuuanbHOW 3alunTe OCHOBHbIX M BCNOMOraTesbHbIX CPEACTB BbIYMCINTENbHON TEXHUKMU,
CPeACTB M CUCTEM CBSI3WM OT TEXHUYECKUX CPeACTB pa3BeaKu M MPOMbIWNEHHOMO WNMOHaxa. B
obwemM cnyyae, KOMMAEKC MNPOrpaMMHO-TEXHUYECKNUX CpeacTB W OpraHmM3auMOHHbIX
(NpoueaypHbIX) peweHnit nNo 3awute nHdopmauum ot HC peanusyerca B paMmKax CUCTEMbI
3awmnTbl MHbopMmaumm oT HCL, YCNOBHO COCTOSILLEN W3 cneaylouwmx 4eTblpex MNOACUCTEM:
yrnpaBnieHns  AOCTYynoM; perncrtpaumm W ydeta; Kpuntorpaduyeckon; obecneyeHus
LLeNI0CTHOCTM!.

3awmueHHoe cpeacTBo BbIYMNCINTENIbHOM TEXHUKM (BaU.I,VIU.I,eHHaﬂ aBTOMaTuU3npoBaHHasA CVICTeMa)

CpeacTBO BbIUMCITUTENBHOW TEXHUKN (@BTOMATU3UPOBaHHasa CUCTeMa), B KOTOPOM peann3oBaH
KOMMIEKC CpeacTB 3alM1Thl.

IA32, IA64, x64, SPARC, Power PC
AnnapaTHble nnaTtdopMbl, MCNONb3yeMble NponssoauTensamm N3BM
NaeHTndunkaumns

MpuceoeHne cybbvekTaM M o06bekTaM p[JocTtyna wuaeHTudukatTopa U (MNM) CpaBHeHue
npeabsaBnsaeMoro naeHTudukKaTopa c nepeyHeM NpuMCcBOEHHbIX NAEHTUHUKATOPOB.

MMuTo3awumTa
3alnTa CcMcTeMbl WNGMPOBAHHOM CBA3WM OT HABA3bIBaHUS NTOXHbIX AAHHbIX.
MMunToBCTaBKa

OTpe3okK MHpopMauun HBUKCUPOBAHHON AJSINHbI, MOSYYEHHbIA NO onpeaeneHHOMY npaswuiy M3
OTKPbITbIX AAHHbIX W KA4Ya U A0b6aBneHHbI K 3awndpoBaHHbLIM AaHHbIM Ans obecneyeHus
UMUTO3ALUNTLI.

KBannduunpoBaHHbI cepTUdMKAT KKO4Ya NPOBEPKU SNEKTPOHHON noanmncu

CepTuduKaT K/oya TMpPOBEPKM INEKTPOHHOW MOAMUCK, BblAAHHbIA  AKKpeAUTOBAHHbIM
yOOCTOBEPSIOWMM LEHTPOM UMM [AOBEPEHHbLIM JIMLOM aKKPeAUTOBAHHOIO YAOCTOBEPSHOLLErO
LueHTpa nnMbo denepanbHbIM OpPraHoM WCMOSHUTENbHOW BNacTW, YMOJIHOMOYEHHbIM B cdepe
NCMOJIb30BaHUS 3/TIEKTPOHHOM MOANUCH.

Kntou (kpuntorpamnyeckuim Kawou)

KoHKpeTHOe CeKpeTHOe COCTOSIHME HEKOTOpPbIX MapaMeTpoB anroputMa Kpuntorpaguyeckoro
npeobpasoBaHna  AaHHbIX, obecneumBalouwiee BbiIGOp oAHOro npeobpasoBaHuss M3
COBOKYMHOCTM BCEBO3MOXHbIX ANs 4aHHOrO anroputMa npeobpasosaHunii [2].
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Knto4y npoBepKKN 3/1EKTPOHHOM MOoAMNMUCH
YHuKanbHas nocnenoBatenlbHOCTb CMMBOJIOB, OAHO3HAYHO CBSI3aHHAsi C KJIKOYOM 3/IEKTPOHHOM
noANNUCKM N NpegHa3Ha4YeHHas ansl NPoBEPKM MOANMHHOCTWN 3NEKTPOHHOM MOAMNUCH.

Koy a/1eKTPOHHOM noanucu

YHuUKanbHag nocnenoBaTenibHOCTb CMMBOJIOB, NMpeAHa3HayeHHas ANna co3paHus 3J'IeKTpOHHOI71
noanumcu.

KoMnpoMeTauusa Karo4a

YTpaTa pnoBepuss K TOMYy, 4TO wWcnosib3yemble Kaw4unm obecneumBatoT 6He30nMacHOCTb
nHpopmaumn. K cobbiTUsIM, CBSI3aHHbIM C KOMMpOMETauMeEN Kito4Yen OTHOCATCS, BKJO4Yas, HO
He orpaHu4YMBasiCb, cnegytowme:

1. MoTepsa KNOYEBbLIX HOCUTENEN.
2. MoTeps KA4YeBbIX HOCUTENEN C UX MOCNEAYOWNM OBHapyXeHneM.
3. YBO/IbHEHWE COTPYAHUKOB, MMEBLUMX AOCTYN K KOYEBOW MHGpOpMaLMK.

4. HapyweHue npaBuil XpaHEHUS N YHUUTOXeHUS (nocie OKOHYaHUS CpoKa AeNCcTBus)
3aKpbITOro Kawuya.

5. BO3HUKHOBEHME MOAO3PEHUIM Ha yTeuky WMHGopMauun UM ee UCKaXXeHUe B CUCTEME
KoHdMAeHUMaNnbHON CBA3MN.

6. HapyweHune neyatn Ha cende c KIvYeBbIMU HOCUTENSMN.

7. Cnyyan, Koraa Henb3s [IOCTOBEPHO YCTaHOBWUTb, YTO MPOU3OLIIO C KJHOUYEBbLIMU
HocuTenamu (B TOM 4MCNEe C/lydau, KOraa KI/OUYEBOW HOCUTENb BbIWEN M3 CTpoS M
[OKa3aTe/lbHO He OnpoBeprHyTa BO3MOXHOCTb TOr0, 4YTO, JAaHHblA dakT npousowen B
pe3yfibTaTe HECAHKLNOHUPOBAHHbIX AENCTBUIA 3/T0YMbILLNIEHHNKA)

PasnuualoTcad ABa BMAa KOMMpOMeTauWMWM 3aKpbITOro Kw4a: siBHast 1 HesiBHasA. [lepsble
YETbIpE cobbITms TPaAKTYKOTCA KaK ABHasa KOMMNPOMETauus KJto4en. Cne,u,yrou.l,me TPU Tpe6YI'OT
cneunanbHOro paCcCMOTpeHNA B KaXXO0M KOHKPETHOM CJiy4ae.

KoHdburaeHumanbHOCTb MHDOpMaLUnm

CybbekTMBHO onpeaenseMas (npunucbiBaemas) uHMOpMauuM XapakTepucTuka (CBOMCTBO),
yKasblBawowas Ha HeobXoAUMOCTb BBeAEHMUs OrpaHUYEeHUA Ha Kpyr cybbeKkToB, UMeLmX
AOCTYn K JAaHHOM WuHdopMmauun, u obecneumBaemas CrnocobHOCTbIO cucTeMbl (cpeabl)
COXpaHsATb YKasaHHyl MHGOpMaumio B TanHe OT CybbekTOB, He MMelWMX MOSHOMOYMA Ha
npaBo AOCTyrna K Hen.

KoHdunaeHumanbHas nHpopmauns

[JoKkyMeHTMpoBaHHas MHdoOpMauuMs, AOCTYN K KOTOPOM OrpaHuMuMBaeTcss B COOTBETCTBUM C
3akoHogaTenbcTBoM PO. [pyras nHdopmaumns, TpebyLwlas 3alnTbl.

KoHTponb goctyna (ynpaBneHme gOCTYMNOM)

Mpouecc orpaHn4yeHMs AOCTyNa K pecypcaM CUCTEMbl TOSIbKO pa3pelleHHbIM cybbekTam wuam
obbekTaM.

KpunTtorpadguyeckas 3awura
3awmTa gaHHbIX NpyM NOMOLWM KpunTtorpadunyeckmnx npeobpasoBaHnin AaHHbIX.
KpuntonpoBanaep

Peanusyer  dyHKUMK WwndgpoBaHus, BblYNCNEHUS WMUTOBCTABKM, X3WNPOBaHUS,
dbopMmnpoBaHMsa M NpoBEPKM NOAMNUCUK, FreHepaumm nonb3oBaTenbCknx kntoder. ObecnedmBaet
paboTy C CeCCMOHHbIMKU KAtoYaMu WKUdpoBaHUs (reHepauuns, 3KCNopT/MMNOpT B 3allMLLEHHOM
BUAE), 3aKPbITbIMM W OTKPbITbIMW KA4YamMu DI n obMeHa, BBOA K/OYEN C KI4YEBbIX
HocuTEenen, 3aWMWEHHOE XpaHEHME U  YHUUTOXEHME KJoYen B onepaTMBHOM NaMATU.
Peanusyetca kak 6ubnuoteka, AMHaAMUUYECKWN 3arpyxaemas B eAUWHOe aapecHOe MNpPOCTPaHCTBO
npouecca, UHULMUPYEMOro NPUKIAAHON 3a4adven.

KpuntonpoapaiiBep

Peannayet dyHKUMWN WMEPPOBAHUS N BbIUNCIEHUS MMUTOBCTABKW, X3LWMPOBAHUS U MPOBEPKMU
noanucn. O6ecneumBaeT paboTy C CECCMOHHbIMM KA4YamMum WndpoBaHusa (reHepauus,
3KCMOpPT/MMMNOPT B 3alUULEHHOM Buae), katodamm nposepkn DI, acheMepHbIMU 3aKpbITbIMU U
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OTKPbITbIMM  KMO4aMn  06MeHa, 3alMUIIEHHOE XPaHEHME U YHUUTOXEHWE KIo4Yeln B
onepaTMBHOM NaMATU. 3arpy)aeTca B aApecHoe npocTpaHcTeo sapa OC.

Mo cBoeMy wWHTEpdency u (QYHKUMOHANbHBIM BO3MOXHOCTAM Kpuntogpansep obecneunsaer
BO3MOXHOCTW  KpUMTOMNpoOBaiaepa 3a MUCKo4veHeM dyHKuMiA hopMrMpoBaHMa LUM@POBOM NOANUCHK,
paboTbl C HOCUTENIeM KIIOYEN, reHepauuu Koyel nonb3oBaTtend. [103BonseTr opraHu3oBbIBaTh
wndpoBaHmMe AaHHbIX U MPOBEPKY UMPPOBOA MNOAMUCU Ha YpPOBHE siapa OMnepaumOHHOM CUCTEMbI U
YCKOpUTb KpunTorpaduyeckme onepaumm C MOTOKOM AaHHbIX 3@ CYET WUCKIIOYEHWS U3 npouecca
06paboTkn AaHHbIX MX MEPECHIIKY C YPOBHS S4pa Ha YPOBEHb NMPUIOXKEHUA 1 06paTHO.

KpunTtocepsuc

Mpouecc, 3anyckaeMbli B COH6CTBEHHOM aApecHOM MpoCTpaHcTBe. KpunTocepBUC, Kak U
KpuUNTonpoBaiaep, BbIMOMHAET Bce Kpuntorpaduyeckne GyHKUUM, BKJIOYas reHepauumio
K/touei nonb3oBaTens. KpUNTOCEPBUC MOXET MCMNOMb30BaTbCA HECKONbKUMU MPOLIECCAMU,
B3auMopaeiicTBMe KpuMATOCEpPBMCA C Mpoueccamu ocyliectsnsieTcss no npoTtokony RPC B
pexxvuMme pasgeneHuss KaMeHToB. KitoueBass MHMOpMaUMs C HOCUTENeld BCEX KJ/IMEHTOB
K3LMpYyeTCs B HECBOMMPYEMYIO YacTb aApecHOro NpoCcTpaHCTBa KpUnTocepaumca.

Kpuntorpadguyeckoe npeobpasoBaHune
MpeobpaszoBaHne nHbopMaumm C NCNOIb30BaHMEM KpunTorpaduyecknx anropntMoB.
JlnueHsmpoBaHue B 06/1aCTh 3aWwmnThl MHGOPMaLMn
[JeatenbHOCTb, 3ak/lvamLWwasnca B nepegavye mam nosydyeHWM npas Ha npoBeaeHwe paboT B
obnactn 3awnTbl MHpopMaunm.
Meponpuatna no 3awmTte nHpopmauum
COBOKYMHOCTb AENCTBMIN NOo pa3paboTke W/MAnM NpakTU4eCcKoMy MNpUMEHeHMIo crnocobos u
CPeACTB 3aWwmTbl MHDOpMaUnm.
MeponpusaTnUsa N0 KOHTPOJIO 3P EHEKTUBHOCTM 3aLUNTbl MHpOpMaunm
COBOKYMHOCTb AENCTBMIN NOo pa3paboTke W/vMAnm nNpakTU4ecKoMy MNpUMEHeHuo crnocobos u
CpeAcTB KOHTpoNs 3(pdeKTUBHOCTU 3aLlUNTbl MHOpMaLUN.
MeTka KOH(PUAEHUNANABbHOCTH
SneMeHT WHdopMaunm, KOTOPbIN XapakKTepmdyeT KOHPUAEHUMANbHOCTb WHQoOpMauum,
cogepxxawemncs B obbvekTe.
Hapywutens 6e3onacHocTy nHbopMaLuunm
dusnyeckoe nMuo, CayvYamHo wan npegHamMepeHHO coBepulawllee AeNCTBUS, CNeacTBUMeEM

KOTOPbIX ABIAETCA HapyLlleHNe 6e3onacHocTH VIHCIJOpMaLl,VIVI npun ee o6pa60TKe TEXHUYECKNUMU
cpeacCTBaMu.

Hapywutens npaBun pasrpaHnyeHus AoCcTyna
CybbekT A0oCTyna, OCYLLEeCTBAAWMNA HECAHKLNOHUPOBAHHbIM AOCTYN K nHdoOpMaunu.
HeKOppeKTHbIN 3NEKTPOHHbIA AOKYMEHT

DNeKTPOHHbIN AOOKYMEHT, He npoweawni npoueaypbl pacwndpoBaHMa AaHHbIX, NPOBEPKU
3N1eKTPOHHON NOAMUCU MHGOPMaLMS, KOHTpons dopMaTta AOKYMEHTOB, a TakKXe AOKYMEHT,
MMEKLWWUA UCKaXeHUss B TekcTte coobuweHms (Hanuume cumBosioB, 6ykB wnnm uudp B
pacwndpoBaHHOM (OTKPbITOM) TEKCTE AOKYMEHTA, HE NO3BONSIOLWMX MOHATb €ro CMbIC).

HenpegHaMepeHHoe BO34eNCTBME HA MHpOpMaLno

Owwnbka nonb3oBaTensi, cb6OM TEXHUUYECKUX W MPOrpaMMHbIX CPeacTtB MHEPOPMALMOHHBIX
CNCTEM, a TaKXe npumpoaHoe ¢dABINEHUE WIN WMHOE HeueneHanpaBleHHOE Ha W3MEHEHWUE
WHpopMaunm BO34ENCTBME, CBA3AHHOE C DYHKLUMOHUPOBAHNEM TEXHUYECKNX CPeACTB, CUCTEM
WIN C AesTeNbHOCTbI JoAEN, MPUBOASLLME K MCKAXEHUI, YHUUTOXEHMIO, KOMMPOBAHMUIO,
610KMpoBaHUIO A[0CTyNa K MHGOpMauMmM, a TakXe K yTpaTe, YHUUTOXeHUo unm cboto
(YHKLUMOHMPOBAHUS HOCUTENS MHpOPMaUmMN.

HecaHKLUMOHMpOBaHHOE BO34eNCcTBME Ha MH(bOpMaLI,VII'O

Bo3genctBue Ha 3awumliaeMyro MHOOPMaUWUIO C HapyLIEeHMEM YCTaHOBJIEHHbIX NpaB W/wan
npaBmMa Ha W3MeHeHMe WHbOpPMauuM, NpuBOAsILLEE K  MUCKAXEHUI0, YHUYUTOXEHMUIO,
6noknpoBaHMio AoCTyna K wHdopMaumm, a TaKXe K yTpaTe, YHUUTOXeHuo unm cboto
(YHKLUMOHMPOBAHUSA HOCUTENS MHpOPMaUMN.
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HecaHKUMOHMPOBaAHHbLIN AOCTYN K nHdpopmauum (HCA)

1. MNonyyeHne 3awmaeMon MHPOpPMALUN 3aUHTEPECOBAHHbIM CYOBbEKTOM C HapylleHWeMm
YCTaHOB/IEHHbIX MPaBOBbIMKU AOKYMEHTaMW WKW COBCTBEHHWKOM, BRagenbueM WHdopMaumm
npas WanM Npasusa A0CTyNa K 3aWuLiaeMon nHdopmaymu.
2. [ocTyn K nHdopMaummn, HapyLlamLWwmii YyCTaHOB/IEHHbIE NpaBuaa pasrpaHuyeHuns AocTyna, C
MCNONb30BaHMEM LWTaATHbIX CpeacTs, npeaoctasnsemMblx CBT wnm AC. [lMoa wWTaTHbIMU
cpeacTBaMu MOHMMAETCH COBOKYMHOCTb MPOrpamMMHOro, MMKpOMPOrpaMMHOrO U TEXHUYECKOro
obecneueHns CBT uam aBToMaTM3nMpOBaHHOM cuctembl (AC).

Hocutenb nHdopmauum
dunsmyeckoe nULO UKW MatepuasnbHbii 06bEKT, B TOM uncne guanyeckoe nose, B KOTOPbIX
nHdopMauna HaxoauT CBOe oTobpaxkeHne B BUAe CMMBONIOB, 06pa30B, CUrHANOB, TEXHUYECKUX
peleHnin N NPoLLeCCOB, KOTMYECTBEHHbIX XapaKTEPUCTUK PU3NYECKNX BETUYMH.

O6beKkT goctyna
EavHMUA MHMOPMaLUMOHHOro pecypca aBTOMaTU3UMPOBAHHOW CUCTEMbI, AOCTYN K KOTOPOM
pernamMeHTUpyeTcs npasuiaMmn pasrpaHuyeHuns AocTyna.

O6beKT 3aWuThl
1. NHdopmaumsa nnm HocuTenb MHGOPMaLMKN, MNU MHPOPMALMOHHBIA NPOLLECcC, B OTHOLIEHUN
KOTOpbIX HeobxoanMo obecneymBaTth 3aLNTY B COOTBETCTBUU C MOCTABIEHHOW LeNblo 3aWmThl
WHdopMauun.
2. HdopMaums, TeEXHUYECKe cpeacTeBa U TexXHonormsa ee o6paboTkn, B OTHOWEHMN KOTOPbIX
Heobxoanmo obecneunTb 6e30nacHOCTb MHMOPMaLUK.

ObpaboTka nHdbopmMauunm
MNepenava, npneM, xpaHeHue, npeobpasoBaHme U oTobpaxeHne nHpopMaLmu.

OpraHusaums 3awmTbl MHpOpMaLmn
CoaeprkaHue n NnopsaoK agencTemii no obecnedyeHnto 3awmnTbl MHGOPMaLMN.

OTKpbITbIA K4

Kpuntorpaduyecknii kw4, KOTOpPbIA CBS3aH C  3aKpbiTbiM  C  nNoMowbio  ocoboro
MaTeMaTUYecKoro CooTHoweHusA. OTKpbITbIA K4 M3BECTeH BCEM APYrMM MOJSb30BaTenNsMm
CUCTEMbI M MNpeAHa3HayeH AnsS NPOBEPKWM 3MEKTPOHHOW noanmMcu wu  pacwmdposBaHus,
No3BONSET onpeAenuTb aBTOpa MOAMNUCU U AOCTOBEPHOCTb 3/IEKTPOHHOIO AOKYMEHTa, HO He
NO3BONSET BbIYUCINTL 3aKPbITbIl  KAOY. OTKPbITbIA KDY  CYMTAETCS npuHagnexalimm
nonb3oBaTento, ecnn OoH 6bin  3apernctpupoBaH (cepTuduUUMpPOBaH) YCTAHOBMEHHbIM
NOpsIAKOM.

Maponb
1. WpaeHTndunkatop cybbvekTa AoCTyna, KOTOpbIN aBNseTcs ero (CybbekTa) cekpeTom.
2. CekpeTHasas WHdopMauusa ayTeHTudukauum, ob6blYHO npeacTasngowas cobon CTpoky
3HAKOB, KOTOPOW AoSXeH obnagaTh Nonb3oBaTe b AN A0CTyNa K 3alMWEHHbIM AAaHHbIM.

MnaHoBas cMeHa Kau4en
CMeHa KO4Yen C  YCTAHOBNEHHOW B CUCTEME NEPUOAMYHOCTbIO, He  Bbl3BaHHas
KOMMpoMeTaumen Kyen.

Mo60oYHbIE 2NEKTPOMArHUTHBIE N3NTYYEHUS N HABOAKMU

1. DNeKTpOMarHUTHbIE W3NYyYEHUS TEXHUYECKUX CpPeacTB 06paboTkm uHbOpMauuu, He
npeaHasHayeHHble Ans nepeaavn, NpMemMa unm npefHaMepeHHoro UCKaXeHus uHdopmauum, a
TaKXXe HaBOAKWN OT TEXHUYECKUX CPEACTB B OKPYXKAMOLWNX NpeaMeTax.

2. HexenatenbHble n3ayyeHns U HaBOAKW, NposBAsaoWwmMecs B Buae noboUHbIX, BHEMOMOCHbIX,
LWYMOBbIX M HaAaBOAWMbIX CUIHANIOB, MOTEHUMANIbHO 06pas3ylLWmMX HEKOHTPOSIMPYEMble KaHanbl
yTeukun KoHduaeHumanbHon nHdopmaunm.

Mo6o4yHOEe 3/1eKTPOMarHUTHOE U3NnyyeHue
HexenatenbHoe WMHMOPMALMOHHOE  3/IEKTPOMArHUTHOE  M3/lyYeHue, BO3HUKaAKLWee B
pe3ysibTaTe HEIMHEWHbIX MPOLECCOB B 3/IEKTPUYECKUX Lensax npu obpaboTke mHdoOpMaumm
TEXHUYECKNUMU CpeaCcTBaMU U NPUBOASILLME K yTeuke MHGOopMaumu.
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MNonb3oBaTenu

lpaxkaaHe, oOpraHbl rOCyAapCTBEHHOW BJAacTW, OpraHbl MECTHOro CaMOyMpaBJiEHUS,
opraHu3aumm u ob6LEeCTBEeHHble 06beaMHEeHUA 061aAaloT paBHbIMM MpaBaMM Ha AOCTyn K
rocyZlapCTBEHHbIM pecypcaM U He 0653aHbl 060CHOBbLIBaTL Nepes BNaAesblieM 3TUX pecypcoB
Heo6X0AMMOCTb MOJIyYEHUS 3anpalivBaeMoiri MMM WMHGoOpMaumun. WcknoyeHne cocTaBnsieT
NHbOpPMaUNSA C OrpaHNUYEHHbIM AOCTYMOM.

Monb3oBaTtensb (noTpebutens) nHdbopmaumnm

1. CybbekT, obpawatowmmncs K MHHOPMaLMOHHON CUCTEME WM MOCPEAHMKY 3a Nony4yeHueMm
HeobxoamMmon eMy MHdoOpMaLMM 1 NOSb3YIOLWNIACS €lo.

2. CybbekT, nonb3yowmimncsa nHpopmaumen, nonyvyeHHom ot ee cobCcTBeHHMKaA, Blagenbua nam
nocpeaHMka B COOTBETCTBMW C YCTAHOB/IEHHbIMW MpaBaMuM W MpaBuiaMm [octyna K
nHpopMaunm nnbo € nx HapyLeHuemM.

MoSHOMOYHbIN npeacrtaBuUTENIb OpraHn3aunm

lMpeacraBuTenb oOpraHMsauuM M3 4ucia nepBbiX AO/MKHOCTHLIX /UL B COOTBETCTBUU C
YCTaBHbIM JOKYMEHTOM WUIN, MMELLMNA COOTBETCTBYHOLLYHO AOBEPEHHOCTDb.

MpaBnao gocTtyna K 3awmiiaemMon nHhopMaumm
COBOKYMHOCTb MNpaBw/l, periaMeHTUpyrLWwmx nopsaok W ycnoBus AOCTyna K 3auivuiaeMon
WHpOpMaLUM N ee HOCUTENSM.

MpaBuna pasrpaHndeHnsa goctyna (MNPA)
COBOKYMHOCTb MpaBwu/, pernaMmeHTMpylowWnx npaBa AocTtyna cybbekToB gocTtyna K obbekTam
aocryna.

MpaBo AocTyna K 3awmwaemon nHdbopmaumm; npaso
COBOKYMHOCTb MpaBua AOCTyna K 3awmuaeMon mHdopMaunm, YCTaHOBAEHHbIX MpaBOBbIMU
OOKYMEHTaMUu Uin CO6CTBEHHUKOM, BragenbuemM nHpopmaumu.

lMpoBepKa 3N1eKTPOHHOM NOAMUCU AOKYMEHTA

MpoBepka COOTHOLUEHUS, CBA3bIBAKOLWErO X3W-(PYHKUMIO [AOKYMEHTa, noAnuCb Mnoa 3TUM
OOKYMEHTOM W KJItOY MPOBEPKM 3MEKTPOHHOW Moanucy noanucaBllero nosb3oBaTens. Ecnu
paccMaTpuUBaeMOE COOTHOLUEHME OKa3blBAETCA BbIMNOJ/IHEHHbLIM, TO MOAMNUCb NpU3HaEeTCcA
NpaBW/IbHOM, a caM [AOKYMEHT - MNOAJ/IMHHbIM, B TMPOTMBHOM CJlyd4ae [AOKYMEHT CUMTaeTcs
M3MEHEHHbIM, a NOAMNUCb NOoA HUM - HEAENCTBUTENTbHOMN.

Pazrnawenune

HecaHKUMOHMpPOBaAHHOE [AOBeAeHMe 3alumuwaeMon wuHdopmaumm [o noTpebutenei, He
MMeLWmMX npasa A0CTyNa K 3ToN HdopMauunu.

PacwmndpoBaHmne gaHHbIX

Mpouecc npeobpazoBaHUsa 3aWN@PPOBaHHbLIX AAHHbIX B OTKPbITblE AaHHbIE MNpPUY MOMOLUK
wuopa.
PernameHTauus

Cnocob6 3awmTbl uHPoOpMaumm B npouecce GYHKUMOHMPOBAHUSA CUCTEMbI MeEpPONpUATUNA,
co3gjanlmx Takme ycroBus nepepaboTky 3alimuaeMbiX AaHHbIX, MPU KOTOPbIX BO3MOXHOCTMU
HECaHKLUMOHMPOBAHHOIO AO0CTyNa CBOASTCA K MUHMMYMY. CumTaeTtcs, yTo Ans 3deKTUBHOM
3aWnTbl H€O6XOLI,VIMO CTporo pernaMmeHTnpoBaTb 34aHun4, noMeweHuns, pa3MelleHne
annapaTypbl, opraHmsaumio un obecnedeHune paboTbl BCEro nmnepcoHana, CBA3AHHOMO C
06paboTkol KoOHpMaeHUMaNbHOW MHpOPpMaLUN.

CaHKLUMOHNPOBAHHbIM A0CTYN K MH(opMauum
JocTyn K nHdpopMauunm, He HapyLLalOLWMn NpaBuia pasrpaHM4yeHmns goctyna.
CepTudukaT 3aLlnThbl

JOKYyMEeHT, yAOCTOBEPSIOLWMA COOTBETCTBME CPEACTBA  BbIYUC/IUTENBbHOM TEXHUKUM UK
aBTOMaTU3MPOBAHHOM cucTeMbl Habopy onpegeneHHbix TpeboBaHMin nNo 3awmTte OT
HECAaHKLUMOHMPOBAHHOIO AocTyna K WHdopMaunmm u pavowmin npaBo  pa3paboTumky Ha
NCNONb30BaHNE U/MNKM pacrnpocTpaHeHMe UX KaK 3alinieHHbIX].
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CepTudukaTt Ktoya NPOBEPKN SNEKTPOHHOM NOAMUCHK

DNEKTPOHHbIN AOKYMEHT UM AOKYMEHT Ha BYMaxXHOM HOCUTENE, BblAaHHbIE YAOCTOBEPSIOLLNM
LEeHTpOM 1nM60 [OBEPEHHbIM JIMLUOM YAOCTOBEPSIOLWEro LEHTpa W noaTBepXaatolme
NPUHAANEXHOCTb K/loYa NPOBEPKM 3MEKTPOHHOM MNoAMnMMCKU Bnadenbly cepTudukaTta Kioua
NPOBEPKN 3/IEKTPOHHON MOAMNUCH.

CepTuduKaT OTKPbITOrO Ktoya

CepTudmkaTt Kno4Ya NpoBEPKN 3/1EKTPOHHON nMoanmcn unu wndgpoBaHus npeacrasnset cobom
CTPYKTYPUPOBAHHYIO ABONYHYIO 3anucb B ¢popmaTe ASN.1, COCTOALLYIO U3:

e UNMEHU CY6'beKTa nnn obbekTa CUCTEMbI, OAHO3HA4YHO M,Cl,eHTVId)MLI,Mpy}OU.leﬁ €ro B Cncteme,
e OTKPbITOro Ksito4a CY6'bEKTa nnn obbekTa CUCTEMBDI,

e JOMNOJTHUTENbHbIX anM6YTOB, onpeaendaeMblxX Tpe6OBaHMF|MM MCnoJzib30BaHUA CepTl/ICbMKaTa
B Cucreme,

e 3M U3pgaTensa (YOOCTOBEPSIOLIErO LEHTPA), 3aBEPSIOLLYI0 COBOKYMHOCTb 3TUX AaHHbIX.

dopmaTt ceptudukata onpeaeneH B pekoMeHpaumax ITU-T .509 m pekomeHpaumax IETF
RFC 2459. B HacTosiLee BpeMsa OCHOBHbIM NpUHATbIM bopMaToM sABnsetcs dopmaT Bepcun 3,
no3sonsoWnii onpeaennte gononHeHns (extensions), C NOMOWbID KOTOPbLIX peannsyeTtcs
onpeaeneHHas nonutuka 6e30nNacHOCTM B CUCTEME.

CepTndukaTt COOTBETCTBMUSA

JOKyMeHT, BblAAHHbIA MO npasuniaM CUCTEMDbI CepTMCbMKaLl,MI/I Ana noaTBeEPXAEHUA
COOTBETCTBUA CepTMd)MLlMpOBaHHOVI npoaAyKUMN YCTAHOBJIEHHbIM Tpe6OBaHVIHM.

CeKkpeTHbIf (3aKpbITbIN) KoY

Kpuntorpadunyecknii Koy, KOTOPbIA XPaHWUTCA Monb3oBaTesieM CcuUcTeMbl B TanHe. OH
ncnonb3yeTcs ANs WNgpoBaHUS.

Cuctema 3awmTbl MHPOPMaLUm

COBOKYMHOCTb OpraHoB W/WAW  WUCNONHUTENEN, WCNoNb3yeMas WMU TexXHUKA 3aliuTbl
MHGOpMaumMmn, a Takxke O06beKTbl 3alluTbl, OPraHU3oBaHHble W GYHKLUWUOHMUPYIOLWNE O
npaBunam, YCTaHOBJIEHHbIM COOTBETCTBYOLWMMMU NnpaBoOBbIMU, OpraHM3auUMOHHO-
pacnopaauTeNbHbIMU U HOPMATUBHbLIMU AOKYMEHTAMK MO 3aluTe UHdopMaLmu.

CucreMa 3awmTbl MHPopMauun ot HCA

KoMnnekc  OopraHu3auuoHHbIX Mep W MpOrpaMMHO-TEXHUYECKMX (B TOM  yucrne
KpunTorpacmnyeckmx) CpeacTB 3auTbl OT HECAHKLUMOHMPOBAHHOIO A0CTyNa K WHdopMauun B
aBTOMaTU3UPOBAHHbLIX CUCTEMAX.

CnyxebHasa n KoMmMmep4yeckas TaliHa

1. MHdopMaunss cocTaBnsieT CnyXebHyl WM KOMMep4Yeckyl TaWHy B Cc/lyyae, Koraa
MHdopMauns nMeeT AENCTBUTENbHYIO UMM MOTEHUMANbHY0 KOMMEPYECKYH LEeHHOCTb B CUIY
HEW3BECTHOCTN ee TPETbUM SiMuaM, K Hell HeT cBO60AHOIro A0CTyMNa Ha 3aKOHHOM OCHOBaHWUK, U
obnapatens MHMOPMaUMM NMPUHUMAET MEpbl K OXpaHe ee KoHduaeHuuanbHocTu. CBeaeHus,
KOTOpbl€ HE MOryT COCTaBNSiTb CHYXe6HYl WM KOMMEpYECKYl TaiHy, onpeaenstoTcs
3aKOHOM N UHbLIMWU NPaBOBbIMU aKTaMW.

2. NHdbopmaumsa, coctaBnasowas cayxebHyio WAM  KOMMEpYecKyt TaWHy, 3awuuiaeTrcs
cnocobamn, npeaycMoOTpeHHbIMU [paxaaHCckuMm kogekcoM PO wn apyrumum 3akoHamu. Jivua,
HEe3aKOHHbIMWM MeToAaMu NOoMy4ymBlIME MHGOPMALMIO, KOTOpas COCTaBASeT CAyXebHy wnu
KOMMepYecKyl TarHy, 06s3aHbl BO3MECTUTb MNpUUMHEHHble YObITKN. Takas xe 064a3aHHOCTb
BO3naraeTcs Ha paboOTHWKOB, pasrfacuMBLUMX CAYXEDOHYIO UM KOMMEPYECKYH TaliHy BOMpeKku
TPY4AOBOMY AOroBOPY, B TOM UYMUC/Ie KOHTPAKTY, U Ha KOHTPareHTOB, CAENaBLINX 3TO BOMPEKU
rpaxxAaHCKo-NpaBoBOMY AOrOBOPY.

Cob6cTBEHHUK MHDOPMaLIMK

1. CybbekT MHGOPMAUMOHHbLIX OTHOLWeEHWU, obnagarowmii LPUANYECKUM MpaBoOM BlageHUS,
pacnopsiXXeHnsa M rnosib3oBaHMsa MHPOPMaUNOHHBIM pecypcoM. lOpunanyeckoe npaso BlageHUs,
pacrnopsi>XeHnss U MOJIb30BaHMUSA  MHMOPMALUMOHHLIM  PEecypcoM MPUHAANEXUT Nuuam,
MONYYMBLUMM 3TOT MHGMOPMALUMOHHBIA pecypc Mo Hacneacrsy. ABTOpaM  OTKPbITUMN,
N306peTeHnin, Hay4YHO-TEXHUYECKNX Ppa3paboToK, pauMoHaIM3aTOPCKUX MPEeAsIOXEHNA U T.4.
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NPUHAANEXNT NPaBO BNAAEHMS, PacrlopsXKeHUSI U MOJIb30BaHMSA MHGOpMaumen, UCTOYHMKOM
KOTOPOW OHW ABASAOTCS.

2. Cybbekt, B nonHoM obbemMe peanusyowmii MOJHOMOUYMSA BNafeHUS, MNOSb30BaHUA W
pacnopsixeHns nHgpopmMaunen B COOTBETCTBUN C 3aKOHOAATENIbHBIMU aKTaMMu.

3. lOpuanueckoe wnu dusnyeckoe numuo, Bragewuwee UHboOpMaumern B COOTBETCTBUMU C
3aKoHOM 0 cO6CTBEHHOCTM!.

Cnocob 3awmTbl MHbopMaLmu

Mopspok u  npaBuia MNpUMEHEHUs OnpeaesieHHbIX MPUHUMNOB W CPeacTB  3aluThl
nHdopmaumu.

Cnocobbl HECAHKLMOHWPOBAHHOMO AOCTyMa

1. MNpueMbl M NOpPSIAOK AENCTBUI C Lenbko nonyyeHusa ([o6biBaHUA) OXpaHsieMblX CBeAEeHUM
HE3aKOHHbIM nyTeM. K HUM, B TOM 4YnCNe, OTHOCATCH:

e UHMUMATUBHOE COTPYAHWYECTBO (NpeaaTenbCTBO, U3MEHA).

e CKJIOHeHMe (NpuHyxXaeHue, nobyxaeHne) K coTpyaHMUecTBy (MOAKYM, LWaHTax);
e MoACNyLlWMBaAHME NEPErOBOPOB;

e HEe3aKOHHOE 03HaKOMJIeHue;

e XULLEHUE;

e noaaenka (Mogndunkaumns);

e YHU4YTOXEHMe (nopya, paspyLLeHune);

e HEe3aKOHHOEe NoAK/IYEHUE K CUCTEMAM U IMHUAM CBA3U U nepefayvn nHdopmaumu;
e [repexBaT aKyCTUYECKUX U 3/1eKTPOMarHUTHbIX CUTHANOB;

e BM3yanbHOEe HabnoaeHue;

o oTorpadmpoBaHue;

e cbop M aHann3 AOKYMeHTOB, Nybnmkaumm n NpoMbILLAIEHHbBIX OTX040B.

2. K ocHOBHbIM cnocobam HC/[ oTHocaTcs:

e HenocpeacTBeHHoe obpalleHune K obbekTaMm AoCcTyna;

e CO3/laHMEe MPOrpamMMHbIX U TEXHUYECKUX CPEACTB, BbIMOSHAWMX obpalleHMe K 06beKTaM
AoCTyna B 06xo4 CpeAcTB 3allMThbl;

3. Mmoamdmkauma cpeacTs 3alinTbl, No3BoNsOWan ocywectesmtb HCL;

4. BHegpeHue B TexHu4yeckne cpeactsa CBT wnam AC nporpamMMHbIX WM TEXHUYECKUX
MEXaHM3MOB, Hapywawwmx npegnonaraemMyio CcTpyktypy un dyHkumm CBT wam AC wu
nossongowmx ocywecrsnte HCA.

CpeAacTBa BblYMCNUTENBHOW TEXHUKMU

COBOKYMHOCTb MPOrpaMMHbIX M TEXHUUYECKUX 3/IEMEHTOB CUCTEM 06paboTKM AaHHbIX,
CNOCOBHbIX PYHKLIMOHMPOBATbL CAMOCTOATENIBHO UJIM B COCTABE APYrMX CUCTEM.

CpeactBo 3awunTbl MHMOPMaLmn

TexHu4yeckoe, NpOrpaMMHOE CPEeACTBO, BELLECTBO W/WUAW MaTepuan, npeaHasHayeHHble UNu
Nchonb3yeMble ANns 3aWmTbl MHpOpMaLMN.

Cpe,D,CTBO 3alWunTbl OT HECAHKLUNOHNPOBAHHOIO AOCTYMNa

MporpaMMHOe, TEXHUYECKOE WU NPOrpaMMHO-TEXHUUYECKOE CPEeACTBO, NMpeaHasHavyeHHoe A/
NpeaoTBpaLLEeHUsa UK CYLLLECTBEHHOMO 3aTPyAHEHUS HECAHKLIMOHUPOBAHHOIO AOCTYynMa.

CpeAcTBO KpunTorpaduyeckon 3amTbl MHHOpMaLnm

CpeactBo BblUMCAUTENBHON TEXHUKU, OCYLLECTBAsILWee Kpuntorpadunyeckoe npeobpasosaHue
nHpopMaunm ana obecneveHns ee 6e30macHoOCTL.

CybbekT goctyna

JIuo wnM npouecc, AeNCcTBMA KOTOPOro pernamMeHTUpYTCs MpaBuiaMn  pasrpaHuyeHus
focTyna.

Cyb6beKkT MH(POPMALNOHHbIX OTHOLLEHWN

dusnyeckoe nnm opmamyeckoe nmuo, obnagatoulee onpeaeneHHbIM NpaBoM MO OTHOLUEHMUIO K
MHPOPMALUMOHHOMY  pecypcy. B  3aBUCMMOCTM  OT YPOBHS  MOJIHOMOUYMI  CyHbekT

15



XXTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacTBO aaAMUHUCTpaTopa 6€30nacHOCTH.
O6was yacTb

MH(POPMALMOHHBLIX OTHOLIEHUIA MOXET 6blTb UCTOYHWKOM, COBCTBEHHWKOM, BNaAeNbLEM WK
nonb3oBaTesnieM nHdopMaunm.

TexHunyeckoe cpeacTso 06paboTkn MHbopMaLmn

TexHMYeckoe CpeacTBO, NpeAaHa3Ha4yeHHoe ANS npueMa, HaKOMEeHUs, XPaHEeHWsl, MOMUCKa,
npeobpasoBaHus, oTobpaxeHusa n nepegaym MHopMaunm Mo KaHanam CBS3U.

Yrpo3a 6e3onacHoOCTH

COBOKYMHOCTb YC/OBUIA U (DaKTOPOB, CO3JalOLWMX OMACHOCTb >XM3HEHHO BaXHbIM WHTEpecaMm
NMYHOCTU, 0bL1ecTBa M rocyaapcraa.

YO0CTOBEPSOLWMNA LLEHTP

LleHTp ynpaBneHust OTKPbITbIMU KOYaMW U KKOYaMU MNPOBEPKM 3/IEKTPOHHOW MoAnMUcU B
COOTBETCTBUMN C pekoMeHaaumsamm X.509 B yacTM WCNOMb30BaHUA CEPTUPUKATOB OTKPbITbIX
K/HOYEen.

YHUUYTOXEHNE MHPOPMaLNK

[enctBne, B pesynbTaTe KOTOpPOro wuHdopMaums nepectaer GHuU3MYeCKM CyLecTBOBaTb B
TeXHUYECKNX cpeacTBax ee 06paboTku.

YnpasneHue kiyamu

Co3paHuve (reHepaumsl) Ka4Yen, UX XpaHeHne, pacnpocTpaHeHune, yaaneHne (yHUYTOXeHue),
y4yeT U NpUMEHeHMe B COOTBETCTBUM C NOSINTMKOM 6e30nacHOCTH.

YTeuka nHdopMauum

1. HekoHTponupyemoe pacnpocTpaHeHne 3awuuiaemMort UHdopMauum B pesynbrate ee
pa3srnaweHuns, HeCaHKUMOHMPOBAHHOIO AOCTyna K WHdOpMauum M NonyyeHus 3auiaemon
WHdOpMaLNK pa3BeaKon.

2. HenpaBoMepHbIXN BbIX04 KOHMWUAEHUMANbHON MHGOpMaUunM 3a npenesnbl opraHMs3aunm unm
Kpyra nuvu, KOTopbIiM 3Ta MHdOpMaLuuna goBepeHa.

DYHKUNSA X3LWMPOBAHUS

3ak/ito4aeTcs B COMOCTaB/IEHNM MPOU3BOJSIbLHOIO Habopa AaHHbIX B BMAE NOC/Aen0BaTeNbHOCTH
ABOWYHbIX CMMBOMIOB M ero obpasa (PUKCUPOBAHHOM HEeOONbLWOW ANMHbLI, 4YTO MO3BONSET
MCMosib30BaTthb 3Ty PYHKLUMIO B Npoueaypax 3NEKTPOHHOM NOANUCU AN COKpPALLEHUS BPEMEHMU
noanMcM wn npoBepkn noanucu. 3Dbd@eKkT CoKpalleHUs BPEeMeHW [OCTUraeTcs 3a cJdeT
BbIYMCNIEHMS MOANUCK TONbKO Noa obpa3om nognucbiBaeMoro Habopa AaHHbIX.

LlenoctHocTb MHbOpMaLumnm

1. CnocobHOCTb CcpeacTtBa BbIYUCUTENBHOM TEXHUKW WANM aBTOMATU3MPOBAHHON CUCTEMbI
obecneumBaTb HEM3MEHHOCTb MHGOPMaUMN B YCNOBUAX ClyYalHOro u/vnun npegHamMmepeHHoro
NcKkaxxeHus (paspyweHus).

2. CBOMCTBO WHOpMauMn, 3akitoyatolleecss B €€ CyLeCTBOBAaHMU B HEUCKaXEHHOM BuAe
(HEU3MEHHOM MO OTHOLLEHUIO K HEKOTOPOMY (DUKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awuTbl HOOPMaLNK
3apaHee HaMe4YeHHbIN pe3yabTaT 3aWmnTbl MHOPMaLUNn.

1. Uenbto 3awmtbl MHPOpMaumm MoxeT 6biTb npepoTBpaweHne yuepba cobCTBEHHUKY,
Bnagenbly, nonb3oBaTento WMHGoOpMaunMm B pe3ynbTaTe BO3MOXHOM yTeuyku UHdopMaumm
W/VNN HeCAHKLUMOHNPOBAHHOIO N HeNpegHaMepPeHHOro BO34eNCTBUS Ha MHpOpPMaUMIo.

2. LleJ'IF!MVI 3allnTbl ABNAKOTCA: NpeaoTBpalleHNE yTedykn, XUWeHwund, yTpaTbl, UCKaXeHUA,
noanesnkm uHdopmaumn; npegoTBpawleHne yrpos 6e3onacHOCTM JMYHOCTM, oblecTBa,
rocyaapcrea; npeaoTBpalleHne HeCaHKUMOHMPOBAHHLIX  AEACTBMA MO YHUYUTOXEHMUIO,
MoAN(DUKALNN, UCKAXEHWUIO, KOMMPOBaHWUID, 6N0KMpPOBaHMIO MHMOpPMauMn; npenoTBpalleHne
apyrmx bopM He3aKOHHOro BMelaTenbCTBa B MH(OPMaLUMOHHbIE pecypcbl U MHHDOPMALMOHHbIE
cucteMbl, obecneyeHmne MpaBoOBOro pexmma AOKYMEHTUPOBAHHOM MHOpPMaUMKM KakK obbekTa
COBCTBEHHOCTW; 3aliMTa KOHCTUTYUMOHHbLIX MpaB rpaxAaH Ha COXpaHeHMe JINYHOM TaWHbl U
KOH(PWMAEHUNANBHOCTM MNEPCOHaNbHbIX AAHHbIX, MMEKLWNXCA B MHMOOPMALUMOHHbBIX CUCTEMAX,
coxpaHeHune rocynapCcTBeHHOMN TalHbl KOH(pUAeHUManbHOCTH OOKYMEHTMPOBAHHOMN
WHpopMauMM B COOTBETCTBMM C 3aKOHOAATENbCTBOM; obecneyeHue npaB cybbekToB B
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MHDOPMAUMOHHBIX  Mpoueccax M npu  pa3paboTke, MPOU3BOACTBE U MPUMEHEHUU
MHPOPMALMOHHBLIX CUCTEM, TEXHOIOMMNIA N CpeacTB Ux obecrneyeHus.

Wndp

COBOKYMHOCTb 06paTUMbIX MpeobpasoBaHUii MHOXECTBA BO3MOXHbIX OTKPbITbIX AAHHbIX Ha
MHOXECTBO BO3MOXHbIX 3alMdPOBaHHbIX AaHHbIX, OCYLIECTBASEMbIX MO oOnpeaesieHHbIM
npaBuiam c NpMMeEHEHNEM KJTIOUEN.

LLingppoBaHne
Mpouecc 3awmndposaHus nnu pacwumdpoBaHms.
E Knioy 3awmncpoBanusa E Kniou pacwmdpoBanus
RAO ABC
MUCXOOHbIN TEKCT
3awmndpoBaHHbIN TEKCT
3awucpoBaHue PacwudpoBaHue
Puc. 1. WindposaHue nHpopmauum
LUMCprBaHl/Ie MHCbOpMaLI,MM - B3aMMHOOAHO3HA4YHOE MaTeMaTn4deckKoe (KpMI‘ITOFpadJVI‘-IeCKoe)

npeobpasoBaHue, 3aBucsllee OT kNo4va (CekpeTHbIi napaMeTp npeobpas3oBaHus), KOTOpoe
CTaBUT B cooTBeTcTBME 610Ky OTKpbITON MWHPOpMauMK, nNpeacTtaB/ieHHON B HEKOTOpomn
umdpoBon koaupoBke, 610K WKMDPOBAHHON MHGOPMaUMKW, TakxXe npeacTaB/ieHHOW B
umdposon koaumposke. TepMuH wudposaHne obbeamHseTr B cebe paABa npouecca:
3awndpoBaHune n pacwmndposaHme MHopMauun.

Ecnu 3awndpoBaHme n pacwmndpoBaHme OCYLLECTBASIOTCA C UCMOJSIb30BaHMEM OAHOIMO0 U TOro
e KAw4va, TO TakoW anroputMm  Kpuntorpaduyeckoro npeobpasoBaHuMs Has3blBaeTCs
CUMMETPUYHbBIM, B MPOTUBHOM C/lydae — aCUMMETPUYHbIM.

MpountaTh 3awndpoBaHHoe coobuleHne (MHGOPMaLUMIO) MOXeT TOJIbKO Mosib30BaTesb,
MMEIOLMI TOT Xe 3aKPbITbIN K4 WKNdpoBaHUS.

LLinppoBaHne fOKYMEHTOB (TEKCTOB)

MpeobpaszoBaHne HOpMbl MCXOAHbLIX (OTKPbITbIX) TEKCTOB COO6LWEHNI TakMM 06pasoM, 4To UX
CMbIC1 CT@HOBMUTCA HEMNOHSATHbIM Ans Aboro nuvua, He Brajellero cekpetom obpaTHOro
npeobpasoBaHus.

LLindpoBanbHbie cpeacTBa

K wwndpoBanbHbiM (KpunTorpaduyecknum) cpencresam (cpeacrsam  Kpuntorpadunyeckomn
3aWnTbl MHPOPpMaLMKM), BKIKOYAA LOKYMEHTaUMI0 Ha 3TU CPeacTBa, OTHOCATCS:

a) cpeacrea wudpoBaHMA - annapaTHble, MNporpaMmMHble W MNporpaMmMHo-anmnapaTHble
WwndpoBasbHbie (kpunTorpadunyeckne) CpeacTBa, peanusyluwme anropuTMmbl
Kpuntorpaduyeckoro npeobpasoBaHns MHGOpMaUnmM ans orpaHUYeHns AOCTyna K HEN, B TOM
ymucne npu ee xpaHeHun, obpaboTke 1 nepegave;

6) cpeacrtea WMMUTO3alWMTbLI - annapaTHbie, MNPOrpaMMHbIE W MNPOrpaMMHO-annapaTHbIe
wndgpoBanbHble (Kpuntorpadguyeckme) cpeacrtsa (3a WUCKIKOYEHMEM CpeacTB WudpoBaHus),
peanusylowme anroputMmbl KpunTtorpaduyeckoro npeobpasoBaHus uHbOpMaumn ana ee
3alWMTbl OT HaBSA3bIBAHUS NOXHOM MHGpOPMaLMK, B TOM YUCie 3almTbl OT MoandUUNpoBaHus,
ana obecneyeHnss ee [OCTOBEPHOCTUM U HEKOPPEKTMPYEMOCTH, a Takxe obecnedeHus
BO3MOXHOCTW BbISIBJIEHNUS M3MEHEHWI, uMuTauum, danbcndpukaunm unm moamdunumpoBaHus
nHdopmauun;

B) cpeAcTBa 3/1IEKTPOHHOM NOAMNUCH;

r) CpeacTBa KOAMPOBAHUS - CpeacTBa WMMPOBaHMSl, B KOTOPbIX 4YacTb KpunTorpaduyeckmx
npeobpasoBaHnii MHPOPMALIMN OCYLLECTBASIETCA C UCMOJSIb30BAaHMEM PYYHbIX Onepaunm unm c

17



XXTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacTBO aaAMUHUCTpaTopa 6€30nacHOCTH.
O6was yacTb

MCNoJIb30BaHMEM aBTOMATU3UPOBAHHbIX CPeACTB, nNnpeaHa3dHayeHHbIX ANnA BbIMOJIHEHUA TaKUX

onepauun;

A) cpeacTtBa  M3roToBNEHWUS  KJKOYEBbLIX [AOKYMEHTOB - annapaTHble, TMpPOrpamMMHble,
nporpaMMHo-anmnapaTHble WwndpoBasbHble (kpunTorpaduyeckne) cpeacrea, obecneumsarowimne
BO3MOXHOCTb N3roToB/IEHUS Kto4EeBbIX OOKYMEHTOB ans WnpoBanbHbIX

(kpunTorpadmnyecknx) cpeacrs, He BXoasiwme B COCTaB 3TUX  WM@POBabHbIX
(kpunTorpaduyeckmnx) cpeacTs;

€) K/toYeBble OOKYMEHTbl - 3/IEKTPOHHbIE AOKYMEHTblI Ha N06bIX HocMTenax uHdopMauuun, a
TakXe [OKYMeHTbl Ha OyMaXHbIX HOCUTENsiX, coaepxXawme K4deByr MWHPoOpMaumio
OrpaHU4YeHHOro Aoctyna Aans kKpuntorpaduyeckoro npeobpasoBaHums uHGoOpMaumm C
MCNONb30BaHWEM  anNropuTMOB  KpunTorpaduueckoro  npeobpas3oBaHuss  MHGOpMauun
(kpunTorpaduyeckmin kntod) B WndpoBasbHbiX (KpunTorpadumyeckmnx) cpeacTeax;

X) annapaTHble wudpoBanbHble (KpunTorpaduyeckmue) cpeacrtsa - YCTPOMCTBA UM UX
KOMMOHEHTbI, B TOM 4uC/e coAepxXallne K/4veBylo WHPopMaumio, obecrneumsatowme
BO3MOXHOCTb  npeobpasoBaHus  WMHGOpMauMum B COOTBETCTBMM  C  anroputMmamu
Kpuntorpaduyeckoro npeobpasoBaHus uHdopMauum 6e3 UCnonb3oBaHWUSA nNporpamMm  Ans
3/1EKTPOHHbIX BbIYMCAUTENbHbBIX MALUUH;

3) nporpammHble wwudpoBanbHbie (Kpuntorpadunyeckme) cpeacrtsa - MporpaMmbl  Ans
3NEKTPOHHbIX BbIYMCAUTENbHbIX MAWMWH WU UX 4YacTM, B TOM YUC/Ee COoAEepXalluue KI4YEBYHO
nHpopmauuto, obecneumBatome BO3MOXHOCTb NpeobpasoBaHna MHGpoOpMaLnmM B COOTBETCTBUMN
C anroputMamm Kpuntorpaduyeckoro npeobpasosaHus uHdbOpMauMM B NpPOrpamMMHoO-
annapaTHbIX wudpoBanbHbiX (KpunTorpaduyeckmx) cpeactBax, MHPOPMaAUMOHHbLIX CUCTEMAX
N TeNeKOMMYHUKAUMOHHbIX CUCTEMAX, 3alUMLEHHbIX C WCNOoSb30BaHMEM LWNQPOBASbHbIX
(kpunTorpadumnyeckmnx) cpencTs;

W) nporpaMMHo-annapaTtHbie WwndposanbHble (Kpuntorpaduyeckme) cpeactesa - yCTPOMCTBA U
MX KOMMOHEHTblI (3@ WCKNOYEHNEM MHPOPMALMOHHBLIX CUCTEM U TENEKOMMYHUKaLMOHHbBIX
CUCTEM), B TOM UuC/ie coaepXalime KyeByo MHopMauuo, obecnevmnBatowme BO3MOXKHOCTb
npeobpasoBaHna wuHdopMaumm B COOTBETCTBMM C aaroputMamm KpunTtorpaduyeckoro
npeobpasoBaHna  uMHdopMaumm C  UCMNONb30OBaHMEM  MporpaMM  AnAs  3NEeKTPOHHbIX
BblUMCMINTENbHBIX MalUWH, npeAaHa3HadeHHbIX A5 OCYLIeCTBAeHUsl 3TUX npeobpa3oBaHuin
MHMOPMaLUNM UM NX YacCTW.

LLindpyowas dannosas cmcrema

QannoBaa cuctema, nossonswwan obecneumBaTb KpunTorpaduyeckyto 3awuty danna
(wndpoBaHue) He3aBNUCUMO OT ApYruX annoB C BOSMOXHOCTbIO €ro U3MEHEHUs He3aBUCUMO
KaXAbIM M3 AOMNYLWEHHbIX K HEMY NOJIb30BaTEsNEN:

DNEKTPOHHas Noanuch

[aHHble, no6aBnsieMble K 650Ky AaHHbIX MOJlyYeHHble B pe3y/sibTaTe ero Kpuntorpaduyeckoro
npeobpas3oBaHus, 3aBUCALLEro OT 3aKpbITOro Kjouya U 6/10Ka AaHHbIX, KOTOPblE MO3BONSAOT
NPUEMHUKY [laHHbIX YAOCTOBEPUTHLCS B LENOCTHOCTM 610Ka AaHHbIX U MOAJIMHHOCTM UCTOYHMKA
OaHHbIX, @ TaKXxXe o6ecneynTs 3alUuTy OT NoASiora CO CTOPOHbI MPUEMHMKAE AAHHbIX.

lMpoBepka 31eKTpOHHOM noanucu noa 6510KOM OTKpbITOM MHMOPMauumM npom3BoaUTCS C
noMoLLblo KpunTorpadunyeckoro npeobpasoBaHnsa U OTKPLITOro Kaw4da (Kawda nposepku 3M1),
COOTBETCTBYHOLLEro 3akpbiToMy (Kkntody 2I1), yyacTBoBaBLIEro B rnpouecce yctaHoBKK D1,
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@a— 2

CepTtudmkar \ N
E CekpeTHbIN kntoy 3UN OTKPEITOrO KNntoya 1 \\
aun o
ABC
MCXDAHI:II‘/'I TeKCT
aun ﬁ
dopmuposaHue UM Mposeka 3UMN

Puc. 2. dopmupoBaHue u nposepka 3

DneKkTpoOHHasa noanmcb obecneymBaeT LENOCTHOCTb coobeHnii (A0OKYMEHTOB), NepeaaBaeMbiX
No He3alMLEHHbIM TENEKOMMYHMKAUMOHHbIM KaHasnaM obwero nosb30BaHUs B CUCTeMax
06paboTkn nMHdbopMaunm pasIMYHOro Ha3HAYEHWUs, C rapaHTUMPOBAHHOW MAeHTUDUKaAUMeEN ee
aBTopa (nMua, noanucasliero AOKYMEHT). DAeKTpOHHas MNOoAMNMCb MO3BOJSISET 3aMeHUTb Npu
6e36yMaxxHOM [OKyMeHToo60poTe TpaAUUMOHHbIE MedaTb M noanucb. [pu MNoCTpoeHuun
uMppoBOMN NOANMCKM BMECTO OObIYHOM CBS3U MexAay nedyaTblo WM PYKOMWUCHOW MOAMUCHID U
nuctom 6ymarm BbICTynaeT C/OXHas MaTeMaTuyeckas 3aBUCUMMOCTb MeXAY 3/1EKTPOHHbIM
OOKYMeHTOM, kntodamm 3l n nposepkn II1.

MpakTnyeckass HEBO3MOXHOCTb MOAAENKHU 3J'IeKTpOHHOl7I noaonmncnm onunpaeTca Ha O4YeHb
6onbwoii 06beM onpeaeneHHbIX MaTeMaTUHECKUX BbIUMCIIEHUNA.

lMpocTtaBneHne noanncuU noa AOKYMEHTOM He MeHseT CaMOoro AOKYMeHTa, OHa TOJIbKO JaeT
BO3MO>XXHOCTb NpoBEPUTb NOATNMHHOCTb N aBTOPCTBO I'IOJ'IY‘-IGHHOVI VIHCI)OpMaLI,MVI.
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1. Ha3HauyeHune CK3U

CK3W npenHa3sHa4vyeHo n1s 3awmTbl OTKPbITOM MHMOpMaumn B MHMOPMALMOHHBLIX cucTemMax obLuero
nonb3oBaHMA (Co3daHMe/mMpoBepKa 3NEKTPOHHOM MOANMCK) U 3alumTbl KOHDUAEHUMANBHOM MHAOPMaLMK, He
copepXXallen CBeAEHWI, COCTaBNSOWMX FOCYAAPCTBEHHYIO TalHYy, B KOPMOPaTMBHbIX MH(OPMALMOHHbIX
CcMCTEeMax C BbIMNOMTHEHNEM CrleayoWmMX DYHKLUWINA:

1) 3alWMLLEHHOE XpaHEeHMe MOoNb30BaTeNbCKUX KJIIOYEN B KJIKOYEBOM KOHTEWHepe C
NCNosb30oBaHMeM WndpoBaHNs, UMUTO3aLLNTbI N ayTeHTUDUKaUMN AOCTyNa;

2) wudposaHme, BblUMCieHne UMUTOBCTaBKM, X3WKWpoBaHue, co3aaHue/npoBepka
3NEKTPOHHOM NOAMNNUCK AaHHbIX B 061acTsax namMaTu;

3) dbopMMpoBaHME CECCMOHHBIX K4Yeln, Kndven obMeHa M kn4yeln cosgaHumsa/nposepkn 3,
MX MMMAOPT/3KCNOPT M3/B KIKOYEBON KOHTENHEP;

4) ngeHtudmkaums, ayteHtudumnkayms, wndposaHme n uMnuTosawmrta TLS-coegnHeHnn;

5) ayteHTudmkaumsa B gomeHe Windows ¢ ncnonbsosaHuem «Kpuntollpo Winlogon»;
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2. TpeboBaHusa Kk akcnnyaTaumm CK3U

CK3MN «Kpuntollpo CSP» v 4.0 R4 npeaHasHa4yeHO 4115 3aWuMTbl OTKPbITOM WHGOpMauum B
MHPOPMALMOHHLIX CUCTEMaxX obullero nonb3oBaHuUs (co3gaHue/npoBepKa 3/1EKTPOHHOW noanucu) wm
3aWMTbl  KOHpUAeHUManbHOM  UMHdOpMauMK, He coaepXKallen CcBeAeHWN,  COCTaBASOLWMX
rocynapcTBeHHYO TanHy, B KOpNopaTUBHbIX MH(OPMaLMOHHbIX cucrtemax
(wndppoBaHue/pacwmndpoBaHme MHGOPMaUUK, BblUMCIEHME/NMpoBEPKA WMMWUTOBCTABKMW, BblYMCNEHUE
3Ha4YeHMS XaW-PYHKLMKN, BblYMCNEHME/NPOBEPKA 3/IEKTPOHHOM NOAMMUCK).

CpeactBamm CK3UN «Kpuntolpo CSP» v 4.0 R4 He ponyckaeTrca obpabaTbiBaTb MHGOpMauuto,
coaepXallyr CBeAeHUs, COCTaBNAoLWME roCyAapCTBEHHYO TalHYy.

CK3W «KpunTollpo CSP» v 4.0 R4 MoxeT Mcnonb3oBaTbCs A1 KpUNTOrpaduyeckon 3awuThbl
NepcoHanbHbIX AaHHbIX.

YcTtaHoBo4uHble Moaynmn CK3WM «Kpuntollpo CSP» v 4.0 R4 n KOMNAEKT 3KChjyaTauMoHHOWN
OOKYMEHTauunM K HeMy MOryT MNOCTaBNATbCSA MOSb30BaTeNNO0 YMOSIHOMOYEHHOW OpraHmM3auuen aByMs
cnocobamu:

1. Ha HocuTene (CD, DVD - aucku);
2. lNocpencTtBoM 3arpysku yepes UHTepHerT.

Onsa nonyyeHns BO3MOXHOCTM 3arpy3ku yCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» v
4.0 R4 n KoMnAeKkTa 3KCnjyaTauMoHHON AOKYMEHTauMK Mofib30BaTeNlb Hanpas/iSeT CBOW YYETHble
AaHHble YMO/IHOMOYEHHOW oOpraHusauum. Y4JeTHble AaHHble MOryT 6biTb HanpaBneHbl NOCPeACTBOM
3anoIHEHUS  cheunann3npoBaHHOM  perucrtpaumoHHolr @opMbl  Ha canTe  YNOJIHOMOYEHHOM
opraHusaumu.

Mocne nonyyeHus YNONHOMOYEHHOW oOpraHusaumer Y4YeTHbIX JAaHHbIX MO0Jsb30BaTesNto
npeaocTaBnsgeTcs AOCTYN Ha CTpaHuLy 3arpy3km ycTaHoBOYHbIX Moaynen CK3U «Kpuntollpo CSP» v
4.0 R4 n KoMnneKTa aKcnayaTaumMoHHOM AOKyMeHTaumn. MNpu 3arpy3ke nosib3oBaTeneM yCTaHOBOUHbIX
moaynen CK3UN «Kpuntollpo CSP» v 4.0 R4 u KoMOnekTa 3KChyaTauMOHHOW [AOKyMeHTauuu
YNOAHOMOYEHHON OpraHusaumen npuUcBamMBaEeTCd Yy4YeTHbI HOMep, WAEHTUMUUUPYIOLWMA SK3eMNAsap
CK3WN «KpunTtollpo CSP» v 4.0 R4, npenocTaBfieHHbIN NOAb30BaTeNto.

Ha cTpaHuue 3arpy3ku BMecTe C ANCTpUOYTMBOM U JOKYMEHTALUMWEN pa3MeLlaeTcs oTAeNeHHas
3NIeKTPOHHAs MoAmnucb, ANS NPOBEPKM KOTOPOW Heo6XoAMMO WCMOoNb30BaTb YTUIUTY cpverify,
NoNYYEHHYIO AOBEPEHHbBIM 06Pa30M M COAEPXKALLYIO KoY NPOBEPKU AAHHOW 31EKTPOHHON MOAMNUCH.

YctaHoBka CK3U «Kpuntolpo CSP» v 4.0 R4 Ha pabouee MecTO monb3oBaTenss MOXeT 6biTb
oCyulecTBfieHa TOJIbKO B C/lydae NoATBEPXAEHUS LIeNNIOCTHOCTU MOTYYEHHbIX YCTAaHOBOYHbLIX Moaynen
CK3WN «Kpuntollpo CSP» v 4.0 R4 n akcnnyaTauMoHHOM AOKYMEHTaUUM.

1. CpeactBo KOHTpons LuUenocTtHocTn (cpverify.exe) nepBoOHavanbHO AOMKHO 6bITb MNOMAyyYeHo
nonb3oBateneM Ha dusndeckom Hocutene B oduce komnaHum OO0 «KPUMTO-MPO», nnbo vy
odpuunanbHoro Aaunepa. Takas yTUAMTa CUYMTAETCS MOJIyYEeHHON pJoBepeHHbIM obpasoM. [anee
Noy4YeHHOW AOBepeHHbiM 06pa3oM MNpU3HaEeTCs oyepefHasl Bepcusi yTWaWTbl, noaydeHHas obbim
||_!_!J| obpa3oM, HanpuMep, cKayaHHas C canta www.cryptopro.ru, npu ycnosmu, 4To oHa 6bina npoBepeHa
OPYrMM 3K3eMnAsipoM YTUAUTbI, MOJYYEHHbIM paHee f[oBepeHHbIM ob6pa3oM, u npoBepka 6binia
yCreLwHoN.

2. Knwou npoeepkn 3I1, a Takxe uHPopMaumsas O HeM (paTta CO34aHUA, anroputMm Xaw-dyHKUUNK,
naeHTMdMKaTop anropmMTMa NoAnMCcn) 3anmcbiBalOTCA B UCXOAHBINA KOA YTUAUTLI Ha 3Tane cbopku.
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3. lporpaMMHoO-annapaTtHble cpeabl pyHKUunoHnposaHus CK3U

CK3UN «Kpuntollpo CSP» v 4.0 R4 dyHKUMOHMpPYET B cneaywwmx rpynnax nporpaMMHoO-
annapaTHbIX Cpea:

Windows
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

BkntovaeTt anctpubyTtmsbl Linux, yaosneTsopstowmne ctaHaapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TA OC AUC ®CCIM Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CnHTte3-0OC.PC (x86, x64);

MK «CuHTeaM-KnmnenTt» B coctaBe Kl «30C «CuHTeaM» (x64);
MK «CuHTe3M-Cepsep» B coctaBe Kl «30C «CnHTE3M» (x64);
KM «OC «CuHTeaM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC JloToc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

c

nix

BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:

OC 2nbbpyc Bepcusa 3 (3nbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT 8 CIN Cepsep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHuma 8, AnbT Pabouas ctaHuma K 8, AnbT 8 CIN Pabouasa ctaHumsa (x86, x64, ARM,
ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKENDb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
BktoyaeT nporpaMMHo-annapaTHble Cpeabi:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
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Sailfish
BkntoyaeT nporpaMMHO-annapaTHylo cpeay

SailfishOS 2.1.1.12 (ARMv7).

i0Ss

Bk/itoyaeT nporpaMMHo-annapaTHble cpeabi:
Apple i0S 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3
/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble cpeasbl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);
Citrix XenServer 7 (x64);
VMWare WorkStation 11/12/14/15 (x86, x64);
VMWare WorkStation Player 12/14/15 (x86, x64);
VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);
Oracle VirtualBox 5.2 (x86, x64);
RHEV 4 (x64).

MpuMmeyaHuna:
1. Bepcusa POSReady.
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4. Peanusyemble KpunTorpacdunyeckme aaropmuTMmbl

AnroputM  WindpoBaHust/paclunpoBaHns AaHHbIX WM BbIUUCIIEHUST MMUTOBCTaBKM peanv30BaH B
cootBeTCcTBMM C TpeboBaHusmm TTOCT P 28147-89. «Cucrembl 06paboTku  wHpopMauun. 3awmTa
KpvnTorpaduyeckas. ANroput™ Kpyntorpadmyeckoro npeobpasoBaHus».

Anroputmbl  dopMmpoBaHMs M nNposBepkn Ol peanu3oBaHbl B COOTBETCTBMM C  TpeboBaHWsMU
OCT P 34.10-2001 n I'OCT P 34.10-2012 «MHdopMaunoHHasa TexHonorus. Kpuntorpadunyeckas sawmra
nHdopmauuun. MNMpoueccsbl GOpMUPOBAHNA U MPOBEPKN 3NEKTPOHHON LMGPOBOMN NOANUCU>.

ANropuTM  BbIPaboTKM  3HAYeHUsT X3W-PYHKUMW peanu3oBaH B COOTBETCTBUM C  TpeboBaHWsaMU
MOCT P 34.11-94 n IOCT P 34.11-2012 «WHdopMaumoHHas TexHonorus. KpunTtorpaduueckas 3awumra
nHdopMaunm. OYyHKLMS XILWMPOBAHUS».

S-60KCbl, rpynnbl TOMEK Ha SMIMMTUYECKNX KPUBbIX, 3HAYEHNS (PYHKLMIA X3LLMPOBAHNS onpeaeneHbl B
nokymeHte RFC 4357, ®epepanbHoe areHTCTBO MO  TEXHUYECKOMY PEeryivpoBaHMIO U METPOonormm
(POCCTAHOAPT), TexHUYeCKUIn KOMUTET MO CTaHAapTM3aumm «KpunTtorpadumyeckas 3awmra nHgopmaumm» (TK
26), «Cucrembl 06paboTkm nHpopMaumun. 3awmTta Kpuntorpaduyeckas. Metogudeckme pekoMeHaaumm o
Kpuntorpadmnyeckum anropmtMmamM, COryTCTBYHOLWMM NpuMeHeHuto ctanaaptos MOCT P 34.10-2012 v TOCT P
34.11-2012».

KnioueBas cnctema CK3UM «Kpuntollpo CSP» v 4.0 R4 obecneumBaeT BO3MOXHOCTb MapHO-
BbIGOPOUHOM CBA3M abOHEHTOB CETU C BbIpabOoTKOM A1 KaXXAOro ceaHca CBA3WM K/IKOYEN Ha OCHOBE MpuHUMNa
OTKPbITOr0O pacnpeaeneHns K4den C MCnonb3osaHmeM anroputMa Anddu-Xennmata.
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5.1. Ctpykrypa CK3U

5. Crpyktypa u coctas CK3U

O6was ctpyktypa CK3U npeacrasneHa Ha PucyHke 5.1.

CeteBble PUIIOKEHUS

KiroueBoii HOCHTEIH

/Y A

OrnepalnoHHas cucremMa

A A

v 1 v

| Wnrepdeiic SSPI | | Hacrpoiika OC |
A
[Ipunoxenue

4

Kpunrollpo TLS v

Kpumrrollpo IKE <
Kpwumrollpo Winlogon

A

Wnrepdeiic

Uurepdeiic CryptoAPI 2.0 |

' '

CapiL.ite v
(V(\i:r{g;g(sz 4) (Unix) LlraTHbIC
’ PKCS#11 uHTEPDENCHI
¢ ¢ KITFOUEBBIX
HOCHTENEH

A

Kpunrollpo CSP

A 4

Wntepdeiic Kpunrollpo CSP |

Bubmmorexa dll mus

A

bu6mmorexu dll,
CEPBHCHI,
JipaiiBepbl

Kpunrollpo CSP

paboTHI ¢ KIF0YaMu

A

T

| TICY |
x X

| dJICH | | BHeninsas ramma |

| Cucrema 3anutel oT HCJJ |

| Konrpons nenoctaocru [10 |

| Cucrema MK 3amursl |

l Cuctema coopku [10 CK3U ,

| [anens ynpasieHus

Cucrema coopku [10 COK

CoOK

SAnpo onepaliOHHOM CUCTEMBI

Hpatisep CSP |

Hpaiisep EFS | | Hpaiisep ESP

CK3Hu

CK3MU yposns siapa OC

PucyHok 5.1 - CtpykTypa CK3UN «KpunTtollpo CSP 4.0 R4»
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5.2. CocrtaB CK3U

McnonHeHne 1-Base knacca 3awmtbl KC1 BbINOMHEHO B CrieaytollemM cocTaBe:
— KpunTonposanaep;

— KpuntoapamBep;

— MoAy/b ceTeBOM ayTeHTudMKkaunm (Kpuntollpo TLS);

- Moaynb 06bpaboTku ceptudmkaTtos n CMS npoTtokona;

— YTUAUTa BbIpabOTKN BHELLHEN ramMmmbl;

— YTUANTA KOMaHAHOM CTPOKK Ans wundposaHusa dhannos;

— yTUAWUTa KOMaHAHOM CTPOKM ansa paboTbl ¢ cepTudunkatamu;

— MOAy/b ayTeHTUdMKaunm nonb3osaTens B gomeHe Windows;

— nakeT pa3spaboTumka a4ns mcnonb3oBaHus npotokonos IPsec (IPsec SDK);
— naket pa3spaboTtumka ans scrpamBaHma CK3U (CSP SDK);

— MoAyNb NoAAepXKn nHtepdenca Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- bubnnoteka, obecneumsatowas NoakNOUYEHNE U PYHKLNOHMPOBAHNE KIHOUEBbIX HOCUTENEN
(RDK)

N PYHKUMOHMPYET B rpyrnnax nporpaMMHo-anmnapaTHbix cpea n.3.

5.3. CoctaB nporpammHoro obecneueHuns CK3U
CK3U «Kpuntollpo CSP» v 4.0 R4 pyHKUMOHUPYET Ha OAHOM U3 ABYX YPOBHEN:

— YPOBEHb NMPUJTOXEHUA,
— ypoBeHb sigpa OC.

B coctas CK3U «Kpuntollpo CSP» v 4.0 R4 BxoasiT:

— bubnuoTteku dll, cepsuchol, gpansepbl «Kpuntollpo CSP».
— Moaynb ceteBoi ayteHTUdUKaumn «Kpuntollpo TLS».

— Moaynb «Kpuntollpo Winlogon».

— KpunTtorpadunueckuin nutepdenc «Kpmntolpo CSP».

— MporpaMMHbIN gaTumk cnydanHbix ymcen (MACY) ¢ wHcTannsauwen ot dusmdveckoro ACH
(®OCYH) BCcTpamBaemoro nporpamMmHo-annapaTHoro kommsiekca (MAK) sawmtbl ot HCA, BuoCH,
BHELUHEN raMMmbl.

— KOHTpOb LUenoCTHOCTU NMporpaMMHoOro obecneyeHus.
— CucTeMa MHXeHepHO-KpunTorpadmMueckon 3aLmTol.
— Cncrema 3awmtbl oT HCA (Mcnonb3yeTcs onumMoHanbHO).

5.4. Coctas noacuctembl nporpamMmHon COK

B cocTtaB noacmucrtemsl nporpaMMHoin COK BxoaaT cneayrowme KOMMNOHEHTDI:

— MpunoxeHune (MpuknagHoe nporpaMmmHoe obecneueHne, ncnosnbayrowee CK3N).
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- NHTepdenc SSPI (nogMHOXeECTBO MHTepdeinca Kpuntorpaduyeckmx MNpoOTOKONOB Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) pns peanmsaunmm MpoToKojaa CeTeBoWn
ayTteHTMdumkaumm TLS v. 1.0 (nog ynpasneHnem OC Windows).

— Moaynun HacTtponkun OC Windows ans obecneueHuns dpyHKUMoHMpoBaHusa CK3U.

— NuTtepdenc CryptoAPI 2.0.

- Cpeactea Crypt32(Win32,64) ans obecneyeHmss paboTtbl C ceptudukatamMm C
ncnonb3osaHneMm uHTepderca CryptoAPI 2.0 uyepe3 kpuntorpaduyeckun mHTepdenc «Kpuntollpo
CSP» nog ynpasneHmem OC Windows.

— CpeactBa CapilLite - ana obecneueHuss paboTbl C cepTuduMKatamMm C MCMNONb30BaAHMEM
nHtepderica CryptoAPI 2.0 uepe3 kpuntorpadpuueckmini wuHtepdenc «Kpuntollpo CSP» nog
ynpasneHnem OC cemenctea UNIX (Linux , FreeBSD, Solaris, AIX).

— KpunTtorpaduueckuinn nutepdenc «Kpuntollpo CSP».

— LUTaTHbie nHTepdENChl KNOYEBbIX HOCUTENEN.

— ASN.1 - cuctema KoamMpoBaHUs/AekoaMpoBaHNs AaHHbIX B ¢opmaTax ASN.1.

Coctas moaynein CK3U n noacmcrembl nporpammHon COK ans COOTBETCTBYHOLWMX NMPOrpaMMHO-
annapaTHbIX cpen KOoHKpeTmsupyeTca B ponosiHeHnax XTAN.00087-03 91 02, XTAM.00087-03 91
03, >KTAK1.00087-03 91 04, >KTAN.00087-03 91 05, XKTAN.00087-03 91 06, >KTAN.00087-03 91 07,
XKTAN.00087-03 91 08, XKTAN.00087-03 91 09, XKTAN.00087-03 91 10 Kk HacToAWEMY AOKYMEHTY.
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6. KnwouyeBas cmcrtemMa U KJKoUeBble HOCUTENN

6.1. Obwme NnonoxeHuns

CK3WM «Kpuntollpo CSP» v 4.0 R4 aBngeTcss CUCTEMOM C OTKPbITbIM pacrnpeaeneHnem Knden
Ha OCHOBE aCMMMETPUUYHOM KpunTorpaduun ¢ UCNOSIb30BaHUEM 3aKPbITOro KjkK4a Ha OAHON CTOPOHE n
COOTBETCTBYIOLEro €My OTKPbITOro Kto4a MHPOPMaLUMOHHOIo B3aUMOAENCTBUS Ha APYroi CTOPOHeE.

Monb3oBaTtenb, obnagatowmin nNpaBoM noanucn u/vnn wndpoBaHMs AaHHbIX, BblipabaTtbiBaeT
Ha cBoeM pabodyeM MecTe WM Mnofaydaer y aAMUHUCTpaTopa 6e3onacHoCTU (B 3aBUCUMOCTM OT
NPUHATOM NOMUTUKM 6€30MacHOCTU) NMYHbIE 3aKPbITbIA K4 (Ktod M) 1 OTKpbIThIR KoY (KoY
nposepkn 2I1). Ha oCHOBe KaXAoro OTKpbITOro ksaw4a (kawuya nposepku DI1) YaocTtoBepsowWmUM
LleHTpoM dopmMupyeTtcs ceptudmrKaT OTKPbLITOro Ki4da (cepTudukaT Kn4da nposepku II1).

6.1.1. WndposaHne AaHHbIX

Mpu 3awundpoBaHnmM coobuieHMs nonb3oBaTeneMm A ans nonb3oBaTtens b, nonb3oBaTtens A
dbopMmnpyeT CMMMETPUYHbBIA KAKOY CBSA3M (CeaHCoBblI KoY MHGPOpPMaUMOHHOro obMeHa) Ha ocHoBe
CBOEro 3aKpbITOro KJjt4ya obMeHa M OTKpbITOro Kjto4va obmeHa nonb3oBaTensa b. CooTBeTCTBEHHO,
Ans pacwmdpoBaHmnsa 3Toro coobuleHnsa nonb3osatenem b popMmMpyeTcs TOT Xe CUMMETPUYHDIN KJTtoY
Ha OCHOBEe CBOEro 3aKpbITOro Kat4va obMeHa M OTKpbITOro Katoda obMeHa nosb3oBaTtens A.

TakuMm obpasoM, Ana obMeHa AaHHbIMU KaXA0My Nosib30BaTesnto HeobxoaMmMo UMeThb:
— NINYHBIN 3aKPbITbIN KNOY 06MeHa;
— OTKpbITble KToUM 06MeHa ApyrmMx nosib3oBaTenen.

CeaHcoBbIN KNOY MHPOPMALMOHHOIrO obMeHa BblipabaTbiBaeTCcs Ha ocHoBe anroputMa Aunddu-
XennmaHa. Anroput™m Ounddun-XennmaHa obecneunmBaeT HOpMMPOBaAHME CEAHCOBLIX KIOYENW, HO He
obecrneumBaeT ayTeHTU@MKALNIO CBA3bIBAKOWMXCSH CTOPOH. [103TOMY [AaHHbIN anropuTM AOJ/KEH
MCNONb30BaTbCA COBMECTHO C MPOTOKONAaMW ayTeHTUduKaumn, B 4YACTHOCTM, C MPOTOKOJIOM
«KpunTtollpo IKE».

6.1.2. ®opMupoBaHue 1 nposepka Il

Ona dopMMpoBaHMS 3N1EKTPOHHOM NOAMUCK UCMOMb3YeTCS KoY 3/1eKTPOHHOW noanucu, Ans
MPOBEPKN — COOTBETCTBYOLWMIA K/TOY MPOBEPKM IMIEKTPOHHOM noanucu. MNpoeepstowmin gokeH 6biTb
MOMHOCTbLIO YBEPEH B NPUHALNEXHOCTM Ktoda npoeepkn D1 KOHKpeTHOMY nosib3oBaTtento. [ns 3Ton
Lenun Ucrnosb3yeTcs cepTudunkaT Katoda nposepku I, noanMcaHHbI YaocToBepstowmm LieHTpoM.

Ka)xaoMy nosib3oBaTersto, o6na,u,a+ou_|,eMy npaBoM noanucu, Heob6xo4nMOo UMEeTb:
— KJ1Ho4 3ﬂeKTpOHHOVI noanncu,

— K/1l0YM NpPOBEPKM 3/IEKTPOHHOM noanucu (cepTudukaTtbl KKOYer MNpOBEpPKU 3EKTPOHHOMU
noAnnMcK) Apyrnx nonb3oBaTene.

Knrou 3neKTpOHHOﬁ noannMcu ModXXeT 6biTb UCMOJSIb30BaH TOJILKO AN CbOpMVIpOBaHVIH
an.

3akpbITblii KN1IO4 06MeHa MoXkeT 6bITb UCMOJIb30BaH Kak Ans (popMMpoOBaHUA KJlO4Ya
CBAi3U C ApPYIrMM noJsib3oBaTesieM, Tak n ana cbopmmposaHus 3.

6.2. KntoueBon KOHTenHep

3akpbiTble kntounm CK3U «Kpuntollpo CSP» v 4.0 R4 XpaHATCS B K/IOYEBOM KOHTEMHepe,
KOTOpbIM MOXET cogep)aTtb B cebe:

— TONIbKO KJ1HOY NOAMUCH;
— TONbKO KNtoY obMeHa;
— KJ1I04 NOAMNMCK U KNoY 06MeHa 0O4HOBPEMEHHO.
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EAVHCTBEHHbIM K/THOY KJIIOUEBOro KOHTEeMHepa (K4 nognmcm mnm knwd obmeHa) HasbiBaeTcs
NepBMYHbIM K/IOYOM. ECnM B KOHTEMHepe JABa KJK4a, TO MNEPBbIA KAKY - K/AKY MOoANUCKH -
Ha3blBAETCS NEPBUYHbBIM, BTOPOM K/IOY — K04 06MeHa - BTOPUYHbIM.

KnioueBon KOHTeNHep COAEPXKUT KpoMe Kitueln cnyxebHyo nHdopmaumio, Heobxoanmyo o
obecneyeHns KpuntTorpadmnyeckKomn 3aLlnTbl KOUEn, NX LenoCTHOCTU U T.M.

Kaxabln KA4YeBOW KOHTenHep (He3aBMCMMO OT TUMa HocuTens), ABASeTCs CaMoA0CTaTO4YHbIM
N CcoaepXuT BCo Heobxoammyto mHdbopmaumio ana paboTbl Kak C CaMUM KOHTEMHEpOM, Tak M C
3aKpbITbIMU (M COOTBETCTBYHOLMMN UM OTKPbLITbIMW) KKOYaMM.

Ha knto4eBOM HOCUTENE KJTOUYM XpaHATCA B hopMaTe KoUeBOro KOHTelHepa.

6.3. dopMaT KKYEBOro KOHTeHepa

KniouyeBon KOHTENHED COAEPXUT CneayoLwyo nHpopMaumio:
— NEePBUYHbIN K/TtOY;

— MacKu NepBUYHOIO KJH0Ya;

— KOHTPOJIbHY0 MHpOPMaLUMIO NEPBUYHOIO K/o4a;

— BTOPUYHBIN KHOY (ONUMOHANbHbIN);

— pe3epBHY0 KOMUIO KOYEBOr0 KOHTENHeEpa.

Kakablii 3aKpbIThll KOY XpaHUTCA B hopMaTe, A0MNOJIHUTENbHO COAEPXKaLlleM BCE KOHCTaHThI,
Heob6xoauMble AN hOPMUPOBAHUSA U SKCMOPTa OTKPbLITOro KJova.

dopMaT KIYEBOro KOHTeMHepa obecnevymBaeT UYTEHUE KJIIUEe WU COOTBETCTBYHOLIMX Macok
OTAENbHbIMM OMNepauMsiMmM B pasfesibHble (pa3HeceHHble Mo agpecaM) o67acTu NaMsaTh, ANs Yero OH
COZIEPKUT LLIECTb 30H (peannsaums 30H 3aBUCUT OT TUMa KJIOYEBOro HocuTens).

KntoueBoM KOHTEMHEp COAEPXMUT TakKXe AOMOSIHUTENbHYI MHMOpMauuto, Heobxoammyto aAns
obecneyeHns ero BOCCTaHOBNEHUS NMPU BO3HWUKHOBEHWU PasIMYHbIX MPOrpaMMHoO-annapaTHbiXx cboes
(mononHuTenbHaa MHbOpPMaUMs BKIOYAETCA B TeX C/y4dasx, Koraa pasMmep K/K4YeBOro KoHTelHepa
He OorpaHu4yeH pasMepamum NamMaTn GU3NYECcKoro HocuTens).

[na ncnonb3oBaHUs KOUYEBOIro KOHTEMHEepa TOIbKO Ha ogHOM onpeneneHHom MK (Hanpumep,
AN NpuBSA3KM TOKeHa K [K), BO3MOXHO 3TOT KOHTelHep 3awndpoBaTb Ha APYroM KOHTeEWHepe,
XpaHswmmca Ha 3toM MK (kenatenbHO He 3KCNOPTUPYEMOM).

6.4. DopMmpoBaHue Kouen

dopMMpoBaHuMe Ko4Yel noab3oBaTesns NpPoM3BOANTCS C MCNonb3oBaHueM dyHkunmm CPGenKey
(cM. XKTSAN.00087-03 96 01. Kpuntollpo CSP. PykoBoACTBO nmporpaMMmcTa) u cneumdukaunen tmna
dopmnpyemoro kntova: AT_KEYEXCHANGE. AT_SIGNATURE, AT_UECSYMMETRICKEY.

dopMMpoBaHMe K/HOUYEN BO3MOXHO, €C/N:

1. KoHTeKkCT KkpunTonposanaepa «Kpuntollpo CSP» oTkpbIT ¢dyHKumMen CPAcquireContext c
dnarom CRYPT_NEWKEYSET % HecyLwecTBYLWUM uMeHeM K/1H04EeBOro KOHTenHepa,
cneunduumpoBaHHbIM napaMeTpom pszContainer;

2. KOHTeKCT KkpuntonpoBangepa «Kpuntolpo CSP» otkpbIT dyHkumen CPAcquireContext c
yKasaHMeM paHee CO34aHHOIM0 K/KYEBOro KOHTeMHepa, cneunduumupoBaHHOro napamMeTpoM
pszContainer.

1. Ang ncnonHeHus 1-Base 3akpbiThie kaoum I u o6MeHa dopmMupytoTcs ¢ ncnosnb3osaHmem MACYH c
MHMunanmsaumen ero ot bnoJCH mnm ot BHELLUHEN raMMbl.

2. MNpy 1CNoAb30BaHUW CUYMTbIBATENEN CMapT-KapT WAW YCTPOWCTB 4TeHus Tabnetok Touch-Memory
DALLAS HeobxoaMMO npoBeAeHWe MPOBEPKU HACTPOMKW MCNONb3yeMbiX UMK nopToB M3BM B BIOS wu
[L] | oc.

3. MNepea vcnonb3oBaHWEM MPOLECCOPHbIE KapTbl AO0MXHbI 6biTb «BbINYLEHbI» C MCMOSIb30BaHMEM
TpaHCNOPTHOro nNuH-koaa m MO Bbinycka KapT (NOCTaBAAKTCA AUCTPMOYTOPOM KapT)

4. Mpwn wncnonb3oBaHmm HIM[ B KayecTBe K/KOYEBOro HOCUTENs BO m3bexaHwe noTepu KI4YEBOMN
MHMOPMaLNM PEKOMEHAYETCS XPaHUTb ee KOMuIo.
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B cBs3M ¢ nepexoaoM Ha mncnonb3oBaHme anroputma NOCT P 34.10-2012 n cOOTBETCTBYHOWEM
3anpete ucnosb3osaHma anroputma NOCT P 34.10-2001, npu nonbITKE reHepaunm KaK4va aaroputMa
FOCT P 34.10-2001 nocne 01 utoHa 2018 roga 6yaeT BolAaHO creaytollee npeaynpexaeHue:

£ Kpuntelpo CSP X
£ Kp P

0:09:54

rl_o C 1 AHBapA 2020 rofa 3anpelleHo hopMMPOBaHWME SNEKTPOHHOA MO MKCA
?. C noMowsko Knkodel MOCT P 34, 10-2001. PekomeHgyeM sabnaroBpeMeHHo
) NEPERTH Ha MCNONb30BaHKWE KModel MOCT P 34, 10-2012, Mpodon#MTe
co3aaHKe knwoda 3N MOCT P 34, 10-20017

BOMBLLE HE NOKEZHIEATE

PucyHok 6.1 - lMpepynpexzaeHue o reHepauum knaoda ana OC cemencresa Windows

NMpnMeyaHne: Ha ApPYrnuxX OMNEepauMOHHbIX CUCTEeMaxX OKHO BHEWHe MOXEeT BbIrnaaeTb Mno-
APYromMy, HO TEKCTOBAA COCTaBnAOLWada aHaJI0OrnM4yHa HpMBeneHHOVI Ha PUCYHKe.

Mpu BbIbOpe «bosnblue He MNoKasblBaTb» MNpeaynpexaeHns O reHepaumu Kawda M Co34aHum
noanmcn 6yayt oTnoxeHbl Ao 01 gHBapa 2020 ropa. lMpu noBTopHOM Bblbope «bonbwe He
nokasbiBaTb» npeaynpexaeHns 6onee noaBnaTbCca He 6yayT.

lMpy nonbITKe co34aHUA MOAMUCKU C UCMOSIb30BaHUeM kitoda anroputma FOCT P 34.10-2001
nocne 01 nioHsa 2018 roga 6yaeT BblAaHO cneaytollee npeaynpexaeHue.

# Kpuntolpe CSP >

0:08:23

rl_o C 1 aHBapA 2020 rofa 3anpelleHo dopMMPOBaHWME SNEKTPOHHOA MO MMCA
?. C NOMOWEH Knkodel MOCT P 34, 10-2001. Bam HeolxoguMo nepeiTH Ha
) WMoNb30EaHKE Knodel MOCT P 34, 10-2012.
MpoaoMmEMTE MCNoNB30BaHME Kntoda 30N MOCT P 34, 10-20017

BOMblWe HE NOKAZLIBATE

PucyHok 6.2 — lNpeaynpexaeHue o co3gaHum noanmcy ana OC cemencrea Windows

MpuMeyaHue: Ha APYrMx OMepauMOHHbIX CUCTEMAX OKHO BHELIHE MOXEeT BbIMsAeTb MOo-
[PpYroMy, HO TEKCTOBAasi COCTaBNAIOLLAA aHaNornMyHa NpuUBEAEHHOMW Ha PUCYHKeE.

Mpn BbIGOpe «bBonblwe He nokasbiBaTb» npeaynpexaeHne 0 co3jaHun noanucun byaer
otnoxeHo Ao 01 gHBapa 2020 ropa. Mpu noBTOpHOM Bbibope <«Bonblle He noKa3sbiBaTb»
npeaynpexaeHue 6onee nosBnaTbcsa He byaert.

CosgaHue noanmcu € ucnosb3oBaHMeM kntoda anroputma FOCT P 34.10-2001 ¢ 01 aHBap4
2020 roga 3anpeuweHo.

6.5. KntoueBble HocuTenmu
B kauecTBe K/HOYEBbLIX HOCUTENEN MCMNOMb3YIOTCS:
-I™MA 3,5”, USB agucku;

— CMmapTtkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— eToken, Jacarta;
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— USB-TokeHbl PyTokeH 3L (Flash, Bluetooth), PyTokeH Lite Novacard;
— CMmapTkapTbl PyTokeH Lite SC, PytokeH 3UIT SC;

— Rutoken S;

— CmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTta Y2K;

— CMmaptkapTta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— CmapTtkapTtbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;
— CmapTtkapTtbl AnnoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazpgen HDD IM2BM (B Windows - peecTtp);

- Npentnopukartopbl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHMe KAOYEBbIX HOCUTENen B  3aBMCMMOCTM  OT  MNpOrpaMMHO-anmnapaTHOM
nnatdopmbl oTpaxkeHo B XKTAN.00087-03 30 01. KpunTtollpo CSP. ®opmynsp, n. 3.8.

1. B cocTtaB anctpubytmnsa CK3U BxoaaT 6MbnnoTekn noaaepxku Bcex nepeymcneHHblX HoCuTenem, Ho
He BxoasaT apansepbl ans OC. o BonpocaM nosny4veHus ApaneBepoB HeobxoamMMo obpawatbcs K
NMpon3BOANTENSAM COOTBETCTBYHIOLWMX YCTPOMCTB.

2. XpaHeHue 3akpbITbiX kawoyen Ha HDD M3BM u USB auckax (B peectpe OC Windows, B pasgene
HDD npw paboTte nog ynpasneHnem apyrux OC) gonyckaeTcs TO/IbKO NpU yCNI0BUMU pacnpoCTpaHeHus
||__._._=|| Ha HDD, USB auck wnm Ha M23BM ¢ HDD TpeboBaHMin No obpawleHnto C KIK4YEBbIMM HOCUTENSMU
(n.6.7 XTSAN.00087-03 91 01. PykoBoacTBoO aaMuHUCTpaTopa 6e3onacHocTm obuwas 4acTtb).

3. Bce BbllenepeyncriieHHble HOCUTENN UCMOJb3YIOTCS TONIbKO B KadecTBe MacCCMBHOIO XpaHuauwa
Knto4eBon nHdbopmaumm 6e3 Mcnosnb3oBaHMsa KpunTorpaduyecknx MexaHusMOoB, peasiM3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. icnonb3oBaHWe HOCUTENEN APYIrMX TUMOB - TONIbKO MO cornacoBaHuto ¢ ®CB Poccum.

6.6. Pasmepbl ktouen

LONVHbI KNO4Yen 3/1eKTPOHHOW MOAMNUCK:
K104 3/IEKTPOHHOM NOAMNUCH 256 nnn 512 6ur;
KJ1104 NMPOBEPKM 3NEKTPOHHOM NoANnUCK 512 nnn 1024 6ut.

ONunHbI KNOYe, NCNoNb3YEMbIX NMpPU WKUGPOBaAHNN:

3aKpbITbIA K/IOY 256 6uT nnu 512 6ut;
OTKPbITbIA K/ItOY 512 6ut nnmn 1024 6uta;
CUMMETPUYHBIN K/TtoY 256 6urT.

6.7. XpaHeHue KIYEeBbIX HoCUTenemn

Mpn XpaHeHuun Knoyen Heobxoammo obecneymTb HEBO3MOXHOCTb AOOCTyna K KJTHOYEBbIM
HOCUTENSAM He [OoNYLEeHHbIX K HUM nuy. [lonb3oBaTeNb HeceT NepcoHasibHYH OTBETCTBEHHOCTb 3a
XPaHEHUNE NTNYHbIX KNK4YeBbIX HocuTenen.

3anpewaeTcsa ocTtaBnsATb 6€3 KOHTPOAA BblYMCUTENbHbIE CpeacTBa C ycTaHOBNeHHbIM CK3U
nocne BBoAa KAK4YeBOW MHGOpMauun.
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B cnyyae UeHTpaZM30BaHHOrO XpaHEHUs  KJ/KOYEBbLIX HOCUTeNel B OpraHusauuu,
akcnayatupyowen CK3WN, agmmHucTpatop 6e3onacHoCcTu (€C/im OH MMEETCs) HeceT MepCoHaNbHYH
OTBETCTBEHHOCTb 3a XpPaHEeHMEe JINYHbIX KJII0YEBbIX HOCUTENEN Mosib3oBaTenei.

Mpn xpaHeHun knwodenn B peectpe Windows n Ha HDD M3BM TpeboBaHus nMo XpaHeHWUto
JINYHbIX KJ/IIOYEBbIX HOCUTenel pacnpocTtpaHsitoTca Ha M2BM (HDD M3BM) (B TOM uucne u nocne
yAaneHus knaw4en n3a peectpa, us HDD).

B cnyyae HEeBO3MOXHOCTU OTYYXAEHUSA KOUYEBOro HOCUTesNs C K4veBOh MHGopMauuen oT
M2BM  opraHM3auMOHHO-TEXHUYECKUMM  MEPONPUSATUSAMU  A0/KEH OblTb  MCKIOYEH  AOCTYnN
HapywwuTenen k N3BM c knto4amu.

Mpn xpaHeHun kn4yert Ha HDD MN3BM Heobx0ANMMO MCNONb30BaTb MNAapoSibHYHO 3aLUUTY.
CK3WU MoxeT pyHKLUMOHMPOBATb U XPaHUTb K4YeBY MHMOPMALMIO B ABYX pexmnmax:
— B NaMATN NPUNOXEHUS;

- B «Cnyxb6e xpaHeHUs KaK4den», peann3oBaHHOW B BUAE CUCTEMHOrO cepBumca.

KnoumM HaxoaaTcs B K3We A0 3aBeplueHUs MPUSIOKEHUS UAW 40 BbIK/IIOYEHUS KOMMblOTEpA
(oCcTaHOBKM CNy»x6bl), UYTO MO3BONAET WCMO/b30BaTb 3aKpPbIThlii KUY Ja)e MOoC/Ae 3aKpbiTus
KpunTorpadnyeckoro KOHTEKCTa.

OyHKUMOHMpPOBaHUE U xpaHeHue knwoudenr CK3UN «Kpuntollpo CSP». v 4.0 R4 B «Cnyxbe
XpaHeHus Kkntoder» obecrneumBaeT AOMNOAHUTENBHYIO 3aWMTy KAOYEBOM MHGOpMauMn OT ApYrux
NPUNOXEHWI, BbIMNONHAOWMXCA Ha NDBM, HO MOXeT He3HauYMTeNbHO 3aMeaInTb NPOU3BOANTENBHOCTb
CUCTEMBI.

B cnyyae Heo6x0AMMOCTM NpoOBEAEHUS] PEMOHTHbLIX WU peraMeHTHbIX paboT annapaTHOM YacTu
CK3N/COK Heobxoaumo obecneymTb HEBO3MOXHOCTb AOCTyna HapywuTena K  K/K4eBok
MHdopMauun, cogepxallencs B annapatHon vyactn CK3UN/COK. KOHKpPETHLIN nepevyeHb Mep A0J1KeH
6bITb ONpeaeneH UCXoas M3 yCroBui akcnnyataumn CK3N.

6.8. Cpoku AencTBUSA NOIb30BaTENbCKUX KITHOUYEN

Mpun akcnnyaTaunmm CK3U «Kpuntollpo CSP». v 4.0 R4 pgonkHbl cobniogatbCcs crepyrowme
CPOKM NCNOJSIb30BaHMNSA MOJSIb30BaTENIbCKMX 3aKPbITbIX KIOYen N cepTUPUKaToB:

— MaKCUMarnbHbIA CPOK AENCTBUS 3aKpbIToro kntova 3M-256 (knoua 3M) - 1 rog 3 mecaua;
— MaKCUMarsbHbIA CPOK AENCTBUS 3aKpbIToro kntoda 3M-512 (knoda 3M) - 1 rog 3 mecaua;
— MaKCMManbHbI CPOK AENCTBUSA OTKpPbITOro Knto4a 3MM-256 (knawova nposepku M) - 15 neT;
— MaKCMManbHbIM CPOK AENCTBUSA OTKpbITOro Kntoda 3M-512 (knawva nposepku M) - 15 neT;
— MaKCUMasbHbI CPOK AENCTBUSA 3aKpbITbIX U OTKPbITbIX KAo4en obMeHa — 1 rog 3 mecsua.

Mpn opMMpPOBaHUM 3aKPbLITOrO K4Ya B KOHTEMWHep 3anucbiBaeTCs AaTta WUCTEYEHWS CpoKa
OencTBna 3TOro  KJ4ya, MO WUCTEYEHUM KOTOPOro B 3aBMCMMOCTM OT 3HayYeHWs napameTpa
ControlKeyTimeValidity BO3MOXHbI pa3nnMyHble BapuaHTbl UCNOMb30BaHNSA 3TOM0 K/o4a.

3HadeHune «0» napaMeTpa He HaK/laAbIBA€T HNKAKNX OrpaHI/ILIeHVII7I Ha NCNOJIb30BaHUE KJito4a.

3HadeHne «1» napameTpa 3anpewaeTr popmuposaHme 3M n wWndpoBaHMe B KOHTEKCTE 3TOro
knoya (BO3MOXHO pacwudpoBaHme paHee 3awMdpoBaHHbIX coobuieHnin) (3HavyeHne no
YMOJT4aHUI);

3HaueHne «2» napaMmeTpa 3anpeLwaeT Nobblie 4eACTBUSA C 3aKPbITbIM K/THOUOM.

Cpok perictBua knwoda 6epetcs 13 (B nopsiake yMeHbLUEHUS NpuopuTeTa):
— PacwupeHns KoHTerHepa KJoua;

— PacwupeHuns ceptudukarta knwo4a;

— [AaTbl co3aaHunsa knoya + 1 roa 3 mecsaua.

M3meHeHMe napameTpa ControlKeyTimeValidity
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Onsa onepaumoHHbIX cuctem rpynnbl Windows HeobxoaAMMO WM3MEHUTb 3HadeHue Kioua
peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\Param
eters\ControlKeyTimeValidity (ansa 64-6UTHbIX onepaumMoHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\ControlKe
yTimeValidity (ans 32-6UTHbIX ONepaunoHHbIX CUCTEM).

Hactponka CK3W pgnsa octanbHbix OC ocywecTBnseTcss € MOMOLWbI yTunutbl cpconfig ¢
MOMOLLbIO KOMaHAbI

.Jcpconfig -ini "\config\parameters' -add long ControlKeyTimeValidity <aHa4yeHne>

Mpn paboTe B pexuMe YCUNEHHOro KOHTPOAS WCNOMb30BaHUA Kiodeh (pexum obsasateneH K
|!_._| WCMNO/Ib30BaHUIO, OTKJ/IIOYEHME MOXET MPOM3BOANTLCA TOMbKO B UENsSX TeCTUPOBaHWA) 3HadeHue
napameTtpa ControlKeyTimeValidity npyHMMaeTcsa paBHbIM «2».

6.9. YHUUYTOXEHME KNOYEN HA KITHOUYEBbLIX HOCUTENAX

Kntoun Ha knoueBbix HocuTensax (Bkawuas Touch Memory m cMmapT-KapTbl), CPOK AENCTBUSA
KOTOPbIX UCTEK, YHUYTOXAIOTCA NyTeM nepedopMaTMpOBaHMS KIIOUYEBLIX HOcUTenen cpeacrtesamm MO
CK3W, nocne 4yero kto4YeBble HOCUTENM MOTYT MCMONb30BaTbCA A1 3anNMCKM Ha HUX HOBOWM KJIHOYEBOM
nHpopMauun.

06 yHWUTOXEeHUN K4Yel aenaeTcs COOTBETCTBYHOLWAsA 3anucb B «XXypHane nosb3oBaTens
cetn» (cM. BegeHue xypHanos n.8.11).

6.10. WHTepdeinc ynpasneHus kaodamm CK3U

MocnegoBaTeNnbHOCTb AEWCTBUW TMPWM  FEHepauun  3aKkpbiTbiX KA4Yern wun  kawoden Ol
nonb3oBaTesier, ynpaBAeHUUM WX NapofasMu, ynpaBleHUM K4YaMu onpeneneHa B AOKYMEHTe
«XKTAN.00087-03 92 01. Kpuntollpo CSP. NHcTpykuusa no ncrnonesosaHnio CK3UM noa ynpasneHunem
OC Windows».
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7. TMpoTtokon ceteBon ayTeHTUdUKaunun «Kpuntollpo TLS»

Moaynb NoAAepXKU CETEBOM ayTeHTUdMKaLNM NO3BONSET peann3oBaTth 3alUMLLEHHbIN CETEBOM
MPOTOKO/ B COOTBETCTBMM C pekoMeHgaumsmm RFC 2246 «The TLS Protocol. Version 1.0» wu
«TexHN4Yecknit KoMmUTeT No CcTaHdapTmsauum «Kpuntorpaduyeckasa sawuta MHpopmauum» (TK 26),
«MIHpopMaumoHHasa TexHonorusa. Kpuntorpadudeckasa 3awuTta uHdOpMauuu. PekomeHzauum no
cTaHaapTtmsauun. Ncnonb3osaHne Habopos anropmtmos wWndpoBaHms Ha ocHoBe NTOCT 28147-89 ans
NpoTokona 6e30MacHOCTM TpaHCcnopTHoro yposHa (TLS)». Moaynb obecneymBaeT ABYCTOPOHHIOW W
OZAHOCTOPOHHIOK ayTeHTUMUKALUNIO MPUNOXKEHUI NMPU UX B3AaUMOAENCTBUN NO CETU C UCMOSIb30BAHUEM
anroputma 3 1 cepTUPUKATOB OTKPLITbIX KAKOYEN, a TakxXKe WndpoBaHUe AaHHbIX, NepesaBaeMblX B
CeTeBOM COeAVHEHUMN.

MpuknagHoe nporpaMMHoe ob6ecrneyeHne MOXeT MWCMNonb3oBaTb MpoTtokon TLS ansa
ayTeHTUdMKaAUNKN N 3aLLUNTbl AAaHHbIX, NepeaaBaeMbixX No CO6CTBEHHbLIM MPOTOKO/AM Ha ocHoBe TCP/IP
n HTTPS.

MpoTtokon TLS (Transport Layer Security, cneundwukaumsa IETF - RFC2246) oOTHoCUTCHA K
cpeacTtBaM 3aliMTbl NpuUKNagHbiX naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 n COM+. OH obecneynBaeT ayTeHTUdMKALNLIO
CBSI3bIBAIOWMXCS CTOPOH, KOH(MPMAEHUMANBbHOCTb M LEeNOCTHOCTb nepecbisiaeMolr  MHbopMaumun.
AyTeHTUdUKaumna obecneuymBaeTcss Mcnonb3oBaHMeM cepTudukaToB ctaHaapta X.509 (B cpepax c
CWUNbHOM ayTeHTUdUKaumen), KoHdbMaeHUMaNnbHOCTb — wWUdpPOBaAHMEM MNepecbislaeMblX AAHHbIX,
LEeNOCTHOCTb — TMpPUMEHEHMEM X3Ww-pyHKUMM N Koada ayTeHTudukaumm coobuweHmns (Message
Authenticity Code, MAC).

Ons nogknoyeHmsa no npotokony TLS ucnonb3yetcsa npedukc https, npmu aTomMm ob6o3pesaTtenb
Web-cepsepa no ymon4daHuio 6yaet nogknwovatbcsa K nopty TCP 443 BMecTo cTaHAapTHOro nopra
TCP 80. Ecnu cepBep He nopaepxuBaeTr npotokon TLS, coeaMHeHMe He YyCTaHaBMBaeTCs.
MpuMmeHeHne npoTokonoB SSL/TLS (SSL - 6onee paHHME BepcMM MPOTOKONA) MOKa3aHo B
Tabnuue 7.1.

Tabnuue 7.1 - MNMpuMeHeHne npoTokonos SSL/TLS.

MpoTokon MopT OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHasa no4yta) no SSL/TLS
NNTPS 563 NNTP (HoBocTtn) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk kaTtanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas noyta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4yta) no SSL/TLS
FTPS 990 FTP (nepegava gannos) no SSL/TLS

Onsa Toro, 4tobbl npotokon SSL/TLS pelictBoBan, Web-cepBep AOMKEeH WMETb napy
cepTudumKaT OTKPbITOrO KJtoya/3aKkpbiThlin KoY. Bnageney ceptudukaTta A0/KEH NOATBEPAUTb, 4TO
OH SIBNAEeTCS BnajenbLeM 3aKpbITOro KJkuda, CBSA3aHHOro C cepTuduMKaTtoM. 3TO AaeT BO3MOXHOCTb
KJIMEHTY ayTeHTMdUUMPOBaTbL CeEpPBEP, C KOTOPbIM OH XOYET CBA3aTbCS.

B npouecce B3anMHOM ayTeHTUDMKALMUN:

— BbINOJIHAETCA KpunTorpaduyeckass MNpoBepKa HanMuuMs y CepBepa 3aKpbITOro Kiwua,
COOTBETCTBYHOLLErO OTKPLITOMY KJHOUY, YKa3aHHOMY B cepTudukare;

— MpoBepSEeTCa CTeNeHb A40BEPUS nlgatento ceptmdukaTa;
— NpoBepsieTCcsl, He UCTEK NN CPOK AencTBua ceptudumkaTta;

— NpoBepsieTcsl, He 0To3BaH K cepTudukaT; no ymondanmio Internet Explorer/Microsoft Edge
3Ty NpPOBEPKY He BbINoNHSAeT — 3To genaert IIS.

Ecnu no6asa n3 ykasaHHbIX NPOBEPOK NPUBOAUT K OTPULIATEbLHOMY pe3ynbTaTy, Nosib30oBaTesb
nony4JaeT npeaynpexaceHMe n MoXeT pa3opBaTb CcoeAMHEHNE (3TO pEKOMEHAYEeTCS CAeNaTh).
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JocTurHys poBepusi, CTOPOHblI BblpabaTblBalOT CEaHCOBbLIA KJ/IOY, Ha OCHOBE KOTOPOro
obecneumBaeTcsa WwWndpoBaHMe faHHbIX B TeHEeHNEe ceaHca.

7.1.  OcCHOBHble NOHATUSA npoTokona TLS

Mpotokon TLS npegHa3sHadyeH pAans  obecneyeHnsa Kpuntorpaduyeckmmm  cpeacrtsamum
ayTeHTUduKaumMm otnpasuTens (kNvMeHTa) W agpecaTta (cepsepa), KOHTPOASA LENOCTHOCTU U
WwundpoBaHmMsa AaHHbIX MHPOPMALMOHHOIo obMeHa.

AyTeHTUdMKauMa onumoHanbHO MoxeT OblTb OAHOCTOpPOHHeW (ayTeHTudUKauus cepsepa
K/IMEHTOM), B3aMMHOMN (BCTpeYHasa ayTeHTUdUKaumsa cepeepa 1 KJIMEHTA) AN HE NCMNOJSIb30BaTbCS.

Nepapxmsa wHdopMaunoHHoro obmeHa BkA4aeT B cebsa ceccunm, coeanHeHuMs U MOTOK
coobuweHnn B coeanHeHun. MOTOK coobweHnt npu H6onblwoin anvHe pasbuBaeTcsa Ha ¢parMeHTbl C
nakeTHOM nepepadein ddparMeHToB. B oaHOM ceccun MOXeT ObiTb peannu3oBaHO HECKObKO
COeAWHEHUN, TMPOU3BOJSIBHO pPa3HECEHHbIX MO BPeMeHu. B KaxaoM coeaAnMHeHUUM MOXeT ObiTb
obpaboTtaH Heo6xoaANMbIN NOTOK COOBLLEHNIA.

Ceccus xapakTepusyeTcs crieayowmmm atpubyTamu:

— naeHTndunkaTop ceccumn (cnydamHoe umcno, 32 6airita, 3afaeTcsad CepBepoM MpU OTKPbITUMK
ceccun);

— MeTo4 KOMMpeccuu;
— ceptudmkart cepsepa (onuMoHanbHO);
— ceptTudmkaTt KaneHTa (onNumMoHanbLHo);

- cneundukaumsa anropuTMOB M MapaMeTpoB 3awuTbl (anroputmbl wudpoBaHma mn MAC,
KpunTorpaduyeckne napameTpsl);

— master secret (Mcnonb3yeTcs Npu reHepaumn kntoden wmudposaHms, kadven MAC, BEKTOpPOB
MHUUManmsaumn);

— ¢dnar, paspewarowmii/zanpeLlarowmn HoBble COeANHEHNS B CEaHCe.

Ceptudmkartbl npeacrtasnsaTcsd B craHgapte X509. v3. Cneundwukaums anroputMoB U
napamMeTpoB 3aLUUTbl MOXET MEHATbLCS B TEUEHNE CeCCUM.

CoeaMHeHWE XapaKTepu3yeTcs cneayowmMm aTpubyTamu:

- client_random - cnyyainHble 32 6aiTa, 3ag4aBaeMble K/IMEHTOM;
- server_random- cny4ariHblie 32 6alita, 3agaBaeMble CEPBEPOM;

—client write MAC secret (knwo4 kaMeHTa A9 BbIYUCAEHUS 3HAYEHUS  KIHOYEBOM
X3W-pyHKUNN);

—server write MAC secret (ka4 cepBepa ANns BblYUCAEHUS 3HAYEHUS  KIOYEBOM
X3W-pyHKUNN);

—client write key (knwo4, wucnonb3yembin Ana  WKMAPOBAHUSA  AAHHbIX KIIMEHTOM ¢
pacwndpoBaHnsa NX CepBepoM);

—server write key (knto4d, wucnonb3yemblii ANs  WW@PPOBaHUSA AaHHbIX CEpBEpPOM U
pacwmndpoBaHNS X KIIMEHTOM);

—client write 1V, server write IV (BeKTOpbl MHMUMANM3auUMU, WUCMOJSIb3YEMbIE K/IMEHTOM W
CepBepoOM COOTBETCTBEHHO);

— NOpsIAKOBbIA HOMep coeauHeHus (NoAAepXUBaeTcs He3aBUCMMO ANA fepefaBaeMbliX W
NpUHMMaeMbIX CO0bLLEHNIA).

BekTop MHMUManM3auMn 3a4aeTcs Afs nepeBoro dparMeHTa CooblieHusl B COeAUMHEHUN; ANs
nocneaywwmx @parMeHToB BEKTOp WHMUManusaunm dopMmumpyeTca K3  KoHe4yHoro 6noka
3aWwmndpoBaHHOro TeKCTa nNpeabliaywero dparmeHTa.
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MNMopsiAKOBble HOMEepa COeAVMHEHMI MOoAAEPXMBAKTCA HE3aBUCMMO A/ NepefaBaeMblX MU
NPUHMMaeMbIX Ccoob6leHnn. [lpM CMeHe ceccun, U3MeHeHun cneundukaumum anropuTMoB U
napamMeTpoB 3alUNTbl HYMepauUusa COeANHEHUN HaumHaeTcs ¢ 0; [mana3oH HyMmepauun: 0 = 264-1.

CoegnHeHune accounmpyeTcs C OZIHOM ceccuen.

AnroputM npeobpaszoBaHusa MHboOpMaumu npu obmeHe C mcnonb3oBaHMeM npotokona TLS
BKJIIOYAET Crieaylolmne onepaunm:

-~ MpUEM OT MPOTOKOSIa BEPXHEro YPOBHS MOTOKA HE MHTEPNpeTUpyeMbIX AaHHbIX B 6Grokax
NPOM3BOJIbHOIO pa3Mepa;

— )parMeHTaLumMst MPUHSATBIX C BEPXHEro YPOBHA [AaHHbIX B CTPYKTYpUpOBaHHble 610KM
(dbparmeHTbl) npoTtokona TLS. Pasmep dparmeHTa — He 6onee 2 6aiT;

— KoMnpeccus pparMeHToB (ONUMOHANbLHO);

— BblUMUC/IEHME 3HadeHus knw4deBon Xaw-(pyHkunm (MAC) OT KOHKaTeHauuum K4da XoL-
dYHKUMN, TUNa KOMMNpeccuu, AAWHbI KOMMPEecCUpoBaHHOro QparmMeHTa, KOMMNPEeCCUMPOBaHHOMO
dparMeHTa U 3a4aHHON KOHCTaHThI;

— KOHKaTeHaumnsa dparMeHTa W pesyfbTaTta BblUMCAEHUS 3HavyeHus Xow-GdYHKUMWM OT Hero
(pacwmpeHHbIn dparMeHT);

— 3aWwmndpoBaHne paclwimpeHHoro dparmMeHTa (ONUMOHANBHO);

— gobaBneHme OTKPLITOro 3arofioBka, cogepxawero Tun coobuweHusa (oaunH 6aiT), Bepcuto
npotokona TLS (aBa 6anTa) U ANMHY KOMNPECcCMpoBaHHOro dparMeHTa.

Mpwn npueme MHbOpPMaLMKM NpUMeHsieTcs obpaTHas NoCnef0BaTeNbHOCTb onepaLuii.

[ToTok maHHBIX é %

@parMeHTUPOBAHHBIN ITOTOK JAHHBIX

®parmMeHT

CxaTblil pparMeHt

Pacumpennsiii pparmeHT MAC

3ammpoBaHHbIA pacIIMPEHHbI (parMeHT

I[O63BJI€HI/IG OTKPBLITOI'O 3arojiOBKa

PucyHok 7.1 — Anroputm npeobpasoBaHus nHhopmaumm npn obmMeHe ¢ UCNosib30BaHMEM MPOTOKONA
TLS
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B npotokone TLS ncnonb3yloTcs cneayowme TUnbl COO6LLEHWN:

- Hello message (ClientHello, ServerHello);

- Change cipher specs message (uM3MeHeHMe cneundukaumm anropuMTMOB M NapaMeTpoB
3aWmnThl);

- Key exchange message (nepenava kno4da obMeHa knwoyamu wngposaHms u MAC KIMEHTa,
cepBepa);

— Alert message (npeagynpexaeHune, onoselleHne o0 daTanbHoM owmnbke);

— Application_data message (nepepayda faHHbIX);

- Finished message (coobueHne o BO3MOXHOCTM paboTbl B CO34aHHON ceccumn).

MpoTokon TLS gBnsieTcsa ABYXYPOBHEBbIM W AENCTBYEeT Haj TPaHCMOPTHbIM MNpOTOoKosoM. K
nepBoMy ypoBHI0 oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpOMYy ypoBHIO oTHOCcUTCSA TLS Record Protocol.

TLS Handshake Protocol obecneunBaeT nHuumanmsauymo ceccumn (COeANHEHUS) BbINOTHEHMEM
cneaylwmx onepaumi:

— K/IMEHT U CepBep AOoroBapmaloTcs 06 MCNOb3yEMbIX B CECCMW anropuMTMax U napaMmeTpax
3awmTbl, 0bMeHMBalOTCA ciydanHbiMm BenndnHamm client_random, server_random, gorosapusatoTcs,
6yayT NN HET HOBble COEAMHEHMUS;

— npousBoAnTCA 0bMeH cepTuduKaTaMm AOA9 ayTeHTuduKaumm KaneHTa u cepsepa (no
3a4aHHbIM oNumaM);

— K/INEHT reHepupyeT CNydyanlHyl BennuMHy pre_master secret, wudpyer ee n nepepaet
cepBepy.

— KNMeHT n cepBep no pre_master secret, client_random wn server_random dopMupytot
master secret (Habop HeobxoanMoK KIKOYEBON MHDOPMALIMN) CECCUn.

TLS Handshake Protocol paboTaeTt no cneaywowen cxeme, npeacraBfeHHON Ha PucyHke 7.2.
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\ 4

Server

\ 4

Client ClientHello

YcraHoBka BCpCHUH IIPOTOKOJIA, I/I,ZleHTI/I(I)I/IKaTOpa CCCCHH, HAYAJIIbHOI'O Ha60pa aJITOPUTMOB
" MapaMCTpOB, MCTOAA KOMIIPCCCHUHU.

ServerHello
Certificate

Client < Certificate Request < Server
Server Key Exchange

ServerHelloDone

Cepsep nocsutaeT (OMIHOHATIBHO) CBOM cepTU(UKAT U 3amparnnuBaeT (ONIIHOHAIBHO)
cepTudUKaT KIMEHTa, Iepeaaya crydailHoi BeTMauHbI Server-random.

Certificate
Client Key Exchange
Certificate Verify

Server

\ 4
\ 4

Client

Knuent nmoceutaer cBoit ceprudukar (ecau ObL1 3anpoc cepsepa) Eciu ceprudukara y
KJIHeHTa HeT, oH mockutaet Certificate Verify.

Change Cipher Spec

Client » Finished »  Server
Change Cipher Spec

Client < Finished < Server

Br160p aaropuTMoB U mapamMeTpoB IS YCTaHaBIMBaeMOM ceccuH, 3aBepuienne Handshake
(«pyKOMOKATHS).

PucyHok 7.2 - Cxema pabotbl TLS Handshake Protocol.

7.2. Mopaynb ceteBoi ayTeHTUdmnkKaumm «Kpuntollpo TLS»

Moaynb ceteBol ayTeHTudumkaumm «Kpuntollpo TLS» peanumsoBaH Ha 6ase nportokona TLS
v.1.0 1 poCCUUCKMX CTaHAapToB KpunTorpaduyeckon 3awuTbl KOHPUAEHUMANbHOW WHQOpMauum
(anropuTtMbl WwndpoBaHua B cooteeTcTBMn ¢ TOCT 28147-89, anropuTMbl BbipabOTKM M NpOBEpPKMU
3M1eKTpOHHOM noanucu B cootBeTcTBuM € TOCT P 34.10-2001 u TOCT P 34.10-2012, anropuTMmsbl
xawmpoBaHusa B cootBeTcTBUM € TOCT P 34.11-94 mn FOCT P 34.11-2012). Wcnonb3yeTcs Takxe

anroput™m Onddun-XennMmaHa OTKpbITOro pacnpeaeneHus katoden Ha 6aze NOCT P 34.10-2001 v FOCT
P 34.10-2012.

AyTeHTU(MKaAUNSA KITMEHT-CEPBEP MOXET ObITh OAHOCTOPOHHEN U ABYCTOPOHHEN.
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OAHOCTOPOHHSS aYTEHTVI(bVIKaLI,VIH obecneunBaer MWHUMANbHO HeobXxoaMMbIN YPOBEHDb
3aWmnTbl, U BKJIlOYaET B cebs:

— obsi3aTenbHy0 ayTeHTUdUKaUno cepeepa 6e3 ayTeHTMdnKaumm KJIMeHTOB;
— wudpoBaHme Tpadunka Mexay KIMeHTOM N CEpBEPOM.

Mpn paboTe B [AaHHOM peXxwuMe CcepBep Ha 3Tane <«pyKonoxaTus» He 3anpalmBaeT
cepTMduKaT KJIMEHTa U yCTaHaBIMBAETCA «aHOHMMHOE» 3alMlieHHoe coeanHeHue. B 3ToM cnydae
KNIMEHT MOXET He MMEeTb 3aKpbITOro KJK4a M Ha 3HAYOK «3aMKa»., OAHAKO MpW 3TOM OH nulaeTcs
BO3MOXHOCTM (POpPMUPOBATb 3IMNEKTPOHHYK MNOAMUCb MNOo4 AOKYMeHTaMu. PeXuM C OAHOCTOPOHHEN
ayTeHTUdMKaUMEN cepBepa MOXET WCNOAb30BaTbCA AN MNpeaoCTaB/ieHns HeKoTopon rpynne
nonb3oBaTtenienn KoHDMAEHUMANbHON WHMOPMALMM HA OCHOBAHWM MApPOSIbHOW 3aWuTbl, OAHAKO
naposb B 3TOM ciayyae 6yaer npeabaBnaTbCa MOAb30OBaTeNeM TOJIbKO Mocfe YCTaHOB/IEHUS
3awmuweHHoro TLS-coeamHeHmss ¢ Web-cepBepoM, 4TO NOBbIWAET YpPOBEHb 3aluTbl OT
HEeCaHKLMOHMPOBAHHOIro A0CTyna Mo CpaBHEHWIO C nepegayen naposns no OTKPbITbIM COEAMHEHUSIM.
Mpn OAHOCTOPOHHEN ayTeHTUdUMKaAUMM cepBep 3anpalinBaeT CcepTUdUKAT KIAWMEHTa, HO ero
OTCYTCTBME HE cuuTaeTcsa owmnbKon.

[BYCTOpPOHHAS ayTeHTUdMKaums BkIo4YaeT B cebs:
— B3aUMHYI0 ayTeHTuduKaumo knmeHta n Web-cepsepa ¢ NoMoLLbO nxX cepTuduKaTos;
— wudpoBaHMe Tpaduka Mexay KIMeHTOM U CepBepoM;

— ¢popMMpoOBaHME U MPOBEPKY 3IEKTPOHHOW MOAMUCK MOA 3NEKTPOHHbIMM HTML-dopmamu,
3anoJIHAEMbIMU MOSIb30BaTENSIMU.

[BYCTOPOHHAA ayTeHTUudUKauums no3BonseTr obecneunTb [OCTYN B  3aKpbITylD 4acTb
Web-cepBepa TONbKO 3aperMcTpupoBaHHbIM BladenblaM cepTUduUKaToB. MpyM 3TOM HYXHO MMETb B
BUAY, UYTO pasrpaHuyeHre p[octyna K WHGPOPMALMOHHBLIM pecypcaM CepBepa, OCHOBAHHOE Ha
npoBepke cepTUdUKATOB KIMEHTOB, rOpa3flo HaJeXHee, YeM NPOCTO NaposibHas 3alunTa.

B naHHOM pexume paboTbl KANMEHTY HeobXoAMMO CreHepupoBaTb 3aKpbITbli U OTKPbITbIN
KOUYM M NONYUYNTb CEPTUDUKAT OTKPbLITOro Knya B YLI.

TpeboBaHnAa K TEeXHUYECKMM U MNpPOrpaMMHbIM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIR
ycTaHaBnuBaeTcsa ISA cepBep, onpeaensawTcs B AOKYMEHTauuu, MOCTaBNseMol BMeCcTe C AaHHbIM
cepBepoM. [OMOSIHUTENIbHO, Ha KOMMbIOTEP AO/XHbI 6bITb ycTaHoBeHbl CK3U «KpunTtollpo CSP» un
MOAYyNb NOAAEPXKKU CeTEBOWN ayTeHTudumkaummn «Kpmuntollpo TLS».

,EI,J'IFI BO3MOXHOCTW YCTaAHOBJIEHUNA 3alUNLLEHHONo0 CoeanHeEHUna Mexay KJIMEHTOM U CeEpBEPOM
ISA HeobxoaMMO BHayane BbIMNYCTUTb CepTU@UKAT OTKPbITOro  K/4ya, KoTopbid  byaer
MCMoSIb30BaTbCs ANS CEPBEPHON ayTeHTMdMKaumMm no npotokony TLS.

K TakoMy cepTuduKaTy NpeabsaBnsaoTca cieayolime TpeboBaHns:

-umMa ceptudukata (Common name) AOMKHO coBnagaTb C uMeHeM nybnaunkyemoro Web-
cepBepa npuknagHonm cucrtembl. Hanpumep: pif.nikoil.ru;

— 061acTb UCNOMb30BaHUS K/oYa A0/HKHA coaepxaTtb: «AyTeHTudunkaums Cepeepa».

JaHHbIn cepTudumkaTt gonxeH 6biTb yCTaHOBNEH Ha cepBep ISA B NpMBSA3Ke C KJHOYOM MoAnncu
(3aKpbITbIM KNOYOM). pn 3TOM 3aKpbITbIM KAKOY NOANMUCK AoJKeH bbiTb NoMeweH B peecTtp OC.

Bbinyck n ycTtaHoBka ceptudumkaTta ocyuwecrtBnstTca uyepe3d APM nonb3oBatensa LeHTpa
peructpaumn. Nopaaok AeNCTBUI oNpeaenseTcs B MHCTPYKLUWMK NOSIb30BaTESIO.

7.3. [poBepkKa Mcnonb3oBaHMUsS pOCCUNCKNX anropntmoB B 6pay3epe Internet
Explorer/Edge.

1. OTkpoiite 6pay3ep Internet Explorer/Edge.

Mpwn nocelweHnn Beb-cTpaHmubl 0bpaTnTe BHMMaHMe, NCNONb3YETCHA NN MPOTOKON COeAMHEHUS
«https».
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PucyHok 7.3 — AgpecHas cTtpoka Internet Explorer.

2. Ha)xxMuTe Ha 3HA4YO0OK «3aMKa».

PucyHok 7.4 — AgpecHas cTtpoka Internet Explorer.

JO/MKHO NOSIBUTCA OKHO cneayrowero smaa:

WaenTndmkauma seb-caita
&

000 "KPWMTO-TPO"
onpegenun seb-caliT Kak

g.cryptopro.ru

3ITo NOAKNHIYEHHE K CEPBEQY WCNOABIYET
WK poBaHWE,

MaoxcHe nu goeepaTe 3ToMY BeB-caliTy?

MpocmoTp cepTudukatos

PucyHok 7.5 — OkHO naeHTndumukaummn Beb-caiita.

3. HaxxmuTte Ha MNpocMoTp cepTndmKaTos.

OTkpoeTca SSL ceptudukat web-cepsepa. Ha Bknagke «CocTtaB» MOXHO MOCMOTpeTb
nHpopMaunio 06 UCMOSb3YEMbIX KpUNTOrpadruyeckmx aaropmTmax.
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PucyHok 7.6 - CepTtudumkar.

41



XXTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacTBO aaAMUHUCTpaTopa 6€30nacHOCTH.
O6was yacTb

8. YnpasneHue knwudamm CK3U

KntoueBas cuctema CK3W «Kpuntollpo CSP» v 4.0 R4 6asupyetcsa Ha apxutekTtype PKI
pekoMeHgaumm X.509. B kauecTtBe YL, MoxeT BbiCTynaTb YaoctoBepstowmin ueHTp «Kpuntollpo YLU»,
HO pgonyckaetcsa wucnonb3oBaHne LUeHTpa CepTtudukaunmm kopnopaumm Microsoft (Microsoft
Certification  Authority), wn gpyrne ceptuduumnmpoBaHHole @OCB Poccmn  peanusauum,
obecneumBawLme BbINOAHEHWE PYHKUMA AOBEPEHHOro obpalleHuns ¢ ceptudukaTamu.

PekoMeHpaummM 1Mo  ynpaefeHuUo  kaw4vamm  npumeedeHbl  anga  «Kpuntollpo YU» ¢
OpraHn3auMoOHHON CTPYKTYPOW, 3/1IEMEHTAMMN KOTOPOM ABMSAKOTCS:

1. UeHTp ceptndpukaumnm (LC);

2. LleHTp peructpauumn (LIP);

3. APM agMunHuctpaTtopa YU;

4. MNonb3oBaTeNbCkue cpeacTsa B3amMmoaencTams c YL;
5. MNporpaMMHbIn nHTepdenc BzamMoaencTems ¢ YL.

OnuncaHune Yaocrtosepstowero ueHtpa «Kpuntollpo YL» npueeaeHo B lNpunoxeHun 4.

CK3UN «Kpuntollpo CSP» v 4.0 R4 MOXET WCNONb30BaTbCA B KayecTBe KpunTosapa B cocCTase
|!_._| pa3nNnyHbIX NPUKNAAHbLIX CUCTEM, OpraHM3aLUNOHHbIE CXeMbl YNPaBEHUS KIHOYEBON CUCTEMON KOTOPbIX
MOryT OT/IM4aTbCS OT paccMaTpuBaeMoMn.

CepTudmkaTt OTKpbITOro kawo4va obMeHa u cepTudukaTt kntoda npoBepku Il npeacrtasnser
cob0M CTpYKTYpUpPOBaHHYO ABOMYHYIO 3annck B dhopmaTte ASN.1, coaepxallyto:

— MMA cy6beKkTa N 06beKkTa CUCTEMbI, OAHO3HAYHO UAEHTUMUUNPYIOLLEE Er0 B CUCTEME;
— OTKPbITbIN K/OY UK KoY npoBepky Il cybbekTa UM o6bekTa CUCTEMbI;

— [IONONIHUTENbHbIE aTpMbYThI, onpeaenseMblie Tpe6oBaHUAMU UCNONb30BaHNA cepTudUKaTa B
cucTeMme;

- 3N Uzpatens (YAOCTOBEPAIOLIErO LEHTPA), 3aBEPSAIOLLYH COBOKYMHOCTb 3TUX AAHHbIX.

®dopmaT cepTudukata onpegeneH B pekoMeHgaumax ITU-T 1997 rogma X.509 wu
pekoMeHgaumax IETF 1999 roga RFC 2459. B Hacrtosiwee BpeMsi OCHOBHbIM MPUHSATbLIM (OpMaToM
apnsetrca dopmaTt Bepcunm 3, NMO3BOAAKOWMIA onpeaenTtb AonosnHeHus (extensions), ¢ nomouwebto
KOTOPbIX peannsyeTcs onpeaeneHHas nonutmka 6e30nacHoOCTM B CUCTEME.

Hwxe npuBeneHbl TpeboBaHMA MO ynpaBfieHUIO KIKYEBOW CUCTEMOM Ha BCexX 3Tanax ee
XXM3HEHHOro UWKIa, HauymMHas c d¢opMmmpoBaHusa knwoden LeHTpa Ceptudukaumm. TpeboBaHus
npueedeHbl C ydyeToM Hanumuua LleHTpa Peructpauuu, asnsaoowerocs (QyHKUMOHANbHON eaAnHuLen
cuctembl. B cnyvae ero oTcytcTBuMA  yHKumu  LeHTpa Peructpaumu  BbiNosHAET  LleHTp
Ceptudukaummn, dyHKUuMn agMmHmnctpaTopa LIP BbinonHset agMmuHucTtpaTtop LC.

8.1. YpoctoBepstowmii LEHTP

YpocTtoBepsowmin LeHTp obecrnednBaeT BbiMNOSIHEHNE CleayoWnNX PyHKUNIA:

— peructpaums (dpopmmposanme) anctpnbytnsos MO CK3U 1 Bbigaya ux nosb3oBaTensam;

- (bopMmpoBaHMe, XpaHeHWe U1 WUCNoSb30BaHME 3akpbiToro kaw4ya (kntodent) LleHTpa
Ceptudukaumu;

— perucrpaumsi nosib3oBaTtenieii B cooTBeTCcTBMM C TpeboBaHuamm PernamenTta ([orosopa)
CUCTEMBI;

- Nosly4YeHne OT MoJib3oBaTeNs 3anpoca Ha cepTMduUKaT, Kak B 3J/IEKTPOHHOM, Tak U B
6yMa>xHOM BuAae;

- Bepudunkaumsa 3anpoca Ha cepTndukar;
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— popMUpoOBaHME CEPTUPUKATOB OTKPbLITbIX KJIOUEN M Kouen npoBepku Il nonb3oBaTtenemn
Ha OCHOBE MOJIyYEHHbIX 3aMpoCOB N 3aperncTpnpoBaHHon MHbopMaLuum;

— AOCTaBKa cepTMdMKaTOB OTKPbITbIX KIOUelh 1 Knyen nposepku DI nonb3oBaTensm;
— nosyyeHue n obpaboTtka coobueHn 0 KOMNpPOMETaUNM KITHOUEN MOJIb30BaTENSIMU;

— OpraHusaumsa Ccxembl ONepaTUBHOro OMOBELWEHUs Nonb3oBaTener o060 BCeX M3MEHEeHUsNX,
npomcxoaswmnx B cetn (KOMNpoMeTauus Karuden, BocCTaHoBAeHUE KOHDMAEHUMANBLHOMW CBA3K nocne
KOMMPOMETaLUMN KoYEeN, BKIOYEHNE HOBbLIX MNOMb30BaTENEN, NNIAaHOBas CMEHa KJlo4en U T. n.);

— NMlaHOBOE N3rOTOBIEHNE CMNCKA OTO3BaHHbIX CEPTUEHOMKATOB;
— pa3paboTka 1 noaaepxka MYHKLMOHMPOBAHMSA MaposIbHOM CUCTEMbI OMOBELLEHUS B CETH;
— ynpaBJ/ieHne K/It04EBON CUCTEMOMN;

— pa36op KOHMUKTHLIX CUTyauWit M AOKa3aTesbCTBO aBTOPCTBA 3JIEKTPOHHOIO AOKYMEHTa,
CHa6>XEHHOro 31EKTPOHHOM MOAMUCHIO.

- B coctas YL Bxog4ar:
— NporpaMMHo-annapaTHble cpeactBa LleHTpa CepTudunkaumu;

— MporpaMMHo-annapaTtHble cpeactsa LieHTpa Perncrtpauum (npu ycnoBmu ero akcnjayaTtauum
Ha oTtaensHon N3BM);

— NporpaMMHo-annapaTHble cpeacTBa Ass paszbopa KOHMAMKTHBIX CUTyauui;
— [ONOJSIHMUTENbHbIE cpeacTBa, obecneumBawlme ceTeBOe B3aumMOAelCTBMe Nnofnb3oBaTenen m

yu.
8.2. ®dopmupoBaHue knwdel LleHtpa Ceptudukaumm

dopmupoBaHue kntovelr LleHTpa CepTudukaumm npomsBOAMTCS aaMUHUCTpaTopoM LIC
cneayowmm o6pasom:

1. AamuHuctpatop LC peructpupyetca B YU B «XypHane perncrpaunm agMMHUCTPaTOpPOB
6esonacHocTM wn nonb3oBaTenen» (cm. 8.11 «BepeHue XypHanos»). Perncrtpauuto npoBoauT
HavanbHKK YL (0 4eM genaeTcs COOTBETCTBYIOLWAA OTMETKA B XYypHane).

2. AammnHuctpaTtop LUC npowusBoanT dopMupoBaHme 3akpbiTtoro kawda LUC v ceptudukara
oTkpbiToro knto4a LC. C 3akpbiToro kntouda LIC ¢popmmnpyeTtca pesepBHas KOMUSA, KOToOpas XpaHUTCS Y
HayanbHMka YL. ®akT wu3rotoBneHuss kmawda u ceptudukata LC 3aHocuTca B «XypHane
rnosib3oBaTenis ceTu» U 3aBepsaeTcs HavyanbHUKOM YLI.

3. bnaHk ceptudmkata LC BbIBOAWTCS Ha MNPUHTEP B ABYX 3K3eMnjspax W 3aBepsieTcs
HadyanbHMkoM YL u agmuHucTtpatopom LIC. OgHa konusa 6naHka ceptudukata LC xpaHutca vy
HayanbHMKa YL, BTOopas konus nepegaetca agamuHuctpatopy LUP (LC).

4. AapmuHucTtpatop LUC npoussoant dpopmmuposaHne COC LIC, KOTOpbIN HE COAEPXUT HU OAHOrO
0TO3BaHHOro ceptudukarta. bnaHk COC BbIBOAUTCS Ha NpPUHTEP B ABYX 3K3eMnjsipax M 3aBepseTcs
aaMmHuctpatopoMm LIC. OgHa konus 6naHka COC LUC xpaHuTca m HadanbHuka YL, BTOpas konus
nepegaetcsa agmmHucrtpatopy LP (LC).

Mpn dopmmpoBaHnn COC LC u Hanuuum ceTeBbiX CpPeacTB pacnpoctpaHeHus COC B cucteme,
"_!_.J' PEKOMEHAYETCA  YCTAHOBUTL B COC [OonosiHeHue «Touka pacnpocTpaHeHus COC»
== | (issuingDistributionPoint) c 3agaHveM B HeM MeTOoAa AOCTyna, KOTOPbIA MOXeT 6biTb WUCMNOAb30BaH
rnonb3oBatensaMm ans perynspHoro obHoeneHust COC (cm. [26]).

8.3. XpaHeHue u ncnonb3oBaHue 3akpbIToro knwda LC

3akpbITbi ko4 LIC 1 ero pesepBHas Konus XxpaHATcs y HadanbHuka YLU. Mpu HeobxoamMMocTm
€ro UCrosib30BaHMs UM B Hadane paboydero aAHS (CMEHbI, MpM CMeHHOM paboTe), 3akpbIThin KoY LIC
Bblgaetca aamMuHuctpatopy LC, o 4dem pgenaetca noMmetka B «XXypHane nonb3oBaTensd CceTu».
PekomeHayeTcs He 3arpyxatb nporpamMmHoe obecnedeHne LIC 6e3 Heobxoammoctv, a npwu
3arpyxeHHoM O, He ocTaBnATb 3aKpbITblit katod LIC 6e3 koHTponsa agmmHucTtpaTopa LC.
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Cpok pgenctBua 3akpbitoro knwya ULC (TouyHee, kntouya YNONHOMOYEHHoOro nuua YLU)
coctasnsieT 3 roga. B TeueHue 1 roga 3 MecsiueB 3aKpbiTblM K4 YNOAHOMOYeHHOro nuua YU
NCNONb3YyeTCa AN U3roToBsieHMs cepTuduMKaToB Monb3oBaTesien M (GOPMUPOBAHMSA  CNUCKOB
OTO3BaHHbIX CEpTUDUKATOB.

Mo uctedeHnm 1 roga 3 MecsiLeB M A0 OKOHYAHMS CpoOKa JAENCTBUSI 3aKpbITOro K/toya
YNOMHOMOYEHHOrO nMua YL, JaHHbIA  3aKpbiTbli  KIKOY  UCMOJIb3YETCH  UCK/IUUTENBHO  ANst
¢hopMMpoBaHMS CNUCKOB OTO3BaHHbIX cepTudmkaTos YLI.

8.4. ®opmupoBaHue knw4den LleHtpa Perncrpauum

PekoMeHAauMM, OMNWCaHHble B [AaHHOM pasfgefie, OTHOCATCS TOMbKO K CUCTEMaM,
ncnonb3yowmnm LleHTp Perncrtpaumu.

8.4.1. Peructpaumnsa LeHTpa Perucrpauumn

AamuHucTtpaTtop LC npoussoaut permnctpaumio LIP B LleHTpe CepTudukaumm, o 4yeMm agenaercs
3anucb B «XXypHane permcrpaumn agMMHMCTpaTopoB 6e30nacHOCTU U nosib3oBaTenen».

8.4.2. NarotosneHune knwoden LleHTpa Permncrpauumm

1. AomnHuctpatop UP ycrtaHasnuBaer ceptudukatr LC Ha [MM5BM LP. PekomeHpyeTcs
obecneunTb 3alUMLLEHHYIO AOCTaBKY U XpaHeHue cepTudukata LIC Ha MOBM.

2. AaMnHucTpaTtop LUP npoussognt dopMmmpoBaHue NMYHOro 3akpbiToro knw4da LP v 3anpoca
Ha cepTuduKaT, coaepxalwero oTKpbITbii katod LIP. C 3akpbiToro katoya LIP dpopmupyeTcs pesepBHas
KOMNusl, KOTopas XpaHUTCs y HadaibHuka YL. lNomeTka o ¢dopMMpOBaHUM KAK4Ya M 3arnpoca Ha
cepTudukaT 3aHocnTCs B «XKypHane nonb3oBaTesns ceTu».

3. bnaHk 3anpoca Ha cepTudukaT BbIBOAUTCA Ha MPUHTEP B ABYX 3K3eMMspax U 3aBepseTcs
aagMmHucTpatopom LIP.

4. 3anpoc Ha cepTUdUKAT 3anNMCbiBAeTCA HA MarHUTHbIA HOCUTENb (AUCKETY).

5. AamuHuctpaTtop UP npubbiBaet B YL, rae agamuHuctpatop LIC npoussoamT opMupoBaHmne
ceptndumkaTta LC, ncnonb3ysa anasa 3TOrO MNOJSyYeHHbI 3anpoc Ha cepTudukat n 6yMaxkHbii 6naHk
3anpoca. bnaHk 3anpoca Ha ceptudukaT 3aBepsetcs agmuHuctpatopom LIC. OgHa konus 6naHka
3anpoca xpaHuTca y agMuHuctpatopa UC, apyrasa - y agMmHucTpatopa LP.

6. AamnHuctpaTtop LUC BbiBOAUT Ha npuHTep 6naHk ceptudwukata LUP B ABYyX 3K3eMmnnspax.
bnaHk ceptndukarta LIP cBepseTca ¢ 6n1aHKOM 3anpoca un 3aBepsieTcs agMmHucTpatopamm LIC, LIP un
Ha4yanbHWKOM YLI.

7. AomnHnctpatop UP nonydaer nuuHbin ceptudmkat LP Ha MarHMTHOM HocuTene wu
3aBepeHHbIn 6naHk cepTudukata LIP.

8. AaMmuHuctpartop UP, ncnonbsys MO UP, yctaHaBnmBaeTt ceptudukar Ha MIBM LP.

Mocne 3aBepweHusa atTux gencteuin LleHTp Ceptudwukaumm mn LleHTp Perncrpaumm rotosBbl K
perncrpaumu nonb3oBaTenen CUCTEMbl U BbINYCKY CepTUdUKATOB.

8.5. dopMuMpoBaHMe K/to4Yen Nosb30BaTens

8.5.1. Peructpaumsa nonb3oBaTtens

1. PyKoBOACTBO OpraHuM3aunm-nosib3oBaTens Ans permcrpaunm noab3oBaTens B CeTU AOJIXKHO
npeactasuTb B YL Ha uMs ero HayanbHMKa C CONPOBOAUTENbHBIM MUCBMOM Cneayllme AOKYMEHThI
(KOHKpETHbIN coCcTaB AOKYMEHTOB onpegensetcs PernameHTom ([JOroBopoM) CUCTEMDbI:
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1) nuct c obpasuamm nevyaTm n TNYHOMN NOANMUCU PYKOBOAUTENS OpraHn3aunm;
2) konuio lorosopa (BpemeHHOro cornaweHms) ¢ agMMHUCTpaumen CMCTeMbl;

3) BbINUCKY U3 MpMKasa O HasHa4yeHnu agMMHUCTpaTopa MHGOPMaUMOHHONW 6e30NacHOCTH
opraHusaumm (3aMecTuTens), 3aBEpPEeHHYH MOAMUCbID PYKOBOACTBA W  MeyvyaTblo
opraHusauum;

4) 3ano/fiHeHHble W 3aBepeHHble JINCTKM MO Yy4yeTy KagpoB Ha aAMUHUCTpaTopa
6e30MacHOCTM opraHmsaumun (3amMecTuTens).

2. AoMuHucTpatop LleHTpa Peructpaumm Ha OCHOBAHMM MOAHOTbI W AOCTATOYHOCTMU
npefocTaB/ieHHbIX JOKYMEHTOB NPOM3BOAUT perncTpaumio nosib3oBaTesisd B CUCTEME.

3. [laHHble peruncTpauumM nonb30BaTeNs BbIBOAUTCA Ha MpPUHTEP B ABYX 3K3eMnnaspax u
3aBepseTca aAMuMHUCTpatopoM LP 1 nonb3oBateneM. OaMH 3k3eMnnsp 6n1aHka perucrpaumm
XpaHUTCS Yy aaMUHUCTpaTopa LIP, BTopoi 3k3eMnnsip — y Nosib3oBaTens.

4. AammnHuctpatop LP BblgaeT nonb3oBaTeNto KapToyky OMOBELLEeHUMS O KOMMNpoMeTauuu, B
KOTOpoW oTpaxatotca TenedoHbl n naponu YU n nonb3osaTtens, PucyHok 8.1.

KapTouka oOnoBeleHMss UCNOSb3yeTCS  YYaCTHMKAMM  CUCTEMbl  Ans  coobueHuin o
KOMMPOMETauMn Ktya no tenedoHHbIM KaHanaM obLlero nonb3oBaHUs, ANS 3TOro B HEeW yKasaHbl
TenedoHbl YL, naponb (KogoBoe C/0BO) agMMHUCTpatopa YL M yHuKanbHbIA naposb (KogoBoe
C/10BO), NPUCBOEHHbIN Nonb3oBaTento YL, KapTouka onoBeLweHns A0KHA XPaHUTBLCS Y NOsb30BaTens
HapaBHe C KJto4YaMu.

Maponb YL OCHOBHOM Naposb Pe3epBHbIli Naposb

TenedoHbl AgMmnHucTpaTopa LP (YU)

Maponb nonb3oBaTtens OCHOBHOWM naponb Pe3epBHbIli Naponb

PucyHok 8.1 - KapTouka onoBseLleHns 0 KOMApoMeTaumu.

5. Mpn Hannuum cuctemsol 3J'|eKTpOHHOl7I Mo4YTbl N 3apeErncTtpnpoBaHHOro nNOYTOBOro aapeca
nonb3oBaTtens, agMumHuctpatop LP nobaBnser ero B CNmMcok paccCblIKKn rnosib3oBaTesien CNCTEMBDI,
KOTOprVI MCNOJNIb3YETCA ANA ULEHTPAIN30BAHHOIO onoBeLWeHNA nosib3oBaTenen CUCTEMbI.

6. AoMuHuctpatop UP penaetr 3anmce B «XypHane peructpaunMm agMUHUCTPATOPOB
6e30nacHOCTU M Nonb3oBaTenen».

7.Tlpu 3aBeplleHnN perucrtpaumm Kaxxaoro nosb3oBaTens cucrtemol aamuHuctpatop LC (LUP)
nepegaeT nosib3oBaTento konuo 6naHka ceptugukarta LUC, ceptudumkar n COC LUC (LP).

8.5.2. dopMmnpoBaHMe ANYHbIX K/tOYel nonb3oBaTens

MNpW HanMuMM B OpraHM3aunmn aaMUHUCTpaTopa 6€30MacHOCTM, BCE OMMUCAHHbIE HUXE AENCTBUSA
MOTYyT MpOM3BOAUTLCS NIM60 aAMUHUCTPATOPOM 6e30MacHOCTM, NM60 MOoNb30BaTeNleEM B MPUCYTCTBUMU
aaMUHUCTpaTopa 6e30nacHOCTH.

1. Monb3oBaTens ycraHaBnmeaeT ceptudukar n COC UC (LUP) B cnpaBo4YyHMK cepTUdmKaTOB.
TpebyeTtcs ob6ecneunTb 3allMLIEHHYIO [OCTaBKy W XpaHeHune ceptudukata LC Ha [5BM
nonb3oBaTens.

2. Monb3oBaTtenb NnponssoamtT GopMUpoBaHME ANMYHOro Kao4da Il 1 3anpoca Ha cepTudmkar,
coaepkawero knwod npoeepku 3l nonb3osaTens.

3. BnaHk 3anpoca Ha cepTuUdUKaT BbIBOAUTCA Ha MPUHTEP B ABYX 3K3eMMaspax M 3aBepsieTcs
nosnb3oBarteneM, (aAMUHUCTPATOPOM 6€30MaCcHOCTM MpPU €ro HaanyMm) U OTBETCTBEHHbLIMU JIMLLAMMU
(HanpuMep, ANPEKTOPOM UM rNaBHbIM Byxrantepom).
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4. Mpu OTCYTCTBUM CETEBOr0 B3auMOAENCTBUS opraHmsaumm c LP, 3anpoc 3anucbiBaeTcs Ha
MarHUTHbIN HOocUTeNb (ANCKETY) ANna nepegayn B LP.

5. Mpn Hannunm ceTeBOro B3aMMoAenCcTBus opraHmsaumm ¢ LUP, 3anpoc Ha cepTudunkart MoxXeT
6bITb NepenaH no cetu. MNpun aToM Heobxoammo obecrneunTb MNOATBEPXAEHWE BNAAEHUS 3aKPbITbIM
KMO4YOM nosib3oBaTesieM. [ 3Toro 3anpoc Ha ceptudukat MoxeT 6biTb NocnaH B BUAe coobuieHuns,
NOANMCaHHOro NpeablAyLWMM KII0o4YOM Nonb3oBaTtens.

6. Echn 3anpoc 6bi1 3anmMcaH Ha MarHUTHbIM HOCUTeNnb, Nosib3oBaTenb (agMUMHUCTPATOP
6e3onacHoctn) npubbiBatoT B LeHTp Ceptudukaumm (YL) BMecTe C 3annCaHHbIM 3arpocoM U
3aBepeHHbIMKN BnaHkaMu 3anpoca.

7. Ecnn 3anpoc Ha ceptudwukat 6bi1 nepegaH no ceTtu, nonb3oBaTenb (agMMHUCTpaATOp
6e3omnacHoOCTM) A0MKHbI Nepeaatb obe konuu H6naHka 3anpoca B LleHTp CepTudumkaumm, mcnonb3lys
AN 3TOro AOCTYMHble Ccrnocobbl 4OCTaBkKM (Hanpumep, 3akasHoe NUCbMO).

8. Mpun nony4dyeHnn 3anpoca Ha ceptudumkaTt aamuHuctpatop LIC npoussoamt dopMmmpoBaHue
ceptudumkata nonb3oBaTtens. CepTudukar nonb3oBaTens xpaHutca B 6asze LC B TedeHue
YCTaHOBIEHHOIO CPOKa XpaHeHus (paBHOMO CPOKYy AENCTBUSA cepTudukara).

9. AaMunHUcTpaTop LIC BbIBOAUT Ha NpUHTEP ABE KONMUKM BnaHka cepTudukaTta nosb3oBaTens u
JAenaeT 3anucb o hopMupoBaHUn cepTudurkaTta B «XKypHane nosib30BaTess CETU».

8.5.3. MonyyeHne nuyHoro ceptudmnkaTa nonb3oBaTeseM

JInyHbIN cepTndUKaT MoXeT bbITb MONYy4YeH cneaytowmmm cnocobamu:
— MPW NIMYHOM NPUCYTCTBUM Nosb3oBaTens (aaMmHucTpaTopa 6esonacHoctn) B YL;

— MO0 CeTU C MCMNONb30BaHMEM 3aperncTpupoBaHHOrO agpeca 3J/IEKTPOHHOW MOYTbl WUIU B
npouecce HenocpeacTBEHHOro COeAMHEHNS C LLEHTPOM.

B nto6oM 13 nepeyncneHHblX cnydaeB cepTudumkaT He nepedaeTcs nosb3oBaTeso 40 Tex nop,
noka LleHTp Perncrpaumu He nony4mnT 3aBepeHHbIn 6naHK 3anpoca Ha cepTudukar.

Mpu nepepave NUMYHOro cepTuduKaTa MOSb30BaTENI0 €My TakXe nepefaeTcs 3aBepeHHbI
agMmHucTpatopoM 6naHkK 3anpoca u ceptudukaTa nosb3oBatensd. Bropbie konuu 3TMx 6naHKoOB
xpaHsaTtca B LIC (LP).

8.6. [loBTopHasa permcrtpauunsa nosib3oBaTtens

MoBTOpHasa perucTtpauusa nosnb3oBaTend B LleHTpe Peructpauum npousBOAUTCS B Cny4ae
M3IMEHEHNA 3aperncTpmpoBaHHbIX anVI6YTOB nosb3oBaTens No MHUUMATMBE Mosib3oBatensa nmbo
dAMUHUCTpaUUnN CUCTEMDI.

8.7. MnaHoBas cMeHa Kno4en

8.7.1. CmeHa kntouen LleHTpa Ceptndmkaumm

3abnarospeMeHHO (40 OKOHYaHUS CpOKa AeNCTBUs 3akpbiToro kntoda LC) agmuuuctpaTtop LC
nponssoamT GOpMUPOBAHME HOBOMO 3aKpbITOro knw4da n ceptudukarta LC (cm. 8.2 «dopMmumpoBaHue
kntoyen Llentpa Ceptudukaumnm»).

CdopMupoBaHHbIli HOBbIN cepTudukaT LIC 3anucbiBaeTcs Ha MarHUTHbIA HOcuTeNb (AUCKETY)
n nepegaetcs B LUP BMecTe ¢ 6naHkoM cepTudumkaTa.

Mpy OKOHYaHWUM AENCTBMSA 3aKpbITOro KJk4a, Kl4YeBble HOCUTENN C 3aKpbITbiM K/IOYOM, a
TakKXXe Konum 3akpbiToro kiada LC yHMUTOXatTCa No AKTY KOMUCCUENR.

Bce nonb3oBaTenn CUCTEMbl A0 OKOHYAHUS CPOKa AENCTBUSA 3akpbiToro katoda LC obsa3aHbl
nony4ntb HoBbin cepTudumkat LUC n pobaBuTb ero B CrnpaBoOuYHUKKU cepTudukatos, 6e3 yaaneHus
nencreytowero ceptudukarta LC.
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8.7.2. CmeHa kntouen LleHTpa Perncrpaumu

3abnaroBpeMeHHO (40 OKOHYaHMS Cpoka AencTBusA 3akpbiToro kiatodva LC) aamMuHuctpatop LIP
npon3BoAnUT (POPMMpPOBAHME HOBOIO 3aKPbITOro Ko4va u ceptudurkaTa LIP.

CMmeHa kntovel LleHTpa Perncrpaumu npoM3BoANTCS aHaNOrM4YyHO CMeHe Ktoyel nonb3oBaTens
(cM. 8.7.3 «CMeHa ktoyer nonb3oBaTtens»).

Bce nonb3oBaTenu CUCTEMbl A0 OKOHYaHMSA CpoKa AENCTBUS 3aKkpbiToro kawoda P ob6sa3aHbl
NOAy4YuUTb HOBbIN cepTudukat LiP.

8.7.3. CMeHa kntouen nosnb3oBaTtens

Monb3oBaTenb, UMEKLWNA AEUCTBYIOWNA cepTuduKat M COOTBETCTBYOLWMN eMy Kkaod 3l, B
noboi MOMeHT BpeMeHM (HO He nosgHee Hegenn) A0 OKOHYAHMS Cpoka AEUCTBUSA AENCTBYOLLEro
3aKpbITOro Kftoya, MOXeT Npoun3BecTn hopMMpoBaHME HOBOMO Kitoya II1.

dopMmpoBaHMe HOBOro kmntwda 2II1, 3anpoca Ha cepTudwukaT, nepegada 3anpoca B LP u
nony4vyeHne ceptmdukaTa nNnpomM3BOAUTCSA COrflacHO MocnefoBaTeNbHOCTU, ONMMCaAHHOW B pasgene 8.5
«DopMMpoOBaHMe KK4en Nob3oBaTens».

KntoueBble HOCUMTENM C KA4YOM 3l1, CpoK AENCTBMUS KOTOPOrO WUCTEK, YHUUTOXAKTCA MyTEM
nepedopMaTpoBaHusa (OUYMUCTKM), O YEM AENaeTcs 3annchb B «XKypHane nofb30BaTess CETU».

8.8. KomMmnpomeTauus Katouen

OnpepeneHne TepMUMHa KOMMpoMeTauus, BWUAbl KOMMPOMETaUuMM U OCHOBHble cobbiTus,
npueoasuwine K KomnpomMeTaunmn, npnBeaeHbl B pasaene «OCHOBHble TEPMUHBLI N MOHATUA>.

Mo dakTy KOMMNpOMeTaumMu KIUYen U/WUnn HocuTenen AO/MKHO ObiTb MpoBeAeHOo cnyxxebHoe
paccnenosaHue.

NHdopMaunst ¢ BbIBEAEHHbIX W3 AENCTBMS CKOMMPOMETUMPOBAHHbIX KJOYEBbLIX HOCUTENEMN
nocne NpoBeAeHUs CryXebHOoro paccnegoBaHUs YHUUTOXaeTCs, O YeM AenaeTcs 3anucb B «XXypHane
Nnonb30BaTesNs CeTU».

8.8.1. KomnpomeTauus kntouden LeHTpa CepTudukaumm

B cnyyae komnpomeTauum knawda LeHTpa CepTudukaumm BCS cuctema AomkHa 6biTb
OCTaHoOBNEHA.

Mpn HannuMu pe3epBHbIX KJIHOYEN, CUCTEMA AOJIKHA MOMHOCTbIO MEepenTu Ha KOMMEKT
pe3epBHbIX K/KYeN.

Ecnu pe3epBHble KAOYM He ObliM  NpenycMOTpeHbl, A9 BOCCTAHOBNEHUSI CUCTEMBbI
HeobxoanMo:

1. MoBTOpHO NpounsBecTn popMmmpoBaHue koda u ceptudmkarta LUC;
2. Cdopmumposatb COC LIC, ¢ ykaszaHneM B HeEM oT3biBaeMoro ceptudgukarta LC;
3. ObecneunTtb nonydeHmne ceptndukata n COC LIC BceMm nonb3oBaTeIIMU CUCTEMbI;

4. MpounsBecTn BbINMYCK HOBbIX CEPTUHUKATOB BCEX MOSIb30BATENEN, UCMONb3Ya AENCTBYOLWMNE
cepTudunkaTsl;

5. ObecneunTb nony4yeHne HoBbIX JIMYHbIX CepTVI(bMKaTOB nonb3oBaTeIAMMU CUCTEMDI.

8.8.2. KomnpomeTauus kntoyen LleHTpa Permnctpaumm

KomnpomeTaumsa knwoda LIP He npmBOAWT K OCTaHOBY cucTeMbl. B cnyyae komnpomeTauum
CTAHOBUTCSI HEBO3MOXHbIM CeTeBOE B3amMOAeKnCcTBMe Mexay nonb3oBaTteneMm cucrtembl n LP B yactum
ynpaBfieHnsa Kto4eBON CUCTEMOMN.
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B cnyuyae koMnpomeTauumn kitoda LleHTpa Pernctpauumn Ao/mkHbl 6biTh BbIMOMHEHbI Crieaytoume
MeponpuaTUs:

1. UC dopmmpyeT COC, c ykazaHMeEM B HEM OT3blBaeMoro ceptudukara LP;
2. MNpwn Hannumu pesepsHbIX kato4den LP, LIP nepexognT Ha pe3epBHbIA KITHOUY.

Ecnu pesepBHble KA4M He 6blnM NpeaycMOTpeHbl, TO AN BOCCTAaHOBEHUS CUCTEMDbI
HeobxoaMMo:

1. MoBTOpHO NpounsBecTn popMmmpoBaHue kda u ceptudmkarta LP;

2. O6becneunTtb nonyyeHue ceptudukata LIP BCceMM nonb3oBaTensiMm cuctembl (B clnydae
CeTeBoOro B3anMoaencTems).

8.8.3. KomnpoMeTaumsa Knoyen nonb3osartens

Mpn KoMnpoMeTaumu K4ya y nosb3oBaTens OH AOJ/KEH HEeMeaASIeHHO NpeKkpaTUTb CBS3b MO
CETU C APYIrMMUN NONb30BaTENAMNA.

Monb3oBaTtens (Mnn agMuHucTpatop 6€30MacHOCTM oOpraHmM3auMn) [OMXKEH HeMealeHHOo
nseectntb LIP (YL) 0 KOoMnpomMeTauum Kar4ven noab3osartens.

MHdbopMaumsi o KOMMNpOMeTauum MoxeT nepeaaBatbcs B YL no TenedoHy c coobuieHvem
3apaHee  YC/IOBJIEHHONO  Mapofsi, 3aperucTpyupoBaHHOro B  «KapToyke  OMOBEWEHUss O
KOMMpoMeTaLuumns».

Mocne kKomnpoMeTaumn Ka4Yen Nonb3oBaTeslb GOPMUPYET HOBbIA 3aKPbITbIA KOY U 3anpoc
Ha cepTudukaT. TaKk Kak NoAb3oBaTeslb HE MOXeT MCMOoJIb30BaTb CKOMMPOMETUPOBAHHbIN K4 AN
dopmmpoBanmsa DI n nepepaym 3anpoca B 3allMLEHHOM BMAE MO CETM, 3anpoc Ha cepTudwukart
BMecTe ¢ 61aHKaMn gocTaBnseTcs NMMYHO nosb3oBaTenem (aaMUHMCTpaAToOpoM 6e3onacHocTn) B LleHTp
Perncrpauuu.

8.8.4. [lenctema YL npm KOMNpoMeTaumm Ksto4en nosb3oBaTens

Mpn nonydyeHun coobuieHMs O KOMMNPOMETaUMM Ka4ya OAHOrM0 M3 MONAb30BaTenen CceTu,
aammHuctpatop LUP onoBewaet LUC 0 HeobxoamumocTn gobaBneHms ceptudukata, COOTBETCTBYOLLErO
CKOMMPOMETUPOBAHHOMY 3aKpbITOMY KO4y/Katody 3l B CNMCOK OTO3BaHHbIX cepTudukaTtos. LIC, npu
dopmmnposaHmmn ovepegHoro COC, BK/ItOYaeT B HEro OT3blBaeMbI cepTudmkar.

[aTta, c KOTopoh cepTUdUKaAT CUYNTAETCS HEeAEeNCTBUTENIbHbIM B CUCTEME, YCTaHaB/IMBaETCS
paBHoli gate mnarotosneHna COC, B KOTOpbI 6bin1 BKAKOYEH OT3biBaeMblli cepTudmkar.

Mpn Hanuumu ceTeBbIX cpeacTts pacnpoctpaHeHuna COC, agmumHucTpaTtop UP npowussoaunTt
ny6nnkauymio COC.

Ona paccebinky BHOoBb u3gaHHoro COC BceM nosb3oBaTesnisiM, 3aperMcTpupoBaHHbIM B CrKCKe
paccbiikn (cMm. 8.5.1 «Peructpauusa nonb3osatensa»), MoxeT ObiTb MCNOMb30BaHa 3N1E€KTPOHHAas
rnoyra.

CepTudmkaTt oTKpbITOro Kato4da/kntoda nposepkn Il nonb3oBaTtens He yaansetca u3 6asbl LIC
(LLP) »n XpaHuTCa B TeuyeHMe YCTaHOBJIEHHOro CpoKa XpaHeHus Ansd nposeaeHusa (B ciydae
HeobxoamMocTn) paszbopa KOHMAMKTHBIX CUTYyaumnii, CBA3aHHbIX C NpuMeHeHnem I,

8.9. UcknoyeHue nonb3oBaTesnig U3 cetu

NckntoveHne nonb3oBaTeNss U3 CETU MOXET BbiTb OCYLLUECTB/IEHO HA OCHOBAHMU MUCbMEHHOrO
3aABNEeHMS MONb30BaTeNss B aApec HayanbHuKa YL, 3aBepeHHOro pyKoOBOACTBOM OpraHu3auuu.
NcknovyeHne nosb3oBaTeNns M3 CEeTU MNPOU3BOAUTCA aHaNorMyHo AeUCTBUAM MPU KOMMAPOMETaLuu
Kntoya nonb3oBaTensa. [lonyunMB Takoe 3asBneHue, aaMuHucTpatop LIP npousBoauT Aeicteug,
onucaHHble B pasgene 8.8.4 «[eicTeus YL, npy KOMNpOMETaLMN KOYEN NMOMb30BaTENS».
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8.10. [MepuognyHoctb usgaHua COC

MNepuoanyHocTb u3aaHusa COC UeHTpom CepTudukaumm onpeaenserca aaMUHUCTpauUunen
CUCTEMBI.

LeHtp CepTudwukaumm moxer exeaHeBHOo wm3gasaTtb COC m nybnukoBaTb €ro B CeTEBOM
CrpaBo4YHUKe (NpW ero Haamumn).

Ona pacnpocTtpaHeHuss BHOBb usgaHHoro COC mMoxeT O6biTb MCNonb3oBaHa cucTeMa
3/IEKTPOHHOM MO4YTbl M CAMCOK paccCbliKM MNOJSb30BaTeNle CUCTEMbl, KOTOPbIn (opMUpyeTcsa npu
peructpaummn nosb3osatens (cMm. 8.5.1 «Perncrpaums nosnb3oBaTens»).

Monb3oBaTenn A0MKHbI perynsapHo 06HoBNATL COC, XpaHSAWMACA B NOKaSbHOM CrpaBOYHUKE
cepTUdUKaTOB C UCMONIb30BAHMEM AOCTYMHbIX CPEACTB.

8.11. BepgeHue xxypHanos

AoMuHucTpaTtop YL Beaet cneaytowme xxypHanbl:
— «XXypHan perncrpaunm agMMHUCTpaTopoB 6€30NacHOCTM M Nosib30BaTeNen»;
— «XXypHan nonb3oBaTens ceTu».

AAMUHUCTpATOPbI 6e3onacHoCTH opraHmsaumu BeayT XypHan «XXKypHan nonb3oBaTend cetu».

B «XXypHane perncrpaunm agMuMHUCTpaTopoB 6€30MacHOCTU W nosb3oBaTenen» GUKCMpyoTcs
dakTbl pernctpauum aamuHuctpatopos LC (LP), aamMuHucTpatopoB 6e30MacHOCTM opraHusauum,
Mosib30BaTeNen CUCTEMBI.

B «XXypHan nonb3oBatens ceTu» 3anucbiBaroTCs dakKTbl M3rOTOBAEHWS W MAAHOBOM CMEHbI
Kno4yen, dakTbl KOMNpOMeTaunM KKUYeBbIX AOKYMEHTOB, HewTaTHble CUTyauum, npoucxogsime B
ceTu, NpoBeAeHMe pernaMmeHTHbiX paboT, AaHHble O MOJIYYEHHbIX Y agMUHUCTpaTopa 6e30macHoOCTU
OpraHmsauum K/K4YEBbIX HOCUTENsX, HewTaTHbIX CuTyauusax, npousoweawmx Ha APM c
yctaHoBneHHbiM MO CK3N.

B «XXypHane nonb3oBaTens CETU» MOXET OTpaxaTbCs creaytollas nHhopmaums:
- [aTa, BpeMms;
— 3arnncb 0 KOMMPOMETALMN K/o4a;

—3anncb 06 W3roTOB/IEHUM NMYHOMO K/HOUYEBOrO HOCUTENS MOJSb30BaTeNs, WUAeHTUdUKATOP
HocuTens;

—3anuce 06 W3roTOBMEHMWM KOMWIW  JIMYHOrO  KJIIOYEBOro HOCUTENs  Mofb3oBaTtens,
naeHTMdunKaTop HocuTens;

— 3anncb 06 M3roToBIEHNM pe3epBHOro KJK4YeBOro HOCUTENA MoJSib30oBaTens, VILI,eHTVICbVlKaTOp
HOCUTENA

—3anncb 0 NOJSlyYeHUM cepTudUKaTa OTKPbLITOro Kf4a MNKM Kaoda npoBepku II1, NOSHbIN
HOMEp KJTIOUEBOro HOCUTESISI, COOTBETCTBYIOLLNIN cepTUdMKATY;

— 3anncun, oTpaxakwuwune Bblaa4d4y Ha PyKWU MNMOJsIb30BaATENAM (OTBeTCTBeHHbIM VICI'IOJ'IHVITe)'IFIM) n
caavyy MMM Ha XpaHeHUe NMNYHbIX K/TH4YEeBbIX HocuUTenemn, BKaYas pe3epBHble KTKO4YEBbIE HOCUTENN,

— cobbiTna, nponcxoamelimne Ha APM nonb3oBatens C ycraHoBfaeHHbIM MO CK3U, ¢ ykasaHueM
MPUYMH U NPeanpPUHATBLIX 4ENCTBUN;

[!!| OpueHTUPOBOUHbIE rpadbl XypHanoB NpUBeAeHbl B NpUIoxXeHusx (cM. MpunoxeHue B).
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9. Pas360op KOHMINKTHBIX CUTYaLUN, CBA3AHHbIX C NpUMeHeHneM Il

MpMMEHEHNE 3/1EKTPOHHOW MOAMUCU B aBTOMATU3MPOBAHHOM CUCTEME MOXET MPUBOAUTL K
KOHMIMKTHLIM CUTYaUUAM, 3aK/YaloWMMCS B OCMapyMBaHUM CTOPOHaMM (y4YacTHMKAMU CUCTEMbI)
aBTOPCTBA W/UNU COAEPXMMOIro AOKYMEHTA, NOANNUCAHHOIO 3NEKTPOHHOM MOAMUCHIO.

Pazbop NoaobHbIX KOHMUKTHbLIX CUTyaumn TpebyeT NpUMEHEeHMs  crneunanbHoro
nporpaMMHoro obecneyeHus ANsS  BbINOJHEHUS TMPOBEPOK W AOKYMEHTMPOBAHUS  AaHHbIX,
NCNONAb3YEMbIX MpPU  BbINOJIHEHMM nNpoueaypbl MNpoBepku cooTBeTcTBus Il coaepXXmMomy
3N1EeKTPOHHOr0 AOKYMEHTa.

Pazbop KOHMIMKTHOM CUTyauuW 3aKIK4YaeTcs B JAOKas3aTesibCTBe aBTOpPCTBa MNOAMUCHK
KOHKPETHOr0 3/1EKTPOHHOI0 AOKYMEHTA KOHKPETHbIM UCMOSTHUTENEM.

JaHHbin  pa3bop OCHOBbIBAeTCS Ha MaTeMaTM4YecKMx CBOWCTBax anroputmos I,
peann3oBaHHbIX B COOTBETCTBMU co cTaHgapTamu PO MTOCT P 34.10-2001, NOCT P 34.10-2012, TOCT
P 34.11-2012 n TOCT P 34.11-94, rapaHTUPYHOLWMX HEBO3MOXHOCTb NMoaaesiku 3HadyeHmsa I nobbim
vuoM, He obnagatoWmnM 3aKpbITbIM KJIIOYOM MOAMMUCH.

Mpn npoBepke 3HauyeHus 3l ucnonb3yeTcsa KAY npoBepkn [, 3HAYEeHWEe KOTOpPOro
BbIUMC/ISETCSA MO 3Ha4YeHUto KatoYda 21 npu ux GopMmMpoBaHuN.

B cucteme p[omKHbI OblTb NpPeAyCMOTpPEHbl CpeacTBa BeAEHUS apXMBOB  31EKTPOHHbIX
AOKyMeHTOoB ¢ 3 n cepTndmnKkaToB Kaouen nposepku .

Pa3z6op KOHMAWKTHOM CUTyauMn BbINONHSETCS KOMWUCCMEN, COCTOSLWEN W3 npeacTtaBuTesnen
CTOpOH, cnyxb6bl 6e3onacHocTM M akcneptoB. CocTaB KOMUCCMKM, MOPSAOK ee (opMUpoBaHus,
pernaMeHT paboTbl, paccMOTpPeHWEe pe3y/bTaToB OnpeaenseTcs B MNPUNOXEHUN K PernameHTy
(OoroBopy), 3akno4YaeMoMy Mexay ydacTHMKaMmM MHMOpMaumMoHHOro obmeHa.

OcnapuBaHue pe3ynbtatoB paboTbl KOMUCCMM U BO3MELLEHME MOoCTpajaBlIe CTOpPOHe
npuHeceHHoro yuepba BbINOMHAETCA B YCTAHOBAEHHOM [AelCTBYHOWMM 3aKOHOAATeNbLCTBOM
Poccuinckon depepauunm nopsake.

9.1. Mopsaok pasbopa KOHMNMKTHON CUTyaumu

Pazbop KOHMAWMKTHOM CUTyaumnm BbINOAHSETCA NO  MHUMUMaTMBe boro ydyacTtHuKa
nHdopMaUNMOHHOro obMeHa 1 COCTOUT U3:

1. npeabaBAeHns NpeTeH3nn OAHOMN CTOPOHbI APYION;

2. hopMMpOBaHUSA KOMUCCUN;

3. pazbopa KOH(MAMKTHOW CuTyauunm;

4. B3bICKaHMS1 C BAHOBHOW CTOPOHbI MPUHECEHHOrO yulepba.

Pa3z6op KOHMANKTHOM CUTyauum nMpoBOAUTCH C MCMNOJSIb30BaHWEM MporpaMMHoro obecnedeHums
CK3N «Kpuntollpo CSP» v 4.0 R4 gna sneKTpOHHOro AOKYMEHTa, aBTOPCTBO WM coAepXKaHue
KOTOpOro ocnapmsaeTcs.

MpoBepka MNOAMMCAHHOIO 3NEKTPOHHOIO0 AOKYMEHTa BKAoYaeT B cebsi  BbINOSIHEHME
cneayrowmx oENCTBUN:

1. onpeneneHne ceptudurkaTa MM HECKONbKUX CepTUdUKATOB, HEOBXOAMMbIX AN NMPOBEPKMU
o0,

2. npoBepka 3[1 3/1eKTPOHHOIr0 AOKYMEHTa C UCMNOSIb30BaHUEM Kaaoro ceptudukara;

3. onpeaenenne aatbl GOPMMPOBaHUSA Kaxaon Il B 3/IeKTPOHHOM AOKYMEHTE;

4. nposepka 2l kaxagoro ceptudwukaTta, NyTeEM MNOCTPOEHUS LEMNOYKU CepTUdUKaAToB A0
ceptudmkata MnasHoro LC;

5. npoBepka AeNCTBUTENBHOCTN CEPTUCDUKATOB Ha TEKYLLMA MOMEHT BPEMEHN;
6. NpoBepKa AENCTBUTENBHOCTU cepTUdUKaTOB Ha MOMeHT dopMupoBaHus IM;
7. NnpoBepka oTcyTCcTBUSA cepTudunkaTos B COC.
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Mpu npoBepke 3 pOoOKyMeHTa, BepuduKaunM LEMNOUYKU CEPTUDUKATOB, OTCYTCTBUM
ceptudurkata B COC, aBTOpCTBO NOAMNUCK NOA AOKYMEHTOM CYMTAETCS YCTAHOBJIEHHbIM.

HecosnapgeHve paTtbl HOpPMMPOBaHUA AOKYMEHTA W CPOKOB AEWCTBUSA cepTudukaTa wn/vam Cpokos
Aencrtensa knwoda 31 He BAMAKOT Ha onpejesieHne aBTopCTBa AOKyMeHTa. B TakoM cnydae MOXHO
||_!_._=|| cAenaTb NpeanonoXxeHne o HecobnogeHun nonb3oBaTeneM PernameHTa ([loroeBopa) B 4YacTW CPOKOB
OeNcTBnsA K4den, cepTMdUKaToB UM HEKOPPEKTHOrO WCMNOMb30BaHUA cepTudwmukaTa B NpuKIagHOM

no.

9.2. Cny4yau HeBO3MOXXHOCTW NMPOBEPKU 3HaUYeHus Il

MNpn He o6HapyXeHWW B apxuBe cepTudMKaTa OTKPbITOro kitda (knwoya nposepku M)
nonb3oBaTtensi, BbinofHuBLWero 3, Aoka3aTb aBTOPCTBO AOKYMEHTa HEBO3MOXHO. B cBSi3u C 3TuM,
apxvMB C cepTuUdUKaTaMM OTKPbITbIX K/OYel Heo6xoAMMO MoABepraTb PerysisipHoOMy pe3epBHOMY
KOMMPOBAHUIO N XPaHUTb B TEYEHWE BCErO YCTAHOBJIEHHOIO CpoKa XpaHeHMus.
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10. HewTaTHble cnTyaumu npu akcnnayataumm CK3U

B Tabnuue 11.1 npuBeneH OCHOBHOW MepeYeHb HELWTaTHbIX CUTyauuit U COOTBETCTBYlOLIME
[AENCTBMSA NepcoHana npu X BOSHUKHOBEHUW.

Tabnuua 11.1 - [JenctBusa NepcoHasa B HeWTaTHbIX CUTyaunsx

Ne o
n/n HewTaTHaga cuTyaums Jencteuna nepcoHana
OcTtaHoBUTbL BCe DBM.
MepcoHan, nMerLWwmn 4OCTyN K K4yaM, obsa3aH caaTb BCe MMeloLwmecs y
HEero B Ha/IMYMM KJItoUYeBble HOCUTENN aAMUHUCTpPaTopy 6e3onacHoCTu.
AaMUHUCTpaTOp 6€30MacHOCTM YNaKoBbIBAET BCE K/lOUEBble HOCUTENMN,
perncTpaumoHHble KapTouku cepTudrKaToB OTKPbITbIX K/oYeln
nosnb3oBaTtesnen, cepTuduKaTol kKnoven nposepku 3l nonb3oBaTenen B
SBakKkyauus, yrposa L T z
one4yaTbliBaeMbli KOHTeNHep, KOTOPbI BbIHOCUT B 6e30nacHoe nomelleHune
HanageHus, B3pbiBa U T.M., " N .
o nnn 3gaHve. OnevyaTaHHbIN KOHTENHEp AO/HKEH HAaXo4MTbCS NMo4 OXpaHon
CTUXUIHbIE BeacTeus, o o
1. [0 OKOHYaHUSA OENCTBUSA HELUTaTHOM CUTyaunu U BOCCTaHOBNEHUS
aBapun obuero xapakrepa o
HOpManbHOM paboTbl annapaTHbIX U NPOrpaMmMHbIX cpeacts CK3U.
B LleHTpe ynpasneHus
KJTIOUEBOW CUCTEMOIA. AaMuHucTpaTtop 6e3onacHocTum onoseLaeT no TenedOoHHbIM KaHanam
obuiero nonb3oBaHNA BCeX Nofib3oBaTeNniell 0 NpMoCcTaHoBKe paboTbl
CUCTEMBI.
B cnydae HacTynneHunsa cobbiTus, nosnekwero 3a cobon 40ArOBpeMEHHbIM
BbIXOA M3 CTPOs annapaTHbixX cpeacts CK3U, agMuHUCTpaTop
6e30MacHOCTM YHMUTOXAET BCIO K/IoYeBY MHMDOPMaLNIO C HOCUTenen,
Haxo4sLWMXCA B KOHTENHEpe.
KoMnpomeTauusa ogHoro m3 o o "
MopsaoK AenCTBMIA NPpU KOMMpOMeTauumn Ki4den onvcaH B pasgene 8.8.3
2. JIMYHbBIX KJTHOYEBbIX o
o «KomMmnpomeTaums kaoven nonb3osBaTens».
HOoCuTenen.
Bbixoa n3 CcTposi NepBoro | Heo6xoamMMo coobumTb no TenedoHy B YL o dakTe BbiIxoaa U3 CTpos
3 JINYHOro Knir4yeBsoro JIMYHOrO K/t0YeBOro Hocutensa n obecneynTb ero 4octaBky B YL ans
' HOCcUTENSA. BbISCHEHUSA NMPUYNH BbIXoda n3 ctpos. Ana paboTbl ncnonb3yeTcs BTOPOW
JINYHBIA KNOYEBOM HOCUTEND.
Bbixoa 13 cTpos BTOpOro
JINYHOTO KKOYEBOIro Monb3oBaTtesnb, Y KOTOPOro BbIW/N U3 CTPOS 06a JIMYHbIX KIHOYEBbIX
4. HocuTens (Npuv ycnoeBun, | HocuTens, aensetcs B YU, ana noBTopHoON perncrtpaumm (6e3 naMeHeHus
4YTO NEepBbI TOXE BbIWes U3 | AaHHbIX perncrpaumn).
CcTpos).
Mpu oTkazax n cbosax B pabote annapaTHol YacTn APM co BCTPOEHHbIM
OTkasbl u cboun B paboTe
N CK3W Heobxoammo ocTaHOBUTL paboTy, MO BO3MOXHOCTU SIOKANM30BaTb
5. | annapatHoun yactn APM co .
HENCNpPaBHOCTb M B AafiIbHENLLIEM NPOU3BECTU PEMOHT B YCTAaHOBNIEHHOM
BCTpOeHHbIM CK3N.
nopsiake u, nNpu Heob6xoanMocTun, nepeycrtaHoBky CK3U.
Mpu oTkasax n cbosix B pabote cpeacts 3awmTtbl oT HC/], agMnHUCTpaTop
6 OTkasbl u cbon B pabote | 6e3onacHOCTM, AOKEH BOCCTAaHOBUTL paboTocnocobHocTb cpeacts HCA.
’ cpeacTs 3awmTbl oT HCA. | Mpn Heob6xoamMoCTn nepeycTtaHoOBUTbL NMpOrpaMMHoO-annapaTHble cpeacTBa
HCA.
YTeps IMYHOro KKOYEBOro HOCUTENS NPUBOAUT K KOMMpOMEeTauumm
2 YTeps NNYHOro Kn4desoro | XpaHAWErocs B HEM Kiitoya.
) HocUTens. Mopsaaok AenCTBMA NpU KOMMPOMEeTauMn Ktoyen onmcaH B pasgene 8.8.3
«KoMnpomeTaums Knoyern nonb3oBaTens».
OTkasbl n cboun B paboTe
Mpwn oTkasax u cb6osx B paboTe NporpaMMHbIX CPeACTB, BC/IeACTBUE HE
NporpaMMHbIX CpeacTB
BCNencTeve He BbISIBIEHHbIX paHee owunbok B nporpaMMHOM obecnedeHnun, HeobxoamMmo
8. 0OCTaHOBMUTb paboTy, /IOKanAn3oBaTb MO BO3MOXHOCTU MNPUYNHY OTKa30B U
BbISIBNIEHHbIX paHee ownbokK
B NPOrPaMMHOM cboeB 1 BbI3BaTb paspaboTyumka gaHHoro MO nnu ero npeacrasuTens Ans
yCTpaHeHWs NPUYnH, Bbi3bIBaloLWKNX OTKasbl 1 cbou.
obecneueHnu.
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Ne .
n/n HewTaTHasa cutyaums Jenctemna nepcoHana
Mpw oTkasax B paboTe NporpaMMHbIX CPeACTB, BC/I€ACTBUE Clly4aliHOro
OTka3bl B paboTe p P porp PEACTB, A Y
VAW YMbILWJIEHHOIrO X NOBPEXAEHWUS, NNLO, OTBETCTBEHHOE 3a
NporpaMMHbIX CpeacTB
M 6e30nacHOCTb PYHKLMOHMPOBAHMS MPOrpamMMHbIX M annapaTHbIX CPeACTB,
9. BCNEeACTBUE CNYYaAMHOro
0653aH0 nponsBecTn cnyxebHoe paccnegoBaHue No gaHHOMY daKTy ¢
VN YMbILWIEHHOIO NX .
NOBPEXAEHMS Lefbio YCTaHOBAEHUS NPUYMHBI OTKasa U BOCCTAHOBIEHUS NpaBuiibHOM
) paboTbl NpOrpaMMHbIX CPeACTB B YCTAHOB/IEHHOM MOpsAaKe.
Mpu oTkasax B paboTe NMporpaMMHbIX CpeacTs, BCNeACTBME OWNBOK
onepaTopa, onepaTtop coobliaeT o AaHHOM dakTe nu OTBETCTBEHHOM
OTkasbl B paboTe partopa, parop t A ® Hy, Y
3a 6e30nacHOCTb PYHKLMOHMPOBAHMS MPOrpaMMHbIX M annapaTHbIX
MpOrpaMMHbIX CPeacTB <
10. cpeactB. OTBETCTBEHHbIN 3a 6€30MacHOCTb PYHKLUMOHNPOBAHMS
BcneacTemne owmnbok
onepatopa NporpaMMHbIX M annapaTHbIX CPeACTB AaeT COOTBETCTBYIOLWMNE yKa3aHMs
) obcnyxuBawLweMy nepcoHasny no BOCCTAHOB/IEHUIO NpaBUIbHOM paboThbl
NporpaMMHbIX CPeACTB B YCTaHOBJIEHHOM Mopsiake.
Bce HewTaTHble CUTyauuMu [O/MKHbI OTpaxaTbCd B «XypHase nonb3oBaTens cetm»
(cm. n.8.11).
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11.MNpumeHeHne «Kpuntollpo CSP» v. 4.0 R4

Bo3MoXxHbI cneaytowme npuMeHeHns «Kpuntollpo CSP» v. 4.0 R4

1. NpumeHeHne «Kpuntollpo CSP» v. 4.0 R4 B cocTtaBe CcTaHAApPTHOro MNpPOrpamMmMHOro
obecneueHna Microsoft n apyrmx KoMnmaHuin, MCNOMb3YyKLWMX KpunTorpadudeckmnini mHTepdeinc B
COOTBETCTBMU C apxXmUTekTypon Microsoft.

2. BctpamBaHnue «Kpuntollpo CSP» v. 4.0 R4 Bo BHOBb pa3pabaTbiBaeMoe nnum cyulecTeyouiee
npuknagHoe nporpaMMmHoe obecnedeHue.
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12.Wcnonb3oBaHne CK3U B cTaHAApTHOM NporpamMMHoOM obecneyeHnm

MporpamMmMHoe obecneyveHne CK3M nNo3BOMSIET UCNOMb30BaTb POCCUICKME KpunTorpaduyeckmne
anroputMbl U ceptuduKaTbl OTKPbITbIX Ko4en craHgapta X.509 coBMecTHO coO cneaywuwum
nporpamMMHbiM obecneyeHmnem Microsoft:

- LUeHTp Ceptndmkaumnm - Microsoft Certification Authority, Bxoaawmi B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Windows
2012.

— DnekTpoHHas noyta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office
2016).

— DnekTpoHHas noyTta - Microsoft Outlook Express B coctaBse Internet Explorer/Microsoft Edge,
Mouta Windows Mail, Live Mail.

— Microsoft Word, Excel u3 coctaBa Microsoft Office 2003, 2007, 2010, 2013, 2016 (c
nomowbto nnarnHa Kpuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013.

— CpeacrtBa KoHTpoasa uenoctHocTtm MO, pacnpocTpaHsaeMoro no cetn - Microsoft Authenticode.

— Cnyx6bl TepmmnHanoBs ans Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bkatouas W03 ciyx6 TepMmHanos).

— 3awmTta TCP/IP coeanHeHunn B cet NHTepHeT - npoTokosn TLS/SSL npu B3anMoaencTBumn
Internet Explorer/Microsoft Edge — web-cepsep IIS, TLS-cepsep, TLS-knneHT (IE).

— MpunoxeHne KoMaHAHOW CTPokM Ans dopMMpoBaHUSA 3anpoca Ha cepTudukar certreq.

— SQL-cepsep.

— ISA cepsep.

— Cepsep TMG.

— Cepsep UAG.

— CepBep TepMMHanoB un knmeHT (RDP).

Moa ynpasneHnem UNIX-nopgobHbix OC CK3UM ucnonb3yetcsd COBMECTHO CO CNeAyolnMm
nporpaMMHbIM obecneyeHmnem:

— Apache Trusted TLS (Digt).
— Trusted TLS (Digt).

Ucnonb3ayetcs coBMecTHO ¢ Adobe Reader wnu Adobe Acrobat ans co3zaHus/npoBepku
ycoBeplieHcTBoBaHHolM 21 pdf dainos (cMm. XTAN.00064-01 90 02. KpunTtollpo PDF. PykoBoacTBo
no aBTOMaTM3auMm CO34aHNS U NMPOBEPKUN INEKTPOHHbIX NoANUCER).

Mpumedanue: WNcnonb3oBaHme CK3WM B cTaHAApTHOM MpOrpaMMHOM obecrneyeHuMn AOJIKHO OCYLLeCTBAATbCA B
cooTBeTCcTBMM C n. 2 MNpasun nonb3oBaHus XTAN.00087-03 95 01.

Poccuinckne kpuntorpaduyeckume anroputMmbl M ceptudukaTbl OTKPbITbIX Katoyen X.509
MCNOMb3YKTCA C YKasaHHbIM MporpaMMHbIM obecrnedyeHMeM B COOTBETCTBMM CO CleaylowmMu
MeXAYyHapoAHbIMM U POCCUIACKMMN pEKOMEeHAauMNsAMU:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onuceiBaet
MCNO/Ib30BaHME POCCUNCKUX KPUNTOrpadmnuyecknx anroputMoB B MHPPACTPYKTYpPE OTKPbITbIX KtoYen
nHtepHeT (PKIX, Internet X.509 Public Key Infrastructure). B gaHHOM AOKyMeHTe onucaHbl popmaThl
NpeacTaBNeHMs OTKPbITbIX Kiouer 31, MCnonb3yembix ANs CO34aHUS CEPTUMUKATOB OTKPbITbIX
KMOYEel U CNUCKOB OTO3BaHHbIX cepTudukatoB X.509, naeHTMduKaTopbl anroputMoB, COOTBETCTBUE
napamMeTpoB Kpuntorpaduyeckmx aaropmtMoB UX MaeHTndunKaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AONO/IHUTENbHbIE afIFTOPUTMBI,
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Heobxoanmble ans mucrnonb3oBaHus TOCT 28147-89, NOCT P 34.10-2001 mn TOCT P 34.11-94. B unx
UNCNO BXOAAT: PEXUMbl AOMOMHEHUS AaHHbIX Ansa 6no4Horo wudposanmna no NOCT 28147-89 n CBC,
6nouyHoe wundpoBaHme c 3auensieHneM (pexnm wndposaHusa CBC), knaoueBoe xawnposaHne (HMAC
Ha 6a3e NOCT P 34.11-94), npeobpa3zoBaHmne KJto4Ya U CUHXPOMOCbIIKK rnocae 06paboTkn odyepenHbIx
1 K6 pgaHHbIX, reHepaumss nceBpociydYamHon nocnegosaTenbHOCTM (aHanor PRF Ha 6asze HMACQ),
dopmMmmnpoBaHme knoya obMeHa (cornacosaHumsl) Ha 6ase NOCT P 34.10-2001, ¢opMmpoBaHme Kito4a
aKkcnopTa pabouero knouya, ansepcudmkaumsa Kaoda, aKCNopT pabodero K/ya Ha Kalo4ye IKCNopTa,
aKcnopT paboyero ksw4Ya Ha kaoye obmeHa, Habopbl CTaHAAPTHbLIX MapaMeTpoB asropuTMOB
(HanpuMep, ansa wWKUdpoBaHUS - y3e/ 3aMeHbl, PpeXnM WKUdpPoBaHMS, afifrOPUTM YCIIOXHEHUS Kiouya),
3ajaBaeMble MaeHTUdUKaTopamm.

—Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT MCMNosb30BaHME
POCCUICKMX KpunTorpadunyeckmx anropuTMOB B OOKYMEHTaX, yAOBMEeTBOpSAlWMX cTaHaapty CMS
(Cryptographic Message Syntax), B 4YacCTHOCTWM, nNpuUMeHseMOM Ana obMeHa 3alULWEHHbLIMU
COOBOLLEHNSAMM MO 3IEKTPOHHOM NMoYTE U ABASIOWMMCS CTaHAAPTOM Ha NpeacTaB/ieHME 3N1EKTPOHHOIo
OOKYMeHTa B 3alUMWEHHOM BMAE C MCMNONIb30BaHMEM 3/1EKTPOHHOM noanucn u wudposBaHusa. Onsg
wundpoBaHHbIX cooblieHnin onucaHbl oba BapuaHTa: obMeH kaw4YamMum M TpaHcnopT kitouda (key
agreement u key transport).

- «Addition of GOST Ciphersuites to Transport Layer Security (TLS)» (draft-chudov-
cryptopro-cptls-01) sBnsetca ponosnHeHMeM K cneundukaumm RFC 2246 B 4acTu onucaHus
MPUMEHEHNST POCCUNCKUX anroputMmoB. [poTokon TLS(SSL) WWMpoKO wCMonb3yeTcs ANa 3awumThbl
ceTeBbIX COEANHEHWUI, U, B YAaCTHOCTU, ANS 3alMLEHHOro AocTyna K Beb-cantam (HTTPS). JoKyMeHT
onucbiBaeT u4eTbipe MexaHmsma (Cipher Suites), peanum3aylowWwmx KAOYEBbIE MNPOTOKOAbI MNpwU
MCMNoNb30BaHMM OTKPbITbIX katoder TOCT P 34.10-2001. lMepBble ABa WCMONb3YHOT WMdpoOBaHMNE
FOCT 28147-89 M KOHTpPO/Sb LENOCTHOCTM C MOMOLWbK WMMUTOBCTaBKW, TPETUN U 4YeTBEpPTbin He
MCNoNb3YyIOT WUdpoBaHME W  KOHTPONMPYIOT LESOCTHOCTb C MOMOLWbI0 3HavyeHUus KIK4YeBOW
xaw-dyHkumn (MAC) Ha ocHose anroputma FOCT P 34.11-94.

- «Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital Signatures» (draft-chudov-cryptopro-cpxmldsig-00) aBNaeTcs OOMNO/IHEHMEM K
CyLLeCTBYOLWEMY AOKYMEHTY, ONUCbIBaKLWEMY npasuia npuMmeHeHus Il B gokyMeHTax dopmaTta XML
«XML-Signature Syntax and Processing», npuMHATOMY KOHcopuuyMmoMm W3C, B 4acTu MUCNOMb30BaHUA
POCCUNCKUX aNITOPUTMOB 3N1EKTPOHHO-UNDPOBOMN NoANUCH.

— TexHM4YeCcKkuii KOMUTET Mo CTaHAapTu3aumn «Kpuntorpaduyeckasn 3awmuta nHdopmaunm» (TK
26), «Cuctembl o06pabotkm wuHdbopmaumu. 3awmta Kpuntorpaduyeckas. MeTtoanmueckue
pekoMeHZauum no kKpuntorpaduyecknum anropMtMaM, COMYTCTBYIOWWMM MPUMEHEHUID CTaHAApPTOB
FOCT P 34.10-2012 1 TOCT P 34.11-2012».

— TexHM4YeCcKnii KOMUTET MO CTaHAapTu3aumn «Kpuntorpadudeckas 3awmTta nHbdopmaunm» (TK
26), «TexHuuyeckasa cneuudukaumsa. Wcnonb3osaHue anroputmos FOCT P 34.10, TOCT P 34.11 B
npodwune ceptudukaTta n cnucke otabiBa ceptudmkatoB (CRL) mHDpaCTpyKTypbl OTKPbIThIX KAOYENR
X.509».

— TexHNn4YeCcKmMin KoMMTeT No CTaHgapTM3aunm «Kpuntorpaduyeckasn 3awmra nHpopmaunm» (TK
26), «NHdpopMaumoHHaa TexHonorms. Kpuntorpadpuyeckasa 3awmta nHdopmaumm. PekomeHgaunm no
CcTaHaapTtmsauun. Ncnonb3oBaHne HabopoB anropmTMoB WKdpoBaHms Ha ocHoBe NOCT 28147-89 ans
npoTtokona 6e3onacHOCTN TPAHCMOPTHOro ypoBHSA (TLS)».

— TexHMn4YeCcKMin KoMMTEeT No CTaHgapTM3aunm «Kpuntorpaduyeckasn 3awmra nHpopmaunm» (TK
26), «NHdpopMaumnmoHHaa TexHonorms. Kpuntorpaduyeckasa 3awmta nHdopmaumm. PekomeHgaunm no
cTaHpapTtmsaumm. UcnonbsosaHmne anroputmMos OCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B
KpunTorpadunuecknx coobuweHnax dpopmata CMS».

— TexHU4YeCcKMin KOMUTET NO CTaHgapTM3aunm «Kpuntorpaduyeckasn 3awmTa nHpopmaunm» (TK
26), «Cucrembl o6paboTkm wuHdbOpMaumu. 3awmTa KpunTorpaduyeckas. PekomeHgauum no
CTaHgapTmM3aumn. 3agaHve napaMeTpoB NIMMNTUYECKUMX KpuBbIX B cootBeTctBum ¢ TOCT P 34.10-
2012».

— TexHU4YeCcKMin KOMUTET NO CTaHgapTM3aunm «Kpuntorpaduyeckasn 3awmTa nHpopmaunm» (TK
26), «Cuctembl o6paboTtkm wnHdopMaumm. 3awmTa KpunTtorpadwudeckas. MeToanmyeckune
pekoMeHZauumM no 3adaHuilo y3/10B 3aMeHbl 6510Ka noacTaHOBKM anroputMma wudposaHma FOCT
28147-89».
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— TexHNn4yecKnin KOMUTET NO CTaHdAapTu3aumn «Kpuntorpaduyeckas 3awmrta nHpopmaunumn» (TK
26), «Cucrembl 06paboTkn nHpopmaunmn. 3awmTta Kpuntorpadudeckas. TexHnyeckas cneymdukaumns
no mcnonb3oBaHuto NOCT 28147-89, TOCT P 34.11-94 n TOCT P 34.10-2001 npu cornacoBaHuu
kntoyen B npotokonax IKE ISAKMP».

— TexHMYeCcKUii KOMUTET MO CTaHAapTu3aumn «Kpuntorpadudeckas 3awmTta nHbdopmaunm» (TK
26), «Cucrembl 06paboTkn nHpopmaunn. 3awmnta Kpuntorpadudeckas. TexHnyeckas cneumdukaumns
NO MCMNOMb30BAHMIO AOMNOSHUTENbHbIX Y3N10B 3aMeHbl TOCT 28147-89 anda wndpoBaHUS BIIOXEHWUN
IPsec ESP»

— TexHUYyecKnii KOMUTET Mo cTaHAapTu3aumm «Kpuntorpaduyeckas 3awmnTta nHbopmaumm» (TK

26), «Cucrembl 06paboTkn nHpopmaunn. 3awmnTta Kpuntorpadudeckas. TexHnyeckas cneuymdpukaumns
no ncnonb3oBaHuio NOCT P 34.11-94 npu obecneveHMn LLeNnoCcTHOCTM B NpoTokonax IPsec AH n ESP.
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13. Ucnonb3oBaHne CK3U ¢ nporpaMMHbIMK NMpoayKTaMmn pa3paboTku
000 «KPUMTO-MPO»

CK3M MOXeT uCnoab30oBaTbCs COBMECTHO CO C/AeaylowuMn MporpaMMHbIMKM  NPOAYKTaMMU
pa3spabotku OO0 «KPUMNTO-MPO» npun Hannuuun ceptudmkarta cootsetctemsa ®Cb Poccuu:

— «KpunTtollpo YL»;

— «Kpuntollpo OCSP>»;

— «KpunTtollpo TSP»;

— «KpnntoAPM>;

— «KpunTtollpo SSF»;

— «KnueHT Kpuntolpo HSM»;
— «KpunTtollpo PDF>».
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14. BcTtpanBaHune CK3U

ApxuTtekTtypa CK3U obecneynmBaeT BO3MOXHOCTb Er0 BCTpaMBaHWUSA B pasfiInuyHble NporpamMMHoO-
annapaTtHbie cpeapbl.

CK3MN mMoxeT 6biTb MCNOMBb30BAHO MPUKAAAHbIM MPOrpaMMHbIM obecneyeHneM C MOMOLLbH
3arpyskm moayns Bbi3oBoM dyHKkumm LoadLibrary(). Ons 3Tux uenem B KOMMJEKT MOCTaBKu
BKNOYaeTca AoKyMeHT XTSM.00087-03 96 01. «PykoBoACTBO MpoOrpaMMmMcTa», OMUCbIBAKOLLNI
coctaB QyHKUMM n TectoBoe [1O. Mpwu Takoh peanusaumm npuknagHomy MO [JocTyneH nAuWwb
OrpaHu4yeHHbin  Habop HU3KOYPOBHEBbIX Kpuntorpadpuyecknx @GyHKUUNA, COOTBETCTBYIOLLUN
nHTepdericy Microsoft CSP.

Mpu wucnonb3zoBaHum CK3W noa ynpasneHMeMm onepauuoHHon cucteMmbl iOS 3arpyska
6mubnmnotek npm nomowm dyHKumm LoadLibrary() HeBO3MOXHa. [Nns 3TOM OnepauuMOHHON CUCTEMbI
BCTpaMBaHMe [AOSXKHO MNPOU3BOAUTLCA B COOTBETCTBUMW C [OKYMEeHTauumen, BXOAsSWeENW B COCTaB
¢dpenmBopka ansa  paspaboTku. [porpaMMHbIi  MHTepdenc, npepoctasnsemoln CK3W nog
ynpaeneHmeM i0OS, Takxe onucaH B JAokyMeHTe <«XTAW.00087-03 96 O01. «Kpuntollpo CSP.
«PykoBOACTBO NporpaMMucTa» M COOTBETCTBYET nHtepdency Microsoft CSP.
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15. TpeboBaHua no 3awute ot HCA

15.1. O6uwwme TpeboBaHma no opraHmsaumm pabot no 3awmte ot HCA

3awuTa annapaTHOro n nporpammHoro obecneueHns ot HCl npn ycTaHOBKE U UCMONb30BaHMU
CK3UN «Kpuntollpo CSP» v 4.0 R4 aBnsetcs COCTaBHOWM 4acTbio obuwein 3agaum obecneveHus
6e3onacHoCcTM nHdopMaLmMn B CUCTEME, B COCTaB KOTopon Bxoamt CK3U.

Hapsgy ¢ npuMeHeHmeM cpeacTtB 3awntbl oT HCA Heob6xoaAMMO BbINOJHEHWE MNpPUBEAEHHbIX
HMXE OpraHM3auMOHHO-TEXHUYECKNX W aAMUHUCTPaTUBHbLIX Mep no obecnedyeHunto MpaBuSIbLHOMO
dYHKUMOHMPOBaAHUSA cpeacts o06paboTkm u nepegaynm uHGOpMaUMK, a TaKXe YCTaHOBMEHME
COOTBETCTBYHOLWNX MpaBua ans obcnyXuBalowero nepcoHana, pA[onyweHHoro k pabote c
KoHdmaeHUManbHON nHdpopMaunen.

3awmnTta MHdopmMauum ot HCA pmonxkHa obecneumBaTbCs Ha BCEX TEXHOMOMMYECKMX 3Tanax
06paboTkM MHGOpPMaUNMM M BO BCEX pexXmMax (PYHKUMOHMPOBAHUS, B TOM 4YMCNE Npu NpoBeaeHUun
PEMOHTHbIX U pernaMmeHTHbIX paboT.

3awwmnTta nHdbopmaunm ot HCA gonxkHa npeaycMaTpmBaTb KOHTPOJb 3M@EKTUBHOCTU CPeaCTB
3awmTbl or HCA. 2DTOT KOHTPONb [AO/KEH Mepuoauyveckyn BbIMOAHATBCS  aAMWHUCTPATOPOM
6e3onacHOCTU Ha ocHoBe TpeboBaHMI AOKYMEHTauMM Ha cpeacTBa 3awmTbl oT HCA.

B opraHusaumu, akcnayatupytowen CK3W, pomxeH 6blTb HasHavyeH aaMWHUCTpATOp
6e30nacHOCTX, Ha KOTOpPOro BO3NarakTcs 3agaydn opraHusaumm pabor no mcnonbsosaHuto CK3U,
BblpaboTKM COOTBETCTBYIOLWMX MHCTPYKUWIA AN NONb30BaTeNlen, a TakXe KOHTpOSb 3a cobntogeHnem
TpeboBaHuii no 6e3onacHocTw.

AaMunHucTpatop 6e30MacHOCTM He [OO/DKEH WMeTb BO3MOXHOCTb AocTyna K
KoHdMaeHunanbHOU nHopMaLMm Nosib3oBaTesien.

MpaBom pgoctyna K paboumm Mectam C ycTtaHoBnAeHHbiMM CK3W pgonkHbl o6nagatb TOSIbKO
onpepeneHHble  Ans8  3KCnayatTauMu  aumua,  npowejlimne  COOTBETCTBYHOLWYH — MNOArOTOBKY.
AOMUHUCTpaTop 6€30MacHOCTM AO/HKEH 03HAKOMUTb KaXAoro nosib3oBaTens, npuMeHstowero CK3U, ¢
AokyMmeHTaumer Ha CK3WM, a Takxke C APYrMMWM HOPMATUBHbLIMW AOKYMEHTaMu, CO3A4aHHbIMKM Ha eé
OCHOBe.

15.2. TpeboBaHusa No pasMeLleHN0 TeEXHUYECKMX CPeacTB C yCTaHoBsieHHbIM CK3U.

JomKHbl  6bITb  MPUHSATbI  Mepbl MO UCKAKYEHUKD HECaHKUMOHMPOBAHHOrO A0CTyna B
MOMeLWeHns, B KOTOPbIX pa3MelleHbl TeXHUYecKkme cpeacrteBa C yctaHoBfieHHbIM CK3W, nMOCTOPOHHMX
nny, He AO0oNyLWEHHbIX K pa60Te Ha AaHHbIX TEXHUYECKUX CpeactBax. B cnydae HEO6XO£I,VIMOCTVI
NPUCYTCTBUS MOCTOPOHHMX NNL, B YKAa3aHHbIX MOMELEHNAX AO/KeH 6bITb obecnevyeH KOHTPOJb 3@ UX
ODENCTBMSAMMN ONs1 MPeCceyYeHnss HeraTMBHbIX BO3LAENCTBUI C KX CTOpOHbI Ha CK3W, TexHuueckume
cpefcTBa, Ha KoTopbix akcnnyaTupyeTtcs CK3U mn 3awuwaemyo nHdopmaumio.

BHYTpPEHHSA NJI@HUPOBKA, pPACMOJIOXKEHNE U YKOMMJIEKTOBAHHOCTb paboumx MecT B
NMOMELLEHMNSAX [IO/KHbl  obecneuymBaTb MCMOMHUTENAM paboT, COXPAHHOCTb [AOBEPEHHbLIX WM
KOHdUAEHUNANbHBIX 4OKYMEHTOB M CBEAEHMI, BKJIOUAS KIHOUYEBYIO MHDOPMaLMIO.

PasmeweHne CK3U «Kpuntollpo CSP» v 4.0 R4 B noMeleHnsax, B KOTOPbIX OCYLLECTBASETCA
obpaboTtka wWHQOpMauuM, coaepXkawen CcBeAeHUs, COCTaBMSAKOWME TOCYAAPCTBEHHYK TanHy,
OCYLEeCTBNAETCS YCTAaHOBNEHHbIM MOPSAAKOM.

15.3. TpeboBaHusa no ycrtaHoBke CK3U, obuwecncrteMHoro n cneunansHoro MO Ha MN3BM

M3BM, Ha koTopbix wucnonbdyercs CK3U, pomxHbl 6bITb AonyweHbl ans o6paboTku
KOHpuaeHumanbHoOM uHpoOpMauum no pencreyrowmm B Poccuiickon ®degepaumm TpeboBaHMSAM Mo
3aWwuTe MHGoOpMauuM OT YTEYKM N0 TeXHUYEeCKMM KaHanam, B TOM 4ucne, Mo KaHany CBSA3M
(Hanpumep, CTP-K), c ydyeTomM Moaenu yrpo3 B WMHGMOPMALMOHHON CUCTEME 3aKasuuka, KOTOpbIM
nomkHo npotmeoctosaTb CK3U «Kpuntollpo CSP>» v 4.0 R4.
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MHuctannaumsa CK3UN «Kpuntollpo CSP» v 4.0 R4 Ha pabounx MecTax AO/HKHA NpPOU3BOAUTHLCS
TONIbKO C ANCTpUBYTUBaA, NOAYYEHHOro NO AOBEPEHHOMY KaHany.

K ycTtaHoBke 06WecncTeMHOro n cneymanbHOro nporpamMmHoro obecneveHuns, a Takxe CK3WU,
JonycKkalwTca nuua, npowejlne COOTBETCTBYIOWYIO MOAMOTOBKY M U3YUYMBLUME AOKYMEHTauMI Ha
cooTBeTcTBYlOWEEe MO 1 Ha CK3N.

Mpwn yctaHoBKe nporpaMMHoro obecrnevenms CK3U cneayer:

— Ha TexHuuyeckmx cpeactsax, npeaHasHauvyeHHbIX Ana pabotel ¢ CK3M, Ncnonb3oBaTh TObKO
NNUEH3MOHHOE NMporpaMMHoe obecnevyeHne pupM-U3roToBUTENEN.

- Mpun yctaHoBke MO CK3WN Ha M3BM pgonxeH 6biTb obecneyeH KOHTPOSib LIENOCTHOCTU U
noctoBepHocTb anctpubytnea CK3M n coBmMectHo noctasnsieMbix ¢ CK3U komnoHeHT COK.

—Ha M3BM He AonXHbl yCTaHaBnMBaTbCA cpeactsa paspabotkm MO u otnagumkm. Ecnu
CcpeAcTBa OTNAAKWM MPUIOXKEHUN HYXHbl ANS TEXHONOrMyecknx noTpebHocTel opraHusauum, TO KX
ncnonb3oBaHWe [AO0MXKHO O6blITb CaHKUMOHWMPOBAHO aAMWHUCTpaToOpoM 6e3onacHocTu. [pu 3ToM
AO0MKHbI 6bITb peann3oBaHbl Mepbl, UCK/YaKLWmMe BO3MOXHOCTb MUCMOAb30BaHUSA 3TUX CPeaCTB Ans
pefaktTuposaHma koga u namatm CK3UWM u npunoxeHun, wucnonbdyowmx CK3U, a Takxe ans
npocMmoTpa koga un namatm CK3U n npunoxenunin, ncnonbsyrowmnx CK3U, B npouecce obpabotkn CK3U
3awmwaemMon nHbopmMaLmn U/ Mnm Npu 3arpyxxeHHom Knyesor nHbopmauuu.

—NpenycMoTpeTb  Mepbl,  UCKAKYawWwme  BO3MOXHOCTb  HECAHKUMOHMPOBAHHOIO  He
obHapyXunBaemMoro M3MeHeHMs annapaTHON 4YacTu TEXHUYECKUX CpeAcTB, Ha KOTOPbIX YyCTAaHOBMEHbI
CK3W (HanpuMep, nyTeM oneyaTbiBaHUS cMCTEMHOro 6510Ka 1 pasbemos MN3BM).

—Tlocne 3aBeplweHMa npouecca YCTAHOBKM [AO/MKHbl  ObiTb  BbINOJIHEHbI  AEUCTBUSA,
HeobxoanMmble ANS OCYLWECTBNEHUS MNEPUOANYECKOro KOHTPONS LEeNOCTHOCTUM ycTaHoBneHHoro MO
CK3W, a Tak)Ke ero oKpy>XeHusi B COOTBETCTBUM C AOKYMEHTauneN.

- MNMporpamMMHoe obecneveHune, ycTtaHaBnmBaemoe Ha [M3BM c CK3WM He JonXHO copepxaTb
BO3MOXXHOCTEN, MO3BOASAIOLNX:

* MmoaMdbMLUMpOBaTb COAEPXKMMOE NMPOM3BOJIbHbIX 0bacten namaTu;
= MmoandbmumpoBaTb COBCTBEHHbIN KOA U KOA APYTUX NOAMporpamm;
= MoaMdMUMPOBaTL NMaMsATb, BblAENIEHHYIO AN APYrMX NO4NPOrpamMMm;

* NepeAaBaTb YyrnpaBrieHWe B 06/acTb COGCTBEHHbIX AaHHbIX W A@HHbIX ApYruX
noAnporpamm;

" HECAHKUMNOHMPOBAHHO MO,D,Mq)VILI,MpOBaTb Cl)aﬁﬂbl, coaepXxawume ncnonHgaemble Koabl NpuU
NX XpaHEHNUN Ha XECTKOM ANCKE,

* NOBbIWAaTb NpeAoCTaB/€HHbIE NMPUBUIErNN;
= moandmumpoBaTtb HacTpoikm OC;
" NICNOIb30BaTb HEAOKYMEHTUPOBaHHble upMoii-paspaboTumkomM pyHkunm OC.

15.4. Mepsbl no obecneveHunto 3awmnTtbl oT HC

Mpwn ncnonb3soBaHnm CK3W gomxHbl BbIMOAHATHCSA Cneaylowme Mepbl NO 3awuTte MHGopMauumn
ot HCA:

— Heobxoanmo paspabotatb U MNPUMEHUTb MOMUTUKY HA3HA4YeHUs W CMeHbl naponen (And
Bxoga B OC, BIOS, npu wudpoBaHuM Ha napone u T.4.), WUCMOAb30BaTb (PUALTPbl Maposen B
COOTBETCTBUM CO CNeaylLmMMn NpaBuiaMn:

* INHa Napons Ao/kHa 6bITb HE MeHee 8 CMMBOJIOB;

" B YMCNle CMMBOIOB Napons obs3aTtenbHO AO/MKHbI MPUCYTCTBOBATb OYKBbl B BEPXHEM U
HUXHEM perncrtpax, umdpbl 1 cneyuanbHble cumeonbl (@, #, $, &, *, % n T1.n.);

" NapoJib HE AOJIXXEH BKOYaTb B cebs Nerko BblYMUCISEMblE COYETaHUA CMMBOJIOB (MMeHa,
damMunum n 1. 4.), a Takxe obwenpuHaTble cokpaweHnsa (USER, ADMIN, ALEX n 1. 4.);

= [IPU CMEHEe NapoJsisi HOBOE 3HAYeHMeE AO/HKHO OT/IMYATbCA OT NpeablayWero He MeHee YeMm
B 4-X NO3ULUUAX;

* JINYHbLIN Naposb NOJIb30BaTE/lb HE MMEET NpaBa coobLlaTb HUKOMY;
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" NEPUOANYHOCTbL CMEHbI Mapons onpenensieTcss NMpPUHSTON NOMUMTUKON 6e30MacHOCTU, HO
He AOoJKHa MpeBbiwaTb 6 Mecsues.

- YKkasaHHasi noinTnka obssatesibHa AN BCeX YYETHbIX 3anuncei, 3apernctpupoBaHHbix B OC;

— Cpeacteamum BIOS gomkHa 6biTb MUCK/IKOYEHA BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnn
BO BpeMs e€ HayasiIbHOW 3arpy3Kn He NMpoOXOAST BCTPOEHHbIE TeCThI;

- B kadectBe Mepbl Mo ycuneHuto 3awmtbl oT HC cnepyeTt 3anpeTuTb COXpaHeHWe naponen,
ncnonb3yembix B pabote CK3W. [Ons 3TOro npeanoyvtuTesibHee BOCMONb30BaTbCS FPynnoBbIMU
NOANTUKAMM, BKIIIOUYUTb FPYNMOBYI0 MOJIUTUKY «3anpeTuTb NCNOb30BaHNE COXPAHEHHbIX Naponen»:

KoHdburypauma  komnbtoTepa\AAMUHUCTPATMBHbIe  WabnoHbl\Knaccnyeckme agMMHUCTPATUBHbIE
wabnoHb\KPUMNTO-MPO\Kpunnto-npo CSP

Nnn B BETKY CUCTEMHOIO peecTpa
HKLM\SOFTWARE[\Wow6432Node]\CryptoPro\Cryptography\CurrentVersion\Parameters
nob6aBuTb 3HaueHne
DisableSavedPasswords (DWORD) = 1.

Mpwn akcnnyataumm CK3U 3AMNPELLAETCA:

— 0CTaBNATb 6e3 KOHTPONSA BblUMCUTENbHbIE CPeACTBA, HAa KOTOPbIX 3akcnnyatmpyetcs CK3U,
nocne BBoAa KN4eBOW MHGOpMaLMK NMB0 MHOM KOHpUAEHUMANnbHON nHbopMaunu;

— BHOCUTb Kakue-nmbo nameHeHumst B nporpammHoe obecneveHne CK3U;

— OCYLLECTBNSATb HECAaHKUMOHWPOBAHHOE aAMMHUCTPATOpPOM 6€30MacHOCTU  KOMMpOBaHUeE
K/1I0UEBbIX HOCUTENEN;

— pa3rnawartb COAEpPXWUMOe HocuTenen Kk4veBon WHdoOpMauMnm wnM nepepaBaTb CaMu
HOCUTENM NNLAM, K HAM He AONYLIEHHbIM, BbIBOAUTL K/IIOUEBYIO MHGOPMALMIO Ha AUCTIIEN, NPUHTEP
M T.N. UHble cpeacTBa OTOOpaXkeHUs MHdopMaumn (3a UCK/IIOUYEHUEM CydaeB, MpPeayCMOTPEHHbIX
NaHHbIMKX NpaBunamMn);

— WCMO/b30BaTh K/HOUEBbIE HOCUTENWN B PEXMMAX, HE NMPeayCMOTPEHHbIX DYHKLMOHUPOBAHUEM
CK3Wu;

— 3anucbiBaTbh Ha K/1l0YEBbIE HOCUTENM NMOCTOPOHHIOK MHGOpMaUnio;
— MCMN0/1Ib30BaTb HECbEMHbIE KHOUYEBbIE HOCUTENN;

— BCTaB/IATb KJ/IIOYEBON HOCUTENb B YCTPONCTBO CUMTbIBAHUSA B peXUMax, He NpeayCMOTPEHHbIX
LUTATHbIM PEXMMOM UCMO/Ib30BaHUSA K/TIOYEBOIO0 HOCUTENS

- noaknoyaTtb K NMOBM gononHuUTeNbHble YCTPOUCTBA M COEAUHUTENN, HE NMPeayCMOTPEHHbIE
LUTATHOW KOMMNJIEKTALUMEN;

— paboTaTb Ha KOMMbIOTEPE, €C/IM BO BpPEMSA €ro HayalbHOM 3arpysku He npoxoauTt
BCTPOEHHbI TecT O3Y, npeaycMOTpeHHbIl B M2BM;

— BHOCUTb Kakme-nmbo nameHeHns B nporpammHoe obecneveHne CK3U;

— U3MEHATb HaCTPOWMKMU, YCTAHOBJIEHHbIE NporpamMmor yctaHoBkn CK3U unm aaMMHUCTpaToOpOM;

— NCN0Nb30BaTb CMHXPOMOCKISIKK, BblpabaTbiBaeMble He cpeacTBamu CK3U;

— obpabaTbiBaTb Ha MN3BM, ocHaweHHon CK3U, nHdpopmauuio, coaepxallyo rocyaapCTBEHHYIO
TanHy;

— ncnonb3oBaThb bbiBlIME B paboTe KAOYEBbIE HOCUTENU ANS 3anucu HOBOW MHbopMaunun 6e3

npeaBapuTENIbHOIO YHUUYTOXEHUS Ha Hux knwdesor mHdbopmaumm cpeacteamm CK3U «Kpuntollpo
CSP» v 4.0 R4;

— OCYLLEeCTBNATb HECAHKLUMOHMPOBAHHOE BCKPbITME CUCTEMHBbIX 6/10K0B MN3BM;

—MNPUHOCUTL U  KCNOAb30BaTb B MOMelWeHun, rae pasMeweHbl cpeactea CK3WU,
paanoTtenedoHbl U ApPYryto paavonepegarnolwyo annapatypy (TpeboBaHne HOCUT peKkoMeHAaTe bHbIN
XapakTep);
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AgMUHUCTpaTop 6€30MacHOCTM A0/HKEH CKOHMUrypmpoBaTb ONEPALMOHHYD CUCTEMY, B cpeae
KOTOpon niaHmpyetcs mcnonb3oBate CK3U, n ocywectBasTb NEPUOSUYECKUI KOHTPOJIb CAeNaHHbIX
HaCcTpOeK B COOTBETCTBMM CO cneaylowmmm TpeboBaHnsaMn:

— HEAONYCTUMO UCNO/Ib30BATb HECTAHAAPTHbIE, NBMEHEHHbLIE UNN OTNAaA04YHbIE BEPCUNA 0G;

— HeobXoaAMMO WUCK/IIOYNTb BO3MOXHOCTb 3arpy3ku u wucnonb3osaHumss OC, OTAINYHOM OT
npeaycMOTPEHHOW LWITAaTHOW paboToit;

— Heo6X0ANMO WCKIIOUYNTb BO3MOXHOCTb YAAJIEHHOrO YynpaBneHUs, aaAMWUHUCTPUPOBAHUS U
mMoamndukaunm OC n eé HacTpoek;

— Ha NM3BM gonxHa 6bITb yCTaHOBIEHA TOJIbKO 04Ha OnepauMoHHas CMCcTeMa;

— MpaBOM YCTaHOBKW M HacTpoku OC mn CK3W pomxeH obnagatb TONbKO aAMWMHUCTPATOP
6e3onacHocTu;

— BCE HeucrnosiblyeMble pecypcbl CUCTEMbl HEOHXO0AMMO OTKAUMTbL (MPOTOKO/bI, CEPBUCHI U
T.M.);

— pexuMbl 6e3onacHoOCTH, peannsoBaHHble B OC, A0/KHbI 6bITb HACTPOEHbl Ha MaKCUMaJslibHbI
YPOBEHb;

— BCEM MONb30BaTeNsIM WM TpynnaM, 3apeructpupoBaHHbiM B OC, Heo6X0AMMO HA3HA4UTb
MWUHMMANbHO BO3MOXHbIE A/1 HOpMasibHOW paboTbl NpaBa;

— Heob6xoaAMMO MpeayCMOTPETb Mepbl, MaKCMMasibHO OrpaHuuMBalrOWmMe AOCTYN K Cneaylowmm
pecypcaM cuctembl (B COOTBETCTBYHLWMX YCIOBMSAX BO3MOXHO MOSHOE yAasieHMe pecypca Uau ero
HENCMONIb3YEMOWN YacTun):

" CUCTEMHbIN peecTp;

= chalinibl n KaTanoru;

* BpEeMEHHbIe daisbl;

" )XypHasibl CUCTEMBbI;

= (hannbl NogKauKku;

» K3WKMpyemasa uHgopmauua (naponu mn T.n.);
* OT/1Iag04YHas MHpopmauus.

Kpome BbillenepeyncieHHoro, Heo6xoaMMo opraHm3oBaTb CTUpaHue (MO OKOHYaHUW CceaHca
pabotbl CK3U) BpeMeHHbIX ¢dannos un dannos noakadkm, hopMmpyembiX UaM MoAUMDULUPYEMBIX B
npouecce pabotbl CK3U. Ecnn 3TO He BbINOMHUMO, TO Ha XeCTKUI AUCK AO0MXKHbI PacnpoOCTPaHATLCA
TpeboBaHus, npepbsiBnsieMble K KaoyeBbiM HocuTensam (n.6.7 XTAM.00087-01 91 01. PykoBoACTBO
agMmHucTpatopa 6e3onacHoCcTM obas 4yacTb).

— [IONXHO 6bITb WCKIOYEHO MoNaJaHMe B CUCTEMY MpOrpaMM, MO3BOMAKWNX, MOJb3YSCh
owmnbkammn OC, noBbIWaTh NPeAoCTaB/IEHHbIE MPUBUIIETUN;

— HeobXxoaAMMO perynspHoO ycCTaHaBnmBaTb MnakeTbl obHoBneHus 6e3omnacHoctn OC (Service
Packs, Hot fix n 1.n.), 06HOBNATbL aHTUBUPYCHble 6a3bl, a TakXe uccnenoBatb MHOOPMaUMOHHbIE
pecypcbl MO BOMpPOCaM KOMMbIOTEpPHOM 6e30MacHOCTM C LUeflblo CBOEBPEMEHHONW MUHMMU3aumu
OMacHbIX MOCNeACTBUIA OT BO3MOXHOIo Bo3aeincrtemsa Ha OC;

— B cnyyae nogkntoudeHus NMIBM c yctaHoBneHHbiM CK3U k obwenocTtynHbIiM CeTaM nepeaaymn
OaHHbIX, HEOB6XOAMMO MWCK/IIOUYUTL BO3MOXHOCTb OTKPbLITUS U MUCMONHEHUS (alioB M CKPUNTOBbIX
obvekToB (Hanpumep, JavaScript, VBScript, ActiveX), nony4yeHHbiXx Ku3 06WE[OCTYMNHbIX CceTel
nepefaym AaHHblX, 6e€3 npoBeAeHMs COOTBETCTBYHOLLMX MPOBEPOK Ha MpeaMeT COoAEpXaHWsS B HUX
NporpaMMHbIX 3aKafoK U BUPYCOB, 3arpy>XaembiX U3 CeTu;

—npn ncnonblosaHnm CK3WN Ha M3OBM, noakNYeHHbIX K 06WenoCTyNHbIM CEeTSM CBSA3KU, C
Lenbld UCKIKYEHUS BO3MOXHOCTU HECaHKUMOHWMPOBAHHOIO [AOCTyrna K CUCTEMHbIM pecypcam
NCNOMb3YEMbIX OMepauUMOHHbIX CUCTEM, K MpOorpaMMHOMy obecnedeHunto, B OKPYXEHWUM KOTOPOro
dyHKkunoHmnpytot CK3U, m Kk komnoHeHTaM CK3M cO CTOpOHbl YyKasaHHbIX CeTeN AOJSIKHbI
NCNOAb30BaTbCs AOMONHUTENbHbIE METOAbl U CpeacTBa 3awmTbl (HanpuMep, YCTaHOBKA MeXCeTeBbiX
3KpaHoB, opraHm3aumsa VPN cetenn u T1.n.). lNpn 3TOM npeanoyTeHmMe AOJIKHO OTAaBaTbCs CpeacTBaM
3alnTbl, UMEKOLWMM CEPTUdUNKAT YNOJHOMOYEHHOIO OpraHa no cepTudukaumu;

— OpraHmMsoBaTb M WCMNOMb30BaTb CUCTEMY ayauTa, OPraHW30BaTb PErynsipHblii  aHanus
pe3ynbTaToB ayauTa;
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— OpraHu3oBaTb W UCMOJIb30BaTb KOMMJIEKC MEPONPUSATUIA aHTUBUPYCHOW 3aLUUThI;
— [IOJIXXHO 6bITb 3anpeLleHo ncnonb3oBaHne CK3U ans 3awuTbl peyeBoi nHdopmMaumm;

— pomkHa 6biTb 3anpeweHa pabota CK3WM npu BkA4eHHbIX B 3BM wTaTHbIX cpeacTBax
BbIXO4a B paguvoKaHal.

PekoMeHayeTca annapaTypy, Ha KOTOopoW ycTaHaBnuBaeTca CK3W, npoBepuTb Ha OTCYTCTBME
annapaTHbIX 3aK1aAoK.

15.5. TpebosaHusa no nogkntodeHnto CK3U gna pabotel no obwenocTynHbIM KaHanam
nepeaayn AaHHbIX

1. Mopspgok noakntodeHnsa CK3M Kk KaHanaMm cBs3M  Ao/keH  6biTb  onpepened
3KCnNyaTupylowen opraHumsaumen. JInuom, OTBETCTBEHHbIM 3a 6e3onacHocTb pabotbl CK3UM no
o6LWwenoCcTynHbIM KaHanaMm, Kak npaBnio, Ao/KeH 6biTb agMMHMUCTpaTop 6e30macHoCTy.

2. Mpu nogkntoyveHmn CK3N k obwenocCTynHbIM KaHanaMm nepefadu AaHHbIX AO0/MKHA O6biTb
obecneyeHa 6e€30MacHOCTb 3alUULLEHHON CBA3W. MpK 3TOM A0/XHbI 6bITb ONpeaesneHsbl:

— MNopsapok noakntoveHnsa CK3MN k kaHanam.
— BblaeneHo nnuo, oTBeTCTBEHHOE 3a 6e3onacHoCcTb paboTbl NO 06WEeA0CTYNHbIM KaHanaM.
— Pa3paboTaH TMNOBOM pernaMeHT 3alMLLEHHON CBSA3M, BKOYAOLWNNA:

" NONINTMKY 6€30MacHOCTM 3alMLLEHHON CBA3M.

'ﬂ,OI'IYCTI/IMbIﬁ COCTaB nNpuKnagHblX MporpaMMHbIX CpeacTtBs, AN1d KOTOPOro AOJ/1XKHO ObITb
nccnegoBaHo M 060CHOBaHO OTCYTCTBME HEraTMBHOIrO BJINAHUA Ha CK31 no KaHany
nepenayvyn gaHHbIX.

* MepeyeHb AOMNYCTUMbIX CETEBbIX NMPOTOKOOB.
* 3aLLUMTY CETEBbIX COEANHEHWNI (NepeyeHb AOMYCTUMbIX CETEBbLIX SKPAHOB).
* CUCTEMY N CPEACTBA aHTUBUPYCHOWN 3aLLMUThI.

3. MepeyeHb cTaHgapTHbiX cpeactB OC, MOXET BKAKYaTbCS aAMWUHUCTPATOPOM B TUMOBOM
pernaMeHT 6e3 npoBeaeHMs AOMONHUTENbHbIX UCCIed0BaHUM NO oueHKe MX BausHus Ha CK3W. Mpwu
3TOM AO0JIXHbl BbIMNOSHATBHCSA CleayloLwme yciosms:

— cBoeBpeMeHHoe 06HOoBNEeHWe NPOrpaMMHbIX CPeACTB, BKIIOYEHHbIX B COCTaB periaMeHTa;
— KOHTPO/b cpeabl GyHKUNOHMpoBaHus CK3W;

— ornpeaesnieHne N KOHTPOJb 3a UCMNOJIb30BaHUEM CETEBbIX NMPOTOKOJIOB;

- cobnoaeHne npasun nonb3oBaHus CK3U u cpeabl pyHKUMOHMpPOoBaHus CK3U.

4. lomkeH 6biTb obecrnevyeH OpraHU3aUUMOHHO-TEXHUYECKWIA KOHTPOAb 3anpocoB Ha
yCTaHoBNeHne coeanHeHns aboHeHTOB Mo MpoTokoay TLS ¢ Mcnonb3oBaHUEM 3(deMepHbIX KIO4en,
WUCKOYAOLWNIA BO3MOXHOCTb MCMNO/b30BaHUSA abOHEHTOM He cBOMX aTpubyToB coeamHeHus (Takue,
kak Client_Id n 1.n.).

5.Mpu wncnonb3oBavun CK3U c ApyrMMM CTaHAAPTHbIMM  MPOrpaMMHbIMU - CPeACTBaMU,
BO3MOXHOCTb noakntoyeHnss CK3M k obwenocTynHbIM KaHanaMm nepefadn AaHHbIX [OSKHa 6biTb
onpegesieHa TONIbKO NMOC/ie NPOBEeAEHUS AOMONIHUTENbHBIX UCCIEA0BaHUI C OLEHKON HEBO3MOXHOCTU
HEeraTMBHOIO BAMAHUA HapywuTens Ha dyHKUMoHMpoBaHMe CK3W, ucnonb3ylowero BO3MOXHOCTM
06LLen0CTYNHbIX KaHaNoB.

15.6. TpebosaHusa no ncnonb3osaHuto B CK3U nporpaMMHo-annapaTHbIX CpeaCcTB 3aluThbl OT
HCO

B kauecTBe nporpaMMHo-annapaTHbIX cpeacTs 3awunTbl oT HCA B CK3U MOryT ncnosb3oBaTbCs
MporpamMHo-annapaTHbii koMmnaekc «KPUMTOH-3AMOK», 31eKTpoHHbIN 3aMok «Cobonb», AMA3
«Akkopa» n ANMA3 «MAKCUM-M1». MaeHTudunKauMoHHble AaHHble yKa3aHHbIX CPeACTB NMpuBeaeHbl
B fokyMeHTe «XKT5M.00087-03 30 01. Kpuntollpo CSP. ®opmynsap», n.3.10.
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15.6.1. DnekTpoHHbIN 3aMok «Cobonb»

Cucrema 3J'IEKT|DOHHbIl71 3aMOK npeaHasHa4deHa Anhd opraHmsaunn 3allnTbl KOMMNbOTEPA OT
BXO04a MOCTOPOHHUX rnonb3oBartenen. MNoa MOCTOPOHHMMU MOJib30BaTE/IAMN MOHNMAKOTCA BCe LA, HE
3aperncTtpnpoBaHHblie B CUCTEME 3}'IeKTp0HHbIl71 3aMOK KakK MnoJsib3oBaTten AaHHONo KOMMNbKOTEPA.

DNEeKTPOHHbIN 3aMOoK «Cob0b» ncnonb3lyetcsa Ha naatdopmax
— Windows;

— Linux;

— FreeBSD.

DNeKTPOHHbIN 3aMoK «Cobonb» obecneymsaert:

— perucTpaumio  nosb3oBaTeNnei  KOMMbOTEpa W Ha3HaYe€HWe UM MepcoHasbHbIX
NAEeHTUHOUKATOPOB U Naponein Ha BXoa B CUCTEMY;

—3anpoc NepcoHanbHOro uaeHTUdUKATOpa M MNapons Mofib3oBaTenda npu  3arpyske
KOMMblOTEPA;

— BO3MOXHOCTb 6ﬂ0KVIpOBaHVI$| BXO4a B CUCTEMY 3aperncTtpnMpoBaHHOro noJsib3oBaTenA,

— BeaeHne CUCTEMHOro XypHasa, B KOTOpOM NMpon3BoaAUTCA peErncTpauns CO6bITVIl7I, MMEKLWNX
OTHoWeHne K 6e30NacHOCTN CUCTEMBI;

— KOHTPO/b LEenoCTHOCTU dhaiioB Ha XecTkoM aucke (Tonbko B OC Windows);
— KOHTPOJ/b LEeNOCTHOCTU DU3NYECKMX CEKTOPOB XeCTKoro Ancka (tonsko B OC Windows);

— annapaTHyto 3aWmTy OT HECAHKLMOHMPOBAHHOW 3arpy3kuM onepaumMoHHON CUCTEMbI C T’MBKOro
ancka n CD-ROM aucka.

YCTaHOBKa U HaCTpoiKa 3NEeKTPOHHOro 3amMmka Ha APM nonb3oBaTtens AofXXKHa Npou3BOAUTLCS B
COOTBETCTBMM C 3KCMJyaTauMOHHON AOKyMeHTaumewn. lMepen sKcniyaTtaumen 31eKTPOHHOro 3aMKa B
coctaBe APM nonb3oBaTtend Heo6XOAMMO O3HaKOMUTbCA C KOMMJIEKTOM [AOKyMeHTauun (B
cooTBeTCcTBMM € nacnoptoM YBAJ1.00300-58 MNC) Ha AaHHbIN KOMMNAEKC M NPUHATb peKoMeHayeMble B
AOKYMEeHTauUun 3alMTHbIE OpraHn3auMoHHbIe Mepbl.

HacTpolika  3NeKTPOHHOro 3aMka Ha  TpebyeMyl  KOH(Urypaumto  BbIMOSHAETCA
aAMUHUCTPATOPOM 6€e30MacHOCTU. HacTpoika [A0/KHa MCKAl4YaTb BO3MOXHOCTb BMeLLaTeNbCTBa
Nonb30BaTesis B TMpPOLIECChl 3arpy3kn OMNepaLuoHHOW CcUcCTeMbl U npukiagHoro MO M npoBepku
LleIOCTHOCTM NPOrpaMMHON cpepbl.
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16. TpeboBaHua no Kpuntorpadmyeckom 3awmTe

[Oo/KHBI BbINOMHATLCS crieaytowme TpeboBaHMs No KpunTtorpaduryeckon 3awmre:
1. icnonb3oBaHWe TObKO NIMLIEH3MOHHOIO CUCTEMHOMO MpOrpaMMHOro o6ecrneyeHus.

2. HacTpolikmn onepaumoHHbIX cuctem ana pabotel ¢ CK3W, BKAOYEHHble B chaepytowme
OOKYMEHTbI:

XKTAN.00087-03 91 02 PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTn. Windows,
XKTAN.00087-03 91 03 PykoBoACTBO agMMHMUCTpaTopa 6e3onacHoCcTu. Linux,
XKXTAN.00087-03 91 04 PykoBoaCTBO agMMHUCTpaTopa 6esonacHocTu. FreeBSD,
XKXTAN.00087-03 91 05 PykoBoACTBO agMMHUCTpaTopa 6e3onacHoCcTU. Solaris,
XXTAN.00087-03 91 06 PykoBoAaCTBO aaMMHMUCTpaTopa 6be3sonacHocTu. AlX,
XXTAN.00087-03 91 07 PykoBoACTBO aaAMUHMUCTpaTopa 6besonacHocTn. Mac OS,
XTAKN.00087-03 91 08 PykoBoacTBo agMmnHuUcTpaTopa 6esonacHoctu. iOS.
XTAN.00087-03 91 09 PykoBoacTBO agMnHUCTpaTopa 6e3onacHoCTU. BupTyanbHble cpeabl.
XKTAN.00087-03 91 10 PykoBoaCTBO agMMHUCTpaTopa 6e3onacHocTu. Sailfish.

3. Mpu mHctannaumn CK3U pomkHbl 6bITb 0becneyeHbl OpraHU3auMOHHO-TEXHUYECKME Mepbl
MO UCKJ/TIOYEHMIO NOAMEHbI ANCTPMBYTNBa N BHeceHus nameHeHnin B CK3M nocne ycraHoBKMW.

4. Nicknio4veHme wn3 nporpammHoro obecnedeHmsa [M3BM c ycrtaHoBneHHbiM CK3W cpeacts
oTnagkwm.

5.CK31M pomkHO WUCnonb3oBaTbCsad CO  CpeAcTBaMWM  aHTUBMPYCHOWM  3awumTtbl. Knacc
aHTUBUPYCHbIX  CpeaACcTB  3aWuTbl  onpejenserca  ycnoBusMu  akcrnnyataumm  CK3U B
aBTOMaTU3MPOBAHHbIX CUCTEMAX.

6. Kntouesas nHdopMaums aBaseTca KOHPuaeHUNnanbHOM.

7. BHewHaa ramma, wucnosnb3lyemas AN WHUALMANM3aUMM COCTOSSHMA nporpammHoro [CH,
SABNSETCS KOHpUAEHUNaNbHON.

8. Maponb, ucnonb3lyemMbin AN ayTeHTuduMKaumm nonb3oBaTenen, AOJSKEH YyAO0BIeTBOPSTb
TpeboBaHmam n. 15.4.

9. MNepMoANYHOCTb TECTOBOIr0 KOHTpONs Kpuntorpadpumueckmx GyHKUmn - 10 MUHYT.
10. ExxecyTo4uHasa nepesarpyska [M2BM.

11. MepuoanyHoCTb ocTaHoBa [129BM c o6s3aTtenibHOM MPOBEPKOM CUCTEMbI OXaXAeHUS
npoueccopHoro 6noka MN3BM - 1 mecsu.

12. 3anpewaeTcsd ncnonb3oBaTb pexum npocton 3ameHbl TOCT 28147-89 ans wudpoBaHus
WHdOpMaLMK, KpOME KH0YEBOWN.

13. Mpn dyHkumMoHnpoBaHmm CK3W poskHbl BbINOMHATLCS TpeboBaHMA 3KCMayaTauMOHHOMN
AOKyMeHTaumm Ha ucnonb3dyemsbiii MAK 3awmutsl ot HCA.

14. JomxHo 6bITb 3anpeweHo ucnonbszosaHme CK3U ana 3awmtbl pedyeBon nHdopmaumm 6e3
npoBeaeHNs COOTBETCTBYHOLUMX AOMONHUTENbHbIX NCCIe40BaHUN.

15. AJonxHa 6biTb 3anpeweHa pabota CK3UM npu BkAKOYEHHbIX B MN3BM wTaTHbIX CpeacTBax
BbIX0O4a B paAnOKaHarsl.

16. KOHTpoONeM UenoCTHOCTU [AO/MKHbI 6biTb OXBaudeHbl Qainbl, yKasaHHble B pasjenax
«TpeboBaHusa No kpunTorpadumyeckon sawmte» AokyMeHTOB XTHAN.00087-03 91 02, XTHAN. 00087-
03 91 03, XXTAM.00087-03 91 04, XTAN.00087-03 91 05, XKTAN.00087-03 91 06, XKXTAMN.00087-03
91 07, XTAM.00087-03 91 08, >)KTAN.00087-03 91 09, XXTAN.00087-03 91 10.

17. SBAMNPELLAETCSA ncnonb3oBaHue 6eCnpoBoAHbIX KaBMaTyp U KOMMNbIOTEPHbIX MbILIEN.
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17.TpeboBaHunsa nNo BCTpanMBaHUio 1 ncrnosb3osaHuto MO CK3U

BcTtpanBaHue CK3W B 3awmuiaembie MHGPOPMAULMOHHbIE CUCTEMbI AOSIXKHO MNPOM3BOAUTLCS B
cooTBeTCcTBUM C [MonoxeHnem MK3-2005. BcTpamBaHme OOMKHbI NPOBOAUTL OpraHmM3aumu, MMerolune
JIMLEH3UI0 Ha NpaBo NpoBeAeHUs Taknx paborT.

Ons  obecnevyeHuss 3alUMTbl  3NEKTPOHHbIX [JOKYMEHTOB W  CO3[4aHMs  3alUMLLEHHOWM
aBTOMAaTM3UPOBAHHOW CUCTEMbI B MEPBYH OYepenb WCMNOMb3YITCA KpunTorpaduyeckne MeTobl
3alUMTbI, KOTOPble MO3BONAIT 06eCcneUnTb 3alWmMTy LEeNOCTHOCTU, aBTOPCTBa M KOH(MAEHUMATbHOCTH
3NIEKTPOHHOW MHMOPMaLMM M peannsoBaTb MX B BUAE MPOrpaMMHbIX WM anmnapaTHbIX CPeacTB,
BCTPanBaeMbIX B aBTOMaTU3MPOBaAHHYIO CUCTEMY.

Mpn co3pgaHMM 3aWMLEHHONK MH(OPMALMOHHON CUCTEMbI AO/IKHbI ObITb OnpeAesieHbl MoAesb
BO3MOXHbIX Yrpo3 W nonmtmka ee 6e3onacHocTu. B 3aBMCMMOCTM OT NOAUTMKKM 6e30MacHOCTH
onpenensetcs HeobxoauMblh Habop KpunTorpadmyeckmx PyHKUMIN N OpraHn3auLMOHHO-TEXHUYECKUX
Mep, peaninlyeMbiX B CO34aBaEMON CUCTEME.

®dyHkunn CK3W npu BCTpamBaHWW B MNpUKIagHOE NporpaMMHoe obecnevyeHue MoOryT 6biTb
NCNONb30BaHbI:

1. Yepe3z wuHTepdennc dyHkunii CryptoAPI 2.0, 4TO no3BonsieT MPUMEHATb BeCb
WHCTpyMeHTapun ¢upmbl  Microsoft. [Ons 3Tmx uenen paspaboTumMkm MOryT BOCMOJ/Ib30BaTbCS
nporpaMMHON AoKyMeHTauuen, cogepxauwerca B MSDN (Microsoft Developer Network), a Takxe
nocrtaenseMbiM TectoBbiM [10; Ha Unix-nnatdopmax (Linux, FreeBSD, Solaris) uyepes uHTepdelic
6nbnunotekn capilite.dll, asnawowerica noaMmHoxectsoM UHTepderca CryptoAPI 2.0. nsa aTux uenen B
KOMMJIeKT NOCTaBKK BktovaeTcs AokymeHT XTAW.00087-03 96 01 «Kpuntollpo CSP. PykoBoacTBO
nporpaMmMmcTa».

2. HenocpeacTBeHHbIM Bbi30BOM (yHKUMN CK3W nocne 3arpyskm Moaynst C MCNOSIb30BAHUEM
dyHkumn LoadLibrary. [1na 3Tux uenen B KOMMIEKT NOCTaBKM BKAtOUaeTcsa AokyMeHT XTAN.00087-
03 96 01 «Kpuntollpo CSP. PykoBOACTBO MporpaMMucTa», OMUCbIBAOWMIK CcOCTaB QYHKUUN U
TectoBoe [10.

3aluTa OT 3aK/afloK, BUPYCOB, MOANDUKALIMN CUCTEMHOIO U nMpuknaaHoro MO AosxHa 6biTh
obecnevyeHa UCMNONb30BaHNEM, CPEACTB aHTUBUPYCHOW 3aLUMUTbl U OPraHM3aLUMOHHbIX MEPONPUATUNA.

MpaBuna BCTpanBaHma U ucnosib3osaHnsa CK3U

Mpn BcTpameBaHum CK3U «Kpuntollpo CSP» B npuknagHoe nporpaMmHoe obecnedeHune mnu
MCNOJIb30BaHUMN ero B COCTaBe CTaHZapTHoro npuknagHoro MO A0MXKHLI BbIMOMHATLCA cregylowme
TpeboBaHus:

1.Mpy w1CNoNb30BaHMM OTKPLITOrO K/K4Ya WX Kya npoBepkn 3 Ao/mkHbl  6bITb
obecneyeHbl ero aBTopusauns, 40CTOBEPHOCTb, LE/IOCTHOCTb U UAEHTUYHOCTb.

2.Tlpy  U1CMNONb30BaHUM CEPTUPUKATOB OTKPbITbIX KAKOYEN W KAo4Yen nposepku I,
3aBepeHHbIX MOAMNUCHI0O AOBEPEHHON CTOPOHbI, AO/MKHA 6bITb obecneyeHa 6e3onacHas AocCTaBka U
XpaHeHue cepTuduUKaTa Kaoya AOBEPEHHOW CTOPOHbLI, C WUCMOJSIb30BAHMEM KOTOPOro MpOBEPSIOTCS
OCTasnbHble cepTuduKaTbl KIYeN NpoBepku 3l nosb3oBaTenen (KOpHEBOro ceptudukaTa).

3. Kpuntorpaduyeckoe cpencrtso, C MOMOLLbI KOTOPOro MpOU3BOAUTCS 3aBepeHue KI4en
npoeepkn Dl1, OTKPbITbIX K/KYENA WM  CMPABOYHMKOB OTKPbITbIX KAOYEN, [AOMXKHO ObiTb
cepTudmunMpoBaHO MO KlacCy, COOTBETCTBYOLWEMY NMPUHATOM NOMnTUKE 6€30NacHOCTM.

4. ins oT3biBa (BbiBOAA W3 AEWCTBUSA) OTKPbITbIX KJO4Yer M Kaoden nposepkn DI foXKHbI
NCNONb30BaTbCA CPEeACTBa, MO3BOMSAKOLME MPOU3BECTM aBTOPM3aUMIO OT3biBarlowero nuua (B 3TuUX
Luensx AosmkeH 6biTb MCMONb30BaH CMMCOK OTO3BaHHbIX CepTUdMKATOB, 3aBepeHHbIN DI AoBEpPEeHHOM
CTOPOHbI).

5. Mpwn Bbi3oBe [lpunoxeHnem dyHkunii CK3M B npukiagHOM nNporpaMmMHOM obecrnevyeHun
OO0JKHaA 6bITb NpeayCMOTPEHA NMPOBEPKa KOAa 3aBEpPLUEHUS Bbi3biBAaEMON PYHKLUN.

17.1 TpeboBaHus no BcTpameaHuio mogynen «Kpuntollpo IPSec».
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C wucrnonb3oBaHmeM Moaynem IPSec ocyuwecrteBnsieTrcs 3awmTta mHdopMaumm npu BbIXoAe B
KaHan CBA3M, MO3TOMY BCTpavBaHWe AaHHbIX MOAYNEN paBHOUEHHO pa3paboTke CaMOCTOATEbHOro
CK3WM n ponxxHo npoBoanTbCsa B cooTBeTcTBMM C MMK3-2005.

B coctaBe CK3WN «Kpuntolpo CSP» v 4.0 R4 He BCe pexuMmbl Moaynen IPSec npownu
ceptmdunKaunto, 3TO OTHOCUTCSH K pexmumaMm ayTeHTudukaumm GSS_API 6ubnuotekm libike_gost
(cpike_api) nogaepxkun npotokona IKE n Kk pexumam moayns esp_gost (cpesp_drv) npotokona ESP.
CepTudukaumsa AaHHbIX peXMMOB A0SKHA NMPOBOANTLCS B COCTaBe pa3pabaTtbiBaeMbix CK3U.

68



XXTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacTBO aaAMUHUCTpaTopa 6€30nacHOCTH.
O6was yacTb

JlutepaTypa
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[MpunoxeHune A.

AKT roTOBHOCTU K paboTe.
YTBEPXAAIO

(AOMKHOCTD)

(HanmeHoOBaHWe y4dpexaeHus)

(noanuce, ®UO)

FOTOBHOCTU K paboTe c
(HanmeHoBaHWe yupexaeHus) (HanmeHoBaHUA n3genni)
c" " 201 r.
Komucecua B coctase npeacenatens W YNIEeHOB,
(AOMKHOCTD) (®.1.0.)
KOMWCCUU, Ha3HaYeHHas COCTaBW/a HacCTOSLWMIM aKT O TOM, YTO

(Npvka3 o Ha3Ha4yeHun)

nomeLLeHme aKCnayaTMpyowero opraHa , pasmelueHHoe '
(Ha3BaHuMe) (aopec)

XpaHnnuiia Knk4eBbiX HOCMTEJ'IEI‘/'I, OXpaHa noMeLeHnin N NoAroTOB/IEHHOCTb COTPYAHUKOB K O6CJ'IY)KMBaHVHO

(o6opynoBaHue)
COOTBETCTBYHOT:

(FOCT, VMHCTpYKUUS, pyKOBOASALWME AOKYMEHTbI, NMpaBu/a nNosb30BaHNs U T.M.)
Komuccunsa otmevaeT, 4To MHCTannsaums MO BblEyNOMAHYTbIX U34eNnNi NpoBeAeHbl B COOTBETCTBUM C

(MHCTpPYKUMK)

BblBOA: KOMUCCUSI CUMTAET, YTO 06BEKT oTBeyaeT TpeboBaHUSM
Ha3BaHMe o0bbekTa

(Ha3BaHMe MHCTPYKLUK)

no obecneyeHnto 6€30NacHOCTN MO YPOBHIO M MOXEeT ObITb BBEAEH B AENCTBUE.
Mpeacepatens:
(noanuce) (®.1.0)

YneHbl KOMUCCUN:

(noanmcs) (9.1.0)

(noanmcs) (9.1.0)

(noanmcs) (9.1.0)
M.
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[MpunoxeHune b.

XypHan peructpaunm aagMMHUCTPATOPOB 6€30MacHOCTU 1 Nosib30BaTenemn

o.1.0.
aIMMHMCTPaToOpa [lpuMeuaHre
P P HaTa lara P
n/n | OpraHnsauus 0es30nacHoOCTH IaHHBEIE peTrucTpalmum (nmoJjib30BaTEND,
permucTpaunm | BHIOHTUA
IOJIb30BATEJA aIMMHMCTPaTOP)
CUCTEMEL
AIMVHMCTPATO
1 CunmopoB A. A. HeT 21.01.2010 P P
0e30nacHOCTH
[IouTOBEM ampec:
a.sidorov@acme.ru OnepaTop
2 ViBaHoB M. N. : : 01.02.2010 pacueTHOM
JOJIDKHOCTD :
CUCTEMEL
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>KypHan nonb3oBaTens ceTu

MpunoxeHune B.

n/no

Iara
Bpewmsa

®.1.0.
[IOJIb30BATENI
CYICTEeMEL

CobrlTHre

IONOJIHMTEeJIbHEIE IaHHEE

I[IpMedaHue
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[MpunoxeHue .
«Ypoctosepstowmnn ueHTp «Kpuntollpo YL»

MporpaMMHbIn KOMMAeKC «YpoctoBepsawwmn LeHtp «Kpuntollpo YLU» npegHasHayeH Aans
BbIMOSIHEHMUS  OpraHM3aUMOHHO-TEXHUYECKMX Meponpusatuii no obecnedeHunio Mnosib3oBaTenen
YpocTtoBepstouwero LleHTpa Kak opraHmsauum cpeactBaMn U cneumdukaumsamu ans Mcnosib30BaHus
cepTudmKaToB OTKPbITbIX K/OUEN B Lenax:

— KOHTPOJ1A UENOCTHOCTU SNEKTPOHHbLIX AOKYMEHTOB, NMeEpeaaBaeMblX B aBTOMaTU3UPOBAHHbIX
MHCI)OpMaLI,I/IOHHbIX cncremax,

— KOHTPOJISI LLeIOCTHOCTM NY6INYHBIX MH(MOPMALMOHHBIX PecypCcoB;

— NpOBEPKHN NOoAJTMHHOCTU B3aVIMO,D,el7|CTBy}OLLI,VIX nporpaMMHbIX KOMMNOHEHTOB n
KOHq)MLI,EHLI,VIaJ'IbHOCTI/I nepeaaBaeMbiX AaHHbIX Mpwn VIHCbOpMaLI,MOHHOM B3aUMOLENCTBUU;

— CO3[1aHUSI CUCTEMbI OPUANYECKU 3HAUMMOM SNEKTPOHHOM NOAMUCK B CUCTEMAX 3/IEKTPOHHOMO
AOKyMeHTo0o60poTa;

— obecneyeHnss 6€30MaCHOCTM M pasrpaHMYeHMs AOCTyna Mnpu B3aMMOAEWCTBMU CyO6bEeKTOB
ABTOMaTU3UPOBAHHbLIX MH(POPMALMNOHHbLIX CUCTEM;

— CO3[aHMS  MepapxXMyeckon CUCTeMbl  yMpaBfiIEHUA  K/O4YaMM  noAnucu  Cy6bekToB
ABTOMATU3UPOBAHHbIX MHHOPMALMOHHbIX CUCTEM.

MporpaMMHbIl KOMMieke «Yaoctosepsatowmi LeHtp «Kpuntolpo YL» o6ecneunBaeT:
- Peanuzauuio ponesor moaenu ynpasneHusaMmn obbektamu «Kpuntollpo YL»;
— Co3paHune NHdpacTpyKTypbl YAoCcTOoBepPSAOLWMX LIeHTPOB, NOCTPOEHHbIX MO:
" epapxnuyeckon moaenu;
» ceTeBOM (MOCTOBOM) MOAenNMu.
— AyauT cobbiTnii, CBSI3aHHbIX C 3KCMayaTaumen NporpaMMHOro KOMrJeKca;

- Peanunsaunio MexaHu3aMa 3aHeceHuss B ceptudumkaT kaw4da nposepkn Il nognmcm cesegeHumn
06 OTHOWeEHUAX, MNpU KOTOPbIX 3MEKTPOHHbLIN AOKYMEHT MMEeT puandeckyo cuiy, n obnacrax
npuMeHeHns cepTudukaTa;

- BeneHus peecTpa 3aperncTpMpoBaHHbIX NMOSb30BaTENEN;

* BbiNoNHEHME Mpoueaypbl perncrpaumMm nosb3oBaTenss B LEHTPasnM30BaHHOM pexume C
NpubbLITUEM PErMCTPUPYEMOrO NONb30BaTeNS B YAOCTOBEpsitowmi LieHTp;

* BbINONIHEHME MpPOLIEAYpPblI PErUCTpaLuM MoMb30BaTeNS B pacrnpefesieHHOM pexume 6e3
NpUBLITUS PEFMCTPUPYEMOTO NOJSIb30BaTeNs B YA0CTOBEpAOLWNA LIeHTp;

* BoinosiHEHWE Npoueaypbl yAaneHus nosib3oBaTesien M3 peecTpa nofnb3oBaTenen no
3anpocaM agMUHUCTpaTopa Yaoctosepstowero LleHTpa;

* BbiNnoNHEHME npoueaypbl yaaneHus Monb3oBaTenell U3 peectpa Nosb3oBaTenein B
aBTOMaTMUYECKOM pEXUME;

— FeHepaumsa kno4ven noanncm n WndposaHng

* BbinosiHEHME npoueAypbl FreHepauum NM4YHbIX Kaden I m knw4den nposepku 3N um
Knoyen wmndpoBaHMa Nonb3oBaTesns Ha pabodyem MecTe nonb3oBaTens;

» BbINO/IHEHWE MNpoueaypbl FeHepauum AWYHbIX KAdven DI n knwodven nposepku 31 u
Knodven wudposaHmnsa Ha pabodem MecTe agMUMHUCTpaTopa YaocTtoBepstouwero LleHTpa;
* BbINONIHEHME MpoLeAypbl reHepauum nudHbIX knoden 3 mn knwder nposepku Ol
YMOSIHOMOYEHHOIoO Nmua Yaocroeepsowero LleHTpa;
» BbINONHEHWE MpoLeaypbl reHepauum nAndHbIX knoden 3 mn knwder nposepku Ol
YAO/ITHOMOYEHHOro Anua NoAYMHEHHOro Yaoctosepsitouwero LleHTpa;

— BegeHune peecTpa 3anpocoB W 3asiBNEHUN Ha cepTuduKaTbl OTKPbITbIX KAKYEN U KIHOUEN

rnpoeepkn 3l B 3/IeKTPOHHOM BUAe:

= DopMMpoOBaHKMe 3anpoca Ha cepTudmnKkaT HOBOro Ksto4da npoeepkun Il Ha pabouem mecTe
nonb3oBaTtens;
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= DopMMpoOBaHKMe 3anpoca Ha cepTudmnkaT HOBOIro Kstoda npoeepkun Il Ha pabouem mecTe
agMuHUCTpaTopa Yaocrtoeepstouwero LleHTpa;

* BbiBOA 3anpocoB Ha cepTudukaTtbl Knoyen nposepkn Il nonb3osaTtenen Ha 6yMaXkHbIN
HOCUTeNb Ha pabodeM MecTe noJsib3oBaTens;

— BeneHune peectpa cepTudumKaTOB OTKPbITbIX K/KOYEN W Kao4ven npoBepkn 31, magaHHbIX
YpocTtoBepsowmM LIeHTpOM B 3/1eKTPOHHOM BUAE:

* KOHTPO/Nb YHWKa/JIbHOCTU OTKPbITbIX K/OUEN wWnudpoBaHMs M Kaoyeh nposepkn DI B
dopMmpyeMbix cepTudmKaTax;

» QopMUpOBaHNE CepTUPUKATOB OTKPbITbIX KKOYen U Kawder nposepku 2l
rnosib30BaTesien B 3/1EKTPOHHOM BMAE B COOTBETCTBMW C pekoMeHaaumsamm X.509 sepcun 3
n RFC 2459, nossondwwmMx C MOMOWbID KpunTorpadudecknx ™etogos (31)
LEeHTpasM30BaHHO 3aBepsiTb COOTBETCTBME OTKPLITOro KJ4a W Kaw4ya nposepkun 3l u
aTpmbyTOoB onpeaeneHHoOMy nonb3oBaTento;

* BbiBoA4 cepTudukaToB koyen nposepkun I nonb3oBatenem Ha 6yMaXKHbIN HOCUTENb Ha
paboueM MecTe nonb3oBaTens;

* BbiBog cepTudukaToB Koyen nposepkun I nonb3oBatenen Ha 6yMaXKHbIN HOCUTENb Ha
pabouyeM MecTe agMUHUCTpaTopa YaocTtoBepstouwero LieHTpa;

— BeneHne peectpa 3anpocoB M 3asaBfleHMM  Ha  aHHynupoBaHme  (OT3bIB) WU
npuocTaHoBneHne/Bo306HOBNEHNS AENCTBUS CePTUMOMKATOB OTKPbITbIX KOUENH U Ktodel NpoBepKu
2l B 3neKTpoOHHOM Buae:

* BbinoniHeHWe npouenypbl GOpMMPOBAHUS 3aMpoOCOB Ha OT3bIB CEPTUMMKATOB KIOYEN
nposepkn Il Ha paboueM MecTe Nonb3oBaTeNS;

* BoinosiHEHWE npoueaypbl OPMMPOBaAHMSA 3arnpocoB Ha OT3biB CepTUdMKATOB KOUeln
nposepkn 3l nosnb3oBaTesien Ha pabodeM MecTe aAMMHUCTpaTopa YAOCTOBepSHOLEero
LleHTpa;

* BoinosiHeHne  npoueaypbl  HOpMMpOBaHMA  3anpocoB  OT  Mofsib30oBaTesien  Ha
npuocTaHoB/IeHNe/BO306HOBIEHNE OENCTBUS CepTUdUKATOB Kawo4den nposepkun DI Ha
paboueM MecTe nonb3oBaTens;

» BbinosiHeHue npoueaypesbl dopMmnpoBaHus 3anpocoB Ha
npuocTaHosneHne/Bo3obHoBNEHNE AeNncTBUS cepTuduMKaToB Katoder nposepku Il
nosnb3oBaTtenen Ha paboyeM MecTe agMMHUCTPaTopa Yaoctoeepstouwero LleHTpa;

» QOpMMpPOBaAHME N [OCTABKY 3aperncTpupoBaHHbIM MOJfib30BaTeNIssM CMCKa OTO3BaHHbIX
cepTndmkaToB Kntoyen nposepku I nonb3oBaTenen;

— BbinonHeHue npouenypbl NoATBEPXKAEHMA NOANHHOCTK II1:

* BbinonHeHMe npoueaypbl  MNOATBEPXAEHUS  MOANMMHHOCTM DI B 3/IEKTPOHHBIX
NOKYMEHTax;

* BbinonHeHMe npoueaypbl MOATBEPXAEHUS MOANTMHHOCTM D1 yNOMHOMOYEHHOro nuua
YpoctoBepsitouwero LleHTpa B usaaHHbIX cepTudurkatax knodein nposepku 3M;

— Peanusaumio cucteMbl OMNOBELWEHUS MoJsib30BaTeNe C  WUCMNOJSIb30BAHMEM  MOYTOBbIX
CoOobLWEHNN:

* YNpaB/ieHMe OMoBeLLEeHMEM MOoNb30BaTesNel 0 cobbITUAX B NMpoLEcce perncrpaunmu;

* YnpaBneHne OoroBeLlleHNEM MoJib3oBaTesie 0 CObbITUAX B TEYEHUN BCEro XMU3HEHHOro
umkna ceptudmkaToB Kntoden nposepku JM.

ApxuTtekTtypa MK «KpunTtollpo YL »

MporpaMMHbI KOMMNIeKC «YaocTtoBepstowmn LeHTp «Kpuntolpo YL» coctouT us cneayowmx
KOMMOHEHT:

— UeHTtp Ceptndukaunnm (LC);
— LlenTp Pernctpauuun (LUP);
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— APM aamuHucTtpaTtopa LP;
— APM pa36opa KOHMONMKTHbIX CUTYyaLWuni;
— Nonb3oBaTeNbCKNX CPEACTB B3anmMoaencTemsa c YLU;
= APM peructpauuun nosb3oBaTens;
= APM 3aperncTtpnpoBaHHOro Nosib30oBaTensi C MapKepHbIM AOCTYMNOM;
= APM 3apernctpnpoBaHHOro NoJsib30BaTeNs C K/AK4YEBbIM AOCTYMOM.
— MporpamMMHoro nHtepderica Bzanmonencrteuns ¢ YL (MHTepdeinc BHewHMX MpunoxeHuin).

N -
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;:“‘_','T]: )
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Lentp Kpuntollpo TLS [ 1] perucrpaumn
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perucTpaymu

PucyHok 'l - Cxema B3amMoaenTcBmns KomnoHeHT «KpunTollpo YL»

LeHTp CepTudunkaumm

LleHTp cepTudumkaumm — KoOMMNOHeHT komnnekca «Kpuntollpo YLU», npegHa3HayeHHbIN Ans
dopmmpoBaHusa ceptudumkaTtoB Kaw4Yenm nposepku Il nonb3oBatenen u  aAMMHUCTPATOpPOB
YpocToBepsoWwero UeHTpa, CMMCKOB OTO3BaHHbIX CePTU(UKATOB, XpaHEHMs 3TanoHHOM 6as3bl
cepTudMKaATOB M CNUCKOB OTO3BaHHbIX cepTtudumkaTtoB. LeHTp Ceptndukaunmm @OyHKUMOHUPYET B
onepaumoHHoi cucteme (OC) Microsoft Windows Server 2003/2008 R2/2012/2012 R2 n ncnonb3syeTt
6a3y aaHHbIX Microsoft SQL Server 2005 Express (no ymonyaHuio) (MSSE) n 6a3y paHHbIX CnyX6bl
ceptudmkaummn Microsoft Certificate Authority (CA). MSSE ycTaHaBnMBaeTcs NporpaMmMon yCTaHOBKMU
MO UeHTpa CepTndunkaumm n He TpebyeT OoTAENbHON YCTaHOBKMU.

B «kauectBe cuctembl ynpaenenumss 6ason gaHHbix LUeHTpa CepTtudwukaumm MOXeT
ncnonb3oBaTtbcs Microsoft SQL Server 2005, Microsoft SQL Server 2008 (c ycTaHOBNEHHbIM MNaKeTOM
coBmectumoctn ¢ SQL 2005), Microsoft SQL Server 2008 R2 (C yCTaHOBAEHHbIM MNAKETOM
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coBMectumocTm ¢ SQL 2005), Microsoft SQL Server 2012 (c yCTaHOBNEHHbIM MAKETOM COBMECTMMOCTM
c SQL 2005).

LC B3ammogenctesyeTr Tonbko C LeHTpoM Peructpaumm wnm Heckonbkumu LleHTpamu
Pernctpauum no oTaAenbHOMY CErMeHTy JIOKasIbHOM CETUM C MCMNOJSIb30BaHWEM 3alUNLLEHHOrO CETEBOrO
npoTtokona.

LleHTp perncrpaumm

LUeHTp Perncrtpauun - komnoHeHT MK «Kpuntollpo YL», npegHasHayeHHbIM O79 XpaHeHus
pPermcTpauMoHHbIX AaHHbIX MNONb30BaTenel, 3anpocoB Ha cepTudukatel U cepTuduKaThbl
nonb3oBaTenen, npeaocraBiieHns MHTepdenca B3anMoAeNCTBUSA NOSb30BaTeNEN C YAOCTOBEPSAIOWNM
LleHTpoM. LleHTp Perncrtpaumm ¢yHKUMOHMPYET B onepaumoHHon cucteme (OC) Microsoft Windows
Server 2003/2008 R2/2012/2012 R2 u ncnonb3yeTt 6a3y gaHHbix Microsoft SQL Server 2005 Express
(MSSE) (no ymonuaHuto). MSSE ycTaHaBauBaeTcsa nporpammoin yctaHosku MO LeHTpa Perncrpauuu.

LleHTp Perucrtpaumun B3ammogencrteyeT c LleHTpom CepTudumkaumm no OTAENbHOMY CErMeHTy
NIOKanbHOM CeTM C WUCNOSb30BaHMEM 3allULLEHHOro CceTeBOro nmnpotokona. Baaumopencrsue
nonb3oBaTesiert C YAOCTOBEPSIOWMM LEHTPOM obecnevymBaeTcs 3a CHET MCMNOIb30BaHMUS NMPUITOXEHUN
(APM 3apeructpupoBaHHOro nosb3oBaTens C KJ4YeBbIM AocTynoM, APM 3aperncrpumpoBaHHOro
nonb3oBaTenss C MapKepHbIM A[ocTynoM, APM peructpaumm nosnb3oBaTens), NpesocTtaBnsieMblx
LleHTpoM Perucrpaunmn.

LleHTp Peructpaumu siBNseTcs eANHCTBEHHOW TOYKOM Bxoda (perncrpauumn) nonb3oBaTesnei B
cucteme. TONbKO 3aperncTpyvpoBaHHbli B LleHTpe Peructpaumm nosib3oBaTeslb MOXET MOMy4YuTb
cepTUdUKaT Ha CBON OTKPLITbIN KoY B YaocToBepsitoweM LieHTpe.

APM agmuHuctpatopa LUP

KoMnoHeHT APM ApaMuHucTpaTtopa WP npepHasHayeH A9 BbINOJIHEHUS OpraHU3auMOHHO-
TEXHUYECKUX MeponpuaTUN, CBA3AHHbIX C pernucrpauven nonb3osatenen, GOpMUPOBAHUEM
CNyXebHbIX K/oven n cepTuduKaTtoB Nonb3oBaTene u ynpasneHus LleHTpom peructpaunmun. APM
agMmHucTpatopa dyHkumonmpyetr B OC Microsoft Windows 7/8/8.1/10. APM agmumHucTpaTtopa
B3amMmoaencTtesyeTr C LleHTpoMm Pernctpaumm no s0OKanbHOM CEeTU C UCNOSb30BaHWUEM 3allULLEHHOro
CeTeBOro NpoToKona.

MporpammHoe obecnedyeHne APMa agMuMHUCTpaTopa SBASIETCA  YHMBEPCaANbHbIM W
MCMOIb3YEeTCsa ANs BCEX POJIEN MPUBUNErMPOBaHHbIX Mosib3oBaTtesien (aAMMHUCTPATOpPOB, ONEpaTopoB
nT.4.).

APM pa3bopa KOHMANKTHbIX CUTyaLni

APM pasz6opa KOH(MIMKTHbIX CUTyauuit npeaHasHayeH ANS BbIMNOJIHEHWUS OpPraHM3alUMOHHO-
TEXHUYECKNX MEPOMNPUATUIA, CBA3AHHbIX:

— C MOATBEPXAEHMEM MOANMHHOCTU 3l B 3/IEKTPOHHbLIX AOKYMEHTax W onpefeneHus craTtyca
CepTUMOUKATOB OTKPbITLIX K/HOUYEN MOSb30BaTeNEN;

— C NoATBepXAeHMEM NOANMHHOCTM 31 yNnOAHOMOYEHHOro nuua Yaocroeepsiowero LleHTpa B
W3rOTOBJIEHHbIX UM CepTUdMKATaAX OTKPbITbIX KIHOYEN.

APM pasbopa KOHONUKTHbIX cuTyaumin dyHkunoHupyet B OC Microsoft Windows 7/8/8.1/10.
APM paszbopa KOHMAWKTHbLIX CUTyauuii He B3auMMOAENCTBYET HWM C KakKuUM [pYrMM KOMMOHEHTOM
YpocrtoBepsitowero LleHTpa n ucnonb3yeT B cBoel paboTe o06beKTbl, nMpeabsBisieMble CTOPOHaAMMU
KOH(/IMKTA B KayecTBe JoKasaTefnbCTBa TeX WAM WUHbIX (AKTOB (3N1EKTPOHHbIN AOKYyMeHT ¢ 2Il,
ceptudunkaTbl, CMUCKU OTO3BaHHbLIX CEPTUDMKATOB U T.4.).

APM peructpaunn nonb3osaTtens.

APM peructpaumm nonb3oBatena LleHTpa PerucTtpaumm npeaHasHayeH ANS BbINOMHEHUS
OpPraHM3auMOHHO-TEXHUYECKUX MEpPOMNPUATUI, CBA3AHHbIX C BbIMNOJIHEHUEM Mpoueaypbl perucrpaumm
nosib3oBaTtens Ha YaocroBepsioweM LieHTpe B pexuMme pacnpeaeneHHolW perucrTpaumm.

76



XXTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacTBO aaAMUHUCTpaTopa 6€30nacHOCTH.
O6was yacTb

APM perunctpaumu nonb3osatens dyHkumnoHnpyet B OC Microsoft Windows (C yCTaHOB/IEHHbIM
MS IE 5.0 n Bbiwe). APM pernctpaumm nonab3oBaTens B3anMogencresyeT ¢ LleHTpoM perncrpaumm no
npotokony HTTP(S) c 0oAHOCTOPOHHEN ayTeHTUdUKaLNEN.

K 0CHOBHbIM pyHKLMAM APM perncrpauunm nonb3oBaTtesiss OTHOCATCS:
— obecneyeHne B3ammogencTemnsa ¢ LleHTpom Perncrpauuu;

— obecrieyeHMe BO3MOXHOCTM (OPMUPOBAHUA M nepedayM 3anpoca Ha perncrpauumio
nonb3oBaTens;

- WwndposaHue MHdOpMaLmMm, NnepegaBaemMon Mexay nonb3osartenem un LieHTpom Perncrpauum,
C UCNOJSIb30BaHWEM NpoToKona TLS ¢ 04HOCTOPOHHEN ayTeHTUdMKaunen.

APM 3aperncrtpnpoBaHHOro rnosib3oBaTtesid C MapKepHbIM AOCTYTOM.

APM 3apernctpMpoBaHHOro Mnosib30BaTeNs C MapKepHbIM AOCTYNOM MpeAHa3HayvyeH Aans
BbINO/IHEHUS OpPraHU3aUMOHHO-TEXHUYECKNX MEPOMPUATUIA, CBSI3@HHbIX C reHepaumen CnyxebHbix
Kno4yen, GopMMpoBaHMEM 3anpoca Ha CnyXebHbih cepTudumkaT Kawda nposepkun 21 u nonydyeHune
cnyxebHoro ceptudumkarta kao4va nposepku M.

AyTeHTUdMKaAUNA 3aperncTpMpoBaHHOrO MoJib30BaTeNs OCYLUECTBASETCS C MCMNOoSib30BaHMEM
BpPEMEHHOro Mapkepa A4ocTyna, npeacraBastowero cobor COBOKYMHOCTb CAeAYHOLWNX CYLHOCTEN:

- WaeHtndukatop (ID);
—MNapone.
NaeHTndunkatop dopmupyetcs LleHTpoMm Perncrtpaunm n npeacrasnsieT cobon uenoe 4ncno.

Maponb d¢opmMupyetca LleHTpoMm Peructpauum u npeactaBnsieT coboii CTPOKY CMMBOJIOB
ONTNHON 6.

Mapkep poctyna, copMmnpoBaHHbIi LleHTpoM Perncrtpauunm, nepeaaetcs nonb3oBaTtento nmbo
B rnpouecce permctpaumm (C wucronb3oBaHmeM APM 3ao4yHoi (yAaneHHOW) permcrpauymu) no
3allMLEHHOMY KaHany, nnbo coobliaeTcs nonb3oBaTento agMUHUCTPATOPOM.

APM  3apermctpnMpoBaHHOro nosib30oBaTeNnss C MapKepHbIM AOCTYNOM, KakK npaBwuno,
MUCNOMb3YyeTCHa B ABYX CNy4dasax:

— B npoueaype pacnpegeneHHom perncrpaumu nosb3oBaTens, nocne ucnonb3oBaHuns APM
perucrtpaunmn rnosb3oBaTens;

- B CJlyyae noTepu Kk/4da ayTeHTudukaumm (Npy KOMMNPOMETauuMn MM B WHbIX CAy4dasx)
3aperucTpMpoBaHHOro Mosib30BaTeNId M He MMelWero BO3MOXHOCTU JIMYHOroO npubbiTns B
YpoctoBepsiiowmin LleHTp 4nsa nonyvyeHuns KaKden n ceptmdpukaTtos.

APM 3aperncrtpmpoBaHHOro noJsib3oBaTens C MapKepHbIM A0CTynoM dyHkumoHupyet B OC
Microsoft Windows 7/8/8.1/10 (c yctaHoBneHHbiM MS IE 5.0 n Bbiwe). APM 3apernctpMpoBaHHOro
nonb3oBaTenis C MapKepHbIM AOCTYNOM B3auMMOAEWUCTBYeT C LleHTpoM permcrpaumm no npoToKony
HTTP(S) c 04HOCTOpPOHHEN (CepBEPHON) ayTeHTUdUKaLmen.

APM 3aperucTtpmpoBaHHOro nosib3oBaTens C K/4YeBbIM AOCTYMOM.

APM 3apernctpupoBaHHOro nMosib3oBaTesid C  K/AK4YEeBbIM AOCTYNOM rpefHa3sHayvyeH Ans
BbINO/IHEHUS OpPraHU3aUUOHHO-TEXHUYECKNX MEPOMNPUATUIA, CBSA3AHHbIX C YMNpaBieHUEM JINYHOWM
Klo4YeBoM UWHopMaumen wn ceptudumkatamu, TakuMM Kak GopMupoBaHMe paboumx Kaw4yen wu
3as8BNIEHUA Ha W3roTOBMIEHUE CepTUPUKATOB, 3asiBAEHUM Ha aHHynupoBaHue cepTudukaTos,
NpUOCTaHOBNEHNE W BO30OHOBNEHUSA LAENCTBUSA, MNOJyYeHMe UM YCTaHOBKa CrNMCKa OTO3BaHHbIX
cepTudmKaToB.

APM 3apermcrtpMpoBaHHOrO rMosib30BaTeNss C KJIOYEBbIM AOCTYNnoM @yHKUnoHmpyetr B OC
Microsoft Windows 7/8/8.1/10 (¢ yctaHoBneHHbiIM MS IE 5.0 u Bbiwe). APM 3apernctpupoBaHHOro
nonb3oBaTens C K/4YeBbIM AOCTYNOM B3auMMogencTByeT C LleHTpoM peructpaumm no npoTOKONy
HTTP(S) ¢ ABYXCTOPOHHEN ayTeHTUdUKaUNEN.
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NHTepdeiic BHewHnx Mpunoxennin «Kpuntolfpo YL»

MporpammHoe obecneveHne LleHTpa Permncrtpaumu peanumioBaHo B Buge Beb-cepsuca. Beb-
cepsuc LleHTpa Perncrpaunm 6asnpyroTcs Ha TpeX OCHOBHbIX Beb-CTaHaapTax:

— SOAP (Simple Object Access Protocol) —npoTokon ans nocbisIKn CoobLEeHMi Mo NpoTOKoNy
HTTP(HTTPS) n apyrum Internet-npotokonam;

- WSDL (Web Services Description Language) — Ha f3blke Ans OMUCAHUS MPOrpaMMHbIX
nHTepdelicos Beb-cepBncoB;

—UDDI (Universal Description, Discovery and Integration) — Ha cTanHgapTe A4nS MHAEeKcauum
Beb6-cepBUCOB.

Hanpumep, KoHcoAb aaMuMHuUcTpatopa LUeHTpa Peructpauunm obuwaetca C cepBepoMm
NPUIOXEHNS MYTEM Bbi30Ba METOAOB yaaneHHbix ob6bekToB no SOAP npotokony, mcnonb3ys WSDL
onucaHune Beb-cepeuca RA.wsdl.

LleHTp perncrtpauum npeaocTaBnseT NporpaMmMHbIi MHTepdenc BHeWHUX npunoxeHui (UBIM)
ons  pgoctyna kK dyHKuuMoHanbHocTu LUP. T[porpaMMHbIi  MHTEpdENC WNCNOoAb3yeTCs BHELWHWUMMU
NPUNOXEHNAMWN, KOTOpble MOryT BbICTynaTb B pPoOAM MNoAb30oBaTeNns uWAW aAMUHUCTpaTopa, B
3aBUCMMOCTUM OT NpeaocTaBasemMoro ceptudukara.

Ons obecneyeHnsa BbI30OBOB yAaneHHbIX 06beKTOB C ucnonb3osaHnem SOAP npotokona LleHTp
Perncrtpauun coaepxut cneumnanbHyto ASP ctpaHmnuy «RA.asp» — obpabotunk SOAP-3anpocoB. ITOT
06paboTtumk npuHmmaeTr SOAP 3anpockl, nocTynawwmne no nportokonam HTTP wmnmu HTTPS, B BUAE
AokyMmeHToB XML. C ucnonb3oBaHunem WSDL n WSML onucaHua Beb-cepsuca, oH npeobpasyeTt ux B
Bbl30Bbl 06beKkTOB npunoxeHms COM+ LleHTpa Peructpaumnn. Mo OKOHYaHMIO Bbl30Ba, OH Moay4aer
BO3BpallaeMble 3HayeHus, ynakosbiBaeT nx B SOAP cooblieHne 1 OTNpaBAsieT ero KIMEHTCKOM YacTu
MpUNIOXeHUS.

dakTnyeckn, paspaboTka NpUIOXKeEHUs, KOTOPOMY HeobxoamMa (yHKUMOHaNbHOCTb LleHTpa
Pernctpauumn, cBOoAUTCA K HanNMCaHWKO MporpaMmMmbl, KoTopas dopMupyeT <«npaBuiibHble», B
cootBeTcTBUM ¢ WSDL onucaHuem, SOAP 3anpocbkl, coaepxalime Ha3BaHue Beb-cepBuca, nopTa,
Bbl3biIBAEMOro MeToAa, HaMMeHOBaHUA U 3HAYEeHUsI NMapaMeTpoB MeToga. [MoToOM HekoTopbiM 06pa3oM
3Ta NporpaMMma oTrnpasngeT nx rno npotokosam HTTP mnn HTTPS Ha URL agpec RA.asp. B oTeeT 3Ta
nporpamma nonydyaet SOAP OTBET C pe3y/sibTaTaMu BbI30Ba, 3aTeM pa3bupaeT 3TOT NakeT N U3BNeKaeT
BO3BpallaeMble 3HaYeHus.

Pexxnmbl paboTbl «Kpuntollpo YL»

1) PexxuMbl permcrpaumun nonb3oBartenen Ygocrtosepstouwero LieHTpa

MK «Kpuntollpo YL» o6ecneuMBaeT peanum3auuio Creayrowmx pexumMoB perucrpaumm
nonb3oBaTenen:

— LleHTpanu130BaHHbIA PEXUM

Mpwn LLeHTpasiIn30BaHHOM pexunme perncrtpaumu, naeHTUdmnKaums nonb3oBaTtens
OCyLLecTBNgeTCcad aAMWHUCTpATOpoOM Ypaocrtosepsiwwero LeHTpa Ha OCHOBaHUWM [OOKYMEHTOB,
yAOCTOBEpSALWNX TNYHOCTb Nosb30BaTens, Npu JIMYHOM NpUbbITUN pPerncTpupyeMoro nosib3oBartens
B YL.

AOMUHUCTpaToOp C wucnonb3oBaHnem T[TO APM  agMmuHucTpatopa LUeHTpa Peructpauun
dopMmpyeT 3anpoc Ha perncrpaumio B 3/IEKTPOHHOW dopMe OT MMEHW MOoJib30BaTeNns U NMpuUHMMaeT
ero.

— PacnpepeneHHbIin pexum
PacnpegeneHHbIn pexuMm perncrpaunu nonb3oBaTens ABMASETCA ONUMOHAaNAbHbIM PEXUMOM U

NCMONb3yeTca MpW  HEBO3MOXHOCTM (MO pasHbIM MNpUMUYMHAM, B TOM uucie U Mo MpUYUNHE
3KOHOMMYECKOW LIeNIeco0bpasHOCTU) perncTpaumm nosib3oBaTeNien B LEHTPaM30BaHHOM peXnMe.

MAEHTMdJMKaLI,VIFI nosib3oBaTens OCYLLECTBNAETCA HOTapunycom nyTem coBepLIEHUA
HOTapualibHbIX OENCTBUN npn 3aBepeHnn 3aaBneHNda Ha perncTpaumio nonb3oBaTtesid, Ha OCHOBaHUK
AOKYMEHTOB, yAOCTOBEPALWUNX JIMYHOCTb NOJZIb30BATENA.

C nomouwbto MO APM peructpaunm nosb3oBaTens perncrpmpyembie nosib3oBatenm gopMmmnpyrot
3anpoc Ha perncrpaunto B 31IEKTPOHHON opme.
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Pernctpauma nonb3oBaTenss B pacnpegeneHHoM pexmme Ha YL ocyuwectBnsercs
aAMUHUCTpaTopoM YaocTtoBepswuwero LleHTpa Ha OCHOBaHWM HOTapuasbHO 3aBEepPEHHOro 3asiB/ieHus
Ha perncTpaumio U 3anpoca Ha perucTtpaumio B 3/1IEKTPOHHOM dopMe nyTeM NPUHATUS 3anpoca Ha
perncTpaumio B 3/IEKTPOHHON dopme.

2) Pexxnmbl  ynpaBfieHMs  KawdamMu KM cepTudmkKaTamMm  OTKPbITbIX  KAKYeRn nosb3oBaTtenem
YaocTtosepswulero LleHTpa

— LleHTpann3oBaHHbIN pexum

Monb3oBatenu YL nony4yawT KAOUM U cepTudunkaTbl OTKPbITbIX KAKOYEN Yy OTBETCTBEHHOIMO
coTpyaHuka (agMuHucTpaTopa) YL.

AZMWHUCTPATOpP BLIMOMHAET Npoueaypbl reHepaunn Kntven n ceptudurkKaToB nosb3oBaTenen
Ha cBoeM paboueM MecTe € Mcnosnb3oBaHuem MNO APM aaMunHucTpaTtopa LleHTpa Perncrpauunm.

YnpasneHue ceptudukaTaMm nosb3oBaTenen B TEUYEHUU UX XMU3HEHHOrO UMKNA, Takxke
ocyliecTsngerca agMMHUCTpaTopom YL.

— PacnpepeneHHbIin pexum

Monb3oBaTtenn YpaoctoBepsiowero LleHTpa caMOCTOSITENbHO —OCYLWECTBASOT — npoueaypy
reHepauuun knyen n GopMmMpoBaHMe 3arnpocoB Ha cepTUdMKaT OTKPbITOrO Ktoya.

BbinonHeHWe 3TUX npoueayp OCyLlecTBAgeTca C ucrnosnb3osaHnem APM 3apernctpupoBaHHOro
nonb3oBaTesiad Ha pa6o'-|eM MecTe.

MocTynawwme 3anpocbl Ha cepTndMKaTbl OTKPbITbIX K/OUel nonb3oBaTenen obpabaTtbiBatoTcs
aaMUHUcTpaTopoM YU ¢ ucnonososaHnem APM agMuHucTpaTtopa LleHTpa Peructpauun.

YCTaHOBKY Ha paboyeM MecTe BbINYLEHHbIX CEPTUPUKATOB OTKPbITbIX K/OYen nosb3oBaTesb
OCyLLlecTBNdeT TakXe C ucnosnb3oBaHneM APM 3apeructpuposaHHoro nosnb3oBaTtenda. Ha APM
3aperncTpmMpoBaHHOro Mnosib30BaTens MpeAoCTaBASETCS BO3MOXHOCTb OCYLECTBUTb OopMMpoBaHue
3anpoca Ha oT3bIB (MpnoCcTaHoBNEHME/BO306HOBAEHNE AENCTBUS) CEPTUPUKATOB OTKPLITbIX K/HOYEN U
Knto4yen nposepku 3.

MacwTtabupyemocTts U npounssoanTensHocTb MK «Kpuntolpo YL»

MacwTtabmnpyemocTb

HanuuMe B cocTaBe nporpamMMHoro obecrieyeHus LleHTpa Perucrtpaumm nporpamMMHoOro
nHTepdelica aAnd paboTbl C BHELWHUMU MPUNOXKEHUAMU TPeTbUX (UPM MNO3BONISET CO34aBaTh
WMHTErpUpPOBaHHbIE PELUEHUS.

MporpaMMHbI MHTepdEC NpeaocTaBaseT BO3MOXHOCTb BCTPOUTb B CTOPOHHME MPOrpaMMHbIe
NpoayKTbl (YHKUMM Mo ynpasBneHuto obbekTamn LeHTpa Peructpaummn (y4deTHble 3anucu
nonb3oBaTenen, ceptmdmKaTbl, 3anNpocbl OT MNosib3oBaTesien M T.4.). Takoe BCTpamBaHMe MO3BONSAET
ONTUMU3NPOBATb WHMOPMALUMOHHbIE TMOTOKM B TMPUKIAAHBIX CUCTEMAX 3a CYET COBMELLEHUS
perucTtpaumMn nosib3oBaTenen B MNPUKIAQHOMW CUCTEME C perucrpauuert nonb3oBaTtenss Ha
YpocTtoBepstoweM LleHTpe, ynpouweHus asTopm3aumm aboHEHTOB B cCUCTEMaxX 3alMLEHHOro
OOKyMeHTOoOob6opoTa 1 Tak ganee.

Peanunzaumsa nporpaMmMHOro wuHTepdenca LeHTpa Perucrtpaumm € MCNOMb30BaHMEM
3alMLEHHOro TPaHCMOPTHOrO npoTokosia TLS wm cTrporon ayTeHTUduKaumm B3anUMOAEUCTBYHOLWMX
KOMIMOHEHTOB Ha OCHOBE CepTM(dMKATOB OTKPbITbIX K/to4yen, obecneymBaeT aBTOPM3aUNIO KIIMEHTCKUX
N CepBepHbIX YacTelm WHTErpupoBaHHOrO MpUIOXeHNa Kn obecneuynmBaeT KOHPUAEHUMANBHOCTb
nepegasaembiX AaHHbIX. TpeboBaHue obecneyeHuss KOHPUAEHUMANbHOCTU nepefaBaeMblX AaHHbIX
MeXay BHELWHUM NpuaoXeHneM u LleHTpoMm Perncrpaumm BO3HUKAET B CNeACTBUM TOro, YTO B COCTaB
nepegaBaeMblX AAaHHbIX BXOAWT M NepcoHanbHas WHGOpMauus nonb3oBaTtenem, n MHdopmMauus m3
OOKYMEHTOB, pernaMeHTmpytowmnx obcnyxmesaHune nosb3osaTtens B NPMKIAAHON CUCTEME.

Mopnepxka  Heckonbkmx  LleHTpoB  Pernctpaumm B CoCTaBe  OAHOro  KOMMJjekca
YpocTtoBepstowero LleHTpa CTaHOBMTCA aKTyasibHa B Cly4yae HanmMuusa pasindHbiX 6u3Hec-mopenem
yrnpaBneHns perncrpaunoHHbIMM 3anucsaMuM  nonb3oBaTenem W Ux KA4deBo uHboOpMaumn B
NpUKIagHbIX cuUcTeMax npeanpuatTnsa. W3MeHsas HacTpoku w  pexnmbl paboTbl B LleHTpax
Pernctpauun, obcnyxumBawWwmx COOTBETCTBYOLWME MpPUKIagHble CUCTEMbI, B COOTBETCTBMMU C
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npeabsBnsaemMbiMM TpeboBaHUSMM  AOCTUIFAeTCs ONTMMM3aUWUsl CUCTEMbl  YMNPaB/IEHUS  YUYETHOWM
MHdOopMaLMM NMonb3oBaTenen, KayamMmm n ceptudmnKaToB OTKPbITbIX KOYEN U KtoYver nposepku I,

AaMuHHCTpATOp [Mpuknagnas cucrema 1
A
\ 4
EHTp
H < » [losb3oBarenu
perucTpanumn
Lentp
cepTu@UKaImu
EHTp
1 < » [lonb3oBarenu
perucTpanumn
A
\ 4
AJIMHUHHUCTpATOp [Mpuknannas cucrema 2

PucyHok 2 - lMopaepxka Heckonbknx LIP

B3anMopencreme KOMMNOHEHT YpocTtoBepstwwero LeHTpa nocpeaCTBOM — 3alUMLLEHHbIX
COeAMHEHMN C  ucnosb3oBaHueM  npoTtokona HTTP(S) obecneuymBaeTr  TeppuTOpuasbHO-
pacrnpegesieHHy0 MoZenb Yaoctosepsiwwero LeHTpa. Wcnonb3oBaHMe B KadecTBe CUCTEMDbI
TeNeKOMMYHUKaUni ceTb MHTepHeT NO3BONSET 3HAUMTENbHO YAEelWeBUTb peasnsaunto Takon moaenu
YpocTtoBepsouwero LleHTpa 6e3 cywectseHHOro ocnabnenus tpeboBaHuii no 6€30nacHoOCTU.

Mpou3BOANUTENBHOCTb

C uenbldo MpoOBEAEHUS  HE3aBMCUMOM  3KCNEepTU3bl  MOTPebUTENbCKUX  CBOWMCTB U
npoussoautensHoctn MK «Kpuntollpo YL», OO0 "KPUNTO-MPO" (http://www.cryptopro.ru) n 3A0
"Ypoctosepstowmin Llentp" (http://www.nwudc.ru/) 3akniounnam cornawleHue, B pamMmkax KOTOporo Ha
TexHonormyeckom 6asze 3A0 "YpocTtoBepswoowmini LleHTp" cunamm cneumanuctoB KOMNaHuu 6biau
nposefeHbl ucnbiTaHua [MAK «Kpuntollpo VYL». [MporpaMma u MeToAMKa WCObITaHMn 6blna
paspaboTtaHa coBMecTHO crnieumanuctamm 00O "KPUNTO-MPO" n 3A0 "YpoctoBepstownin LleHTp" n
npeaycMaTpuBana BbINOJHEHWE TECTOB, noATBepXAalwmx QyHKUMOHaNbHbIe BO3MOXHOCTM [MAK
«Kpuntolpo YL», 3asBneHHbIXx npoussoauTeneM. Takxe B paMKax 3TUX [AOrOBOPEHHOCTEWN
BbIMNOJIHANIMCb HArpy304Hbie TEeCTbl N0 perncrpaunm nonb3oBaTtenen Ha «Kpuntollpo YL».
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JIncT peructpauum M3aMeHeHUM
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