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© 000 «KPUNTO-NMPO», 2000-2018. Bce npaBa 3alMLlEHbl.

ABTOpCKME npaBa Ha CpeacTBa Kpuntorpaduyeckor 3awuTbl WMHdoOpMauuuM Tuna
«Kpuntolpo CSP» n  3sKkcnnyaTauMOHHYH  AOKYMEHTAUMIO  3aperncTpupoBaHbl B
PoccuiickoM areHTCTBE Mo NaTeHTaM M ToBapHbIM 3HakaM (PocnaTeHT).

HacToAwmin AOKYMEHT BXOAUT B KOMMJEKT MOCTaBku nporpammHoro obecneyeHuns CK3U
«Kpuntolpo CSP» Bepcun 4.0 R4; Ha Hero pacnpoCTpaHsATCA BCe YCIoBUS
JIMLEH3MOHHOro cornaweHus. be3 cneunanbHOro nMCbMeHHOro paspewexHns 00O
«KPUMTO-MPO» AOKYMEHT WKW ero 4YacTb B 3/IEKTPOHHOM MW MevyaTHOM BUAE HE MOryT
6bITb CKONMPOBaHbI 1 NepeAaHbl TPETbMM NMLAM C KOMMEPYECKON Lenblo.
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AHHOTaUMA

[JaHHbIN OOKYMEHT coAepXuT o6yt MWHPOpMaUUo N0 WUCMONb30BaHMIO MPOrpamMMHOro
npoaykta «XTSAM.00088-03 93 01. Kpuntollpo CSP. T[lpunoxeHme KOMaHAHOMW CTPOKM>»,
npeaHasHavyeHHoro Ans paboTbl € cepTuduKaTtaMm C UCNONb30BaHWEM WMHOPACTPYKTYpPbl OTKPbITbIX
Kno4yen, wndposaHus/pacwmndpoBaHmsa cooblieHnin, cogepxawmnxcsa B dainax, cosgaHms/nposepku
3N1EeKTPOHHbIX NOAMUCEN U X3LWMPOBAHUSA COOBLLEHUI, coaepXKalLumxca B anne nnu rpynne ¢annos.

1. CucrtemHble TpeboBaHus

Windows
BkitoyaeT nporpaMMHO-annapaTHble Cpeabl:

Windows XP* (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bknwouvaer auctpubyTtmebl Linux, yposnertsopstowme crtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:
CentOS 4/5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
TA OC AUC ®CCMN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 27/28/29 (x86, x64, ARM);
Oracle Linux 4/5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterQOS (x64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CuHTes-OC.PC (x86, x64);
KN «30C «CuHTe3M» B ponn «Fpaduyecknin KnneHTt» (x64);
KN «OC «CnHTesM-K» B ponu «padurueckunit KaineHT» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);
Linux Mint 17/18/19 (x86, x64);
Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);
OC NoToc (x86, x64);
Astra Linux Special Edition, Common Edition (x64, 9nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

OC 2nbbpyc Bepcus 3 (Inbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT CepBep 8, AnbT 8 CIM CepBep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHumA 8, AnbT Paboyan ctaHums K 8, AnbTt 8 CIN Pabouas craHuus (x86, x64,
ARM, ARM64);
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ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANbT/HUKESIb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER).

Solaris
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

MpuMmeyaHuna:
1. Bepcusa POSReady.
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2. Wcnonb3oBaHue nporpaMmbl

2.1. 3anyck nporpamMmmsl

MNporpaMMa peanu3oBaHa B BUAE UCMonHaeMoro daina «cryptcp.exe».
[ns ee 3anycka HEO6XOAMMO BbINOMHUTL CEAYHOLLY0 KOMaHAY:

[nyTb]cryptcp [<komaHpaa> [<onuum u dainnbi>]]

NyTh IMyTh K MECTOPACIIOIOKEHHUIO MPOrpaMMbI (Hampumep, «C:\utils\»);
cryptcp wums ucronHseMoro (aiisia MpUIoKEHNUS;
KOMAaHAAQ OJHA M3 JOMYCTHUMBIX KOMaH (CM. HIXKeE);

OonuUuM IMmapaMETpbl KOMaHIbI (CBOI/I JJIA KaX(HOﬁ KOMaHI[BI), HaAYMHAIOHIIHUECS C «-»,

MMEHa OJTHOTO WX ABYX (DaiiioB, B 3aBHCUMOCTH OT KoMaubl. [lopsinok daiinos B
¢aiiabl KOMaHJHOM CTPOKE OTHOCUTEIBHO APYT JIpyra A0JKEH ObITh TAKOM, KaK yKa3aHo B
ONMCAaHUU KOMaH/BbI.

MpunMmeuaHume: K noHaTUO dain Takxke OTHOCATCS Macku gannos.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAUTCS CMMCOK BCEX AOCTYMHbIX KOMaHA C MX
KpaTKuM onucaHueMm. [ng nonydyeHuss 6onee p[eTanbHOro OMNUCAHUSA ONpefeneHHOW KOoMaHAbl,
HeobxoamnMo ykasaTtb onuuio -help.

Mpn onucaHun onuui 3Be3foudkor (*) nomeyeHa onuua MO yMONAYaHU (AN HECKONbKUX
B3aMMOMCKJTIOYAoLWMX Onunii).

2.2. Kputepuii noncka ceptudmkaTos

Kputepuin noucka ceptudukatoB (aanee - KIMNC) ucnonb3lyercs ANa 3agaHus CBEAEHUA O
cybbekTax, 4bm ceptudukatel 6yayT MCNONbL30BATbLCSA MPU BbINOJHEHUM KOMaHAbl (Hanpumep,
WwngpoBaHue UM NoANNCb AaHHbIX). Ecnn koMaHaa Takosa, yuto KIMNC gonxkeH yaOBAeTBOPSATb TONbKO
oanH ceptudmkat, 10 Takom KIC 6yaer obo3HauaTtbca KIMC1l. KMNC 3agaetcsa B ¢dopMme onuui
KOMaHAHOWN CTPOKMW, KOTOPbIE MMEIOT CNeAYyOLWMNA CUHTAKCUC:

[-dn <RDN>]n pas3 [-issuer <RDN>]m pas[-{m|u}[<uma>]|-f <cdain>]k pa3 [-thumbprint
<otneuartok>] [-all|-1]|-q[N]] [{-nochain|-errchain [-norev]}]

yKa3zaHue cTpok juig noucka B RDN (uHaue nouck He 3aBucut or RDN). Eciin
-dn  BBOIUTCS HECKOJIBKO CTPOK JJIS TOUCKA, TO OyAeT HailieHO OoJbIIee KOJTNYECTBO
CepTU(PHUKATOB;
CIHMCOK CTPOK (4epe3 3amsiTy0), HCIOIb3YEMBIX JUISl TOMCKA CepPTU(UKATOB.
RDN OyayT Haiinens! ceprudukatsl, B RDN cyObekTa/u3naTens KOTOphIX
IPUCYTCTBYIOT BCE 3TU CTPOKH.
-issuer wucmonb3yercs RDN u3marens s moucka
-Mm nouck ocyuecTBisiercsa B xpanuwiumax kommnbsiotepa (LOCAL _MACHINE);
-U* mnowuck ocymectsisercs B xpanwiniiax nonas3osarens (CURRENT USER);
Ha3BaHHUE XpaHWIUIIA (1o ymoadanuto «My» JUIst co3aaHus TOANNUCH WU
pacumdposku u «My+Addressbook» asst ocTalibHBIX ClTydacB);
-f B KayecTBe XpaHWJIMIIA UCTIONB3YETCS COOOLIeHUE Win (aiin cepTrdukara;
daiin  ums daiina;
-thumbprint ormeuarok ceprudukara;
-all*  wucnonb3oBaTh Bee HaitneHubie ceptudukarsl (* aus KI1C);

HMSA
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-1* Oyner HaiineH TOJBKO OAHMH cepTUUKAT, nHaue — ommuoka (* mst KIIC1);

Lq[N] eciu HaiiieHo MeHee N cepTH(HKaTOB, TO BEIBECTH 3aIIpoC sl BBIOOpa
HyxHOro (110 ymordauuto N=10);
-nochain He MpoBepsATH LENOYKH HAWJICHHBIX CEPTH(HUKATOB;

-NOrev  He MpoBepSTH CEPTUPHUKATHI B IEMIOYKE HA MTPEIMET OTO3BAHHOCTH;
3aBepIlaTh BHIIOJIHEHUE C OIIMOKOM, €M XOTs Obl 0IUH cepTU(dUKaT He
HIPOIIIET IPOBEPKY.

[Mpumeps! ucnonp3oBanus KIIC M0oXHO HalTH B ONMMCAHUSX KOMaH],
UCTIOJNIB3YOIIHX €TO.

-errchain

MpuMmeuaHnue: Ecnu BHyTpu onuum uma wunm RDN npucyTtcTtByloT npobenbl, To ee
Heob6x0ANMO 3aKIIUYUTL B KaBbl4KK. TO e OTHOCUTCS K MMeHaM daisioB 1 nanok.

MpumMmep:

MUBaH UBaHOB,a@b.c — HEBEpHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=WBaHoB,E=a@b.c — BEpPHO.

2.3. KoMmaHgbl WwngpoBaHus/pacumndpoBaHms

Ona Toro, utob6bl 3awmdpoBaTb AaHHbIE UM CO34aTb coobuieHne, HeobxoaMMO BbINOAHUTb
cneayoouwyo KoMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxogHo#h dan> <coobuweHune>

KIIC KIIC nonyyarenei;
-der wucnone3oBate popmar DER BmecTo BASE64;
-strict HMcmonbs3oBath oHO3HauHOE KonupoBaHue DER (a He BER);
-encryptionAlg 3agate anroput™ mmdpoBaHUS
BXOJHO¥ (aiia  ¢aiin, cogepkaluii BXOAHbIE JaHHbIE,
coobmenue ¢aii, KOTOPBI OyAET CoAepKaTh CO3/IaHHOE COOOIICHHE.

Mpumeuanune: [na Toro 4ytobbl 3awmdpoBaTh gaHHble «Ha ceba», Heobxoammo ykasaTtb KIMC
cBoero ceptudumkara.

MpumMmepbl:

cryptcp -encr -dn "MiBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBaTb cogepxxnmoe damnna "test.txt" B "testl.msg" (6buHapHbIn dopmaT), UCNoNb3ys
BCE ceptudukatbl xpaHunuwa "Jinduble" ("My") Tekywero nonb3oBaTtena (a He n0KanbHOro
KoMnbloTepa), cogepxawme B none "Cybvekt" ("Subject") noactpokm "MBaHoB [letp" w
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr’s cert.p7b" test.txt testl.msg
3awundpoBaTtb cogepxummoe danna «test.txt» B «testl.msg» (popmat BASE64), ncnonbsys
ceptndukaT us darna «a:\Petr's cert.p7b».

na Toro, yTObbI paCLLIVICprBaTb AadHHbIE U3 COO6LLI,eHM9|, Heo6Xxo0AMMO BbIMOSIHUTb cneayrwyro
KOMaHA4y .

-decr <KIMNC1> [-start] [-pin <naponb>|-askpin] <coobuweHune> <BbixogHou dann>

KIIC1 KIIC nomyuarens;
-start OTKpBITH (3aIyCTUTh) MOTyUYEHHBIN (aiii;
-askpin  3ampocuTh Maposib KJIYEBOr0 KOHTCHHEpa ¢ KOHCOJIH;
-pin  3amaTh MapoJk KIIFOYEBOTO KOHTEHHEPA;
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napoJib Mapojb K KIOYEBOMY KOHTEHHEDY;
coodOmenue (Qaiin, coaepKamuii CooOIIeHHE;
BBIXOHOM ¢aiia  (aiis, B KOTOpHIH OyayT 3anTMcaHbl JAHHBIC H3 COOOIICHHUS.

Mpumep:

cryptcp -decr -dn "MBaHosB lMeTp,ivanov@bank.ru" -start test.msg test2.txt

PacwundposaTtb coobueHne ns danna «test.msg» B danin «test2.txt», ncnonbaysa 3akpbiTbll
K04, CBSI3@aHHbIN C cepTUdUKaTOM XpaHunuuwa <«JlndyHble» («My») Tekywero mnofb3oBaTens,
coaepxawum B none «CybbekT» («Subject») noactpokn «WMBaHoB MeTp» u «ivanov@bank.ru», a
3aTeM OTKPbITb NOlydYeHHbIN dain.

2.4. PaboTta c naketamun annos

Mpoussectu X3WKnpoBaHmne coaep>XnuMoro dannos 7 3anucaTb pesynbTaT B
«nMs_uncxogHoro_danna.hsh» MoOXXHO € NOMOLLLIO KOMaHAbI

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <macka
cdannos>

-dir ykasaTh nanky Juis (aisioB cO 3HAYCHUSMH XIUI-(QYHKIUH, HHAYE — TEKYILas;
-provtype yxkasate TN KpunronpoBaiaepa (N) (mo ymonuanuto 75);
-provname ykaszaTh ums kpunronposaiiaepa (CSP);
-hashAlg 3amath anropuT™ X>3MIUPOBAHHS

OID OID anropurma xammpoBanust: 1.2.643.2.2.9 nis TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

-hex 3nauenme x3m-pyHKIUM B (haiiie B BUIC MIECTHAATUPHYHON CTPOKH;

Macka (aiJioB cTaHAapTHAs Macka XdIIUPYEeMbIX (ailsioB.

MpuMmeuaHune: Ecnn onums -provname He ykasaHa, To 6yaeT ucnonb3oBaH nposangep no
YMOJIYaHUIO yKasaHHoro tuna (-provtype). Ecnm ykasaHHas nanka He CywecTByeT, TO OHa byaert
co3gaHa.

MpumMep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocunTtaTb ANa BCex aloB C pacClUMPEHMEM «eXe» TeKYyLEel Nanku 3Ha4YeHne Xaw-PyHKLnum
M 3anucatb Mx B nanky <«hashes». [puM X3WKWpoOBaHMM WCMOJSIb30BATb KpuUNTONpoBaaep no
yMon4yaHuwo ang tuna 75.

lMpoBepuTb 3HauyeHue x3w-pyHKUM danna, co3gaHHOe C NMOMOLWbIO MpeablayLlen KoMaHabl,
MO>HO C NMOMOLLbIO KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka c¢ainos>

-dir ykasath manky jams $aiyioB co 3HaUSHUSAMU X3UI-(DYHKINY, UHAYE — TEKYyIIas;
-provtype yka3ats Tun kpunromnposaiigepa (N) (mo ymomuanuto 75);
-provname yka3zaTh uMs Kpunromnpoaiigepa (SCSP>);
-hex 3Hauenme x>m-pyHKIMH B (haiiie B BUIE MIECTHAIIATUPHIHON CTPOKH;
Macka (¢ailyioB CcTaHIapTHAs MacKka MpoBepsieMbIX (HailyioB.

MpuMmeuaHue: Ecnu onumsa -provhname He ykasaHa, To 6yaet mcnonb3oBaH nposaligep no
YMOSI4aHUIO YKasaHHoro tuna (-provtype).

MpumMmep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe
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MpoBepuTb AnA Bcex @anfoB C pacliMpeHnem

«exe» TeKymeM nankny 3Ha4YeHne Xoll-

dYHKUMN, STaNOHHbIE 3HAYEHUSA XpaHATcsa B nanke "c:\hashes". MNpn x3awunpoBaHMM KUCMNOMb30BaTb
KpunTonpoBanaep No ymosn4aHuio gns tuna 75.

Co3gaTtb nognucm ¢annoB M 3anmcatb MX B alabl «MMS_MCXOAHOro_danna.sgn» MOXHO
cneayowen KoMaHaoM:

[nyTb]cryptcp -signf [-dir <nanka>] <KMNC1> <macka c¢ainnos> [-cert] [-crl] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtype1l]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display]

-dir
KIIC1
-cert
-crl
-der
-strict

-sd
-SS
URL

-nostampcert
-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
napoJjb

-display

Macka ¢aijioB

yKa3aTh Manky ajs GaiyioB ¢ MOANUCIMH, HHAYE — TCKYIIAs;

KIIC aBTopa noanucu;

N00aBJIATh B MOANUCHU CEPTU(UKAT OTIPABUTEIIS;

N00aBIISATh B MOANUCH CIIUCOK OTO3BaHHBIX CEPTU(UKATOB;

ucnosb3oBath popmat DER BMecTo BASE64;

Hcnonp3oBats oqHo3HauHOE KoaupoBanue DER (a e BER)

J00aBHUTH B TIOJIKCH IITaMII BpPEMEHH Ha MOIIMCHIBAEMbIC TaHHBIC
(moanucaHHbIN aTpUOYT);

700aBUTh B OJNUCH IITaMII BpEMEHU Ha MOJNUCH (HEMIOANUCAHHBIN aTpuOyT);
aapec ciy>xO0bI mTammnoB B Buje "http://..." (MOXXHO 3a7aTh pa3HbIe IS OMIUH -SS
u -sd, HO, eclIM 3a/laH AJIsl OJTHOM U3 HUX, TO UCIOJIb3YETCs U AJIs BTOPOil);

He TpeOOoBaTh BKIIOYECHHUS B IITaMII cepTU(UKaTa CIyKObI ITAMIIOB BpEMEHU
(ucnonb3yetcst BMecte ¢ -Sd u/uiu -SS);

IIPOBEPUTH LIETIOUKY cepTH(]UKaTa B IITAMIIE BpEMEHU

coznasatb noanuck CAdES-X Long Type 1 (ecnu nanHbIi napameTp 3ajaH,
napameTp -ss Oy1eT IPOUTHOPUPOBAH )

ciyx0a mramnoB Bpemenu it noanucu CAdES-X Long Type 1

azapec ciyxO0sbl mramnos B Buze "http://..."

3aJaTh AJITOPUTM XIIIHPOBAHUS

OID anropurma xsmupoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nqna TOCT P 34.11-2012 512 bit

3alpOCUTh MAPOJIb KIFOUYEBOTO KOHTEHHEpa ¢ KOHCOIIH;

3aJaTh MapoJib KJII0UYEBOT0 KOHTEHHEPA;

1apoJib K KIOYEBOMY KOHTEHHEDY;

BBIBOAMTH MH(POPMALIMIO Ha SKPaH CPEJCTBA JOBEPEHHOTO OTOOpasKeHUs
MOJITMCHIBAEMBIX JaHHBIX;

CTaHJapTHasi MacKa MOMUCHIBAEMBIX (aiioB.

MpumMmeuaHue: Ecnv ykasaHHas nanka He CyLlecTBYeT, TO OHa 6yaeT cosaaHa.

MpumMmep:
cryptcp

-signf -dir \signs

-uMyCerts -dn "WMBaHoB [eTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

Moanuncatb coaepxunmoe Bcex dhannos c pacwmpeHnemM «doc» M3 KOpHEBOWN Nanku Ancka «d:»,

MCMONb3ys 3aKpbITblA  KJHOU,
coaepXawmM B none

nonb30BaTens,

CBSAA3@HHbLIN C CepTUPUKATOM XpaHUIuLWa
«CybbekTt» («Subject») noacTpoku

«MyCerts» Tekywero
«MBaHoB [leTp» U

«ivanov@bank.ru», nony4yeHHble NOAMMWCKM COXPaHUTb B Mamnke «signs» B KOpHe TeKylero Aucka.
Kpome 3TOro, mony4uTb WTaMnbl BPEMEHW Ha KaXAablh nognucbiBaeMbln amna U BAOXUTb UX B
COOTBETCTBYHOLLNE MOAMUCH.

MNpoBepuTb MOANUCU COAEPXMMOro GalisioB, Co34aHHble C MOMOLLbI MpeablayLlein KoOMaHAbl,
MOXXHO crieaytowmm obpa3om:
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[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpemsa>]] [-ss[<Bpemsa>]]

-dir
KIIC
MackKa ¢aiijioB

-sd

[-xlongtypel | -nocades] <KMNC> <macka c¢dannos>

yKa3aTh Manky ¢ (aiiyiaMu, CoepKaIluMH MOIMKUCH, WHAYE — TeKYIas;
KIIC aBTopa noamnucu;

CTaHJapTHAasi MacKa MPOBEPSIEMbIX (alIoB.

MIPOBEPUTH LITAMII BPEMEHH HA MOANUCAHHBIEC TaHHbIE (MOMMCAaHHbBIN

aTpuOyT);

-SS

BpeMsl

MPOBEPUTH IITAMI BPEMEHHU Ha MOAMNKCH (HEMOAMUCAaHHBIN aTpUOyT);
YKa3bIBAaETCS B Yacax; €ClId yKa3aHo, TO MPOBEPSIET, YTOOBI MITAMIT OB C/ICJIaH HE

paHeC YKA3aHHOT'O KOJNYCCTBA YaCOB HA3ad OT TCKYUICTI'O MOMCHTA;

-xlongtypel

-nocades

MpumMmep:

nposeputh noanucb CAJES-X Long Type 1, KIIC 6yner npournopupoBan

3aMpEeTUTHh UCII0JIb30BaHUEC BIIOKCHHBIX B IIOIKUCH JOKA3aTCIILCTB

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24
MpoBepuTb BCe dailnbl C pacwmpeHneM «doc» M3 KOpPHEBOW nanku gmcka «d:», ucnosb3ys
CO3JaHHble paHee MoAMUCU U3 MankuM «signs» B KOpPHE TeKyllero aucka. lNouck ceptudukarta ans

NpoBEpPKN MnoAnNucel uckatb B XpaHunuwe <«MyCerts» Tekyllero nosb3oBaTens.

Kpome 3TOrO,

MpoBEpMTb LWTaMMn BPEMEHMN Ha NoANUCb (HenoanMcaHHbIM aTpubyT) M NpoBepuTb, YTO6LI 3TOT WTaMnN
6bi1 BblAaH He paHee, YeM CYyTKM Ha3aa.

[Job6aBuTb nognuck gaina B 'McxoaHbIr_danni.sgn' MOXHO KOMaHAOM

[nyTb]cryptcp -addsignf [-dir <nanka>] <KMNC1> <macka ¢annos> [-cert] [-crl] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
KIIC1
-cert
-crl
-der
-sd

-SS
URL

-nostampcert
-stampchaincheck
-xlongtypel

-cadesTSA
URL

-askpin

-pin

napoJib
Macka ¢aiisioB

yKa3aThb Manky ajs ¢paiioB ¢ NOANUCIMH, HHAYE — TEKYIas;

KIIC aBTopa noamnucu;

00aBIATh B MOJIUCH CEPTU(PUKAT OTIIPABUTENS;

N00aBJIATH B MOAINUCH CIIMCOK OTO3BAHHBIX CEPTU(UKATOB;

ucnoins3zoBath popmat DER BmecTo BASE64;

N00aBUThH B MOJIKCH IITaMI BPEMEHH Ha MOANUCHIBAEMbIE TaHHBIE
(moanucaHHbIN aTpuOyT);

N00aBUTh B OJMKCH HITAMI BpEMEHH Ha MOANUCH (HENOAMMCaHHbIN aTprOyT);
azpec ciy>xO0bI mrammoB B Buze "http://..." (MOXXHO 3a1aTh pa3HbIe TSI OTIIAN -
ss U -sd, HO, ecJiv 3a1aH IS OJHOM U3 HUX, TO UCIIOJIB3YETCs U TSl BTOPOil);
He TpeOOBaTh BKJIIOUEHUS B IITaMII cepTUdUKaTa CIy>KObl IITAMIIOB BPEMEHU
(ucnosp3yercst BMecTe ¢ -sd u/uiu -SS)

IPOBEPUTH LIETIOUKY cepTU(HKATa B IITAMIIE BPEMEHHU

no6asuth noanuck CAAES-X Long Type 1 (ecau qaHHBINM napameTp 3a/aH,
napameTp -ss OyJ1eT IPOUrHOPUPOBAH)

ciyx0a mramnoB Bpemenu it noanucu CAdES-X Long Type 1

azpec ciy>xO0bI mramnoB B Buze "http://..."

3alpOCHUTh MAPOJb KIFOUYEBOI0 KOHTEMHEpPaA U3 KOHCOIU

3aJaTh MapoJib KJIKYEBOT0 KOHTEHHEepa

I1apoJIb K KIIFOYEBOMY KOHTEMHEDPY

Macka Juist oT0opa MoANUChIBaeMbIX (paiiaoB

10
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Mpumep:

cryptcp

-addsignf -dir /sighs -uMy -dn "E=ivanov@test.ru, CN=Ivanov"

/testdocuments/*.doc
Moanuncatb Bce dalnbl C pacwupeHmem «doc» u3 agumpektTopum testdocuments c nomouubto

ceptTmdunKaTos,
cneayrowmm

KpUTEPUSAM:

HaxoadawWwmMxca B XpaHunuuwe <«My» Tekyuwero nosb3oBaTensd, YAOBNETBOPSAILUX

E=ivanov@test.ru, CN=Ivanov. T[ognucn pobasutb B danbl,

pacnonoXeHHble B AUPEKTOPUN SiNgS, COOTBETCTBYOLLME YCTOBUIO 'l/ICXO,CI.HI:Il‘/"l_(:t)al‘/"l.l'l.Sgn|

2.5. PaboTta c noanucamu

MoanucaTb AaHHbIE U CO34aTb COO6LLEHME MOXHO CrieayowmM o6pa3om:

[nyTb]cryptcp -sign <KMNC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpu6yT>]n pas
[-attr <aTpmnbyT>]k pa3 [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtype1l]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxoaHoi cpain>

KIIC1
-nocert
-crl

-der
-strict
-authattr
-attr

aTpudyT

-nostampcert

-stampchaincheck
-xlongtypel
-cadesTSA

URL

-hashAlg

OID

-askpin
-pin
1apoJjb

-display

BXOJHOM (hai

cooO0IIeHHe

MpumMep:
cryptcp

-sign

<cooblweHune>

KIIC aBTopa noamnucu;

He 100aBIIATh B COOOIIEHNE cepTU(UKAT OTIPABUTENS;

n00aBJIEHUE CITMCKA OTO3BAHHBIX CEPTH(PHUKATOB;

ucnonb3oBath popmat DER BmecTto BASE64;

Hcnonb3oBath ogHo3HauHOe KoaupoBanue DER (a ne BER);

J00aBUTh NMOJMUCAHHBINA aTPUOYT B MOJIUCH;

J00aBUTh HEMOAMUCAHHBIN aTpUOyT B MOMKCH;

"<OID>,<@aiin ¢ 3aK0AUPOBAHHBIM COJEPKUMBIM aTpuOyTa>"(IIpumep:
"1.2.3,attr.bin™);

N00aBUTH B TIOJIKCH IITAMI BpEMEHH Ha ITOANMCHIBAEMbIC JaHHBIC (TIOAMMCaHHBIHI
aTpulyT);

J00aBUTH B MOJIMUCH IITaMIT BpEMEHH Ha MOJMUCH (HETIOANMCAHHBIN aTpuoyT);
azipec ciy>xO0bI mramnos B Buje "http:/..." (MOXXHO 3a1aTh pa3Hble IS ONIMH -SS U -
sd, HO, eciu 3a7aH I OTHOW W3 HHUX, TO UCTIOIB3YETCS U ISl BTOPOM);

He TpeOOoBaTh BKIIIOYEHUS B IITaMII cepTUUKATA CTyKObI ITAMIIOB BpEMEHU
(ucrmosp3yercst BMecTe ¢ -Sd u/uim -SS);

IIPOBEPUTH LIETIOUKY cepTU(HKaTa B IITaAMIIE BPEMEHU

npoBeputh noanuck CAJES-X Long Type 1, KIIC 6ynet npournopupoBas
cimy»0a mrammoB Bpemernu s moamucu CAJES-X Long Type 1

ajipec cIry>kObI mTamrmoB B Buje "http://..."

3aJ]aTh QJITOPUTM X3IIMPOBAHUS

OID anropurMma xsmupoBanust: 1.2.643.2.2.9 nus TOCT P 34.11-94
1.2.643.7.1.1.2.2 nnsa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

3aIllpOCUTH MapoJib KJIKYEBOT0 KOHTEHHEpa ¢ KOHCOJIN;

3a71aTh MapOJIb KIIFOUEBOTO KOHTEHHEPA;

[apoJib K KII0U€BOMY KOHTEIHHEpY;

BBIBOJMTH HHPOPMALIMIO HAa SKPaH CPEJCTBA JJOBEPEHHOTO OTOOpaKEHUS
MOJIMCHIBAEMbIX JAHHBIX;

(aiin, comepkaiuii BXOIHbBIE TaHHBIC,

aiin, KoTOpBIi OyAET CoAepKaTh CO3TAHHOE COOOIIECHHE.

-mMy -dn CemoB -gq5 -nocert -crl -der test.txt test2.msg -

sshttp://cryptopro.ru/tsp/tsp.srf

11
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Moanucatb coaepxumoe danna «test.txt» m cosgatb nognucaHHoe coobuieHne «test2.msg»
(B 6uHapHOM Buae), He BKJtovawuwee B ceba nMcnosnb3yemblin cepTudukaT, HO BK/KOYaloWee Crncok
OTO3BaHHbIX CepPTU(dUNKATOB LEeHTpa cepTudmKaunm, BblaaBLIEro UCNOAb3YeEMbIN cepTudukart. Kpome
3TOro, MOJIyYMTb LWTaMM BPEMEHM Ha CO34AHHYK MNOAMMCb M BNOXWUTb ee B coobleHune. lMouck
ncnonb3yemoro ceptudmrkarTa NponcxoamTt cneayowmm obpasom:

1. Haxopatca Bce cepTuduKkatbl XpaHunuwa <«JIMYHble» TeKywero nonb3oBaTens u
JIOKanbHOro KoMmnbetoTepa.

2. Ecnm nx Hawnocb 6onee natm, 1O - owmbka, MHauye nosb3oBaTento byaeT nNpeasoXkKeHo
BbI6paTb OAWH U3 HaWAEHHbIX CEPTUPUKATOB.

Job6aBuTtb LLMCprBy}O NoANMCb B COOBLLEHME MOXHO C MOMOLLbIO BbI30Ba:

cryptcp -addsign <KIMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin]
[-authattr <aTpubyT>]n pas [-attr <aTtpnbyr>]k pa3 <coobuieHue>>

KIIC1 KIIC aBTopa noamnucu;
-nocert He 100aBIATH B COOOIIEHUE CEPTUDHUKAT OTIIPABUTEIIS;
-crl  nmoGaBiieHHE CIIMCKA OTO3BAaHHBIX CEPTU(PHUKATOB;
-authattr n06aBuTH NOANKMCAHHBIN aTPUOYT B TIOJIHCE;
-attr 106aBUTH HETIOANIMCAHHBIN aTPUOYT B MOAINUCH;

"<OID>,<@aiin ¢ 3aK0AUPOBAHHBIM COJEPKUMBIM aTpuOyTa>"(IIpumep:
"1.2.3,attr.bin™);
N00aBUTH B MOJIIKCH IITaMIT BpEMEHH Ha TTOANKCHIBAEMBIC JaHHBIC
(moanucaHHbIN aTpUdyT);

-SS  100aBUTH B OJIUCH IITaMI BPEMEHU Ha MOJIUCH (HEMOANUCAHHBINA aTpUlyT);
URL 2Apec ciyx0bI mtammnos B Buae "http://..." (MOXHO 3aaTh pa3HbIE 7S OMIUH -SS
u -sd, HO, eciu 3a7aH JIs OJTHOW W3 HUX, TO UCTIOIB3YETCS U JJIsI BTOPOH);

He TpeOOoBaTh BKIIIOUYEHHUS B IITAMII CepTU(HUKATA CTyKObI IITAMIIOB BPEMEHU
(ucnonb3yercst BMecTe ¢ -Sd W/ -SS);
-stampchaincheck npoBeputs nenouky cepruukara B mTaMie BpeMeHH
no6asuth noanuck CAAES-X Long Type 1 (ecau nanHbINA napaMeTp 3a4aH,
napameTp -ss OyJ1eT IPOUTHOPUPOBAH)
-cadesTSA ciryx06a mrrammnos Bpemenn st moamcu CAJES-X Long Type 1
URL anpec cmyx06b1 mrammos B Buae "http://..."
-hashAlg 3amaTh anropuT™ X3UIHMPOBAHUS
OID OID anropurma xsmmposanusi: 1.2.643.2.2.9 nns TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 aqna TOCT P 34.11-2012 512 bit
-askpin 3ampocuThk mapoITh KIIFOYEBOTO KOHTEHHEpa ¢ KOHCOJIH;
-pin  3a1aTh MapOIb KIFOYEBOTO KOHTEHHEPA;
napoJib Tapoib K KIFOUYEBOMY KOHTEHHEPY;
coodmenne Qaiis, cogepKanuii CooOIIeHHE.

aTpudyT

-sd

-nostampcert

-xlongtypel

MpuMmeuaHune: KMcnonb3syerca uckNuMTeNnbHO An9 pobasneHus noanmcM B MNOAMNMCAHHbIE
coobleruns. na TeKCToBbIX Unu Apyrux gannos He paboTtaer.

MpumMmep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

[JobaBuTtb B noanucaHHoe coobueHne «test.msg» noanMcb, WCNONb3ys 3aKPbITbIN KIIOY,
CBSI3aHHbIN C CepTUDUKATOM XpaHunuwa «JImdHble» («My») NnokanbHOroO KOMMNbIOTEPA, CcoAepXKallmM
B none «Cybbekt» («Subject») noactpokmn «MBaHoB MeTp» n «ivanov@bank.ru». B gobaBneHHyto
noanuce 6yaeT BKAOYEH cepTUdMKaT OTKPbLITOro K/4da aBTopa NnoAnucu.
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Ynanutb unMdpoByto NoANUCb U3 COOBLLIEHNS MOXHO KOMaHAO0M

-delsign <KMNC1> <coo6weHune>
KIIC1 KIIC aBTopa noamnucuy;

coodmeHue (Qaiin, cogepamuii coodIIeHuE.

MpoBepka undpoBoi noanucm

-verify [<KIMNC> | -verall] [-start] [-sd[<Bpema>]] [-ss[<Bpemsa>]]
<coobueHne> [ <BbixogHou dann>]

KIIC KIIC aBTOpoB noanucei;
-verall mposepsTs Bce noamnucu (MHa4e — TONBKO noanucu aBropos u3 KIIC);
-start OTKpBITH (3aIyCTHUTH) MOTyYEHHBIHN (aiir;
_gq TPOBCPHTH LUTAMII BPEMCHH Ha TIOTHCAHHBIC JAHHbIC (moanucaHHbIHI
aTpuoyT);
-SS MPOBEPUTH LITAMII BPEMEHH Ha MOANUCH (HENOAIMCaHHBIN aTprOyT);
Bpems YKa3bIBAETCS B Yacax; €CIHM yKa3aHO, TO IPOBEPSET, YTOOBI IITAMIT ObLI
ClIeJIaH He paHee YKa3aHHOTO KOJMYECTBA YacoB Ha3aJl OT TEKYIIEro MOMEHTA,
-xlongtypel mnposepurs noanuck CAJES-X Long Type 1, KIIC O6yaer npoursopupoBan
-nocades 3ampeTHThH MCHOJIH30BAHHE BIIOKCHHBIX B MOMHCH JOKA3aTeIbCTB
coodmenue Qaiin, coaepKammii COOOIIeHUE;
BBIXO/IHOI ¢aiin  Qaiin, B KOTOpbIH Oy 1yT 3alIMCaHbl JaHHbBIE U3 COOOLICHMUS.

MpuMeuaHune: Ecnm B COOBLLUEHUN COAEPXUTCH CepPTUdMKAT KOro-ToO M3 aBTOPOB MoAnucen, To
MCNONb3yeTCs UMEHHO 3TOT cepTuduKar.

MpuMepbl:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb noanucb coobuleHus "test2.msg", MCNoOMb3ys OAVH M3 HaWAEHHbIX CEPTUPUKATOB B
xpaHnmnuwax "Jinyuoie" ("My") n "Opyrmne nonb3osatenn" ("AddressBook") Tekylwiero nosb3oBartens,
cogepxawmx B none "CybbekTt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucatb cogepxmmoe
noAnucaHHoro coobueHns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepnTb BCe noanmcm cooblieHmns "test2.msg", ncnonbsys ceptmdukaTbl, cogepxalmecs B
coobuweHun. Ecnmn gnga kakon-nmbo noanmcm B coobieHnmn ceptudmkaT He yaanocb HaUTU, To
noAnucb npoBepeHa He 6yaeT. KpoMe 3Toro, NpoBepuTb WTaMMN BpeMEHM Ha NOAMNMCAHHbIe
AaHHble (NoAnMCcaHHbIN aTpubyT) M NpoBepuTb, YTOObI 3TOT WTaMn 6bia1 Bbl4aH HE paHee, YeM
TpW 4aca Hazaa.

JobaBuTb HenognMcaHHbIM aTpMbyT B NOANMCH MOXHO C MOMOLLbIO KOMaHAbI

-addattr <KMNC1> [-attr <aTpnbyT>]n pas <coobweHne>

KIIC1 KIIC aBTopa noanucu;
-attr 1006aBUThH HEMOANIUCAHHBIA aTPUOYT B MOJIHUCH;
"<OID>,<¢aiin ¢ 3aKOAMPOBAHHBIM COJCPKUMBIM aTpuOyTa>"(mpumep:
"1.2.3,attr.bin");
—coo0menne Qaiis, coaepKanmii COoOIIeHHE.

arpudyT

MpuMmeuaHue: Vcnonb3lyeTcsas WCKNOUMTENbHO AaAna pobasneHuss nognucu B MOAMUCAHHbIE
coobleHunsa. Ansg TeKCToBbIX Un Apyrux dannos He paboTaeT.
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2.6. PaboTa c cepTudmnkatamm

CkonunposaTb CepTVICbVIKaTbI B 3a4daHHOE XpaHuUanue MOXHO C NOMOLWbHO KOMaHAbI

KIIC
-dm
-du*
HMA
-df
daiia
-der

-copycert <KMNC> [-{dm|du}[<uma>]|-df <dann> [-der]]

KIIC, xoTopble Hal0 CKONIUPOBATS;

konupoBanue B xpanwmiie kommnpiotepa (LOCAL MACHINE);
konuposanue B xpanunuuie nonaszoBatens (CURRENT USER);
Ha3BaHHE KOHEYHOI'0 XpaHWINIIA (110 yMoyaHuio “My”);

B KQ4eCTBE XpaHWIMIIA UCHIOJIb3YyeTcs (ailn ceprudukara;

ums Qaiina;

ucnonb3oBath popmar DER BmMecto BASE64 (Toabko ¢ kiarouom -df).

MpuMmeuaHnme: Ecnn ykasaH knwou -df, To, B ciyyae, ecnm HalaeH TONbKO oAMH cepTudumkar,
cosgaeTcs ainn TMna «.cer», MHaye — «.p7b».

MpumMep:

cryptcp -copycert -u -df a:\MyCerts.p7b
KonupyeT Bce cepTudukaTtbl XpaHunuwa <«JImdHbie» («My») Tekywero nonb3osatens B dann
«a:\MyCerts.p7b» (B kognposke BASE64).

CkonunpoBaTb cepTudmKaT U3 KIOYEBOro KOHTENHEpa B 3a4aHHOE XPaHUAULLE MOXHO C MOMOLLbIO
cnegyowen KoMaHabl

-provtype
-provname
-cont
-ku*

-km

-ex*

_Sg

-dm

-du*

UMM

-df

daiin
-der

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOoHTelHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <cdann> [-der]]

ykazaTh Tun kpunronposaiaepa (N) (mo ymomganuto 75);

yka3atb uMs Kpunronposaiaepa (CSP);

3aJ1aTh UMsI KJIIFOUEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOD U3 CIIHCKA);
ucnoiabp3oBath KoHTeWHep noab3oBatenss (CURRENT USER);
UCob30Bath KoHTelHep kommbioTepa (LOCAL_MACHINE);
UCTIOJIb30BaTh KJIIOY /715l 0OMeHa 3ainpoBaHHBIMH JaHHBIMH;
MCIIOJIb30BaTh KJIHOY JUIsl paOOThI C MOANUCIMU;

KonupoBanue B xpanunuuie komnbiorepa (LOCAL MACHINE);
konupoBanue B Xxpanwiuiie nonab3oBatenss (CURRENT USER);
Ha3BaHHE KOHEUHOT0 XpaHWIHINA (110 yMoadaHuio “My”);

B KaQ4€CTBE XPaHUJIUIIA UCTIOIB3YeTCsl COoOIeHne uin ¢ain ceprudukara;
ums ¢aiina;

ucnoins3zoBath popmat DER BmecTo BASE64.

MpuMmeuaHue: Ecnu onuua -provname He ykasaHa, To OyaeT mcnonb3oBaH npoBangep no
YMOJIYaHUIO yKasaHHoro tvna (-provtype). [ns onepaumoHHbix cuctem cemerictea UNIX B kauectse
napameTpa onuum -cont HeobxoAMMO yKasbiBaTb MMS KOHTEMHepa BMeCcTe CO CuuTbiBaTeNneM B
dopmaTe "\\.\mmMa_cuntbiBatensa\nmsa_koHTterHepa” (Hanpumep “\\.\HDIMAGE\cont_name").

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

Konupyet

ceptmdumKkaT M3 KJKOYEBOro KoHTelHepa «WebServer» «kpuntonpoBargepa no

yMonidaHuo gns tuna 75 nokanbHoro komnbtotepa B dann "a:\WebServer.cer" (B koguposke DER).

Yoanutb CepTMCbMKaT N3 XpaHunnuia MOXXHO KoMaHAoM

-delcert <KMNC> [-yes]
KIIC KIIC ynansembIx cepTU(QHUKATOB;
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MpumMep:

-y€S AaBTOMATUYCCKHM OTBEYATH HA BCEC BOIIPOCHI «I[a».

cryptcp -delcert -m -dn OldServer

Ypansaetr Bce

cepTndmkaThbl

XpaHunuua «JlmuHble» («My») nokKanbHOro KOMMblOTEpa,

cogepxawme B none «Subject» noactpoky «OldServer».

2.7. PaboTta c 3anpocamMu Ha cepTudukar

KoMaHAaa Ana co3aaHua 3anpoca cepTudukaTta U coxpaHeHue ero B daitne PKCS #10.

-creatrqst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex]|-sg|-both] [-ku|-km]
[-cont <uma>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

RDN

-provtype
-provname
-nokeygen
-SMIME
-exprt
-keysize
-hashAlg
OID

-ex
_Sg
-both*
-ku*
-km

-cont
-silent
-askpin
-pin

napoJjb

-certusage

-requestlic

-der

-ext
pacuiupeHue
umi (paiiaa

[-ext <pacwumpeHue>]n pas <uma c¢panna>

cnucok uMmeH nosieit RDN (manpumep: CN, O, E, L) u ux 3Hauenuit
Buaa:<Uwmsillonsa 1>=<3naueunellomnsa 1 >[,<Umsllona2>=<3naveunellonsn2>...]
ykazatb Tun kpunronposaiiaepa (N) (mo ymonuanuto 75);

yKaszatb uMs Kpunronposaiiaepa (CSP);

HCII0JIb30BaTh CYLIECTBYIOIINE KIIOYU U3 YKa3aHHOTO KOHTEHepa;

BKIItOUUTH Bo3MokHOCTH S/MIME (1o ymonm4yanuto — HeT; Tonbko Windows);
MMOMETHUThH KITFOYH KaK dKCIIOPTHPYEMEIE;

YCTaHOBUTH JJTMHY Kitoua (n);

3a/1aTh AJITOPUTM XAIIUPOBAHUS

OID anropurMma xsmupoBanus: 1.2.643.2.2.9 nus TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

CO3/1aTh/HCIIONH30BATh KIIFOUH I 0OMEHa 3armu(ppPOBaHHBIMH TAHHBIMU;
CO3/1aTh/MCTIONIb30BATh KIFOYH TOJIBKO I PaOOTHI C MOAMUCAMUY;
€034aTh/UCIIOJIB30BaTh 00a TUIIA KITIOYEi;

ucnoib3oBatk KoHTeitHep nonb3oBatens (CURRENT USER);

ucnoiap3oBaTh KoHTeHep komnbioTepa (LOCAL MACHINE);

3a/1aTh UM KJIIOYEBOTO KOHTeliHepa (ecnu 3aaHa onius -nokeygen u He 3a7aHa
OmIus -CONt — BBIOOP U3 CIHUCKA);

reHepanus Kiroda 0e3 Mojib30BaTelbCKOro HHTepdeiica Kpunromnponaiiaepa;
3anpammBarh apojb NpU CO3/AaHUN KIFOUYEBOT0 KOHTEHHEPA ¢ KOHCOJIH (TOJIBKO
UNIX);

YCTaHOBUTH MAPOJIb P CO3/IaHUH KIHOYEBOT0 KoHTelHepa (Toiabko UNIX);
napoJib K KIIo4eBoMy KoHTelHepy (Tonbko UNIX);

3anath HazHaueHus ceptudukara (OI1DS). Ecnu HazHaueHHIT HECKOIBKO, TO UX
HE0OX0MMO yKa3aTh yepe3 3amnaryto (Hampumep, °1.3.6.1.5.5.7.3 .4,
1.3.6.1.5.5.7.3.27);

3anpocuTh cepTuduKaT, coaepkaiuil pacumpenue ¢ aurensueit Ha Kpunrollpo
CSP. V11 nomxkeH ObITh HACTPOEH Ha BBIJAUy TaKUX CEPTU(UKATOB;
ucnosb3oBath hopmat DER BMecTo BASE64;

100aBUTH pacIIUPEHUE K 3aIPOCy;

ums (aiina ¢ 3akoaupoBaHHbIM paciiupenueM (BASE64 unu DER);

ums Qaiiia, B KOTOPOM CIIeIyeT COXPaHUTh 3aIpoc.
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MpumeuaHme: Ecnm onuma -provhame He yKasaHa, To 6yaeT wmcnosnb3oBaH npoBanaep no
yMOSi4aHulo ykasaHHoro tuna (-provtype). [anee, ecnn He ykasaHbl onunm -nokeygen m -cont, TO
MMS KOHTelHepa creHepupyeT KpuntonpoBangep. Onsa onepauuoHHbIX cuctem cemenctea UNIX B
KayecTBe napameTpa onumm -cont Heo6xoaMMO yKasbiBaTb MMS KOHTEMHEpa BMeCcTe CO CUYMTbIBaATENEM
B popmaTte “"\\.\umsa_cuntbiBatensa\umsa_koHternHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov
-dn "E=ivanov@bank.ru,CN=WNBaHoOB Metp" -both -ku
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

CozpaTb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=WBaHoB MeTp", NCNonb3ysa OTKPbITbIA KJIHOY,
creHepmpoBaHHbIM B KOHTelHepe "Ivanov" Tekywero nonb3oBaTtens kpuntonposangepom "Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider" (tun - 75) n coxpaHuTb ero B ¢ann
c:\request.der B kognposke Base64. HazHauyeHMs Kato4a - No4NUCb U WndpoBaHue.

YctaHoBKa ceptudukaTa us dainna PKCS #7 nnu daiina ceptudukara.

-instcert [-provtype <N>] [-provhname <CSP>] [-cont <uma>] [-ku|-km]
[-{dm|du}[<uma>]] [-noCSP] [-pin <naponb>|-askpin] <umsa danna>

-provtype yxkasate THn kpurnronposaiiaepa (N) (mo ymonuanuto 75);
-provname ykasath uMs Kpunronposaiiaepa (CSP);
-cont 3a7aTh UM KIIIOYEBOTO KOHTeifHepa (110 YMOIYaHUIO BEIOOP U3 CIIUCKA);
-ku* ucnone3oBate koHTelHEp monb3oBaresss (CURRENT USER);
-km ucnons3oBath KoHTelHEp KoMmnbioTepa (LOCAL MACHINE);
-dm ycranoBka B xpanwimiie komnbiorepa (LOCAL MACHINE);
-du* ycranoska B xpanunuiie mosnb3oBatenss (CURRENT USER);
MMsI Ha3BaHUE KOHEYHOT'O XpaHHJIMIIA JJIsl YCTAHOBKH (110 yMom4aHuio «Myy);
-NOCSP  He coxpaHsTh cepTU(UKAT B KOHTEHHEpe KPUIITOpOBaiiaepa;
-askpin  3ampocuTh Maposib KJIYEeBOro KOHTeHHepa ¢ KoHcou (Toiabko UNIX);
-pin  3amaTh Maposb KI4YeBoro KouteiHepa (Toinpko UNIX);
napoJib 1apojb K KIIoueBoMy KoHTelHepy (Tosbko UNIX);
HE 3aMpalluBaTh pa3pellieHre Ha YCTaHOBKY KOPHEBOTO cepTudukara B
xpanuimile «/loBepennbie kopHeBble LeHTpb» (Root) (Toasko UNIX);
uMms ¢aiisia ums daiina, conepkamniero cepTupukar

-enable-install-root

Mpumeuvanme: Ecnn ykaszaHa onuma noCSP, 1O onuum provname, provtype, cont, km, ku
UrHopupytoTca. Ecnam onums -provhame He ykasaHa, To OyaeT ucnonb3oBaH npoBangep no
yMO4aHuo ykasaHHoro tuna (-provtype). [nsa onepaumoHHbIiX cuctem cemenctea UNIX B kauectse
napaMeTpa onumm -cont Heob6xoaAMMO YyKasbiBaTb MMS KOHTEMHEpa BMEeCTe CO CUMUTbIBaTENIEM B
dopmate "\\.\numsa_cuutbiBaTens\mmsa_koHtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

M3BneyeHne nHdopMaLMm o HaCTpoMKax NapamMeTpoB yYETHbIX 3anuceit nonb3osaTtens Ha YL

-listDN [{-CA <appec L|C>}|{-CPCA <appec LIC>} |{-CPCA20 <appec LIC>}]

-CPCA yxkazatb agpec BeO unrepgetica Kpunrollpo V1I;
aapec YI{ Buna \"http://xxx.yyy/zzz\" vmam \"https://xxx.yyy/zzz\";
-CPCA20 yxka3atb anpec Beb untepdeiica Kpunrollpo V11 Bepcunu 2.0;
aapec YII Buma \"https://xxx.yyy/zzz/{folder}\";
o6o3navaer GUID nanku Y1I unu myTh nanku B uepapxuu nanok Y1, npu stom

folder
pa3zenuTeneM UMEH TarnoK B ITyTH SBISIETCS CHMBOI ‘|’
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Perncrtpauma nonb3oBaTtens Ha YL

--creatuser [-CPCA <appec YL >] [-field <ID nona = 3HaueHue>]n pas

-CPCA yxkazats aapec BeO unrepdetrica Kpunrollpo VII;
aapec YI{ Buma \"http://xxx.yyy/zzz\" vnm \"https://xxx.yyy/zzz\";
-CPCA20 yxka3atb agpec BeO narepdeiica Kpunrollpo V1] Bepcun 2.0;
aapec YII Buna \"https://xxx.yyy/zzz/folder\"; folder o63nauaer GUID nanku Y11 win
MyThb TANKH B HepapXuu mnanok Y1, mpu sToM pasznenureseM NMEH HarokK B
MyTHU SBJISIETCS CUMBOI ‘|’
-field mo6aBute moe B DN peructpupyemoro moib30BaTelis
ID nmonss  unentudukarop nonst DN. Cniucok uieHTH()UKATOPOB MOXKHO TOCMOTPETh
koman 1ot cryptcp —listDN

MpuMmeuaHume: Npyn ycnewHoOM BbINOJIHEHNM KOMaHAa BO3BpaLLlaeT Mapkep BPEMEHHOro
Aoctyna ansa ayteHtudukaumm Ha YU Kpuntollpo 1 naponb K Mapkepy BpeMEHHOro A40CTyna

MNpoBepuTb, 3aperMcTpupoBaH Nn nosib3oBaTtesb Ha YL

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <appec YL|>]

-token 3anmaTh Mapkep BPEMEHHOTO JOCTYIIa JIJIsl IPOBEPKH CTaTyca
-tpassword 3amath mapolib K MapKepy BpeMEHHOI'O JI0CTyIa
-CPCA yxkazars agpec BeO unrepdeiica Kpunrollpo VI,
nHaue 370 aapec "CP CSP Test CA": https://cryptopro.ru/ui
aapec YL Buna "http://xxx.yyy/zzz" vnm "https://xxx.yyy/zzz"
-CPCA20 yxkazatb agpec BeO unrepdeiica Kpunrollpo V11 Bepcuu 2.0,n
unaue 3to aapec "CP CSP Test CA": https://cryptopro.ru/ui
agpec YL Buna "https://xxx.yyy/zzz/

Co3pgaTb 3anpoc Ha cepTuduKkaT, OTNPaBUTb €ro B LUEHTp cepTuduKaunm, MoayuYuTb BbIMUCAHHbIN
ceptTuduKaT U yCTaHOBUTL ero.
[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{ex]|sg|both}]

[-cont <uma>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <appec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <naponb>}| -clientcert KINC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin] [-keysize <N>]

[-FileID <UmMmsa ¢dainna>] [-ext <pacwmpenHue>]n pas [-enable-install-root]

criucok uMeH nosiet RDN (mampumep: CN, O, E, L) u ux 3nayeHuit Buaa:
<Umsllons1>=<3nauenuellons1>[,<Umsllons2>=<3nauenuellonsn2>...]

-provtype ykasarh Tun kpunromnpoaiaepa (N) (mo ymomuanuto 75);
-provname ykasath UMsl KpunronpoBaiinepa (CSP);
BKJIFOYUTH BO3MOXHOCTH S/MIME (1o ymom4aHuIo — HET; TOJIBKO
Windows);
-nokeygen 1CII0JIb30BaTh CYIIECTBYIOIINE KIIIOUYU U3 YKAa3aHHOTO KOHTEHHEPA;

-exprt TIOMETUTH KJIIOYH KaK IKCTIOPTUPYEMBIE;
-keysize yCTaHOBUTH JJIMHY KJTtoua (n);
-hashAlg 3ajaTh anropyuT™M XdUIMPOBAHUS
OID OID anropurma xsmupoBanus: 1.2.643.2.2.9 1 'OCT P 34.11-94

1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ansa TOCT P 34.11-2012 512 bit

-ex CO3/aTh/HCIIOJIb30BaTh KIIOUH JJIsi 0OMEeHa 3ai(ppOBaHHBIMU JaHHBIMU;

RDN

-SMIME
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-Sg CO03/aTh/UCITIONB30BATh KIIFOYHU TOJIBKO JIJIsl pabOThI ¢ IOIHICIMU;
-both* co371aTh/MCIOIB30BATH 00a THUIIA KITIOYEHH;
-ku* ucnonp3oBaTh KoHTelHep nosb3oBaTessi (CURRENT USER);
-km ycnonb3oBaTh KoHTeHep komnbioTepa (LOCAL MACHINE);
-cont 3a/1aTh UMS KJIIOYEBOI0 KOHTelHepa (110 yMOJIYaHHUIO BEIOOP U3 CIHCKA);
3anaTh HazHaueHus ceptudukara (OIDs). Eciu Ha3HaueHUI HECKOJIBKO,

-certusage TO KX HYXHO yKa3aTb 4epe3 3aIsITyo (Hanpumep,

”1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);
_ca YKa3aTb aJIpec IIEHTpa ceprudukanuu, naaue 1o aapec “CP CSP Test
CA”;
aapec UC Buna “http://xxx.yyy/zzz” nim “\\cepBep\umsallC” (cMm. ”CucteMHbIe
TpeGoBaHus”);
-CPCA yka3atb ajpec BeO unrepgeiica Kpunrollpo V1I;
aapec YU Buma \"http://xxx.yyy/zzz\" wim \"https://xxx.yyy/zzz\",
-CPCA20 yka3atb agpec BeO unrepdeiica Kpunrollpo Y11 Bepcuu 2.0;
aapec YU Bumaa \"https://xxx.yyy/zzz\";
-tmpl 3amaTe maboH 3anpamuBaeMoro ceptudukara (tonsko Y1 Kpunrollpo
Bepcud 2.0);
mma  Haspanue wim OID mab6nona (Toneko Y1 Kpunrollpo Bepcun 2.0)
UCIOJIb30BaTh MapKEP BPEMEHHOTO JOCTYyIA JUIsl 8y TeHTU(QUKALIUN
-token
Ha Y[ KpunrolIpo;
-tpassword 3a7aTh IapoJIb K MapKEPy BPEMEHHOT'O JI0CTYIIa;
<Knci> MCHOIb30BaTh ceptudukar juig ayrentuduxanuu Ha Y1 Kpunrollpo
(trompko st Unix);
-dm ycraHoBka B Xxpanuiauuie kommnetorepa (LOCAL MACHINE);
-du* ycraHoBka B xpanwiwiie nonb3oBareias (CURRENT USER);
MMA  Ha3BaHUE KOHEYHOTO XPaHWJIMINA JIJIsl YCTAHOBKH (TI0 yMoidaHuto “My”);
-noCSP  He COXPaHATh CepTU(PUKAT B KOHTEHHEpEe KPUIITOIIpOBaiiiepa;
_silent [CHEPALIA KIlI0YA 0e3 MMoJIb30BaTeILCKOT0 HHTEpdeiica
KpHUITONpOBaiaepa;
-askpin 3anpammBaTh NapoJb IPU CO3IaHUM KIIFOYEBOI0 KOHTEHHEpa C KOHCOIU
(tompko UNIX);
_pin YCTAHOBHTE MAPOITL IPH CO3JAHMH KITIOYEBOrO KOHTEIHepa (TOIbKO
UNIX);
naponb [apoJib K KIHOYEBOMY KOoHTelHepy (Tonbko UNIX);

-requestlic 3anpocuTth cepTU(UKAT, COAEPKAIINN pacCIIMpEHUE C TUIICH3NEH Ha
Kpuntollpo CSP. VII nomxen ObITh HACTPOEH HA BbIAAUY TaKHX
CepTH(HUKATOB;

—Filelp ™% ¢aiina, uCHoaB3yeMOro JUIsl 3alMCH HASHTH(PHUKATOpa 3ampoca B

-enable-install-root

-ext
pacwmpeHue

cirydae
“oT0XeHHOM Bbimaun” cepTrdukara (cm. -pendcert). Ecau daiin He
yKazaH, TO uAeHTU(UKATOp OyIeT BHIBEICH Ha SKPaH.

HE 3alpaliuBaTh pa3pelicHre Ha YCTAaHOBKY KOPHEBOTO cepThu(UKaTa B
xpanwnuiie “JloBepenHsle kopHeBbie eHTpb!” (Root) (Tonbko UNIX);
JI00ABUTH pACIIUPEHHUE K 3aIpOCy;

uMms (aitna ¢ 3akoaupoBanHbIM pacimpenueM (BASE64 nnu DER);

MpumeuaHue: Ecnv onuus -provname He ykasaHa, 1o 6yaeT wucnonb3oBaH nposangep Mo
yMOMYaHuio ykasaHHoro tmna (-provtype). [lanee, ecnu He ykasaHbl onuum -nokeygen u -cont, TO
MMSI KOHTENHepa CreHepupyeT KpunTtonpoBangep. [Ans onepauuoHHbiX cucteMm cemencrtea UNIX B
KayecTBe napameTpa onuun -cont Heo6xoANMO yKasblBaTb MM KOHTENHepa BMECTe CO CUYUTbIBATENEM
B ¢dopmaTte “\\.\numsa_cuutbiBatena\mmsa_koHTtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).
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lMpoBepuTsb,

HE BbINyWEH K CepTMd)MKaT,

3anpoc Ha KOTopbli 6bl1 OTNpaBfieH paHee, MNOMYyYUTb

BbIMMCAHHbIN cepTUdUKaT U YCTaHOBUTL €ro.

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <maponb>} | -clientcert KMNC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-FileID <Uma dainna>]

-provtype
-provname
-cont

-ku*

-km

-CA

agpec LIC

-CPCA
aapec YL
-CPCA20
aapec YL

-token
-tpassword
<KIIC1>

-dm
-du*
nMs

-noCSP

-FilelD

-askpin

-pin

napoJjb
-enable-install-root

NMpuMmeuvaHue: Ecnin
WFHOPUPYIOTCH.

Ecnn onuwusa

[-pin <naponb>|-askpin]

yka3atb Tun kpunronposaiigepa (N) (mo ymomnuanuto 75);

yKazaTh uMs Kpunronposaiiaepa (CSP);

3a1aTh UMS KIIFOUEBOTO KOHTeiiHepa (110 YMOJIYaHHUIO BBIOOP M3 CIIUCKA);
ucrnosb30oBath koHTelHep nosb3oBatens (CURRENT USER);
ucnosb3oBath Kouternep kommeiotepa (LOCAL MACHINE);

yKa3aTh ajpec leHTpa ceprudukamnuu, naade 3to ajapec “CP CSP Test CA”;
Buza “http://xxx.yyy/zzz” wiu “\\cepBep\umsLIC” (cm. "CucremHbIe
TpeboBaHus”);

yKazatb aapec BeO unrepdeiica Kpunrollpo V1I;

Buga \"http://XxX.yyy/zzz\" v \"https://XxxX.yyy/zzz\";

yka3zaTh agpec Bed unrepdeiica Kpunrollpo VII Bepcuu 2.0;

Buma \"https://xxx.yyy/zzzI\";

UCTIOJIb30BaTh MapKep BPEMEHHOTO AOCTYMA JUIS ay TeHTH(PHUKAIUN

Ha Y1 Kpunrollpo;

3a/1aTh apoJib K MapKepy BPEMEHHOIO JJOCTYIIa;

HCITIOJIB30BaTh cepTudUKat 1 ayTreHTrudukanuu Ha Y1 Kpunrtollpo
(tombko st Unix);

ycraHoBKa B xpanuiuiie kommbsiotepa (LOCAL MACHINE);
yctaHoBKa B xpanuinuine nonas3oBarenst (CURRENT USER);

Ha3BaHWE KOHEYHOTO XPaHWJIUIIA JIJIsl YCTAHOBKH (TI0 yMOITYaHuto “My”);
HE COXPAHATH CEPTH(PHKAT B KOHTEHHEPE KPUIITOIIPOBAAEpa;

ums ¢aiina, conepkaiiero uaeHtTudukarop 3amnpoca. Ecnu He daiin He
yKa3aH, TO UACHTU(PUKATOP HYKHO OyJIeT BBECTH BPYUHYIO.

3aMpOCUTH TTAPOJIh KIIFOUYEBOT0 KOHTEHHEpa ¢ KOHCOIH (Tobko UNIX);
3a/1aTh apoJIb KJII0UEBOro KoHTelHepa (Tosbko UNIX);

napoJib K KIro4eBoMy KoHTelHepy (Tonbko UNIX);

HE 3aIpalliMBaTh pa3pellIeHNe Ha YCTAaHOBKY KOPHEBOTO cepTu(uKaTa B
xparwmie “JlopepeHHple KopHeBbIe IIeHTPHI” (Root) (Tobko UNIX);

ykaszaHa onuusa noCSP, Tto onuumm provname, provtype, cont, km, ku
-provname He ykasaHa, To O6yaeT wucnonb30BaH nposBanaep no

YMOSI4YaHUIO yKasaHHoro Tuna (-provtype). [ns onepaumoHHbix cuctem cemencrtea UNIX B kauvecTBe
napaMeTpa onumm -cont HeobxoaAMMO YyKa3sbiBaTb WMMSI KOHTEMHepa BMeCTe CO CuuTbiBaTesieM B
dopmate "\\.\numsa_cuutbiBaTensa\mmsa_koHTtenHepa” (Hanpmumep “\\.\HDIMAGE\cont_name”).

2.8. KomaHga ans paboTbl C CEpUNHBIM HOMEPOM nuueH3nmn (Tonbko ans Windows)

CoxpaHuTb/noKasaTb CEPUIAHbLIA HOMEpP JTMLLEH3UN.

-sn [ <cepuiiHbIi Homep>]
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cepuiiHbIii HOMEpP CepuiHbII HOMep, KOTOPBIH HEOOXOIUMO COXPAHHUTh (MOXKHO YKa3bIBaTh
KaK C pa3JIeUTENSIMHU, TaK U 0e3 HUX).

MpuMmeuaHume: [1na Toro 4To6bl NOCMOTPETH COXPaHEHHbI CEPUIAHBIN HOMEpP, AOCTAaTOYHO YKa3aTb
KoMaHay -sn 6e3 napameTpa. B onepauuoHHbIX cuctemax cemencrtea UNIX komaHpa He
NCNoJib3yeTcs.

Mpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIA CEPUNHBIA HOMEP SINLEH3MM Ha KOMMblOTEpeE.

2.9. YcoBeplweHCTBOBaHHas 3/1eKTPOHHada noAnucb

[IpunoxeHne KOMaHIHON CTPOKH MOAJIEPKUBAET BOZMOKHOCTh CO3JIaHUS YIyUILICHHOM 3JeKTPOHHOM
nojmnucH, cootBercTBytomied ctanaapry CAdES (em. RFC 5126 "CMS Advanced Electronic Signatures
(CAdES)™). MHcmons3oBanue ¢opmara yCOBEPIICHCTBOBAHHOH IMMOAMUCH HMEET 3HAYUTEIbHBIC
MPEUMYIIECTBA, 00CCTICUHBAs:

e JI0Ka3aTeIbCTBO MOMEHTA MOAMUCHU TOKYMEHTA U AEHCTBUTEIBHOCTH cepTU(UKATA KIIF0Ya
MOJINCHU Ha 3TOT MOMEHT;

e OTCYTCTBHE HEOOXOTUMOCTH CETEBBIX 0OpaIleHHI PU MPOBEPKE MOIIHCH;

e APXUBHOE XPAaHEHUE 3JIEKTPOHHBIX JOKYMEHTOB;

e IIPOCTOTY BCTPAMBAHUSI.

Jlnst nokasaTrenbcTBa MOMEHTA IMOJMUCH HCIONB3YIOTCS INTaMITBl BPEMEHH, COOTBETCTBYIOIIHUE
MexayHapoaHoi pexomeHgaruu RFC 3161 "Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

Jloka3arenbcTBa JEHCTBUTENBHOCTH cepTU(UKAaTa B MOMEHT MOJANMCH 00eCTIeYMBAIOTCS BIOXKEHUEM
B PEKBU3UTHl JOKyMEHTa LENOuYku cepTruduxaroB a0 nosepeHHoro YI[ m OCSP-orBeroB. Ha 3tm
JI0Ka3aTeNbCTBA TAKXKE IOJIy4aeTcsl LITaMIl BPEMEHM, MOATBEPXKIAIOIIMN MX LEJIOCTHOCTh B MOMEHT
MIPOBEPKH.

[Tpu TakuX yCIIOBHSIX MOSIBIISIETCS BOZMOKHOCTE TIPOBEPUTH TOATHCH B PEKUME OTCYTCTBHS CETEBBIX
coeauHenuil, nocryna k ciayx6am OCSP u ciyx0am mramnoB BpeMeHH. Takke Bcs JOMOJHUTENbHAsS
uHpOpMaIHs XPAHUTCS B PEKBU3UTAX (Qaiila IMOANMCH, YTO TpedyeTcs Uil apXUBHOTO XPaHEHUS
9JIEKTPOHHBIX JOKYMEHTOB.

s wcronb3oBaHus  (hopMaTa yCOBEPIICHCTBOBAHHOM IOMAIMCH peaM30BaHa BO3MOXHOCTH
NPUMEHEHHS CIEUUAIbHBIX MapaMeTpoOB IMPH CO3JaHUM, J00AaBJICHWHM U TPOBEPKE DSJIEKTPOHHBIX
MTOATHCEN.

Crenyromue aTpu0yThl MOKHO HUCIIOJIB30BATh MPH paboTe ¢ MOANUCIMU:

-xlongtypel wucnoas3yercs popmar noamucu CAJES-X Long Type 1
-cadesTSA ykassiBaetcs ciayx0a mrammoB Bpemenu it moamucu CAJES-X Long Type 1
-nocades WMCKIIIOYAETCsI UCTIOJIL30BAHUE BIOKEHHBIX B ITOJAIUCH JOKA3aTEIbCTB

MpunMmeuvaHme: [ns paboTbl C yCOBEPLIEHCTBOBAHHOW MoAMUCbID HeobXoAMMO Hanuune Ha
koMmnbtoTepe nonb3osatensa MO Kpuntollpo TSP Client n Kpuntollpo OCSP Client ¢ gencreyrowmnmn
NMUEH3NaMUN, KOTOopble BBOAATCA depes yrnpasreHune nuueHsnamm Kpuntollpo PKI.

Mpumep:
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cryptcp.exe -sign -dn "CN=WBaHoB lMeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Cosmare moanuck popmara CAJES-X Long Type 1 mist ¢aiina test.txt, ncrnosap3ys 3aKpeITBIA KITIOY,
CBSI3aHHBIN ¢ cepTudukaroMm Xpanwmia «Jluaasie» («My») Tekylero moyib3oBareis, COISPKAIIIM B
moie  «Cyowekt» («Subjecty) momctpoky «MBanoB IleTpy», ¢ NpOBEpPKOM IEMOYKH HAHIEHHBIX
CepTU(HKATOB, HCIONB3Ys Cayx0y mmTaMinoB Bpemenu http://tsp.test/tsp_root/tsp.srf, u coxpaHuth
pesyabTar B daiin test.txt.logn_sgn

3. KpuntonpoBangepbl «Kpuntollpo CSP»

CryptoPro CSP 1.1

Uma | Crypto-Pro Cryptographic Service Provider

Tvin 2

CryptoPro CSP 2.0 / CryptoPro CSP 3.6

Uma | Crypto-Pro GOST R 34.10-94 Cryptographic
Service Provider

Service Provider

Crypto-Pro GOST R 34.10-2001 Cryptographic

Tvn 71

75

CryptoPro CSP 3.0 (kcl1)

Uma | Crypto-Pro GOST R 34.10-94 KC1 CSP

Crypto-Pro GOST R 34.10-2001 KC1 CSP

Tvin 71

75

CryptoPro CSP 3.0 (kc2)

Uma | Crypto-Pro GOST R 34.10-94 KC2 CSP

Crypto-Pro GOST R 34.10-2001 KC2 CSP

Tvn 71 75
4. Bo3Bpawaemblie KoAbl OLIMOB0OK
Kon Kop
ownbkn ownbkn OnucaHme ownbkmn
(DEC) (HEX)
536871012 20000064 [ Mano namsaTu
536871013 20000065 [ He ypanocb oTKpbITb hann
536871014 20000066 | Onepauus oTMEHEHa NOJb30BaTeNeM
536871015 20000067 | HekoppekTHoe npeobpa3osaHne BASE64
536871016 20000068 | Ecnn ykasaH napameTp '-help', To Agpyrux 6biTb HE AOKHO
536871112 200000C8 | YKasaH AnwHun dann
536871113 200000C9 | YkazaH HEU3BECTHbIV KJTOY
536871114 200000CA | YkaszaHa nuHasa KoMaHAaa
536871115 200000CB | Ang kno4va He yKasaH napaMmeTp
536871116 200000CC | He ykasaHa KOMaHAaa
536871117 200000CD | He ykasaH Heobx04MMbIN KM
536871118 200000CE | YKkasaH HeBepHbI/ KoY
536871119 200000CF [ MNapameTpoM kntoya '-q' AONXKHO 6bITb HaTypasbHOE YNC/I0
536871120 200000DQ0 | He ykasaH BxogHow dawnn
536871121 200000D1 | He ykasaH BbixogHow dann
536871122 200000D2 | KomaHAa He Mcnosb3yeT napaMeTp ¢ uMeHeM daiina
536871123 200000D3 | He ykasaH dann coobuieHuns
536871212 2000012C | He yaanocb OTKpbITb XpaHUInwe ceptudunKaToB:
536871213 2000012D [ CepTtuduKkaTbl He Hal4eHbI
536871214 2000012E | HangeHo 6onee ogHoro ceptudmkaTta (kawy '-1')

21



XTAN.00088-03 93 01. Kpuntollpo CSP. NMpunoxeHne KOMaHAHOW CTPOKU

536871215 2000012F | KomaHaa nogpa3yMeBAET MCMONb30BaHME TOIbKO OAHOIo cepTudukarta
536871216 20000130 | HeBepHO yKa3aH HoMep

536871217 20000131 [ Het ncnonbsyembix ceptudmkaToB

536871218 20000132 | JaHHbIK cepTUdUKaT HE MOXET NPUMEHSATLCA A/ 3TOM onepaumn
536871219 20000133 | LUenoyka cepTudmnKaToB He NpoBepeHa

536871220 20000134 | KpunTtonpoBangep, NnogaepXXMBarWwnii HE0O6X0AMMbIN anropuTM He HaladeH
536871221 20000135 | HeygayHbl BBOA Naposisg KAKOYEBOro KOHTerHepa

536871312 20000190 | He ykasaHa mMacka danios

536871313 20000191 | Yka3aHbl HECKONIbLKO Macok dannos

536871314 20000192 | ®annbl He HanaeHsbl

536871315 20000193 | 3agaHa HeBepHas Macka

536871316 20000194 | HeBepHoe 3HaYeHMe X3LW-DYHKLUUN

536871412 200001F4 | Kntoy '-start' ykasaH, a BbIXogHOW dann HeT

536871413 200001F5 | Copepxumoe danna - He NoANMCcaHHOe CooblieHne

536871414 200001F6 | Hen3BecCTHbIM anropmMTM Noanmcu

536871415 200001F7 | CeptndumkaTt aBTopa NOAMNUCU HE HanAeH

536871416 200001F8 | Moanucb He HaaeHa

536871417 200001F9 | Moanucb He BepHa

536871418 20000200 | WtamMn BpeMeHU He BepeH

536871512 20000258 | CogepxumMoe danna - He 3awmndpoBaHHoe coobLieHne
536871513 20000259 | HensBeCTHbIW aaroput™ WwWmndpoBaHus

536871514 2000025A | He HavaeH cepTuduUKaT C COOTBETCTBYOLWMM CEKPETHBIM KJTHOYOM
536871612 200002BC | He yganocb nHnumanmsmnposatb COM

536871613 200002BD | KoHTelHepbl He HanaeHbl

536871614 200002BE | He yganocb nosnyymTb OTBET OT cepBepa

536871615 200002BF [ CepTtudumkat He HangeH B OTBETE cepBepa

536871616 200002C0 | ®ann He coaepPXUT AeHTUdUKATOpP 3anpoca:

536871617 200002C1 | HekoppekTHbI agpec LC

536871618 200002C2 | MNonyyeH HeBepHbIn Cookie

536871712 20000320 | CepuiHbIN HOMEP COAEPXUT HEAOMNYCTUMOE KOJIMYECTBO CMMBOJIOB
536871713 20000321 | HeBepHbIN KOA4 NpoAYKTa

536871714 20000322 | He yaanocb NpoBEpUTb CEPUIHBIN HOMEP

536871715 20000323 | He yaanocb COXpaHUTb CEPUIMHbIA HOMEp

536871716 20000324 | He yganocb 3arpy3uTb CEpUNHbIN HOMEp

536871717 20000325 | JInueH3ns npocpoyeHa

HDpumeuanue: Kpome Ko70B, IPUBENECHHBIX B TaOJIHUIlE, MIPIIIOKCHIE MOXKET BO3BPAIATH KOJ JTIO00M

cucteMHoM ook Windows.
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