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AHHOTaUUS

[aHHbI OOKYMEeHT JonosiHaeT AoKyMeHT <«XTAW.00087-03 91 01. Kpuntollpo CSP. PykoBoacTtso
aaMuHUCTpaTopa 6e3onacHocTn. Obwas vyacte» npu ncnonbsosaHum CK3U nog ynpasneHnem OC AIX.

WHCTpyKUuMN agMuHMUCTpaTopaM 6e30MacHOCTM M MNOAb30BaTeNsM  Pa3fiMUyHbIX aBTOMaTU3MPOBAHHbIX
cucteM, ncnonbsytowmx CK3UN «Kpuntollpo CSP», aomkHbl pa3pabaTtbiBaTbCs € y4eTOM TpeboBaHM HacTosLWwero
[OKYMeHTa.

CnuncoK cokpalleHui

CRL Cnuncok oTo3BaHHbIX cepTudunkaTos (Certificate Revocation List)
ITU-T Me?l(,QYHapO,qulﬁ KOMUTET Mo TenekoMMyHukauuam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3NpPOBaHHas cucTeMa
APM ABTOMaTM3MpOBaHHOe paboyee mecTo
rMa TMBKMUN MarHUTHLIN AUCK
AcH [aTuukK cnyyamHbiX yncen
HDD XKeCcTknn MarHUTHbIN AUCK
KM KoHeuHbIn nonb3oBaTeNb
HCA HecaHKUMOHNUPOBaHHbIMA A40CTYyN
ocC OnepaumnoHHas cucrtema
MAK MporpaMMHo-annapaTHbIN KOMMEKC
Mno MporpamMMHoe obecneyeHne
PerucTpaums E?rljlrfiosggﬁe%:seﬂenewblx aTpmbyToB (agpeca, HoMepa KJkuya, Npas MCNOSIb30BaHUA
COBOKYMHOCTb ~ MHCTPYKUWMIA M APYron  pernameHTvpylowen  AOKyMeHTauuu,
PernameHT obecneunBarowen @yHKUMOHMPOBAHME aBTOMaTU3UMPOBAHHOM CUCTEMbl BO BCeX
pexumax.
CBT CpencrBa BblUMCIUTENBHOM TEXHUKN
DNeKTPOHHbIA OOKYMEHT, MOATBEPXAAKLWMA MNPUHAANEXHOCTb K/lo4a MNpOBEpPKMU
Ceptudukar 2NEeKTPOHHOW MOAMMCU  WAW  OTKPbITOrO K/aw4a W onpeAeneHHbix aTpubyToB
KOHKpPeTHOMY aboHeHTYy
CepTudunkaums Mpouecc wmsrotoBneHuss ceptudukaTa Kava MNPOBEPKM INEKTPOHHOM MOAMUCU UK
OTKPbITOro K/itoya aboHeHTa B LieHTpe cepTudmnkaumm
CK3u CpeacTtso kKpuntorpaunyeckon 3awmTbl MHGOpMaLmm
cocC Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)
cC CnpaBo4yHUK CepIMd)MKaTOB OTKPbITbIX K/IHOYEA W KYelr MpOBEPKN 3IEKTPOHHOM
nognucn. CeTeBol CNpaBoOYHMK.
LC LleHTp Ceptudukaumm (Yaoctosepsirowmnii LieHTp)
P LleHTp Perncrpaunu
34 DNEeKTPOHHbIN AOKYMEHT
30N DNeKTPOHHas NoAnuchb
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1. OcHOBHble TexHU4Yeckne gaHHble U Xapakrtepuctnkm CK3U
1.1. NporpaMMHoO-annapaTHas cpeja

CK3U «Kpuntollpo CSP» ncnonb3syetca B nporpaMMHo-annapatHoi cpege OC AIX 6/7 (POWER).

Co cpokamum 3KchnayaTaumMn OMepauMoOHHbIX CUCTEM, B cpede KOTopbiX dyHKUuoHupyeT CK3U, MOXHO
03HAKOMUTbLCS NO ClieAyoLWeMy agpecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KntoyeBble HOCUTENU
B kauecTBe KNHOUEBOr0 HOCUTENS 3aKpbITbiX Kko4den u knwuden Il mncnonb3yetrcs pasgen danioBoi

cucteMbl Ha HDD TM2BM.

1. XpaHeHue 3akpbITbix Kao4yen Ha HDD M3BM pgonyckaeTcs TOAbKO MpWU YCNOBUWU pacnpocTpaHeHus
Ha HDD wnn Ha N3BM c¢ HDD Ttpe6boBaHuii no obpaweHuto c kawyeBbiMM HocuTensmm (n.6.7
XKTAM.00087-03 91 01. PykoBoacTtBo agMmMHucTpaTopa 6e3onacHocTn obuwas yacTb).

2. Nicnonb3oBaHue HocuTenen Apyrmx TUMNOB - TOSIbKO No cornacosaHuio ¢ ®CB Poccun.
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2. YcraHoBka auctpmbytmea NO CK3U

YcTtaHoBKa, yaaneHve wn obHoeneHne T[1O ocywecTBNsEeTCA Nosb3oBaTesieM C MNpaBaMu
aAMUHUCTpaTopa: noA YYETHOM 3anmcblo root nam ¢ ncnonb3oBaHMEM KoMaHabl sudo.

CK3M Kpuntollpo CSP TpebyeT cneaylowern nocnenoBaTeNbHOCTM YCTaHOBKM: CHauvana
yCTaHaBNMBaeTCsl MpoBakaep, 3aTeM YyCTaHaBMMBAOTCA OCTasibHble MOAY/W, BXoAsiMe B COCTaB
KoMMaeKTauun.

B OC AIX ana ycraHoBKM, yaaneHusa mn obHoBneHms MO npumeHsawTca nakets! (packages).
MakeT - apxumB AUCTpubyTuBa, coaepxawmii dannbl yCTaHaABIMBAEMOrO MNPUJIOXEHUS U dainbl,
NCNONb3YOLWNECA MHCTANNATOPOM ANS KOHMUrypupoBaHus cpeabl. B onepaumoHHbix cuctemax AIX
ncnonblyerca MeHeaxep naketoB RPM (Red Hat Package Manager), KOTOpbin SIBASIETCA TMOKUM
WHCTPYMEHTOM ANSA YCTAaHOBKMW, yaaneHusi, obHoBneHns u cbopknm NporpaMMHbIX nakeToB. [akeThbl,
npeactaBneHHble B BUAe danna C pacluMpeHMeM .rpm, coaepxaT B cebe HenocpeACTBEeHHO dansbl
MO n nHdopmauunto ans KOHPUryprupoBaHmMsa cpeasbl.

[ns ycTaHOBKM NakeTa MCNosib3yeTcs KoMaHaa:
rpm -i <cdann_nakera>
Hanpumep: rpm -i ./Isb-cprocsp-base-3.6.1-4.noarch.rpm
[Ons ynaneHust nakeTa UCNoOJb3yeTCs KOMaHaa:
rpm -e <uMMs_nakera>
Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
NMa nakeTa MOXET HE BKJIOYATb BEPCUIO.
Hanpumep: rpm -e Isb-cprocsp-base
TakXxe yrnpaB/ieHMe MakeTaMM MOXHO BbIMOJIHATL Yepes rpadunyeckyto 0605104Ky smitty.
@annbl U3 NAKETOB yCTaHaBnuMBawTCcs B /opt/cprocsp.

MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AO/KHbl YCTAaHaBAMBATLCA MO MOpsaKy € YY4ETOM 3TUX
3aBMCUMOCTEN, a yAansaTbCsd B 06paTHOM nopsiake. YCNOBHO MOXHO CUMTaTb NpPaBW/IbHbIM MOPSAKOM
TOT, KOTOPbIN onucaH B Tabauue 3aBMCMMOCTEN U HAa3HAYEeHUS MNaKETOB.

MakeTbl MOryT 6bITb HE3ABUCUMbIMKM OT apXxuTeKkTypbl (noarch B mmeHu dalina nakera), Toraa
OHUM CTaBATCSA Ha Nobyto apxuTekTypy. MakeTbl MOryT 6bITb ANs apxuUTekTypbl ppc32 (ppC B MMEHU
darna nakerta), a Takxe ANs apXUTEKTypbl ppc64 (ppc64 B mMmeHn anna nakera), Toraa OHM
ctaBatca Ha OC, cobpaHHYyKO Moa COOTBETCTBYHOLWYH apxuTekTypy. Yacto 64-6utHble OC
OAHOBPEMEHHO NOAAEPXUBAOT N 32-6UTHble NpuUNoXeHus, n 64-buTtHbole, Toraga Npn HeobxoaMMoCTH
MOXHO CTaBuTb 06a KoMnekTa.

Tabnuua 1 - 3aBUCUMOCTb M Ha3Ha4YeHMs NakeToB (A1 NPOCTOTbl onMcaHbl 32-6UTHblE NaKeTbI).

MMa nakeTta 3aBUCUMMOCTH Ha3HauyeHne nakeTa

Ob6s3aTenbHblie NakeTbl

cprocsp-base ba3oBbIll  NakeT, YyCTaHaBnMBaeTcs
nepBbIM.

cprocsp-rdr cprocsp-base OCHOBHbI€ MPUJTOXEHUS, CUMUTbIBATENN
n ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpamMmbl 1 6uUbINOTEKN
ANa  BbICOKOYpPOBHEBOW paboTbl C
KpunTtorpaduen (cepTndunkatamm,
CMS...).

cprocsp-kcl cprocsp-rdr Mpoeanaep KC1.

JononHutenbHble NakeTbl
cprocsp-devel cprocsp-base MakeTt ansa paspaboTumka.
cprocsp-stunnel cprocsp-base YHuBepcanbHbli SSL/TLS TyHHENb.
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3. O6HoBneHne CK3UM1

ana obHoBneHnsa CK3U Ha OC AIX HeobxoauMo:
— 3arMoMHUTb TeKyLwy KoHdurypauuto CSP:
*Habop yCTaHOB/IEHHbIX NAaKeTOB;

"HaCTpPOWNKM nposangepa (ans NpoCTOTbI MOXHO COXpaHUTb
/etc/opt/cprocsp/config[64].ini);

— yAanuTb wTaTtHbiMK cpeactBaMmn OC Bce nakeTbl CK3U;
— YCTaHOBWTb aHasoruyHbole HoBble nakeTbl CK3U;

—  npu HeobXoaMMOCTU BHECTU M3MEHEeHUs B HacTpolkmn (MoxHO nocMmoTpeTh diff ctaporo
n HoBoro config[64].ini);

—  KJIOUYM U cepTUdMKaTbl COXPaHAKTCA aBTOMaTUYECKM.
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4. Hactponka CK3U

4.1. doctyn K ytunute ans Hactponkn CK3U Kpuntollpo CSP

HacTtpoinka CK3W ocywecTtBnaeTcs c nomouwblo yTUAUTbl cpconfig, KoTopas BXOoAWUT B COCTaB
ancTtpnbytTmBa M pacnosioxeHa B AupekTopun /opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbi>. Ecnu
ycTaHoBneHbl naketbl CK3W ans AByX apxuTekTyp, Hanpumep, ia32 un x64, TO AencTBus Mo
HaCTpPOMKeE HY>XHO NPOBOAUTb ABaXAbl — AN KaXA0M apXUTeKTypbl cpconfig-oM M3 COOTBETCTBYIOLEN
nanku.

4.2. BBoa cepuinHOro HoMepa JnueH3nu

Mpn ycTtaHoBke nporpaMMHoro ob6ecneveHns CK3M 6e3 BBoAa MUEH3MM MNOJSb30BATENO
NpeaocTaBfSeTCcs NIMUEH3US C OrpaHU4YeHHbIM CPOKOM aencTBus. Ons mcnonb3oBaHusa CK3W nocne
OKOHYaHMS 3TOro CpoKa Mofnb3oBaTeNb AO/MKEH BBECTUM CEepUiHbI HoMep C 6naHka nuueHsuu,
NOSIYYEHHOM Yy OpraHusauunm-paspaboTumka MM opraHusaumu, MMerLen npasa pacnpoCTpaHeHUs
npoaykTa (amnepa). Onsa npocMoTpa UHMOPMaLMK O JIMLEH3NKN BbINOSHUTE:

# cpconfig -license -view

[0nsa BBoAa NMUEH3MKU BbINOAHUTE:

# cpconfig -license -set <cepuifHEli HOMep>

CepMVIHbIVI HOMEpP cneayetT sBoANTb C cobnogeHnem perncTtpa CMMBOJIOB.

4.3. HacTpoiika obopynosaHus CK3U

Ytunuta cpconfig Takxe npeagHa3HauyeHa pAns9 W3MeHeHuss Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cuntbiBaHus (CYUMTbIBATENEN) KIHOYEBON MHGOPMAUNUM N AATYMKOB CllydaMHbIX Yncen.
MpenycTaHoBNEHHbIMK aBNAOTCA cunTbiBaTenn flash-Hocutenei n obpas AnNCKeTbl Ha XECTKOM ANCKe.

MpoCMOTp CAMCKa HACTPOEHHbIX CUYMTbIBaTENEeN NPON3BOANTCA KOMaHAO0MN:

# ./cpconfig -hardware reader -view

,D,J'Iﬂ ILI,O6aBJ'IEHVIFI CyHUTbIBATENA ANUCKET UCMNOJIb3YETCA KOMaHAaA:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

MpocMoTp cnmncka HacTpoeHHbIX ACYH nponsBoanTCcs KOMaHAOM:

# ./cpconfig -hardware rndm -view

B wucnonHeHmn 1-Base ana kKoHconbHoro bBuoACH wucnonb3yercsas nakeT cprocsp-kcl.
KoHconbHbIn BnoCH BBOAUTCA KOMAHAO0MN:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console BioRNG"

Ona npobasnennsa ACH KIMNANM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hago ckonuposaTb dalnbl C BHewHel rammon (0bbidHo B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

Mony4yeHmne nogpobHon cnpaBku No cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4, YCTaHOBKA NapaMeTpoB XYypHanmMpoBaHus
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CK31 Kpuntollpo CSP noseonseTr cobupaTb OTNago4yHYO MHDOPMaUMO U UMEET BO3MOXHOCTb
NpOTOKOANPOBaHUA cobbiTnin. WHdbOpMauma 3anmncbiBaeTcsi B CUCTEMHbIA XXypHan (06blYHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb M3MEHEHWS HACTPOEeK >XXYPHaJIMPOBaHUSA PasfIM4YHbIX
mMoaynen npoaykrta. CyllecTByeT BO3MOXHOCTb WM3MEHEHUS YPOBHS XXYPHanMpoBaHus u dopmMaTa
BbIBOAMMbIX OT/1Iaf04HbIX COOBLLEHWMA.

Mony4yeHne cnpaBKM NO HACTPOMKaM XXYpHannupoBaHUs:
# cpconfig -loglevel -help
Moaynu, ans KOTopbiX MoAAEPXUBAETCS XYpPHanpoBaHue:
CpCsp - 4p0 KpuATonpoBanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHusa Kyen
libssp - TLS

cppkcsll - PKCS11
cpdrv - apansep
dmntcs

4.5. Hactpoika KpuntonpoBanaepa no yMon4aHuto

MpocMOTp TMNOB AOCTYMHbIX KPUNTONPOBaNAEPOB:

$ ./cpconfig -defprov -view type

MpoCMOTp CBOWCTB KpUNTOMpOBanaepa Hy>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

YcTaHoBKa rnpoBangepa Mo yMONYaHUIO ANS HYXXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>
ﬂonyquMe NMMEHU npOBale,epa Mo YMOJT4YaHUIO ANA HYXHOro Ttuna:

# ./cpconfig -defprov —-getdef -provtype <provtype>

4.6. BkntoueHne pexunma yCUIeHHOro KOHTPOS MCNOMb30BaHUS Kitoueln

PeXXuM ycmneHHoOro KOHTPOAS WCMNONb30BaHMA KoYehn obecnednBaeT oOCyLleCcTBieHue
KOHTPO/S CpOKa AEUCTBUSA AOSTOBPEMEHHbIX KOYEN 3NEKTPOHHOM MOAMUCKU U KNOYeBOro obMeHa,
KOHTPONS [OO0BEPEHHOCTU KJ/IOYelr MNPOBEPKWU 3MEKTPOHHOM MNOAMUCU U KOHTPONS KOPPEKTHOro
MCMNONb30BaHWA MPOrpaMMHOro Jatumka CciaydamHbiX 4ucen. Tllocne ycrnewHom WHCTannsaumMm
HEO0bX0ANMO BKAKOUUTbL AAHHbBIN PEXWUM, BbIMOJHMB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecnedeHns KOppekTHOro @GYHKUMOHUPOBAHMA MpoBangepa B 4acTu BblpaboTKu
3NEKTPOHHOM NoanucK, a Takxke paboTbl C BpEMEHHbIMW Kavamu (B 4acTHOCTU, Ana paboTbl B
pamkax TLS-coeamMHeHus 6e3 ayTeHTMdUKaAUMM KIMEHTA) W reHepauuMm CcnydarHbiX AaHHbIX
Heo6xoaAMMO MNpou3BeCTU BblpaboTKy AONrOBPEMEHHbIX KAYEN WAW 3anyCcTuTb yTUAUTY csptest,
npeaBapuTesibHO MPOBEPUB, YTO 3aperMcTpMpoBaH XOTH 6bl OAVH AaTUMK CydarHbIX Ymcen.

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3osaHme CK3U 6e3 BKAKOYEHUS peXnMa YCUNEHHONO KOHTPOS MCNOAb30BaHUSA KK4en
paspellaeTcs UCKIKYUTENBHO B TECTOBbIX Lensx.



XXTAN.00087-03 91 06. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHocTu. Mcrnonb3oBaHue
CK3W nog ynpasnennem OC AIX.

5. YcTaHoBKa conyTCTBYOLWMX NAKETOB

Ona nepefayvM nNo ceTM 3anpocoB Ha ceptudukaTtel, CRL 1 T.n., a Takxe ANnS noaaepxKu
OOMOJIHATENbHbBIX  KJIIOYEBbIX CUYMTbIBATENE U HOCUTENei MOXeT noTpeboBaThCA YCTaHOBKaA
NOMNONMHUTENbHbIX NAKETOB.

Ecnn conytcrBylowme nakeTbl ckaduBatoTca u3 WHTepHeTa, HeobxoauMMO noATBEPAUTb UX
LLe/IOCTHOCTb, MpOBEPMB NoAMUCb MAM Xaw. Ecnnm nuctouyHnk He obecneuymBaeT TakMe MexaHW3Mbl,
OOMNYyCKaeTCs UCMNOJIb30BaHME MAKETOB TONbKO C AuMcka ¢ anctpnbytmeom CK3U, raoe aTm MexaHU3Mbl
ncnonb3ytoTcsa. Ha gncke nakeTbl fiexaT B nanke extra.

5.1. Bubnuoteka libcurl

Mcnonb3yeTcs Ans nepefayum 3anpocoB Ha cepTudmkaTbl, CRL 1 T.M. No ceTu.

C cauta http://curl.haxx.se/ MOXHO cKayaTb MaKeT C WCXOAHbIMWM TeKkcTaMun Ans
caMocToaTenbHOM cbopkn (obs3aTensHo Ans 64-6uTHONM Bepcum). Kak npaBumno, TaMm Xe ecCTb
32-6uTHble Bepcnn BMHapHbIX NakeToB.

32-6UTHbI BMHaApPHbIA NAKeT AOCTyNeH Ha canTe npoussoamtens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.html
Mocne yctaHoBKKM 6MBAMOTEK HAA0 3aperucTpmpoBaTth NyTn K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64d/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/64/1libcurl.so
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6. CocTtaB 1 Ha3zHadyeHue koMrnoHeHT N0 CK3U

6.1. basosble Mmoaynun CK3U

MO CK3WU conepxut 6a3osBble Moaynn:
e libcsp - anHamuyeckmn 3arpyxaemas 6ubnmoteka Kpmuntollpo CSP.
e libssp - 6ubnunoteka nogaepXXKn Moayns ceteBon ayteHTudukaumm Kpmuntollpo TLS
e cpverify — MOAYb KOHTPONS LENIOCTHOCTM.
e wipefile - Mmoaynb yaaneHus ¢annoB BMECTe C COAEPXKUMBIM.

B Ha3BaHusAXx auctpmbytmeoB CK3W ncnonb3yeTcs HoTauus:
e Cpro — npeduKc;
e CSp - KpunTOMpoBanaep;
e [d] - onuMOHanNbHO - yKa3blBaeT Ha AOKYMeHTaumio (TeCToBble NPUMEDPHI);
e ppc/ppc64 - nnatdopma PowerPC 32/64 6uta.

6.1.1. bubnunoteka libcsp
bubnuoteka libcsp peanusyer uenesbie GyHKUMM KpunTorpaduueckon 3awmTbl MHPopmaumm, paboTty c
KAto4aMm, A4OCTYN K KA4YeBbiM HocuTensaM, buoCH.
6.1.2. Moaynu ceteBon ayteHTudmnkaumm Kpuntollpo TLS

Moaynb libssp o6ecneunBaeT peanmsauuto NpoTokosia ceteBoi ayteHTUd@ukaumm Kpunrtollpo TLS. Obuiee
onucaHue npoToKona npuBeaeHO B AOKyMeHTe “XTAM.00087-03 91 01. Kpuntollpo CSP. PykoBoacTtso
aAMUHUCTpaTopa 6e3onacHocTu. Obwas yacTtb.”

MpoTtokon Kpuntolpo TLS mncnonb3dyeT kpuntorpaduyeckme dyHkumm CK3U ans obecneyeHus npouecca
ayTeHTUdUKaLMN 1 WndpoBaHna Tpadbuka Mexay KJIMeHTOM U CepBepOM.
6.1.3. Moaynb cpverify
Moaynb cpverify npegHasHaydyeH Ans KOHTPONSA LeNoCTHOCTU npu yctaHoBke CK3U n dyHKUMOHMPOBAHUMN
MO CK3WM Ha MN3BM nonb3oBaTtens.
6.1.4. Moagynb wipefile
Moaynb wipefile ncnonbayerca ang yaaneHus ¢anioB BMECTE C COAEPXKMUMbIM MPU LWUTATHbIX U HELTATHbIX
(cBONMpoOBaHME) CcUTyaumsXx.
6.2. Moaynn noacuctemMbl nporpamMMHon COK

6.2.1. Moaynsb libcapi20
Moaynb libcapi20 wucnonb3yeTtca AN ynpaBneHUs cepTudukaTaMm OTKPbITbIX KKOYEN, a Takxe Ans
obecneyeHns BbINONHEHUS KpuNTOrpaduyeckmx 3anpocoB Ha ypoBHe uHtepderica CryptoAPI v. 2.0. HTepdenc
mMoayns capilite aenseTcs nogMHoXecTBOM MHTepderica CryptoAPI v. 2.0.
6.2.2. bubnwnoteka librdrrdr
bubnuoteka librdrrdr ob6ecneunBaer yHUPUUMPOBAHHLIN MHTEPdENC AOCTyNa K KAKYEBbIM HOCUTENSM
BHE 3aBMCMMOCTM OT UX TuUNa.
6.2.3. Moaynu yCcTpoucTB

Moaoynn obecneumBaloT peanms3aumio  AOCTyna K KOHKPETHbIM TWUMaM K/YEBbIX HOCUTENen WU
cuuTbIBaTENEN:

o librdrfatl2 « gmuckoBoay v amnckete 3.5" n pasgeny XecTkoro gucka

6.2.4. bubnuoteka librdrsup
Bubnuoteka librdrsup obecneumBaeT peanusaumio 06WMX DYHKUMIA AOCTYNa K pas/iMYHbIM KIHOYEBbIM
HoCUTENAM.
6.2.5. Moaynu gaTymMKoB Ciy4vyamHbIX Yncen

bubnuotekun librdrrndm wu librdrrndmbio_tui o6ecneunBatoTr noaaepxky pabotbl ¢ ¢pusnyeckmm OCH
MAK 3awmntbl ot HCA n BnoCY cooTBETCTBEHHO.

BubnunoTteka libasnldata nogaep>xxkn npotokona ASN1

Bbubnuoteka libasnldata cogepxut @yHKUMM npeobpa3oBaHMsa CTPYKTYpP QAOaHHbIX B MALMHHO-
He3aBMCMMOE NnpeacTaBieHune.
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7. BctpamBanue CK3U B npukiagHoe M0

Mpun BcTpameBaHum CK3UM B npuknagHoe nporpamMMHoe obecnedyeHue [O/KHbl BbIMOMHATLCS
TpeboBaHua pasgena 17 pokymeHTa <«XTHAM.00087-03 91 01. Kpuntollpo CSP. PykoBOACTBO

aaMuHuUcTpaTopa 6e3onacHocTn. Obwasn YacTtb» M AoKyMeHTa «XXTAM.00087-03 96 01. PykoBoAaCTBO
nporpaMmMmncTa».

Ona vcnonb3oBaHus 6ubnuotek Kpuntollpo CSP B OC AIX B npukNaZHbIX NPUAOXKEHUSAX MpU
NnHKoBKe 6uMbnmnoTek M wucnonHaemblx dannos ¢ 6ubnnotekamm Kpuntollpo CSP Heobxoammo
ncnonb3osatb C++ kKoMnoHoBWMK (XIC_r).

Mpu pabote c CSP B Ao4yepHMX MNOTOKaxX pPeKoOMeHAyeTCs yCTaHaBAMBaTb pa3Mep CTeka Aas
notoka He meHee 700 KB:

e c noMmouwbto pthread_attr_init() v pthread_attr_setstacksize() 3apatb pa3smep,
e nepenatb aTpmbyT B pthread_create(),
e U1 YHUYTOXMUTb ero Bbi3oBoM pthread_attr_destroy().
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8. TpeboBaH1si NO OpraHN3aUMOHHO-TEXHUYECKMM N aAMUHUCTPATUBHbLIM Mepam
obecneyeHuns akcnnyaTaumm CK3U

[JOMmKHbI BbINOMHATLCS TpeboBaHUA MO OpraHM3auMOHHO-TEXHUYECKUM U agMWHUCTPATUBHbIM
MepaM obecnedeHns 6esonacHoctn akcnnyataumm CK3UM B obbeme pasgenoB 15 m 16 AOKyMeHTa
«XTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoacCTBO agMumHuUcTpaTopa 6e3onacHoctu. Obuias
yacTb».

8.1. O6bwme mepbl 3awmTbl oT HCA MO c yctaHosneHHbiM CK3UN gnsa OC AIX

Moa ynpaBneHnem UNIX-nogobHbix onepaunoHHbix cuctem CK3W aomkHO Mcnonb3oBaTbCs C
nporpaMMHbIM obecneyeHnemM:

e Certmgr (Kpuntollpo Certmgr)
e CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpn ncnonb3osaHun CK3U noa ynpasneHmeM OC AIX AomkHbl 6bITb NPUHATBI AONOAHUTENbHbIE
Mepbl OpPraHM3auMOHHOr0 U TEXHUYECKOro XapakTepa M AOMNOSIHUTENbHas HacTpolika onepaunoHHOWN
CUCTEMBI.

Mpn ncnonb3oBaHMM KOMMNbOTEPOB Noga ynpasneHnem OC AIX ang peweHus 3ajad, CBA3aHHbIX
C 3awmTon mHdbopmaumu, HeobxoaAMMO NpeanpuHATbL AOMONHUTENbHbIE Mepbl OpPraHU3auMoOHHOIo U
TEXHNYECKOro XapakTepa M BbIMNOJHUTb AOMNO/HUTESIbHbIE HAaCTPOMKKM OonepauuoHHOM cucTeMbl. Mpwu
3TOM Heobxoammo obecneunTb AOMOSHUTENbHYIO 3awmTy cepsepa M OC ot HC[, 6ecnepeboiiHbii
pexunm paboTbl M UCKNOUYUTb BO3MOXHOCTM "OTKasa B 06Cny>XmBaHuM", BbI3BAHHOrO BHYTPEHHUMU
npuynMHamMu (Hanpumep - NnepenosiHeHMeM annoBbIX CUCTEM).

8.1.1. OpraHM3auMoOHHO-TEXHUYECKNE MEPbI

1. K opraHm3aunoHHO-TEXHUYECKNM MepaM OTHOCATCSA:

e 0obecneveHne dursmyeckom 6e3onacHOCTN cepsBepa;
e YCTaHOBKa MporpaMMHbIX 06HOBNEHWNA;
e OpraHusaums npoueaypbl pe3epBHOro KONMPOBaHUSA N XpPaHEHUS pe3epBHbIX KOMUNA.

JononHutenbHble HacTpolikn OC AIX kacalTca cneaytoulero:

orpaHuyeHme AocTyna nosib3oBaTenen n HaCTPOMKN NOSIb30BAaTEbCKOr0 OKPYXXEHUS;
orpaHMyeHne ceTeBbIX COeANHEHWI;
orpaHMyeHus npu MOHTUpPoOBaHUN HaNIOBbIX CUCTEM;
OrpaHM4yeHns Ha 3anycK MpoLeccos;
e KOHTpoNAb 3arpy3km OC M KOHTPO/Sb UENOCTHOCTM CUCTEMHOMO W MPUKIAAHOrO
nporpaMMHoro obecnedeHus Ao/mkeH obecneymBaTbCsa MpU NOMOLLM 3/IEKTPOHHOMO 3aMKa
e [OMNONAHUTENbHbIE HAcTpolikKn sapa OC;
e HACTpoIKa ceTeBblX CEPBUCOB;
e OrpaHuyeHune Konm4yectsa "BMAMMON U3BHE" MHMOpPMaLUNK O CUCTEME;
e HacCTpolKa NOACUCTEMbI NPOTOKONPOBaHUA N ayauTa.
2

. B cucreme pernctpupyetcs oamMH nonb3oBatenb, obnagatownii npaBamMu agMUHUCTpAToOpa,
HOCAWMA nMsa root, Ha KOToporo Bo3naraeTcsa 0693aHHOCTb KOHpurypmposate OC AIX, HacTpauBaTtb
6e3onacHocTb OC AIX, a Takxke KoHdurypmposaTb [M3BM, Ha koTOopylo ycTaHoBneHa OC.

3. [Onsa nonb3oBaTenss root BbIGMPAETCS HaAeXHblA Mapofib BXoAa B CUCTEMY,
yOOBNETBOPAOWNIA cneayowmm TpeboBaHMSIM: A/IMHA@ Naponisi He MeHee 6 CUMBOJMIOB, cpeau
CUMBOJIOB Mapo/sl AOJ/KHbl BCTPeYaTbCs 3arfiaBHblE CUMBOJIbI, MPOMUCHbIE CUMBOJIbI, LUGPbI U
crneumanbHble CUMBOJbI, CPOK CMEHbl Maposis He pexe OAHOro pasa B Mecsl, AOCTYN K Maposio
DOJKEH 6bITb 06ecrneyeH ToNbKo agMUHUCTPATopPY.

4. Monb3oBaTtesnto root 4OCTYNHbI HACTPOMKKM BCeX nonb3oBaTtenen OC AIX, KOTopble OH MOXET
npocMaTpuBaTtb, peAaKTMpoBaTh, yAansaTb, co34aBaTb. BceM nonb3oBaTensiM, 3apermcTpupoBaHHbIM B
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OC AIX , nonb3oBaTtesib root B COOTBETCTBUM C NOAUTUKOM 6€30MacHOCTM, NMPUHATON B OpraHmM3aumu,
[AEeT MMHMMalNbHO BO3MOXHble ANS HOpMasnbHOM paboTbl NpaBa. Kaxabii nonb3oBatens OC AIX, He
ABNAOWMNCA NoNb30BaTesieM root, MOXeT nMpocMaTpMBaTb U peaakTUpoBaTb TOJIbKO CBOWM YCTaHOBKM
B paMKax npaB AO0CTyrna, Ha3Ha4YeHHbIX eMy noJjib3oBaTenem root.

5. Bcex nonb3oBaTtenen [M2BM, KoTopble He MNOMb3YKTCA AOaHHOM CUCTEMOW, U BCeX
CTaHAapTHbIX Nosib3oBaTenen, koTopble co3gatotcsa B OC AIX Bo BpeMs yCTaHOBKM (Takux, Kak "sys",
"uucp", "nuucp", n "listen"), kpoMe nonb3oBatens root, cneayet yaanuTb.

6. B OC AIX cywecTBYlOT WCMOSHSAeMble dannbl, KOTOpble 3anyckalTca C rnpasamu
nonb3osatensa root. T dannbl MMeKT yCTaHoBMeHHbI dnar SUID. Monb3oBaTenb root aoskeH
onpegenntb, KakumMm un3 3Tux dannos B paMKax onpeaeneHHorW B opraHusaumu MoJUTUKK
6e3onacHocTn He TpebyeTca 3anyck C aAMUHUCTPATUBHbLIMKU MOSHOMOYUSMKU, U C NMOMOLLbLIO cbpoca
¢dnara SUID pgosmkeH CBECTU KOIMYECTBO TakMX (pansioB K MMHUMYMy. 3anycK ocTaBwmxca dhannos c
yCTaHoBneHHbIM pnarom SUID gomkeH KOHTPOAMPOBATLCA NOJsib30BaTeNEM root.

7. Mpn uncnonb3oBaHmn CK3UM Ha M3BM, NOAKMOYEHHbLIX K 06LWeAOCTYMHbIM CETAM CBSA3M,
OOJIKHbI ObITb npeanpuHsaTbI AONOAHUTENbHbIE Mepbl, nckavarowme BO3MOXHOCTb
HECaHKLMOHMPOBAHHOIrO0 A0CTyMNa K CUCTEMHbIM pecypcaM MCMoJib3yeMblX OMepauMOHHbIX CUCTEM, K
MporpaMMHOMY obecneyeHunto, B OKPYXEHUU KOTOoporo dyHKumoHmpytT CK3U, n K KOMMNOHEHTaM
CK3MW co CTOpOHbI yKa3aHHbIX CeTeMn.

8. MNpaBo goctyna K paboynmMm MecTaM C ycTtaHoBsieHHbIM MO CK3U npepocTtaBnsieTcs TOJSIbKO
nmMuaM,  03HaKOMJIEHHbIM C  rpaBw/aMuM  MOJSIb30BAHUA U MU3YUYUMBLUMM  3KCMJyaTauWMOHHYIO
OOKYMEeHTaumMio Ha nporpammHoe obecnedeHune, nmerowee B ceBoeM coctase CK3U.

9. Ha TexHuyeckux cpeacrteax, ocHaweHHbIXx CK3W [0/MKHO MCNoAb30BaTbCA  TOJIbBKO
JIMLEH3MOHHOE NporpaMMmHoe obecneyeHne pupM-npomsBoanTENEN.

10. B BIOS onpeaenstoTcs yCTaHOBKM, UCK/OYaloWwmMe BO3MOXHOCTb 3arpy3kn onepaumoHHON
CUCTEMbI, OT/IMYHOM OT YCTAHOBJIEHHON HA XXECTKOM AWCKEe: OTK/OYaeTCs BO3MOXHOCTb 3arpys3ku C
rmbkoro amcka, npmsoga CD-ROM mn npouyne HecTaHAapTHble BuAbl 3arpy3skn OC, BkOUas CeTeBYIO
3arpysky. He npuMmeHstoTca MN3BM ¢ BIOS, wuckao4yawwWKMM BO3MOXHOCTb OTK/IOYEHUS CeTeBOu
3arpysku OC.

11. CpeactBamn BIOS posxHa 6biTb MCKIKOYEHA BO3MOXHOCTb OTK/IHOYEHUS MOSIb30BaTENSAMMU
ISA-ycTpoiicte n PCI-ycTponcTs. [Ana WUCKAKYEHUS 3TOM BO3MOXHOCTM Bxoa B BIOS DSBM ponxeH
6biTb 3awMueH naponeM, K KOTOPOMY NpeabsaBnatoTcsa Te Xe TpeboBaHusa, 4TO M K Naposo
nonb3oBatens root. NMaponb ans sxoaa B BIOS pomxeH 6bITb n3BeCTeH TOIbKO MOJIb30BaTENIO root 1
6bITb OT/IMYHBIM OT Naposs nosb3oBaTens root ans sxoaa B OC AIX.

12. [o 3arpy3ku OC pgosmkeH 6biTb peann3oBaH KOHTPO/b LENOCTHOCTU harnoB, KPUTUYHbBIX
ans 3arpysku OC un nporpammbl CPVERIFY.

13. Mpu 3arpyske OC posmkeH 6biTb peann3oBaH KOHTPOJIb LENOCTHOCTM MNpPOrpaMMHOro
obecneyveHuns, Bxogswero B coctaB CK3U, camom OC u Bcex wucnonHaembix dannos,
dYHKUMOHMPYOWKMX coBMecTHo ¢ CK3UM ¢ ncnonb3oBaHmem nporpammbl CPVERIFY.

14. CpeactBamn BIOS po/mkHa 6bITb MCKKOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnm BO
BpEMs ero HavyanbHOW 3arpy3kun He NpoxoasT BCTpOeHHble TecTbl DBM (POST).

15. Ha M2BM pomkHa ycTaHaBnmBaTbCca Tosibko oaHa OC. Ha M2BM He yctaHasnmeatoTcA
cpeacte paspabotkm wm  otnagku MO. EcnauM  cpeacrBa  OTNaAKM  MPUAOXKEHUIA  HYXHbI - O
TEXHOIOMMYECKMX  MNOTpebHocTen  opraHusaumuM, TO WX  WUCMNOAb30BaHME  AO/IKHO  ObiTb
CaHKLMOHMPOBAHO agMWHUCTpPATOpoM 6He3onacHocTu. B nboM cnyyae 3anpellaeTcs MCNoSb30BaTb
3TW CpeacTBa ANs NpoCMOTpa U pefakTUpoBaHMA Koda M NaMsaT NPUAoXKeHnn, ncnonb3yowmx CK3U.
Cnepyetr wusberaTb nonagaHus B CUCTEMY NporpamMMm, MNO3BONSAKOWMX, MOAb3ysacb owwnbkamm OC,
noay4yaTtb npueuaerum root.

16. [JdomkHo O6blTb oOrpaHuMyeHo (C y4yeToM Bbl6paHHOW B OpraHmM3auum MNOJUTUKMK
6e30MacHOCTX) MCNOoNb30BaHME MOMbL30BATENSIMM KOMaHA cron M at — 3anycka KoMaHA B yKa3aHHoe
BpeMs.

17. JonxHo 6biTb peann3oBaHO (pU3NYeckKoe 3aTupaHue CoAepXMMoro ygansembix dhanios c
ncnonb3oBaHmeM nporpammbl Wipefile na coctasa CK3W.

18. [JomkHbl 6bITb OTK/HOUYEHbI CETEBbIE MPOTOKOJIbl, KOTOPbIE HE WMCMNOJZIb3YHKTCA Ha AaHHOM
3BM.
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19. B cnyyae noakntoveHns OBM c yctaHoBneHHbIM CK3U K 06WenocTyrnHbIM CETAM nepenaymn
AaHHbIX OTK/IOYUTBL MCnonb3oBaHMe JavaScript, VBScript, ActiveX n agpyrux nporpamMmMHbIX 06beKTOB,
3arpy>aembIX U3 CeTU, B NPUKIAAHbIX NporpaMmax.

20. [JomxHbl 6blTb MPUHATbBI Mepbl MO  MUCKIOYEHUID HECAHKUMOHMPOBAHHOIro AocTyna
MOCTOPOHHMX UL, B NOMELLEHNS, B KOTOPbIX YCTaHOBMEHbI TexHnyeckne cpeacresa CK3UN «Kpuntollpo
CSP», no poay cBoel [eATeNbHOCTU He SBASALWMXCA MNepcoHanoMm, AonyuweHHbIM K paboTe B
YKa3aHHbIX MoMeLleHnsX.

21. [JomxHO 6bITb 3amnpeweHo ocTaBnATb 6€3 KOHTPONs BbIYUCAUTENbHbIE CPeacTBa, Ha
KoTopbix 3kcnnayatupyetca CK3UM «Kpuntollpo CSP» nocne BBoga knwouyeBon MHbopMaumn. lMpu
yxoAe nosnb3oBaTensd C paboyero Mecta [AO/HKHO MCMOJb30BaTbCs aBTOMaTMYECKOe BKJIIOYEeHue
NaposibHOM 3acTaBKMU.

22. N3 cocTtaBa cUCTEMbI AONXKHO 6bITb MCKAKOYEHO 060pyAOBaHWE, KOTOPOE MOXET COo34aBaTtb
yrpo3sy 6esonacHoctn OC AIX 5/6. Takxe HeobxoauMMo m3beraTb WCNOSb30BaHUS HeCTaHAAPTHbIX
annapaTHbIX CPeACTB, UMEKLMX BO3MOXHOCTb BAMATb Ha (PYHKUMOHMpPOBaHME KoMmmnbioTepa unam OC
AIX 5/6.

23. Tlocne wuHctannaummu OC cnepgyeT YyCTaHoBUTbL C canTta http://www.ibm.com/ Bce
pEKOMEeHAOBaHHbIE MporpaMMHble OOHOBMIEHNS W NporpamMMHble OOHOBJIEHMSl, CBsi3aHHble C
6e30nacHoOCTbIO.

24. Ha Bce aumpekTtopun, cogepxawme cuctemHole dannbl OC AIX mn kaTtanoru CK3u,
HeobxoAMMO YCTaHOBWUTb MpaBa AOCTyMna, 3anpellalroliMe BCeM MNOSb30oBaTesnsM, Kpome Bnagensua
(Owner), 3anuce.

25. B cBA3M C TeMm, 4TO aBapuMHbIA AaMn onepaTMBHOM NaMsATM MOXeT coaepXaTtb
KpunTorpaduyeckn onacHyio uHdboOpMaumio, B MPUKAAAHbIX Mporpammax, ucnonb3ytowmx CK3WU,
cneayet OTKAKUMTb BO3MOXHOCTb €ro CO34aHus C NOMOoWbio GyHKunm ulimit (yctaHoBUTb pasmep
Aamna namatu B 0).

26. B OC AIX wucnonb3yetca BupTyasnbHas namsaTb. O6nacTb BMPTyanbHOM MNaMATU AO/KHA
6bITb OpraHusoBaHa Ha OTAENbHOM XeCTKOM aucke. o okoH4daHum paboTtbl CK3U copepxumoe
BUPTYanbHOM MNaMATM AOKHO 3aTMpaTtbCs C ucnosb3oBaHueM cpeacts OC. B cnyyae aBapuiHOro
ocTaHoBa 2DBM, npu cneaywowen 3arpyske HeobxoauMmMo B pexmme “single user” ounctuTb obnacTtb
BUpPTYanbHOM namsaTu nporpammol wipefile, Bxogswen B coctaB CK3WN Kpuntollpo CSP. B cnyuvae
BbIXO4a W3 CTPOS >XECTKOro AWCKa, Ha KOTOpPOM HaxoauTcs obnacTtb BUpPTyasbHOW namsaTy,
KpunTorpaduyeckne K/uu noanexaT BbiBOAY W3 AEUCTBUSA, a XECTKUM ANCK He noAnexaluum
PEMOHTY. DTOT XECTKMIN AUCK YHUUTOXAETCSA MO NpaBuiiaM YHUUTOXEHUS KTOUEBbIX HOCUTENEN.

8.1.2. JononHuteneHble HacTponkm OC AIX

Hactpoiikn OC AIX BbINOJHATCA NyTEM peaakTMpoBaHus (yaaneHus, p[obaBneHus) pasanyHbIX
KOHMUIypauUnMOHHbIX U KOMaHAHbIX (annoB Kak BPYUHYI, TakK U C NCNONb30BaHUEM CUCTEMHON YyTUAUTbI smitty.

Ona coxpaHeHusi BO3MOXHOCTM "OTKaTUTb" BHECEHHbIE U3MEHEHUS cneayeT COXpaHATb Moanduunpyemble
darinbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENE WAW Ha He MOHTUPYeMOl aBToMaTudecku GalninoBon
cucrteme).

OrpaHnyeHure AocTyna nosb30BaTeNen U HACTPOWKM MOJIb30BATE/IbCKOr0 OKPYXEHUS
HacTpolika nosib30BaTeIbCKOr0 OKPYXEHMS 3aK/IH0UYAETCA B CIeAyLNX AENCTBUAX:

1. Ucnonb3ys yTuauty smitty, cnegyer ycCTaHOBUTb creaylolime AUPEKTUBbI ANa BCeX
NnoJsib30BaTeNeN CUCTEMBI:

Expiration date - He 6onbwe 30 gHel C MOMeHTa Co34aHus.

Number of failed logins before locked =3 konnMyecTBO HEBEPHbIX MOMbITOK perncrpauum
nosb3oBaTens.

Soft core file size=0K gnsa 3anpeta co3gaHua core-cdaiinos
UMASK=022 (napameTp 3agaeT MacKy co3gaHus darna rno-yMmoadaHumio).

Another user can su = False napaMeTp oOrpaHuM4YMBaeT BO3MOXHOCTb perncrpauum
cyrnepnofib30BaTens yepes yTuanTy su).

Ona nonb3oBaTtens root yCTaHOBUTb MacKy pexuma co3gaHus dannos 077 nnm 027:
umask 077 (umask 027);
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2. OtpepaktupoBaTtb ¢dann /etc/shells n nomectMtb B HEro wnMeHa TONIbKO Ans Tex
ncnonHseMblx ¢annos o6onoyYeKk, KOTOpble YCTaHOBJIEHbl B cucTeMe. 1o yMON4YaHWIo, COAEpPKUMOE
danna /etc/shells moxeT 6bITb TaKNM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash

3. Yaanutb daiin (ecnm oH cywectsyeT) /.rhosts.

4. Ypanutb cogepxumoe darna /etc/host.equiv.

5. OtpegaktupoBaTb dann /etc/pam.conf c uenbto 3anpeta rhosts-ayTeHTMdUKaunm.
BbINosHSAeTCS KOMMEHTUPOBaHMEM BCeX CTPOK, coaepXalunmx noactpoky "pam_rhosts_auth.so".

6. [lpoBepuTb wuAeHTUdUKATOPbI NONb30BaTeNs W rpynnbl AN BCEX MONib30BaTenen,
nepedncneHHbix B anne /etc/passwd. Cnegyer ybeauTtcs, 4TO He CywecTByeT MoJib3oBaTenen,
nMmerwmx unaeHtTudbukatop nonb3osatens 0 wu unaeHTudukatop rpynnbl 0 Kpome, BO3MOXHO,
nosnb3oBartend root.

7. Co3paTb nepedyeHb MNporpaMmM, KOTOpPble 3amnycKalTcs C npaBaMuM agMUHUCTpaTopa, W
KOHTPO/IMPOBaTh €ro HEU3MEHHOCTb;

8. 3anpetuTb permcrtpaumio B CUCTEME MOJib30BaTeNEN, UMEKLWKNX cneayouwme "cnyxxebHbie
MMeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

14

[encTBmne BbINOAHAETCS MNyTeM YyKasaHus B danne /etc/passwd cCTpoku B none shell-

nporpamMmMmbl U yKasaHusa cuMmona 'Xx' B nosie napons.

OrpaHunyeHuns Npu MOHTMPOBaHMW HanaoBbIX CUCTEM

OrpaHuyeHnss Npu MOHTUPOBaHMM (aNoOBbIX CUCTEM peanunu3yloTcs pedakTupoBaHumeMm danna
/etc/filesystems:

YcTaHoBUTb onumto nosuid Npn MOHTUpPOBaHUK aaoBoOM CUCTEMBI /var.

Mpn MHCTaNNSaUMKM CUCTEMbI CriegyeT BblAenuTb ans dannosbix cucrtem /, /usr, /usr/local, /var
pasHble pasaenbl AucKa Ang npefoTBpalleHus nepenosiHeHNs KPpUTUYHBIX pannoBbix cucteMm (/, /var)
3a CcYeT, HanpuMep, MOJIb30BaTeNIbCKUX AaHHbIX W obecneyeHnss BO3MOXHOCTWM MOHTMPOBAHMUS
dannoBon CUCTEMbI /USr B pexXKnMe "TONbKO ANns yteHmns".

OrpaHn4yeHmns Ha 3anycK NpPoLIeccoB

Cnepyer OrpaHMuMTb WCNONb30BaHWE B CUCTEMe MJIaHMpoBLUMKA 3a4ady Cron M CpeacTtB
naketHonm o6paboTkn 3agaHuii. [Ons HoOpMasbHOro (QYHKUMOHUPOBAHUS CUCTEMbI MWHKMMASIbHO
HeobXoANMbIM ABNSETCS pas3pelleHrMe WCNoNb30BaHUA MAaHMPOBLUMKA 3aday Ccron UM CPeacTB
naketHonm o06paboTkM 3agaHuii TONbKO MNoOJSb3oBaTento root. [Ons 3Toro cnenyeTt BbINOJAHUTb
cnepywowme KoMaHabl (0T MMEHW Cyneprofsib3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

HacTpoika ceTeBbiX CEPBMNCOB

1. CnepyeT orpaHnuynTb (PYHKUWOHANBbHOCTb CEPBUCOB HE WCMOSb3YEMbIX B AAaHHOW CUCTEME.
JencrteBne 3aknodaeTtca B peaaktmpoBaHun danna /etc/inittab. B danne /etc/inittab cnepyet
3aKOMMeHTpoBaTb (yAanuTb) CTPOKU, coaepiKallimMe onncaHns Tex CEpBMCOB, NCMOJIb30BaHME KOTOPbIX
Ha KOH(UrypMpyeMoM KOMMNbOTEPE HE ABNSAETCS He06X0aMMbIM.
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2. Ucnonb3ys yTunuty smitty, OTKIOUYUTL HEWUCMOJIb3YEMbIE CETEBbIE CEPBUCHI, U CNYyXObl,
3anycKaemblx npu crapTe cuctembl. Cnegyet 3anpeTuTb MPUEM M3  BHEWHEW CEeTu
"lwunpokoBewartenbHbix" (broadcast) nakeToB, a TakXe nepegadyy OTBETOB Ha TMPUHATbIE
"lWnpokoBewarTesnibHbie" nakeThbl.

3. 3anpeTnTb Cynepnosib30BaTesno A4ocTyn no ftp.

4. Ecnv nnaHupyeTcs MCNo/fib30BaTb Ha HacTpamBaeMoM cepsepe cepsuc FTP, To cnepyet
3anpeTuTb AOCTYN No nNpoTokony FTP nonb3oBatensM, Ans KOTOpbIX 3anpeweH A0CTYyn K cepBepy Mo
npotokony FTP. B cnucke "3anpeweHHbiX" nosb3oBaTesien, KakKk MWHUMYM, [OJIXKHbl ObiTb

nepeyncrieHsbl cnepyowme NMeHa nosb30oBaTesNen:
adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese

5. 0na orpaHuyeHma p[octyrna K CUCTEMHbIM (bal‘;lﬂaM ana HenpuBunernpoBaHHbIX
nosib3oBaTtenemn, U3 KOMaHAHOM CTPOKW CneayeT BbiNOJIHUTL cnegyoumne KoMmaHAabl:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyeT obHynuTb dnar SGID ansg HEKOTOPbIX UCMONHAEMbIX (hanios:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHuyeHne KonmMyecrtsa «BUANMOW U3BHE» MHMOPMaLMK O cUCTEME
O6bl4HO, HauvanbHYK WHMOPMAUMID O CUCTEME MOTeHUMaNbHbIX HapywuTenb nonydyaetr us
CUCTEMHbIX MpUrnaleHnin, BblAaBaEeMbIX CceTeBbIMU Cnyxbamu cepBepa (telnet-cepsep, ftp-cepsep u
np.).

MoaToMy, K MepaM MO OrpaHWU4YeHuto Konm4dectBa "BMAMMON M3BHE" MHMOpMauMM O cucTeme
OTHOCATCS:

e OTkaa OT CcTaHgapTHoro "saronoBka", BbIBOAMMOro cepBepoM ftp npu oTBeTe
nosib30BaTento.

e PepaktnpoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbto pasbsicHeHUs
nonb3oBaTensaM npaBwus U NOAUTUKM AOCTyNa K cepeepy ftp.

HacTtpolika noACMCTEMbl NPOTOKOIMPOBAHNA U ayauTa

1. CneanyeTt yOoCTOBEpPUTCS, UYTO TOSIbKO MOJSIb30BaTeslb root MMEeT AOCTyn Ha 3anuchk ana daiinos
coaepalLmx HGopMaLmMio 0 MPOTOKONMPYEMbIX COBbITUAX.

2. Ecnn Ha HacTpanBaeMOM cepBepe UCrnonb3yeTrcss web-cepsep, To creayeTt ybeomnTtbCs, 4TO
TOoNnbko "Bnageneu" npouecca httpd umeeT goctyn Ha 3anuch K npotokonam httpd
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3.C y4yeTOM Bbl6paHHOl71 B OopraHmnsauunn noanTtunkKu 6e30MacHOCTM [O0J/1IXKHO ObITb OorpaHmM4yeHo
MCMOoSib30BaHMe Mofb30BaTeNssMM KoMaHg su u  sudo - npeaocrtaBneHNA MNoOJIb30BaTento
AAMUHUCTPATUBHbIX MOSTHOMOYMN

4. CnenyeT NpoOTOKOMPOBaTb MOMbITKW MCMO/Ib30BaHWUS NPOrpaMM su u sudo.

5. CnegyeT npoTokonuMpoBaTb CeTeBble coeauMHeHusa (BKAw4Yas aaTty/Bpemsi coeaumHenus, IP-
aApec KneHTa, YCTaHOBMBLUEro coeanHeHne n uMs cepeuca, 06cnyxunBatowero coeanHeHme).

8.2. TpeboBaHMA N0 pa3MeLLeHMIO TEXHNYECKMX CPeacTB C ycTaHoBeHHbIM CK3U

Mpwn pa3MeLeHNn TEXHNYECKNX CPEACTB C YCTaHOBNEHHbIM CK3U:

e [lo/1XHbl 6bITb NPUHATHI MEPbI MO 3aWuTe OT HECAHKLMOHMPOBAHHOMO AOCTYMNa B NMOMELLEHMUS,
B KOTOpbIX pa3MelleHbl TeEXHUYecKne cpeactBa € yctaHoBneHHbIM CK3W, NOCTOpPOHHUX nnL, No poay
CBOEN AeATeNbHOCTU He ABASILWMXCA NepcoHasioM, AoMNyLlWeHHbIM K paboTe B 3TMX noMmelleHunsax. B
cnyyae Heob6xoAMMOCTUM MPUCYTCTBUS MOCTOPOHHUX UL B YKa3aHHbIX MOMELEHUAX AO/HKeH ObiTb
obecneyeH KOHTPOAb 3a UX AEUCTBUAMM N obecrnevyeHa HEBO3MOXHOCTb HeraTMBHbIX AEACTBUMIN C UX
CTOpoHbl Ha CK3W, TexHu4yeckme cCpeacTBa, Ha KOTopbIX akcnayatupyetca CK3U v 3awmuwaemyto
nHdopmMauumio.

e BHYTpeHHSI9 nnaHMpoBKa, pacrofloXXeHUe W  YKOMMJEKTOBAaHHOCTb pabounmx MecT B

NMoMEeLLEHNSIX OO/KHbI obecneuymMBaTb MUCMOHUTENAM paboT, COXPAHHOCTb [AOBEPEHHbIX UM
KOHMAEHUNANbHbIX JOKYMEHTOB U CBEAEHWI, BKIOUAsS KJTOYEBYO MHGOpMauuio.

e B cnyyae nnaHumpoBaHusa pasMmeweHnsa CK3UM B noMeweHUsax, rae NpUCyTCTBYeT pedeBas,
aKycTu4yeckas n BU3yasnbHas MHdopmauus, cogeprkawas cBefeHus, cocTaBnsowmne
rocyaapCTBeHHYH TalHy, W (MAK) YyCTAHOBNEHbl TeXHM4Yeckme CcpeactBa W CUCTeMbl NpueMa,
nepegayn, o06paboTkK, XpaHeHuUs U OTobpaxxeHnsa WHopMauun, CcoaepXKawen CBeaeHus,
COCTaBfsAOWMNE FOCYAApPCTBEHHYIO TalHy, TeXHMYECKne CpeacTBa WMHOCTPaHHOro Mpou3BOACTBA, Ha
KOTOPbIX (DYHKUMOHUPYIOT nporpammHble Mmoaynn CK3W, AosmkHbl 6biTb MoABEpPrHyTbl crneumanbHOM
npoBepKe Mo BbISBNEHUID YCTPOMUCTB, NpeaHa3HauYeHHbIX A5 HEerMacHoro nosydeHns nHpopmMaunm».,
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9. TpeboBaHus NO KpunTorpaduyeckon 3alumre

JOMKHbI BbIMOMHATLCSA TpGﬁOBaHMﬂ!
1. icnonb3oBaHMe TOSIbKO TULLEH3NOHHOMO CUCTEMHOIO NPOrpaMMHOro obecnevyeHuns.

2. Pazgen 16 gokymeHTa XT5M.00087-03 91 01.
3. Nepea HavanoM paboTbl A40OKEH ObITb NPOBEAEH KOHTPOJIb LIeNoCTHOCTU. KoHTponeM
LLeTOCTHOCTU AO/MKHbI 6bITb OXBa4veHbl annbl, yKa3aHHble B M. 16.

4. HacTpolika onepaunoHHOM cuctemsl ansa pabotsl ¢ CK3M no n. 10.1.2.

5.Mpn uHcTtannsaumm CK3W pomxHbl 6biTb obecneyeHbl OpraHM3auMOHHO-TEXHUYECKME Mepbl Mo
WCKJTIHOYEHNIO MOAMEHbI ANCTpUbyTMBa 1 BHECEHUS 3aMeHeHnn B CK3W nocne yctaHoBKM.

6. UckntoueHne wmn3 nporpammHoro obecneveHmss [MIBM ¢ ycrtaHoBneHHbiM CK3W cpeacts
oTnagku.

7. MNaponb, WCNONb3yeMbln AN ayTeHTUdUKaUMM nosb3oBaTesier, AO/MKEH coaepXaTb He
MeHee 6 cMMBOJSIOB andaBuTa MOLWHOCTM He MeHee 10. NepvoOAMYHOCTb CMEHbI Mapons — He pexe
oAHOro pasa B 3 Mecsua.

8. NepnognyYHOCTb TECTOBOIO KOHTPONA KpunTtorpadpunyecknx GyHKUnn - 10 MUHYT.

9. ExxecyTouHas nepesarpyska N2BM.

10. NepunognuHocTb ocTtaHoBa [MOBM ¢ o6sa3aTe/ibHOM NpPOBEPKOM CUCTEMbI OXAXAEHMUS
npoueccopHoro 6aoka M2BM - 1 mecsu,.

11. 3anpewaerca WCNOAb30BaTb pexuM npocton 3ameHbl (ECB) TOCT 28147-89 ans
wurdpoBaHmMsa MHPOPMaLIMK, KPOME KITHOYEBOMN.

12. [lomkHO AaBaTbCs NpeaynpexaeHne o ToOM, YTO NpU UCMOJIb30BaHUN pexunMa WndpoBaHns
CRYPT_SIMPLEMIX_MODE w™matepuan, ob6pabaTtbiBaeMbiii Ha OAHOM KJ/lOYEe, aBTOMaTU4YECKU
orpaHuydunBaeTcsa seanvnHom 4 MB.

13. Mpn dyHkumoHnpoBaHmn CK3UM [o/mkHbI BbINONHATbCA TpeboBaHMa 3KcnnyaTauMOHHOM
nokyMmeHTaumm Ha MNMAK 3awmTtel ot HCA.

14. JomkHO 6bITb 3anpeleHo ucnonb3oBaHne CK3U gnsa 3awmTbl TenedoHHbIX NeperoBopos
6e3 NpuHATMSA B CUCTEMe Mep MO 3aliuTe OT MHMOPMATUBHOCTM MOBOYHBLIX KaHanoB, cneundunyeckmx
npu nepepave peyu.

15. JomkHa 6bITb 3anpeweHa pabota CK3UM npu BKAWYEHHbIX B 3BM wWTaTHbIX CpeacTBax
BbIXO4a B paguvokaHar.

16. KOHTpoO/sieEM LEeNOCTHOCTU A0/KHbI 6bITb OXBayeHbl danbl:

AIX (Power PC 32 bits)

/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestf
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc64/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc6d/inittst
/opt/cprocsp/bin/ppc64d/csptestf
/opt/cprocsp/bin/ppc6d/der2xer
/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc64d/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc64d/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc6d/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc64/libenroll.so.4.0.4
/opt/cprocsp/lib/ppc64/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ppc/curl
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/opt/cprocsp/lib/ppc/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libcpcurl.a
/opt/cprocsp/bin/ppc64d/curl
/opt/cprocsp/lib/ppc64d/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64d/libcpcurl.a
/opt/cprocsp/lib/ppc/libcsp.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ppc64d/libcsp.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ppc/libcppkesll.so.4.0.4
/opt/cprocsp/lib/ppc64d/libcppkesll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapill.so.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreqg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
/opt/cprocsp/bin/ppc6d/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/ppc64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc6d4/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc64d/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc64/libcapil0.so0.4.0.4
/opt/cprocsp/lib/ppc6d/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64d/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so0.4.0.4
/opt/cprocsp/lib/ppc6d/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
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MNpunoxeHne 1. KOHTpONb LEeNoCTHOCTM NPorpaMMHOro obecneyeHus

B nononHeHMe K AUCTpUBYTUBY MNOCTaBASAOTCA CKpPUNTOBble annbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCs B LLEeNOCTHOCTU AUCTPMOYTUBA A0 €ro yCTaHOBKMU.

MporpammHoe obecnedeHne CK3U Kpuntollpo CSP uMmeeT cpeactBa obecrneyeHusi KOHTpPOS
uenoctHoctu MO CK3U, kKoTopble AOKHbI BbIMOMHAKTCS Nepnoanyecku.

Ecnn B pe3ynbTaTe nNepuMoanYecKoro KOHTPOJS LEeNOCTHOCTM TMOsIBASIeTCS COoobLeHus o
HapyLlWeHNN LEeNoCTHOCTM KOHTponmpyeMmoro daina, nosb3oBaTtefb o06s3aH npekpatuTb paboTy u
obpaTnTbCa K agMMHUCTpaTopy 6e30nacHoCTM.

AOMUHUCTpaTop 6e30MacHOCTM, MpoaHanM3MpoBaB MNpPUUYMHY, MNPUBEALLYIO K HapyweHuo
LLeNnocTHoCcTu, gomxeH nepeycraHoButb MO CK3U Kpuntollpo CSP ¢ guctpmbytusa, uamM cucteMHoe
Mno.

Moaynb cpverify NO3BONMSIET OCYLWECTBASATb KOHTPOSib  LENOCTHOCTM  YCTaHOBMEHHOro
nporpaMMHoro obecrneyeHus. KOHTpOnb LENOCTHOCTM (haiioB OCYLLECTBASIETCS Npu 3arpy3ke danna
Ha MCrnosiHeHWe (M NepuoaMYECcKM BO BPEMS BbIMOSIHEHMS) WAW MPU PYYHOM 3anycke mnporpammbl
KOHTPOS LLeNOCTHOCTY.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTun canna ¢ nmeHeM filename no naroputmy algid. Ecnn He yka3saH napameTp hashvalue, To
3HayeHue xaw-pyHKUMM ana cpaBHeHus b6epetca n3 danna <filename.hsh>. MNapameTp algid moxet
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecnu algid He yka3saH, To
ncnonbdyetca GR3411. [-inverted_halfbytes <inv>] yka3biBaetcs, ecnn nonybantel B hashvalue
nepesepyTbl. [Mo-yMon4daHuio inv yctaHaBnmueaetcs B 1 ansg GR3411 n B 0 ana GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHne 3HauyeHnsa xaLw
dyHKUMN ana danna ¢ umeHem filename. MapameTp algid MoxeT npuHuMaTb 3HaveHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To wucnonb3dyetcs GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTcsi, ecnn Heobxoammo nepeBepHyTb nonybanTtel B hashvalue.
Mo-ymonyaHuio inv yctaHaenmBaeTca B 1 ana GR3411 m B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaeT dain ¢ umeHem filename € noOMOLWbK KAO4Ya, B3ATOrO0 M3
KOHTelHepa ¢ uMeHeM cont_name. lNMone password - naponb 3aWunTbl KOHTeNHepa. Monsa Provname um
Provtype vykasbiBaloT, KakoW npoBangep Heobxoammo wucnonb3oBaTb. [lone Provtype Moxert
npuHumaTth 3HadeHnsa 75,80 n 81. Ecnun Provtype He ykasaH, TO ncnonb3syetcsa 75.

cpverify -file_verify filename [signval] -timestamp date - [NpoBepseT noanucb daiina c
nmeHem filename. Ecnu signval He ykasaH, TO 3HadeHue Ana cpaBHeHus bGepeTca u3 dainna
<filename>.sgn. B none date Heobxogmmo ykasaTb AaTy, Korga 6biia nognucb 6blna co3gaHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHwe 2. YnpasieHne NpoToKOIMPOBAHNEM

0Nnsa BKAOYEHUS/OTKTIIOUEHMS 3HaYeHMe log ncnonbsymnre:

a) RH7.3, RH9.0
[na 3apaHnsa ypoBHA NpOTOKOa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna dopmaTta NpoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[na npocMoTpa Macku TeKyLero ypoBHsa n dbopmaTta npoToKona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBH#a aapa
insmod drvcsp.o log_level=0x9

3HayeHMeM NapaMeTpa YPOBHb NPOTOKONA ABMsSeTCs buToBas Macka:
N_DB_ERROR = 1 # coobweHunsa 06 owmbkax
N_DB_LOG = 8 # coobuieHns o0 BbI30Bax

3HayeHMeM napameTpa dopmMmaT NpoToKona ABAsSETCA butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA DYHKLIMK
DBFMT_TEXT = 0x10 # BbIBOAUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBoAUTb HEX aamn
DBFMT_ERR = 0x40 # BbiBoAUTb GetLastError
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