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AHHOTaUMSA

HacTosuee PykoBoACTBO AOMNOSHAET AOKYMeHT «XTAM.00087-03 91 01. Kpuntolpo CSP. PykoBoacTso
aaMuHUCTpaTopa 6e3onacHocTn. Obwas vyacte» npu ncnonbsosaHum CK3U nog ynpasneHuneMm OC FreeBSD.

NHCTpyKuMKM aaMUHUCTpaTopaM 6e30MacHOCTM U MNOMb30BaTENAM PasfIMyHbIX aBTOMATU3UPOBAHHbIX
cucteMm, ucnonbsyowmnx CK3U «Kpuntollpo CSP» v 4.0 R4, gonxHbl pa3pabaTtbiBaTbCs C y4yeToM TpeboBaHui
HacTosLLEero AOKyMeHTa.

Cnmncok cokpalleHni

CRL Cnucok oTo3BaHHbIX ceptudukaTtos (Certificate Revocation List)
ITU-T Me?l(,QYHapO,qulﬁ KOMUTET no TeniekoMMmyHukaumusam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTM3NpOBaHHasa cucTteMa
APM ABTOMaTM3MpOBaHHOe paboyee mecTo
rMa MMBKUN MarHUTHbIN AUCK
Acy [JaTuunk cnyyamHbiX yncen
HDD XKeCcTknn MarHUTHbIN AUCK
KTl KoHeuHbIn nonb3oBaTenb
HCA HecaHKUMOHUPOBAHHbIM A0CTYyN
ocC OnepaumnoHHas cucrtema
MAK MporpaMMHO-annapaTHbIN KOMMJIEKC
Mno MporpamMMHoe obecnedeHne
PerucTpaums Er_)rljlrc]:fa)o:g;lse%:se,qeneHHblx aTpmbyToB (apgpeca, HOMepa KfK4a, Npas UCMNOb30BaHMS
COBOKYMHOCTb MHCTPYKUMA N APYTrOWA periaMeHTUpytoLwen AoOKyMeHTaumm,
PernameHnT obecneumBatowen GyHKLUNOHNPOBaHNE aBTOMaTU3MPOBAHHOW CUCTEMbI BO BCEX
pexumax.
CBT CpenctBa BbIUMCINTENBHOM TEXHUKN
DNEeKTPOHHbIN AOKYMEHT, NOATBEPXKAAIOLWMIA NMPUHAANEXHOCTb OTKPLITOrO K/to4a unm
Ceptudukar KJIl04a NPOBEPKMN INEKTPOHHOM MOAMNUCU U onpeaeneHHbiX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudmnkaums Mpouecc M3roToBneHns cepTudmKaTa OTKpPbITOrO KKO4Ya UKW KoYa NpOBEPKKU
3NeKTPoHHOW noanucu aboHeHTa B LeHTpe cepTudurkKaunm
CK3M1 CpeacTteo kKpuntorpadunyeckon s3awmTbl MHGOpMaLmm
cocC Cnucok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)
cC CnpaBoYHMK cepTvmchKaTOB OTKPbITbIX K/IOUYEN U KKOYEN NPOBEPKU 31EKTPOHHOM
noanucn. CeTeBol CNpaBOYHMK.
uc UenTtp Ceptudukauunu (Yaocrtosepswowmii LieHTp)
LIP LleHTp Perncrpaunm
24 DNEKTPOHHbIN AOKYMEHT
aNn DneKTpOoHHasa NoAnuchb
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1.1.

1. OCHOBHble TEXHNYECKME faHHble 1 xapaktepuctnku CK3U

MporpaMMHo-anmnapaTtHas cpeaa

CK3WN «Kpuntollpo CSP» v 4.0 R4 nog ynpasneHmeMm OC FreeBSD ucnonb3yeTca B NporpaMMHoO-
annapaTHbix cpeaax OC FreeBSD 11, pfSense 2.x (x86, x64).

Co cpokaMu 3KChflyaTauuu onepaumoHHbIX CUCTEM, B cpede KOTopbiX (yHKUMOHUpyeT CK3WU, MOXHO

O3HaKOMUTbCA MO cneayruwnMm agpecam:

1.2,

<http://www.freebsd.org/security/security.html>
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html|>.

Kniouesble HocuTenu

B KauecTBe K/I0OYEBbIX HOCUTENEN 3aKpbITbIX Ko4Yeln 1 knto4vein 3M MOryT UCMonb30BaTbCs:

-r™MA 3,5”, USB aucku;

— CmaptkapTtbl GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— USB-TokeHbl PyTokeH DUIM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CmapTkapTbl PyTokeH Lite SC, PytokeH DU SC;

- Novacard;

— CMmapTtkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CmapTkapTa Y3K;

— TokeH++ Lite;

— Rosan;

— Pasgen HDD N2BM (B Windows - peecTp).

AN

1. B cocTtaB guctpubytnsa CK3UN BxoaaT 6ubnmoteku noaaepxkKm BCEX NEPEUNCNEHHbIX HOCUTENEN, HO
He BxoaaT apamsepbl ansa OC. [lo BonpocaMm nosyvyeHus Apaneepos HeobxoauMmo obpawartbcs K
NpoOn3BOANTENAM COOTBETCTBYHOLMX YCTPONCTB.

2. XpaHeHue 3akpbITbiX katoyen Ha HDD M3BM n USB auckax (B peectpe OC Windows, B pasgene
HDD npwu paboTte nog ynpasneHvem gpyrux OC) gonyckaeTcs TO/IbKO MpU yCNOBUU pacnpoCTpaHeHus
Ha HDD, USB auck wnu Ha M3BM c HDD TpeboBaHuii no obpalleHnio C KIYEBbIMWU HOCUTENSIMU
(n.6.7 XTAN.00087-03 91 01. PykoBoacTBO aaMuHUCTpaTopa 6e3onacHoCcTM obuwas 4acTtb).

3. Bce BbllWwenepeyncrneHHble HOCUTENN UCMONb3YIOTCSA TONIbKO B KayecTBe MacCMBHOIO XpaHwunuwia
Knto4yeBon nHdbopmaumm 6e3 Mcrnosnb3oBaHUSA Kpuntorpaduyecknx MexaHu3MOB, peasin3oBaHHbIX Ha
CMapT-KapTe/ToKeHe.

4. Mcnonb3oBaHne HoCUTENEN APYrMX TUMOB - TOSIbKO No cornacosaHunio ¢ ®Cb Poccun.
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2. YcraHoBka anctpubytusa MO CK3U

YcTaHoOBKa, yaaneHme un obHosneHune MO OCYLLECTBNAETCA OT UMEHU MNMOJiIb30BaTeN A, UMEKOLWEro
npasa agMUMHNCTpaTOpa: noa y‘-léTHOI;I 3anucbio root MM ¢ UCNonb3oBaHMEM KOMaHAabl sudo.

CK3N «Kpuntollpo CSP» TpebyeT cneaytowen nocnenoBaTebHOCTU YCTaHOBKM: CHadana
yCTaHaBNMBaeTCs MpoBakaep, 3aTeM YyCTaHaBMBAIOTCS OCTasibHble MOAY/W, BXoAsiliMe B COCTaB
KoMMaeKTauun.

B OC FreeBSD ana ycraHoBku, yaaneHus u obHoBneHma [MO nNpuMeHSATCS nakeTbl
(packages). MNakeT - apxumB AMCTpMbYTMBaA, coaepXalwnii dalifbl YCTaHAB/IMBAEMOrO MPUITOXKEHUS U
dannbl, Mcnonb3ylWwMecss MHCTAIATOPOM ANs KOHMUIrypupoBaHus cpeabl. DTOT apxXuB uMeeT
pacwupenune .tbz. ng ngeHtndukaumm ero Kak nakerta, dann cogepxut 5 dhannos, onucbIiBarLWLnX
apxuB (+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

[ns yCTaHOBKM NakeTa MCNosib3yeTCcs KoMaHaa:

pkg_add <dainn_nakera> (pkg add <dain_nakera> gna FreeBSD 10)
Hanpumep: pkg_add ./cpro-base-3.6.1_0.tbz

NS ynaneHus nakeTa UCMONb3yeTcs KOMaHAaa:

pkg_delete <uma_nakerta> (pkg delete <d¢aiin_nakera> ana FreeBSD 10)
Hanpumep: pkg_delete cpro-base-3.6.1_0

®dainnbl N3 NakeToB yCcTaHaBMBakTcsa B /opt/cpro-csp.

MakeTbl 3aBUCAT ApYyr OT Apyra, MO3TOMY AOJ/KHblI YCTaHaBAMBATbLCSA MO MNOPSAKY C YYETOM
3TUX 3aBUCUMOCTEN, a yAansatbcs B obpaTHOM nopsake. YC/IOBHO MOXHO CYMTaTb MNpaBWUiIbHbIM
MnopsiAKOM TOT, KOTOPbIA OonucaH B Tabnnue 3aBUCMMOCTEN N Ha3HaAUYEeHMS MaKeToB.

Tabnuua 2.1 - 3aBUCUMOCTEN M Ha3HAUYEHUS MaKeToB.

Nmsa naketa 3aBMCUMOCTH Ha3sHaueHue nakeTa
Obsa3aTenbHble NakeThbl
cpro-base-... Ba3oBbI NakeT, yCTaHABNINMBAETCS NEPBbIM.
cpro-rdr-... cpro-base-... OCHOBHble NpuUIoXeHus, cuntoiBaTenm n ACH.
cpro-cpl-... cpro-rdr-... CAPILite, nporpammbl u 6ubnuotekn ansa
BbICOKOYpOBHEBON paboTbl € kpuntorpaduen
(ceptndpukarammn, CMS...).
cpro-kcl-... cpro-rdr-... Mposangep KC1.
JononHutenbHble NakeTbl
cpro-rdg-... cpro-rdr-..., open-motif, | paduuecknin buo[lJCH, 3anpoc napons wu
XFree86-libraries apyrme GUI-gmnanorw.
cpro-rdp-... cpro-rdr-..., pcsclite Moaynu noaaepxKu PCSC-cuutbiBaTenen,
cmapTt-kapT (PUK, Ockap, Maructpa...).
cpro-cspd-... cpro-base-... MakeT ans paspaboTymka.
cpro-drv-... cpro-base-... [pariBepHasa 6ubnuorteka.
cpro-drvd-... cpro-cspd-... MakeT ansa paspaboTymka apaliBepoB.
cpro-stnl-... cpro-base-... YHuBepcanbHbln SSL/TLS TyHHENb.
cpro-rdemv-... cpro-rdr-... Moaynb nogaep>xxku EMV




XXTAN.00087-03 91 04. KpunTtollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6€30nacHOCTU.
Mcnonb3osaHue CK3W nop ynpasneHmneM OC FreeBSD.

3. O6HoBneHue MO CK3U

dna obHoBnenmna MO CK3UM Ha OC FreeBSD Heobxoanmo:
— 3aMOMHUTb TeKyLWy KoHpurypaumnto CSP:
= Habop yCTaHOBJ/IEHHbIX NAKeTOB;

* HacTpoWkm npoBanpgepa (AN NpOCTOTbl  MOXHO  coXpaHuTb /etc/opt/cpro-
csp/config[64].ini);

—yhanuntb wrtaTHbiMK cpeacteamm OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHasioruyHble HoBble rnakeTbl CK3U;

- Npu HeobxoAMMOCTU BHECTM WU3MEHEHUsI B HacTpomku (MOxHO nocmoTpeTtb diff ctaporo u
HoBoro config[64].ini);

— KJTI0UMN U cepTUDUKATbI COXPAHSAIOTCS aBTOMAaTUUYECKN.
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4. Hactponka CK3U

4.1. JocTtyn K yTunute ans Hactponkn CK3U

Hactpoitka CK3W ocywectBnsieTcs C NOMOWbK yTUAUTbl cpconfig, KoTopas BXoAUT B COCTaB
oncTpnbytneBa UM pacrnosioxkeHa B aupektopun /opt/cpro-csp/sbin/<HazBaHue_apxuTtekTypbi>. Ecnun
ycTaHoBneHbl nakeTbl CK3W ana aAByX apxuTekTyp, Hanpumep, ia32 un x64, To AEACTBUS MO HACTPOMKE HYXHO
NPOBOANTb ABaXAbl — ANS KaXXA0W apXUTEKTYypbl cpconfig-oM M3 COOTBETCTBYHOLLEN Mankwu.

4.2. BBOoa cepuitHOro HomMepa NMuUeH3nn

Mpu ycTaHoBke nporpamMMHoro obecnedyeHns CK3M 6e3 BBoOAa /MUEH3UM  MOJSIb30BATENO
npeaoCcTaBNseTCS NNLUEH3US C OrpaHUYEeHHbIM CPOKOM AencTBus. [ns ucnonb3osaHna CK3WM nocne okoH4yaHus
3TOr0 CpoKa MNosnb30oBaTeNb AO/HKEH BBECTU CEPUMHBIA HOMep C 6aHKka NMUEH3UK, NOoSTyYeHHOW Yy opraHu3aunm-
pa3spaboTuMka wnu oOpraHusauuu, MMelLen npaBa pacrnpocTpaHeHus npoaykrta (aunepa). Ona npocMoTpa
nHdopMaunm 0 INLEH3UN BbINONHUTE:

# cpconfig -license -view

[ns BBOAA NULIEH3UW BbIMONHUTE:

# cpconfig -license -set <cepuiHbIN_HOMep>

CepwitHbI HOMep cnefyeT BBOAUTbL C CO6NOAEHNEM perncrpa CMMBOJIOB.
4.3. Hactpoika obopyaoBaHus CK3U

YTunuta cpconfig Takxe npeaHasHayeHa ANS M3MeHeHus Habopa YCTpOWCTB XpaHeHus
(HocuTenen) n cunTbIBaHMA (CUYMTbIBATENEN) KIOYEBON MHMOPMALNU N AATUYUKOB ClyYaMHbIX YMUCen.
MpeaycTaHoB/IEHHbIMKU ABASAIOTCA cumTbiBaTenu flash-HocuTenen n obpas ANCKETbI Ha XXECTKOM AMCKe.

[ns npocMOTpa CNMCKa HAaCTPOEHHbIX CUMUTLIBATENEN:
# ./cpconfig -hardware reader -view

CuunTbiBaTENb ANCKET HE YCTAaHaBAMBAETCS MO YMONUYaHUIO, TaK KakK Npu OTCYTCTBUM AUCKETHI B
AVWCKOBOAE NepevYncneHne KOHTEMHEpPOB CUNbHO 3aMeanseTrcsa. Ona aobaBneHuUst cuyuTbiBaTeNs
OUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ons npocMoTpa cnmcka HacTpoeHHbix CY:

# ./cpconfig -hardware rndm -view

Ons koHconbHoro bnoJCH tpebyetcs naker

cpro-kcl, kpome TOro oH paboTtaetr TOonbko ¢ KC1 nposargepoMm. [AOns pobasneHus
KOHconbHoro buolCY:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpacduyeckoro bnolCH Tpebyetcs nakeT cpro-rdg n X-cepsep, Kpome Toro oH pabotaer
Tonbko ¢ KC1 npoBanagepom. Ansa gobasneHus rpadpuyeckoro buoC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ons pobasneHuns ACH KIMAM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cpro-
csp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cpro-
csp/dsrf/db2/kis_1

Takxe Hago ckonmpoBaTtb (aisbl C AAHHbLIMW, MOJSIlyYEHHbIMU Ha "APM BblpaboTkun BHeLLHEN
rammbl", MOMOXKM, 4TO OHKM nexaT B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cpro-csp/dsrf/dbl/kis_1
# cp /tmp/db2/kis_1 /var/opt/cpro-csp/dsrf/db2/kis_1

Onsa pabotbl co cumTbiBaTenem PC/SC Tpebyetca nakeT cpro-rdp. [Mocne noakni4yeHus
cunTbiBaTENS Y3HAWTE UMS YCTPOMUCTBA:

# /opt/cpro-csp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00
Total:
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[ErrorCode: 0x00000000]

Onsa nobaBneHnsa cyMTbiBaTENNS MCNOJb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nonydyeHmns nogpobHon cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4, YCTaHOBKa NapaMeTpoB XYpHanmpoBaHus

CK3M no3sonser cobupaTb OTNagoO4vYHy0  MHDOpMaAUMIO WU MMEET  BO3MOXHOCTb
NPOTOKOSIMPOBAHUA CobbITUI. WHdOopMaumMs 3anucbiBaeTcss B CUCTEMHbIA XypHan (06bl4HO B
/var/log/messages). CyliectByeT BO3MOXHOCTb U3MEHEHUS HACTPOEK XXYPHaJMpPOBaHUA PasfINYHbIX
moaynen npoaykrta. CylecTByeT BO3MOXHOCTb WM3MEHEHUs YPOBHS >XypHanupoBaHus u ¢opmaTta
BbIBOAMMbIX OT/1@A04HbIX COOBLWEHMA. [ NofyYeHUs CipaBky MO HACTPOMKaM XypHaIMpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ang KOTOpbIX NOAAEPXNBAETCS XYpHannposaHue:
Cpcsp - 94p0 KpunTonpoBanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxba xpaHeHus Kto4en
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpanesep
dmntcs
4.5. Hactpoika kpuntonpoBainaepa no yMOa4YaHuto
[ns npocMoTpa TMNOB AOCTYMHbIX KPUMTONPOBalAepOB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KpMNTOMNpoBanaepa HY>XHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ons ycTtaHOBKM npoBangepa Mo yMOAYaHUIO AN HYXXHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provhname <provname>
Ona nonydeHus MMeHW npoBalgepa MO YMOJYAHMUIO AN HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkntoueHne pexunma yCUIeHHOro KOHTPOS MCNOMb30BaHUS Kitoueln

PeXXuM ycuneHHoOro KOHTPOAS WCMNONb30BaHMA KoYehn obecnednBaeT oOCyLleCcTBieHue
KOHTPO/S CpOKa AEUCTBUSA AOSITOBPEMEHHbLIX KOYEN 3NEKTPOHHOM NOAMNUCK U KIKYEeBOro obMeHa,
KOHTPONS [OO0BEPEHHOCTU KJ/IOYEer MNPOBEPKU 3MEKTPOHHON MNOAMUCU U KOHTPONS KOPPEKTHOro
MCMNONb30BaHWA MPOrpaMMHOro Jatumka Cc/ydamHbiX 4ucen. Tllocne ycrnewHom WHCTannsaumMm
HE0bX0ANMO BKAKOUUTL AAHHbBIN PEXWUM, BbIMOJHMB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecnedeHns KOppekTHOro @GYHKUMOHUPOBAHMA MpoBangepa B 4acTu BblpaboTku
3NEKTPOHHOM MnoanucK, a Takxke paboTbl C BpEMEHHbIMW KaovamMu (B 4acTHOCTU, Ana paboTbl B
paMkax TLS-coeamHeHuss 6e3 ayTeHTUdUKaUMM KIMEHTA) WM TreHepauuMu Cny4dahHbIX AaHHbIX
Heo6xoaAnMMO MNpou3BecTM BbIpabOoTKy AONrOBPEMEHHbIX KAYENn WM 3anyCcTuTb yTUAUTY csptest,
npeaBapuTesibHO MPOBEPUB, YTO 3aperMcTpMpoBaH XOTH 6bl OAVH AaTUMK C/ydarHbIX YMcen.

# ./csptest -keyset -verifycontext -hard_rng

Mcnonb3oBaHne CK3U 6e3 BKIOUYEHUS pexnMa YCUIEHHOTO KOHTPOAS MCNOb30BaHUS KO4en
paspellaeTcs UCKIKYUTENBHO B TECTOBbIX Lensx.
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Mcnonb3osaHue CK3W nop ynpasneHmneM OC FreeBSD.

5. YcTtaHoBKa conyTCTBYOLMX NAKETOB

Ona nepepaun no cetu 3anpocoB Ha ceptudwmkatbl, CRL 1 T.n., a Takxe AN NOAAEPXKKU
AOMOJIHUTENbHbBIX  K/IIOYEBLIX CUYMTbIBATENE M HocuTenem MoxeT noTpeboBaTbCA YCTaHOBKaA
NOMONMHUTENbHbIX NAKETOB.

Ecnu conyTcTBylOwMe nakeTbl CkaumBawrTcsa u3 WMHTepHeTa, Heobxoammo MNOATBEPAUTb UX
LLe/IOCTHOCTb, MpOBEPMB MNOAMUCb MAM Xaw. Ecnnm nctouyHnk He obecneuymBaeT TakMe MexaHW3Mbl,
OONYyCKaeTCss UCMNOJIb30BaHME NaKeToB TONIbKO C Agucka ¢ anctpnbytueom CK3U, rae aTm MexaHu3Mmbl
ncnonb3ytoTcsa. Ha gucke nakeTbl iexaT B nanke \extra.

5.1. bubnunoteka libcurl
Mcnonb3yeTcs ans nepepayvm 3anpocos Ha ceptudukartol, CRL n T.0. no ceTw.

C canTta paspaboTtumka npoekta http://curl.haxx.se/ MOXHO cKayaTb MakeT C MCXOAHbIMMU
TeKkcTamMun ans camoctosTenibHoM cb6opku. Kak npaBuio, Tam e ecTb 32-6UTHble BMHapHbIe nakeTol.

32-6UTHbIM 6UHApPHbBIV NakeT AOCTYyMNeH Ha calTe npomssoauTens OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/

Tak>xe MOXHO cobpaTb 6ubnunoTeky n3 noptos /usr/ports/ftp/curl.

Mocne yctaHoBkW 6MBANMOTEK HAAO 3aperucTpupoBaTth NyTK K HUM. Hanpumep:

#  Jopt/cpro-csp/sbin/ia32/cpconfig  -ini  "\config\apppath' -add string libcurl.so
Jusr/local/lib/libcurl.so
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6. CoctaB 1 Ha3zHavyeHne KOMMOHEHT nporpaMMHoro obecneveruns CK3U

6.1. bazosble mogynun CK3U
MO CK3WN copepxunt 6a3oBble MOAYN:

libcsp — anHamuueckun 3arpyxaemasa 6nbnunoteka CK3U.

libcspr - 6ubnuoteka paboTbl ¢ yaanéHHbiM CK3W.

drvcsp — AMHaMM4YecKn 3arpy’kaemblii Moaynb sapa.

libssp — 6ubnmnoTteka nogaep>xku Mmoaynsi ceteBon ayteHtudukaumm Kpunrtollpo TLS
cpverify — MoAy/lb KOHTPO/S LLEeIOCTHOCTH.

wipefile - moaynb yaaneHmnsa ganioB BMecTe C COAEPXKMMbIM.

B Ha3BaHuax auctpubytnesos CK3U ncnonbsyercs HoTaums:
cpro- — nNpeduKc;

CSp — KpunTonposanaep;

drv - 3arpyxaembiin Mmoaynb aapa OC;
[d] - onuMoHanbHO — yKa3blBaeT Ha AOKYMeHTauuto (TectoBbie NpuMepsl);
i386 — nnatdopma Intel.

6.1.1. bubnuoTteka libcsp

bubnnoteka libcsp peanunsyeT uenesble GyHKUNM KpunTorpadunyeckom sawmtbl MHDOpMaLmm,
paboTy C KAK4YaMu, AOCTYN K KAKYEBbIM HOCUTENSAM, KnaBuaTypHbin CYH.

6.1.2. bubnuoteka libcspr

Bubnuoteka libcspr obecneumMBaeT  ypaneHHbli  AocTyn K  KpunTonpoBsanaepy,
DYHKUMOHNPYIOLWEMY KaK OTAeNbHbINA CEpPBUC.

6.1.3. paneepHasa 6ubnmnoteka drvcsp

Bubnuoteka drvcsp, vcnonb3yemass B KadecTBe AMHAMU4YeCKWM 3arpyxaemoro Moayns sgpa
OC, peanusyetr ueneBble dYHKUMM KpunTOrpaduyeckon 3awmTtbl uHdbDOpMauum  (Kpome
dopmmnposanms IIM) n paboTy C KNKLYaMu.

6.1.4. Moaynun ceteson aytTeHTudukaumm Kpmuntollpo TLS

Moaynb libssp obecneunBaeT peanusaumtio NpoTOKosa ceTeBoi ayteHTUudmnkaumm Kpuntollpo
TLS. O6uwee onucaHne nNpoTOKONAa nMpPUBEAEHO B COOTBETCTBYIOWEM pasjene [AOKYMeHTa
«XTAM.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO agMmHuUcTpaTopa 6e3onacHoctu. O6was
yacTb».

Mpotokon TLS (RFC 2246) wncnonb3yeTrca Ans 3awWuTbl COEAMHEHUIN B KJIMEHT-CEPBEPHbIX
TEXHONOrMSX.

MporpamMmmHoe obecneyveHne Kpuntollpo TLS gasnsgetca peanusaumen npoTtokona TLS
ncnonb3yet Kpuntorpadumdeckne dyHkumnm CK3U gna obecnedeHums npouecca ayTeHTUdMKauumm
wurdpoBaHmsa Tpadunka Mexay KJIMEHTOM U CEPBEPOM.

S X

6.1.5. Moaynb cpverify

Moaynb cpverify npegHasHadeH AN KOHTPOSS LENOCTHOCTM npu yctaHoBke CK3U n
dyHKUMOoHMpoBaHum MO CK3W Ha M2BM nonb3oBaTens.

6.1.6. Moaynb wipefile

Moaynb wipefile ncnonesyerca ana yaaneHus dhannoB BMecTe C COAEPXMUMbIM MPU LUITATHbIX U
HelwTaTHbIX (CBOMMPOBAHME) CUTYaLUSX.

6.2. Moaynu noacuctembl nporpaMmmHon COK
6.2.1. Mogyneb libcapi20
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Moaynb libcapi20 vcnonb3yeTtcs ans ynpassieHuss cepTudmKaTaMm OTKPbITbIX, @ TakXe ans
obecneyeHns BbINOJIHEHUS KpunTorpaduyecknx 3anpocoB Ha ypoBHe mHTepdemnca CryptoAPI v. 2.0.
NHuTepdeiic moagyns capilite ssnsetrca noamHoxectsoMm nHtepdenca CryptoAPI v. 2.0.

6.2.2. bubnunoteka librdrrdr

Bubnmnoteka librdrrdr obecneunBaer yHUdUUMPOBaAHHbLIN UHTepdENC AOCTyna K K/4YeBbIM
HOCUTENAM BHE 3aBUCUMOCTM OT MX Tuna.

6.2.3. Moaynn goctyna K KOHKPETHbIM TUMNaM KJIIOYEBbLIX HOCUTENEN U CUMTbIBATENEN:

e librdrfatl2 k guckosoay n auckete 3.5" 1 pasgeny XecTkoro Ancka

e librdrpcsc «k cuuTbiBaTensaMm cMapT-kapT 1 eToken, noaaepxusatowmm nHtepdernc PC/SC

e librdremv « kntouyeBbiM HocuTensaMm EMV u Gemalto

6.2.4. bubnunoteka librdrsup

Bubnuoteka librdrsup ob6ecneumBaer peanmsaumio obWMX PyHKUMIA AOCTyNa K Pas/NYHbIM
YCTPONCTBAM XpaHeHUs K/IIOYEBbLIX HOCUTENEN.

6.2.5. Moaynu gatunmkoB CnydYanHbIX Yyncen

Bubnuotekn librdrrndm v librdrrndmbio of6ecneumBator noaaepxky pabotbl C
bU3nYecKMMn gaTumkKamm cnyyvamHbiX Ymcen.

6.2.6. bubnnoTteka libasnldata nogaepxxkn npotokona ASN1

bubnnoteka libasnldata cogepxut ¢yHKUMKM npeobpa3oBaHUs CTPYKTYp AaHHbIX B
MallMHHO-HE3aBUCUMOE NpeacTaB/ieHMe.
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Mcnonb3osaHue CK3W nop ynpasneHmneM OC FreeBSD.

7. BcrpamBanue CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3W B npuknagHoe nporpammHoe obecnevyeHne AOSIKHbI BbIMOJHATLCS
TpeboBaHua pasgena 17 pokymeHTa «XTHAM.00087-03 91 01. Kpuntollpo CSP. PykoBOACTBO
aaMuHucTpaTtopa 6e3onacHocTtn. Obwasn vyactb» n fokyMeHTa «XKTAKM.00087-03 96 01. PykoBoAaCTBO
nporpaMmMmncTa».
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8. TpeboBaHus MO OpraHM3aLMOHHO-TEXHNYECKUM U aAMUHUCTPATMBHbLIM MepaMm
obecneyeHuns akcnnyaTaumm CK3U

[OMKHbI BbIMONHATLCA TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKMM U aAMUHUCTPATUBHbLIM
MepaM obecneveHus 6e3onacHocTn akcnnyataumn CK3U B obbeme pasgenoB 15 m 16 fokyMmeHTa
«XKTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoAcCTBO aaMMHUCTpaTopa 6e3onacHoctn. Obuwas
yacTb».

8.1. O6wwme Mepsbl 3awmTbl oT HCA MO ¢ yctaHoBneHHbiMM CK3U ana OC FreeBSD

Moa ynpasneHneM UNIX-nogobHbix onepaumoHHbiXx cucteM CK3W gonXHO MCnonb3oBaTbCs C
nporpaMmmMHbiM obecneyeHnemM:

e Apache Trusted TLS (Digt).
e Trusted TLS (Digt).

Mpn uncnonb3osaHmn CK3N «Kpuntollpo CSP» noa ynpasneHnem OC FreeBSD Heobxoammo
npeanpuHATbL AOMOSHUTENbHbIE Mepbl OPraHM3auMOHHOIO M TEXHUYECKOro XapaKTepa M BbIMNOSHUTb
AOMNOJIHUTESIbHbIE HACTPOMKWM OrnepaumoHHOM cucTeMbl. [pu 3TOM CTaBUTCA 3ajayva He TOJIbKO
obecneunTb AOMNONHUTENbHY 3awnTty cepBepa M OC ot HCO, HO n obecneuntb 6ecnepeboiiHblii
pexunMm paboTbl M UCKIKOYUTb BO3MOXHOCTM «0TKasa B 06CNy>XMBaHWUM», BbI3BAHHOIMO BHYTPEHHUMU
npuynMHamMu (Hanpumep - nepenosiHeHMeM annoBbIX CUCTEM).

K opraHu3auUMOHHO-TEXHUYECKMM MepaM OTHOCATCS:
e o0becneueHne dusndeckor 6e3onacHOCTU cepBepa;
e yCTaHOBKa NpOrpamMMHbIX O6HOBNEHWIA;

e oOpraHusauusi npoueaypbl pPe3epBHOr0 KOMMWPOBAHUS W XpPaHEHUS pe3epBHbIX
KOMuMn.

JdononHutenbHble HacTpolikn OC FreeBSD kacatoTcs cneaymoLwero:

e OrpaHuyeHuMe [0OCTyna NoJfib30BaTeneim UM HAcTPOMKM  MOJ1b30BaTEIbCKOro
OKPYXXEeHUSN;

e OrpaHWYEHWe CETEBbIX COEANHEHWUNA;
e OrpaHnyeHust Npu MOHTUPOBAHUM DaOBbLIX CUCTEM;
e OrpaHnyeHus Ha 3anyck NpoLeCCoB;

e KOHTponb 3arpy3km OC UM KOHTPONb LENOCTHOCTM CUCTEMHONO W MPUKNAAHOro
nporpamMHoro obecrnedeHns goskeH obecneymBaTbCa NpPU MOMOLWM 3/1EKTPOHHOIO
3aMka (CM. COOTBETCTBYWOWMIM pasgen B AokyMmeHTe "XTAM.00087-03 91 O1.
Kpuntolpo CSP. PykoBoactBo agMmHucTpaTtopa 6e3onacHoctn. Obuwas dactb."),
YTO O3HavaeT:

e BbinonHeHue 3arpysku c CbMKCVIpOBaHHOFO HOCUTENA,

e Ob6ecneyeHne KOHTpOns LIe/TIOCTHOCTH ocC 7 npuKnagHoro
nporpamMMHoro obecrevyeHunss A0 3arpy3kyM Ha 3arpy3o4yHOM AucKe u
ApYrX NOAKNKOYEHHbIX ANCKAX.

e [OMOJIHUTENbHbIE HacTponkn sgpa OC;

e HaCTpoOMKa CeTeBbIX CEPBMCOB;

e OrpaHuyeHue Konn4yecTsa "BUANMON n3BHe" MHPOPMaUMN O CUCTEME;
e HAcCTpoMKa NOACUCTEMbI MPOTOKOJIMPOBAHUSA U ayanUTa.

8.1.1. OpraHn3aunoOHHO-TEXHNYECKMNE MepbI
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Mcnonb3osaHue CK3W nop ynpasneHmneM OC FreeBSD.

1. C uenbio UCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OT/IMYHOWM OT ycCTaHoBsieHHoW Ha HDD
M3BM, M3BM wn ycTtponcTtBa 3arpy3ku A0/MKHbl 6biTb one4yaTaHbl. [JomkeH 6biTb obecnedeH
HeobX04MMbIN KOHTPOJIb LIeSIOCTHOCTM nevaTen.

2. O6ecneyveHune punsmyeckon 6e3onacHOCTN cepBepa

Cnenyet WCKKOYNTb BO3MOXHOCTb AOCTyNa HEAaBTOPM30OBAHHOIO MepcoHana K KOHCoU,
cucTeMe NMUTaHus M AOMNOSTHUTESNIbHLIM YCTPOMCTBAM, NOAKJIIOYEHHbIM K 3allMLLAEMOMY CEPBEPY NyTEM
yCTaHOBKK 060pyAoOBaHMS B CneuuvasbHO BblAeNleHHOe M 3anMpaeMoe nomeuweHue (annapaTHyl unm
CepBEpPHY0 KOMHaTYy).

Ona  wuncknoyeHmss cboeB  KOMMbIOTEPA, BbI3BAHHbIX OTK/IKOYEHMEM  3/1IEKTPONUTAHUS,
HeobxogmMo obecneunTb 2neKTponuTaHne cepBepa OT MUCTOYHMKa 6ecnepeboHOro nuTaHMsA
AOCTaTOYHOM MOLWHOCTU. Kak MWMHMMYM, MOLWHOCTM 6atapei MCTOYHMKa 6ecrnepebomHOro nuTaHus
OOJIKHO XBaTaTb Ha BpPeEMS AOCTAaTOYHOE A9 KOPPEKTHOro aBTOMATMYECKOro 3aBeplueHus paboThl
cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOro KONMMPOBaAHUS U XPaHEHUSI pe3epPBHbIX KOMUIA.

Mpwn onpegeneHnn pernaMeHTa pe3epBHOr0 KOMWPOBaHWA U XPaHEHWUA pe3epBHbIX KOMWi
cneayetT obecneymTb OTBETCTBEHHOE XpaHeHMe pe3epBHbIX KOMUI B 3annpaembix cerdax (wkadax) u
onpeaenuTb nNpoueaypy BblAayn pe3epBHLIX KOMWIM OTBETCTBEHHOMY MNEPCOHANy WU YHUUTOXEHUS
BbleAWwmnx n3 ynotpebnenms Hocutenen (JIeHT, OAHOKPaTHO 3anucbiBaeMbiX AUCKOB U Mp.).

CraHgapTHbIMWU MepaMn NO OpraHu3aumm OTBETCTBEHHOIO XpaHEHUsS HOCUTENEN BASIOTCA:
— MapKuWpoBKa HocuTenewn;
— COCTaBJlIeHME OMNUCU XPaHWUMbIX HOCUTENen C yKasaHWeM CepuiiHbiX (MHBEHTApPHbIX)
HOMEpOB, gaT 3anuMcnm HocuTenen, damuamen CcoTpyaHMKa, CO34aBLUEro Konuw Ans
KaXkgoro wkada(cenda);
— nepuogmyeckas ceepka onmcum n cogepxmmoro cendos (wkados);
— OpraHmsaumsi OTBETCTBEHHOIO XpPaHEHUS U BblAauyn Ktoden oT cerdos (wkados);
— BO3MOXHOe onevaTbiBaHne (onnombuposaHue) cendos(wkados).

— YHWUYTOXEHME BblWeaWwnXx u3 yrnoTpebneHns HocUTeNnen [AO/MHKHO MPOU3BOANTCS
KOMWCCUEN C COCTAB/IEHMEM aKTa 06 YHUUTOXEHUMN.

4. B cucteme perncTpuvpyeTtcsa oaAvH nonb3oBaTesb, obnajatowmnii npasamm agMUHUCTpATopa,
HoCAWMN wmMsa root, Ha KoToporo Bo3naraetca o0653aHHOCTb KOHUrypmposate OC FreeBSD,
HacTpamBaTb 6e3onacHocTb OC FreeBSD, a Takxe KoHdUrypuposaTb N2BM, Ha KOTOpYH yCTaHOB/EeHa
OC FreeBSD.

5.0na nonb3oBatenss root BbiOMpaeTCcsa  HaAeXHbIi MNaposb  BXo4a B CUCTEMY,
YAOBNETBOPSAOWNA cneayowmMm TpeboBaHMAM: AfIMHA Naposis He MeHee 6 CWUMBOMOB, cpeau
CMMBOJIOB Napons AO/KHbl BCTpe4YaTbCs 3arflaBHble CMMBOJIbI, MNPOMWUCHbIE CUMMBOJbI, UWDPbI U
cneumanbHble CMMBOJIbI, CPOK CMEHbl MapoJsisl He pexe OAHOro pasa B Mecsl, AOCTYNn K Maposto
[OoJKeH 6bITb obecneyeH ToNIbKO agMUHUCTPATOpPY.

6. Nonb3oBaTtento root AOCTynHblI HAcTpomkm Bcex nonb3oBatenenm OC FreeBSD, KOTOpble OH
MOXEeT  npocMmaTpusaThb, penakTupoBaTb, yAandaTb,  co34aBaTb. Bcem nonb3oBaTensm,
3aperncrpmpoBaHHbiM B OC FreeBSD, nofnb3oBaTenb root B COOTBETCTBMWU C NOANTUKON 6e3onacHoCTy,
NPUHATOM B OpraHuMsaunmu, gaeT MUHUMasabHO BO3MOXHble ANs HOpMasnbHOM paboTbl NpaBa. Kaxabin
nonb3oBatens OC FreeBSD, He SABAAKOWMACA nofb3oBaTeneM root, MOXeT npocMaTpuBaTb W
penakTMpoBaTb TONIbLKO CBOW YCTAHOBKM B paMKax mpas AOCTyNa, Ha3HayeHHbIX eMy Mofib3oBaTenem
root.

7. Bcex nonb3oBaTenen [12BM, koTopble He NOAb3YKTCA [aHHOW CUCTEMOW, U BCeX
CTaHAapTHbIX nonb3oBaTtenein, kotopble co3gatoTcss B OC FreeBSD BO BpeMs yCTaHOBKM (TakKMX, Kak
"sys", "uucp”, "nuucp", n "listen"), kpome nonb3oBaTens root, cnegyeT yoanuTb.

8.B OC FreeBSD cyLleCcTBYIOT ucnonHsemble dalinbl, KOTOPble 3anyCcKalTcs C NpaBaMu
nonb3oBatens root. 3tn dannbl MMelT ycTaHoBneHHbi ¢dnar SUID. Monb3oBatenb root gonxeH
onpeaennTb, KakumM u3 3Tux GannoB B paMKax oOMpeaesieHHoW B OpraHusaumu MoJUTUKK
6e3o0nacHOCTK He TpebyeTca 3anyck C agAMUHUCTPATUBHBLIMK MOSTHOMOYMSIMU, U C MOMOLLbIO cbpoca
¢dnara SUID gonkeH CBECTM KOIMYECTBO TakuxX pannoB K MUMHMMYMY. 3anyCcK ocTaBwmxcsa ¢annos C
yCTaHoBNeHHbIM (pnarom SUID gomkeH KOHTPONMpOBaTbCs Mosib3oBaTtenem root.
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9. Mpun ncnonb3zosaHum CK3U «Kpuntollpo CSP» Ha M2BM, noakntoyeHHbIX K 06Wea0CTynHbIM
ceTaM CBSA3M, AO/KHbI ObITb MpeanpuHSATbI AONONHUTENbHbIE MEPbl, MCKAo4alwme BO3MOXHOCTb
HECaHKLUMOHMPOBAHHOINO AO0CTyMNa K CUCTEMHbIM pecypcaM MCMoJib3yeMblX ONepauMOHHbIX CUCTEM, K
nporpaMMHoMy obecne4yeHuto, B OKPYXeHUn KoToporo dyHkumoHupytoT CK3UN, n K KOMMNOHEHTaM
CK3W co CTOpOHbI yKa3aHHbIX CeTeN.

10. MpaBo poctyna K pabounmm mectam C ycTtaHoBseHHbiM O CK3U «Kpuntollpo CSP»
npeaocTaBasieTcsa TOMbKO JnuaM, O3HAaKOMJIEHHbIM C MpaBWiaMu MOMb30BaHMA W  U3YUYUBLUUM
3KCNAyaTauuoHHYO AOKYMEHTaUuo Ha nporpaMMHoe obecneyeHne, nMmetwllee B cBoeM coctase CK3U
«KpunTtollpo CSP».

11. Ha TexHM4YeckuX cpeacTBax, oOcHaweHHbix CK3W, A0/MKHO UWCMNoMb30BaTbCs TOMBKO
JIMLEH3NOHHOE NporpaMMHoe obecneyeHne pupM-nponssogmTenen.

12. B BIOS onpenenstoTca yCTaHOBKW, UCKOYAtOWME BO3MOXHOCTb 3arpy3ku onepaumoHHOM
CUCTEMbI, OT/IMYHOM OT YyCTaHoBfeHHON Ha HDD: oTknw4yaeTcs BO3MOXHOCTb 3arpy3kum C rmbkoro
ancka, npusoga CD-ROM u npoyne HecTaHpapTHble BUAbl 3arpy3kn OC, BKIKOYAA CETEBYIO 3arpysky.
He npumeHstoTca NM3BM c BIOS, nckntoyaowmMm BO3MOXHOCTb OTK/IIOYEHUS ceTeBon 3arpy3ku OC.

13. CpeactBamu BIOS posmkHa 6biTb MCKIIOYEHA BO3MOXHOCTb OTK/IKOYEHUS MOSb30BaTENSAMMU
ISA-ycTponcte U PCI-ycTponcTB. 19 UCKAKOYEHUS 3TOM BO3MOXHOCTM BxoAd B BIOS 3BM posxeH
6biTb 3aWMleH naposeM, K KOTOPOMY NpeabsBnatoTcsa Te e TpeboBaHuMsa, 4TO M K Naposo
nonb3osatens root. Maponb ana Bxoga B BIOS goskeH 6biTb M3BECTEH TONIbLKO MOMb30BaTeNto root u
6bITb OT/INYHBIM OT NapoJss nonb3oBaTens root ansa sxoaa B OC FreeBSD.

14. o 3arpy3ku OC gosxeH 6biTb peann3oBaH KOHTPO/b LENOCTHOCTM (painnoB, KPUTUYHBIX
ang 3arpysku OC v nporpammbel CPVERIFY.

15. Mpn 3arpyske OC ponkeH ObiTb peann3oBaH KOHTPOJIb LENOCTHOCTU MNpOrpamMMHOro
obecneueHunsn, Bxogawero B coctaB CK3U «Kpuntollpo CSP», camoin OC u BCexXx MCMOSHSAEMbIX
dannos, dyHKUMOHMPYOWKMX coBMecTHO ¢ CK3W ¢ ncnonb3oBaHmnemM nporpamMmmel CPVERIFY.

16. Cpeactsamn BIOS pomxkHa 6biTb MCKIOYEHA BO3MOXHOCTb paboTbl Ha 2BM, ecnn BO
BpEMS ero HavyasbHOW 3arpy3ku He NMpoxoAsT BCTpOeHHble TecTbl 2BM (POST).

17. Ha M3BM yctaHaBnuBaetcsa Tonbko ogHa OC. Ha MN3BM He ycTaHaBnuBalTCs CpeacTs
pa3paboTtkn u otnagkm MO. Ecnu cpeacrtsa oT/aAku MPUSIOXKEHUA HYXHbl ANS TEXHOMOMMYECKNX
notpebHocTten opraHmMsauuMm, TO WX  WCNOMAb30BaHWE  AO/MKHO  6blTb  CAHKLUMOHMPOBAHO
aAMUHUCTpaTopoM 6e3onacHocTu. B nwboM cnydae 3anpellaercs MCMNonb3oBaTb 3TWU CpeacTBa A4
NpocMOTpa M pefakTUpoBaHMS Koda W MNaMATM MPUIOXeHUN, ucnonb3dyowmx CK3U «Kpuntollpo
CSP». Cneayet mn3beraTtb nonagaHMs B CUCTEMY MPOrpamMM, NO3BOJISOWMX, NOAb3YSACh owmnbkammn OC,
nosiyyaTb npueunermu root.

18. JomxHOo 6bITb orpaHuMyeHo (c y4yeToM BblibpaHHOWM B OpraHusauum MOSNTUKMK
6e30nacHOCTX) UCnonb3oBaHWe MNONb30BaTENSAMM KOMaHA cron n at — 3anycka KOMaHj B yKasaHHoe
BpemMs.

19. lomkHO 6bITb peann3oBaHO puU3nUecKoe 3aTUupaHme CoAepXMMOro yaanseMmbiX ¢annoB C
ncnonb3oBaHmeM nporpammbel Wipefile ns coctasa CK3.

20. JomkHbl 6bITb OTKJIHOYEHBI BCE HENCMNOJIb3yEMbIE CETEBbIE MPOTOKOSIbI.

21. B cnydyae nogkntodveHus [MMOBM ¢ yctaHoBneHHbiM CK3M Kk o06WenoCcTynHbIM CeTSM
nepegaym AaHHbIX A0/KHO 6bITb OTKAKOYEHO ucnonb3oBaHWe JavaScript, VBScript, ActiveX n apyrux
NporpaMMHbIX 06BEKTOB, 3arpyXaemblX U3 CETU, B NPUKIAAHbIX NporpaMmax.

22. [lomkHbl 6bITb MNPUHATBI Mepbl MO WCK/OYEHUIO HEeCAHKUWMOHMPOBAHHOIO A0CTyna
MOCTOPOHHUX NNL, B MOMELLEHUS, B KOTOPbIX YCTaHOBJIEHbl TexHUYeckue cpeactsa CK3U «Kpuntollpo
CSP», no poay cBoel [AeATeNbHOCTU He SBASLWMXCA MepcoHanoMm, AonyuweHHbiIM K paboTte B
YKa3aHHbIX MoMeLleHnsX.

23. JomkHO O6bITb 3anpeweHo ocTaBnsaATb 6e3 KOHTPONA BblYMCAUTENbHbIE CpPeacTBa, Ha
KoTopbiXx akcrnnyaTtupyetcas CK3W «Kpuntollpo CSP» nocne BBoAa K4eBOW WMHopMmauun. Mpu
yxoge nosnb3oBaTenss C paboyero Mecrta AO0/MKHO WCMONb30BaTbCsl aBTOMATU4YeCKoe BKJIOYEHUE
NaposibHOM 3aCTaBKMU.

24. 13 coctaBa CcMCTeMbl AOMXKHO 6bITb UCKIOYeHO obopyaoBaHMe, KOTOPOE MOXET co3aaBaTtb
yrpo3y 6e3onacHoct OC FreeBSD. Takxe Heobxoammo wmsberaTb MCNOSb30BaHWA HeCTaHAAPTHbIX
annapaTHbIX CpeacTB, MMEKWMUX BO3MOXHOCTb BAUATb Ha dyHKUMOHMpoBaHume [MOBM unm OC
FreeBSD.
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25. Nocne wuHctannsumm OC FreeBSD cnegyet YCTaHOBUTb BCE  PEKOMEHAOBAHHbIE
MporpaMMHbie OOHOBNEHUS M MpOrpaMMHbie OOHOBNEHMS, CBSI3aHHble C 6e30MacHOCTbLIO,
CYLLEeCTBYIOLWMNE HA MOMEHT MHCTaNAsALMM.

26. Ha Bce pgupekTopuu, cogepxkawme cuctemHble dannbl OC FreeBSD m katanorn CK3U,
Heob6xo4MMO yCTaHOBWTb MpaBa AOCTymna, 3anpeljarlne BCEM NoSb30BaTeNsaM, KpoMe Bnagenbua
(Owner), 3anucob.

27.B cBsS3M C TeMm, u4TO aBapuMHbIn AaMn oOMNepaTMBHOM NaMATUM MOXET coaepXaTb
KpunTorpaduyeckn onacHyro WHdopMauuto, B MNpUKAAAHbIX Mporpammax, wucnonbsytowmx CK3WU,
cnefyeTt OTKAYUTb BO3MOXHOCTb ero cosgaHus ¢ nomouwbio dyHkunm setrlimit ¢ napametpom
RLIMIT_CORE=0.

28. B OC FreeBSD 1cCnonb3yeTcs BUpTyanbHas namMatb. O6nacTte BUPTYyanbHOM NaMATU AOMXKHA
6bITb OpraHmM3oBaHa Ha oTtaenbHoM HDD. Mo okoH4yaHum paboTtbl CK3U coaepxxmmoe BMPTYasibHOM
namMaTn AO/KHO 3aTMpaTtbCs € ucnonb3oBaHmneM cpeacts OC. B cnyyae aBapuiHoro ocrtaHosa 2BM,
npu cnepytowen 3sarpyske Heobxoammo B pexume “single user” ounctutb 0651aCTb BUPTYaNbHOM
namatn nporpammoit wipefile, Bxogswen B coctae CK3U Kpuntolpo CSP. B cnyyae Bbixoda m3 cTpos
HDD, Ha KOTOpOM HaxoauTcs obnacTb BUPTyasibHOW MaMsaATW, KpuUnTorpaduuyeckue Kawum noanexar
BbiBOAY W3 aenctBus, a HDD cuuTaetrcsa He nognexawmm peMoHTy. DToT HDD yHuuTOXaeTcsa no
npaBuaaM YHUUTOXEHUS K/THOUYEBbLIX HOCUTENEN.

8.1.2. JononHutenbHble HacTpolikn OC FreeBSD

Hactponkn OC FreeBSD BbinonHATCA NyTeM peaaktupoBaHus (yaanenus, pobasneHus)
pasNIMYHbIX KOHOUIypaUNOHHbIX U KOMaHAHbIX (hannos.

Ons coxpaHeHuUs BO3MOXHOCTM "OTKATUTb" BHECEHHble W3MEeHeHUsl cneanyeT CoXpaHsaTb
moanduunpyemble gannbl B "6e3onacHoM" MecTe (Ha BHELWIHEM HOcuUTeNle UM Ha He MOHTUpPYeMOW
aBToMaTuyeckn ¢hannoBon cucreme).

OrpaHu4yeHme AOCTyNa Nojb3oBaTtenen n HaCTPOKN NONb30BATEIbCKOr0 OKPYXEeHMUs
HacTpoiika nonb30BaTENbCKOr0 OKPYXEHUS 3aK/o4aeTcs B CeAyLWwmnx AeNCTBUAX:
1. B daine /etc/login.conf cneayeT ycTaHOBUTL Crieaylolmne AMPEKTUBDI:
Login-retries=3 (3agaeT 4MCNO0 MOBTOPHbIX MOMbLITOK perncTpaumu nonb3oBaTtens
nporpammom login)
passwordtime=30d ana orpaHn4yeHus cpoka aencrteunsa naposs 30-10 cyTKamu
coredumpsize=0K ans 3anpeta cosgaHus core-daiinos

SYSLOG_FAILED_LOGINS=0 (auMpekTMBa npeAanucbiBaeT NpOTOKOAMPOBATL BCE MOMbITKU
HeyaauyHoON perncrpauum nonb3osaTens)

UMASK=022 (napameTp 3agaeT MacKy co3gaHusa daiiaa no-yMoadaHuio).

CONSOLE=/dev/console (napameTp orpaHuyuBaet BO3MOXHOCTb permcrtpauymm
Cynepnonb3oBaTenss TONbKO CUCTEMHOM KOHCOMbIO M 3anpellaeT yaasieHHble perncrpauum
cynepnonb3oBaTens).

2. Anga nonb3oBaTens root ycTaHOBUTb Macky pexmnma cosganus dawnnos 077 nnn 027:
umask 077 (umask 027);

3. OTpegaktnpoBaTtb dann /etc/shells MU nomectTutb B HEro uMMeHa TOAbKO ANs Tex
NCnonHsieMblX dainoB 060/104EK, KOTOpblE YyCTaHOBMNEHbl B cucteme. 1o yMon4aHuio, coaepxmmoe
danna /etc/shells moxeT 6bITb TaKNM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash

4. Ypanutb ann (ecnmn oH cywecTtByeT) /.rhosts.
5. Yaanute cogepxunmoe darna /etc/host.equiv.
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6. OTpepaktmpoBaTtb ann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTUdMKaunm.
BbINO/IHAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, CoAepXalumx noactpoky "pam_rhosts_auth.so".

7. MpoBepnTb UAEHTUGUKATOPbI MOJb30BaTeNs W rpynnbl ANs BCeX NonAb30oBaTenewn,
nepeuncneHHolx B danne /etc/passwd. Cnegyet ybeauTcs, 4TO He CywecTByeT Mosib30oBaTenen,
nMerwmx unaeHTudukatop nonb3osatens 0 wn unaeHtTudukatop rpynnbl 0 Kpome, BO3MOXHO,
rnosib3oBaTtens root.

8. Co3natbh nepeyeHb MporpaMM, KOTOpble 3anyckalwTcs C npaBaMuM aaMUHUCTpaTopa, U
KOHTPONIMPOBATb €ro HEM3MEHHOCTb;

9. 3anpeTuTb PerucTpauuio B CUCTEME MOJSb30BaTeNEN, UMELWMX Cheaylowme «ciyxebHble

nMeHa»:
daemon uucp
bin nuucp
Sys listen
adm nobody4
Ip nobody
smtp noaccess

[encTemne BbINOMHAETCA NyTeM ykasaHusa B danne /etc/passwd ctpoku '/sbin/nologin’ B none
shell-nporpamMmel 1 ykasaHusa cumBona 'x' B nose napons.

OrpaHu4yeHns Npm MOHTUPOBAHUK Hana0BbIX CUCTEM

OrpaHu4yeHnss Npu MOHTUPOBaAHMK (alIoOBbIX CUCTEM peanusyloTcs pedakTupoBaHuneM danna
/etc/fstab:

YCcTaHOBUTb onunto nosuid Npy MOHTUPOBaHMKN PannoBON CUCTEMbI /var.

Mpn MHCTaNNSaUMKM CUCTEMbI CriegyeT BblAenuTb ans dannosbix cucrtem /, /usr, /usr/local, /var
pa3Hble pasaenbl AuCKa AnS npeaoTBpalleHns nepenosiHEHUS KpUTUYHbIX pannosbix cuctem (/, /var)
3a Cc4yeT, HanpuMmep, MNONb30BATENbCKMX [AaHHbIX U obecrnevyeHns BO3MOXHOCTM MOHTUPOBAHUSA
hannoBon cUCTEMbI /usr B pexmnme "ToNbKo Ans YTeHus".

OrpaHv4yeHnsa Ha 3anycK NpoLeccoB

CnepyeT oOrpaHuymMTb MCMNONb30OBaHMe B CUCTEME MJIaHMPOBLUMKA 3aja4y Ccron W CpeacTsB
naketHon o6paboTkn 3agaHuin. [Ona HOpManbHOro MYHKUMOHUPOBAHUSA CUCTEMbl MWHWUManabHO
HEob6X0ANMBIM SBNSETCA paspelleHMe MUCNOMb30BaHUs MNJaHUpOBLUMKA 3ajad Cron W CpeacTs
naketHonm o06paboTkM 3agaHuii TONbKO noJsb3oBaTentd root. [Ons 3Toro cnenyert BbINOJAHWUTb
cnepywouwme KoMaHabl (OT UMEHU Cynepnosib3oBaTens):

echo root > /var/cron/allow

echo root > /var/at/at.allow

HacTponka ceTeBbiX CEpBMUCOB

HacTponka ceTeBbIX CEPBMCOB 3aK/IHOYAETCS B C/EAYIOLLEM:

CnepyeT orpaHmunTb MYHKUMOHANbHOCTb AEMOHA YrpaBfeHUs CeTeBbIMU coeanHeHnsaMun inetd
(xinetd). OencTteume 3aknoyaeTcs B pegaktnposaHum damnna /etc/inetd.conf. B danne /etc/inetd.conf
cneayeT 3aKOMMeEHTpoBaTh (yAanuTb) CTPOKM, COAEepXalLne onmcaHmnsa TeX CEPBMCOB, MCMOJIb30BaHMe
KOTOPbIX Ha KOHMOUIYpUpyeMoM KOoMMbloTEpe He sBNSeTCS HeobX0aANMbIM.

Kak MMHUMYM, cnefyeT 3anpeTuTb cneayroline cepBuUChl:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd
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Bo3MOXXHO TakXe cHayana 3akoMMmeHTupoBaTb B danne /etc/inetd.conf onucaHumsa Bcex
CEPBUCOB M 3aTEM PAaCKOMMEHTUPOBATb TOJIbLKO UCMOJIb3YEMbIE.

1. Ucnonb3ysa ytunuty sysinstall, oTkNo4YNTb HEUCMONIb3yeMble CEeTEBblE CEPBUCHI, U CIyX6bl,
3anyCcKaeMbiX MpW CTapTe CUCTEMbI, 3anycTUTb paboTy MNOACUCTEMbl accounting Ansi KOHTpONs
3anycKaeMbIX MpoLeccoB.

2.Ecnnm  He nnaHupyeTcsa  UCMNOfb30BaTb HAacTpauBaeMblli  KOMMbIOTEP B  KadecTBe
MaplwpyTusatopa, HeobxoAuMMO 3anpeTuTb MaplpyTM3auuio, BbINONHUB KOMaHAy sysctl -w
net.inet.ip.forwarding=0.

3. CnepyeT 3anpeTuTb NpUEM U3 BHelwHen ceTn "wunpokoselwaTtenbHblix" (broadcast) naketos,
a Takxe nepegavy OTBETOB Ha MpUHSATbIE "WMpOKoBeLwaTesbHble" NakeThbl.

4. 3anpeTuTb cynepnonb3oBaTento gocrtyn no ftp, ana storo pobasutb "root" B dann
/etc/ftpusers

5. Ecnn nnaHupyeTca MCnosb3oBaTb Ha HacTpamBaeMoM cepBepe cepeuc FTP, TO cneayert
co3aaTtb (oTpepakTupoBaTtb) dann /etc/ftpusers co cnMckoM nonb3oBaTenen, ANns KOTOpbIX 3anpeLeH
AOCTyn K cepBepy no npotokony FTP. ®aiin MMeeT TeKCTOBbI (opMaT M AO/KEH coaepxaTb Mo
OAHOMY MMEHU Nonb3oBaTenss B CTpoke. B cnucke "3anpeleHHbIX" nosb3oBaTtenen, Kak MUHUMYM,
OO/MKHbI 6bITb MepeyuncneHbl creayowme nMeHa Noib3oBaTenen:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. ns orpaHW4YeHMss [OCTyna K CWUCTEMHbIM dalinaM Ans  HenpuBUAErMpoBaHHbIX
Nonb30BaTesNei, N3 KOMaHAHOW CTPOKU CneAyeT BbINONHUTL CIEAYIOLME KOMaH/Ibi:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
7. Takxe cnegyet obHynuTb pnar SGID ana HeKOTopbIX NCNOHSAEMbIX HanoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
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chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

OrpaHunyeHune konmyecrtsa "BUMAMMON N3BHE" MHDOPMALIMM O CUCTEME

O6bI4HO, HavanbHYK MHGOpPMaLMIO O CMCTEME MOTEHUMasbHbIN HapywuTenb MNOoSy4yaeT U3 CUCTEMHbIX
npurnaweHnn, BblaaBaeMblX ceTeBbIMU Cnyxxb6amu cepBepa (telnet-cepsep, ftp-cepsep u np.).

MoaToMy, K MepaM Mo OrpaHUYEHUID Konn4decTea "BMAMMONM M3BHE" MH(OPMaLUN O CUCTEME OTHOCSTCS:

e OTKas oOT cTaHdapTHoro "3aronoska", BbIBOAMMOro cepBepoM ftp npu oTBeTe nosib3oBaTeNto.
Jocturaetcsa ykasaHuem B danne /etc/ftpwelcome cneayoowmx AMpeKkTmB:

BANNER=""

e PepaktnpoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd ¢ uenbio pasbsiCHEHMSA NOMb30BATENSAM
npasun M NOAUTUKN AOCTyNa K cepsepy ftp.

HacTpoka noacmMcTeMbl NPOTOKOAMPOBAHUA U ayauTa

1. CnepyeT yAoOCTOBEPUTCS, YTO TONIbKO MOJSib30BaTesNb root MMeeT AOCTYyN Ha 3anucb Ans
cnepyowmx darnnos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog

/var/log/utmp

/var/log/utmpx

2. Ecnm Ha HacTpamBaeMOM cepBepe mcnosib3dyetcs web-cepsep, To cneayet ybeamtbcs,
yTO TOMIbKO "Bnageney" npouecca httpd nMeer goctyn Ha 3anucb K NpoTokosiam httpd

3. OrpaHnuntb (c ydyeToM BbI6GpaHHOM B OpraHuMsauMuM noanTUKM 6e30nacHoCTm)
MCNOAb30BaHME MOJb30BaTeNsAMM KOMaHA Su M sudo - nNpenocTaBNeHUs MNONb30BaTEsNH
AAMUHUCTPATUBHbBIX NOSTHOMOYNIA

4, CnepyeT NpOTOKOMMPOBATb MOMbITKM MCMNOSb30BaHMA nNporpamMmm su u sudo. [ns aTtoro,

B dann /etc/syslog.conf cnegyet no6aBuTb 3anuch:
auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

BTopasi cTpoka aHasorMyHa nMepBOl, HO YKas3blBaeT, UYTO MPOTOKO/S AOMOJSIHUTENbHO
nepenaetcs Ha cepBep cb6opa NpPOTOKO/IOB.

Cne.qyeT obecneunTtb MPOTOKOJZINPOBAHME HEYCNELWHbIX MONbITOK perncrpauMmn B CUCTEME B
NokanbHOM npoTokone. [na atoro, cnefyeT BbIMNO/HUTL Criefyowmne KoMaHabl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. [0na NpoTOKONMPOBaHUS CETEBbIX COeAMHEHWUN, KOHTPOSIMpyeMbiX AEMOHOM inetd
(Bkntovasa gaty/Bpemsa coeamHeHus, IP-agpec KnneHTa, YCTaHOBMBLUEro CoeaMHeHne U UMs CepBUCa,
obcnyxmnsatowlero coegnHenune), B dann /etc/syslog.conf cnegyet no6aButb 3anNunch:

daemon.notice /var/log/syslog
n B danne /etc/rc2.d/S72inetsvc 3aMeHNTb CTPOKY
Jusr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t
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8.2. TpeboBaHMS NO pa3MeLLEHNIO TEXHUYECKMX CPEeACTB C yCTaHoBeHHbIM CK3U
Mpn pasMeLlleHnn TeEXHNYECKUX CPeACTB C yCTaHOBNEHHbIM CK3U:

— JomkHbl 6bITb MPUHATBI MEpPbl 3aWmTe OT HECAHKLMOHMPOBAHHOIO AOCTyNa B MOMELLEHUs, B KOTOPbIX
pa3MelleHbl TEXHMYEeCKMe CpeacTBa C ycTaHoBneHHbIM CK3WM, noCTOpOHHMX Nuu, MO poay CBOEW AesATeNbHOCTU
HEe SBNAKOWMXCA MNEepCoHasioM, AOoNylweHHbIM K paboTe B 3TMX MoMelweHusx. B cnyyae HeobxoaumocTtm
NMPUCYTCTBMS MNOCTOPOHHUX JNML, B YKas3aHHbIX MOMEeLWeHnaxX [o/mkeH O6biTb obecneyeH KOHTPOSb 3a MX
AencTBnaMm 1 obecnedyeHa HEBO3MOXHOCTb HeraTMBHbIX AEACTBMA C MX CTOPOHbl Ha CK3W, TexHuueckume
CpeAcTBa, Ha KOTopbIX akcnyatupyetcs CK3W v 3awmwaemyto nHpopmauumio.

— BHYTPEHHAS MNaHWPOBKA, PacrofioXXeHWe U YKOMMIEKTOBAaHHOCTb paboumMx MecT B MOMeLeHUsX
OOJ/KHbI 06ecrneunmBaTb UCMOMHUTENSAM paboT, COXPAaHHOCTb AOBEPEHHbIX UM KOHMUAEHUNAbHBIX 4OKYMEHTOB U
CBEAEHWI, BKIOUYAs KNOUeBYo MHGOPMaLMIo.

- B cnyyae nnaHmpoBaHus pa3smelleHns CK3M B noMelleHnsX, rae NPUCYTCTBYET peyveBas, aKkycTnyeckas
W Bu3yanbHas UWHQoOpMaums, coaepxalwas CBeAeHUs, COCTaBAslOWMe TrOCYyAApPCTBEHHYO TaWHy, u (uUan)
YCTaHOBMEHbl TEXHUYECKNe CpeacTBa M CUCTEMbl NpUeMa, nepegayvn, obpaboTku, XpaHeHus u oTobpaxeHus
nHdopmaunmn, coaepxallen CBeAeHUs, COCTaBAsOWMe roCyfapCTBEHHYO TalHy, TexHU4Yeckue CcpeacTsa
WHOCTPAHHOIO MPOU3BOACTBA, HA KOTOPbIX (MYHKUMOHUPYOT MporpammHblie moaynu CK3W, pomxkHbl 6bITb
NnoABeprHyThbl CneumnanbHOM NpoBepKe Mo BbISBEHUIO YCTPOMCTB, NpeAHa3HauYeHHbIX A1 HErnacHoro nonyyYyeHns
nHdbopmMaunmn».
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9. TpeboBaHusa No KpunTorpadryeckon saumre

JOmKHbI BbINOMHATLCA TpeboBaHUs:
1. Ncnonb3oBaHue TONIbKO JIMLLEH3NOHHOIO CUCTEMHOIO NporpaMMHoro obecneyeHus.
2. Pasgen 16 pokymeHTa XTAN.00087-03 91 01.

3. Mepen Hadanom paboTbl Ao/mkeH O6blTb MpoBeAeH KOHTPOAb uenoctHoctn. KoHTponem
LLeSIOCTHOCTM A0/MKHbI 6bITb OXBayeHbl dalifnbl, YyKaszaHHble B M. 16.

4. HacTtpoika onepaunoHHon cnctemsl gns pabotel ¢ CK3M no n. 8.1.1.

5. Mpun nHctannaumm CK3N gonxHel 66T 06ecneyeHbl opraHM3aunoOHHO-TEXHMYECKME Mepbl Mo
WUCKKOYEHUIO MogMeHbl ANCTpnbyTmBa U BHeceHUs naMmeHeHu B CK3M nocne yCcTaHOBKM.

6. NcknoyeHne wmn3 nporpammHoro obecneyenmss [3BM ¢ ycraHoBneHHbiM CK3WM cpeacts
oTnagkwm.

7. Tlaponb, ncnonb3lyembin Ans ayTeHTudumKaumMm nonb3oBaTenen, AO/MKEH CoAepXaTb HE MeHee
6 cumBonoB andasuTa MOWHOCTM He MeHee 10. MepMOAMYHOCTb CMEHbl MapoJia — He peXxe OAHOro
pasa B 3 Mecsua.

8. MepnoanyHOCTb TECTOBOIrO0 KOHTPONA Kpuntorpadpunuecknx pyHkumni - 10 MUHYT.
9. ExxecyTouHasa nepesarpyska [13BM.

10. NepuoanyHocTb ocTaHoBa [19BM ¢ o6sg3aTtenbHON NpoBEpPKOM CUCTEMbI OXa)KAeHUs
npoueccopHoro 6so0ka N3BM - 1 mecsu.

11. 3anpewaetca wncnonb3oBaTb pexuM npocton 3ameHbl (ECB) TOCT 28147-89 ans
wmnppoBaHmna MHDOpMaLMK, KPOME KITHOUEBON.

12. JomkHO gaBaTbCsa NpeaynpexaeHme o TOM, YTO MNpU UCMNOSIb30BaHMU pexnma WndpoBaHms
CRYPT_SIMPLEMIX_MODE w™maTepnan, obpabaTbiBaeMbiii Ha OAHOM  KJllode, aBTOMaTU4YecKu
orpaHmymBaeTcs BenmymHom 4 MB.

13. Mpu dyHKkunoHnposaHnm CK3WN posmkHbI BbINOAHATHCA TpeboBaHMs 3KCnayaTauMOHHOWN
AokyMeHTaumm Ha MAK 3awmtel oT HC/A.

14. JonmkHo 6bITb 3anpelleHo mcnonb3oBaHne CK3W ana 3awntbl TenedoHHbIX NMeperoBopos
6e3 NpuHATMS B CUCTEMEe Mep MO 3awuTte OT MHPOPMATMBHOCTM NOBOYHLIX KaHanoB, cneundunyeckmx
npu nepegave peyu.

15. JonmkHa 6biTb 3anpeweHa pabota CK3UM npu BKAKOYEHHbIX B [M9BM wWTaTHbIX CpeacTBax
BbIX0OA4a B pagvoKaHasl.

16. KOHTpOJ‘IEM LeTOCTHOCTU A0J1XKHbI 6bITb OXBayeHbl d)aﬁﬂbli
FreeBSD (32 pa3psaaHbiil)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4
/opt/cprocsp/lib/ia32/1libcpext.so.4
/opt/cprocsp/lib/ia32/1libasnldata.so.4
/opt/cprocsp/lib/ia32/libasnldata XER.so.4
/opt/cprocsp/lib/ia32/1libssp.so.4
/opt/cprocsp/lib/ia32/libenroll.so.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libcpcurl.so.6
/opt/cprocsp/lib/ia32/libcpcurl.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/drvesp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/drvcsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.803000/drvcsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.804000/drvecsp. ko
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/opt/cprocsp/modules/ia32/kern.osreldate.901000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.902001/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.903000/drvcsp. ko
/opt/cprocsp/lib/ia32/libcpecdrv_emul.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.803000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.804000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.901000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.902001/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.903000/cpesp gost.ko
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/1libike gost.so.4
/opt/cprocsp/lib/ia32/1libesp gost.so.4
/opt/cprocsp/lib/ia32/1ibcsp.so.4
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so.4
/opt/cprocsp/lib/ia32/1libcppkcsll.so.4
/opt/cprocsp/bin/ia32/cpverify

/opt/cprocsp/bin/ia32/wipefile

/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrndm.so.4
/opt/cprocsp/lib/ia32/librdrsup.so.4
/opt/cprocsp/lib/ia32/1librdrdsrf.so.4
/opt/cprocsp/lib/ia32/librdrfatl2.so.4
/opt/cprocsp/lib/ia32/1libcapill.so.4
/opt/cprocsp/lib/ia32/1libcpui.so.4
/opt/cprocsp/lib/ia32/1libcpalloc.so.0
/opt/cprocsp/lib/ia32/1libjemalloc.so0.0
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/librdremv.so.4
/opt/cprocsp/lib/ia32/1librdrpcsc.so.4
/opt/cprocsp/lib/ia32/librdrric.so.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/libcpcvecert.so.4
/opt/cprocsp/lib/ia32/librsaenh.so.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm

FreeBSD (64 pa3psaaHbii)
/opt/cprocsp/bin/amdé64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amdé64/1libcapi?20.s0.4
/opt/cprocsp/lib/amd64/libcpext.so.4
/opt/cprocsp/lib/amd64/libasnldata.so.4
/opt/cprocsp/lib/amd64/libasnldata XER.so.4
/opt/cprocsp/lib/amd64/1libssp.so.4
/opt/cprocsp/lib/amdé64/libenroll.so.4
/opt/cprocsp/lib/amd64/liburlretrieve.so.4
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amd64/libcpcurl.so.6
/opt/cprocsp/lib/amdé64/libcpcurl.a
/opt/cprocsp/modules/amd64/kern.osreldate.801000/drvesp. ko
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/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.

osreldate.
osreldate.
osreldate.
osreldate.
.901000/drvcsp. ko
osreldate.
osreldate.

osreldate

/opt/cprocsp/lib/amd64/libcpcdrv_emul.a

/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/bin/amdé4/cp-genpsk
/opt/cprocsp/bin/amd64/genpsk

/opt/cprocsp/lib/amd64/1libike go
/opt/cprocsp/lib/amdé64/libesp go
/opt/cprocsp/lib/amdé64/1libecsp.so

osreldate

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.

.sh

st.so.4
st.so.4
.4

1000510/drvecsp. ko
802000/drvcsp. ko
803000/drvesp. ko
804000/drvcsp.ko

902001/drvecsp.ko
903000/drvecsp.ko

.801000/cpesp_gost.
1000510/cpesp_gost.ko
802000/cpesp_gost.
803000/cpesp_gost.
804000/cpesp_gost.
901000/cpesp_gost.
902001 /cpesp_gost.
903000/cpesp_gost.

/opt/cprocsp/lib/amd64/librdrrndmbio tui.so.4

/opt/cprocsp/lib/amd64/1libcppkes
/opt/cprocsp/bin/amd64/cpverify
/opt/cprocsp/bin/amdéed /wipefile
/opt/cprocsp/bin/amdé64/csptest

l1l.s0.4

/opt/cprocsp/lib/amdé64/1librdrrndm.so.4

/opt/cprocsp/lib/amd64/librdrsup
/opt/cprocsp/lib/amd64/1librdrdsr
/opt/cprocsp/lib/amd64/librdrfat
/opt/cprocsp/lib/amdé64/1ibcapil0
/opt/cprocsp/lib/amdé64/1libcpui.s
/opt/cprocsp/lib/amd64/libecpallo
/opt/cprocsp/lib/amd64/libjemall

.s0.4
f.so.4
12.s0.4
.s0.4
o.4
c.so0.0
oc.so0.0

/opt/cprocsp/sbin/amd64/unreg prov_type name.sh

/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount f1
/opt/cprocsp/lib/amd64/librdremv
/opt/cprocsp/lib/amd64/librdrpcs
/opt/cprocsp/lib/amd64/librdrric
/opt/cprocsp/sbin/amd64/ccid reg
/opt/cprocsp/lib/amdé64/libcpcvce
/opt/cprocsp/lib/amd64/librsaenh
/opt/cprocsp/sbin/amd64/stunnel
/opt/cprocsp/sbin/amd64/stunnel
/opt/cprocsp/sbin/amd64/stunnel

ash.sh
.s0.4
c.so.4
.s0.4
.sh
rt.so.4
.s0.4
thread
fork
hsm

ko

ko
ko
ko
ko
ko
ko
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MpunoxeHune 1. KOHTPONb LEeOCTHOCTM NporpaMMHoOro obecneveHms

B pononHeHme K AnctpmbyTuBY NOCTaBNAOTCA ckpunToBbie dannbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eanTbCs B LLeNOCTHOCTM ANCTpubyTnBa 40O €ro yCTaHOBKM!.

MporpamMHoe obecneyeHne CK3U mmeeT cpeactBa obecrnedeHns KOHTpons uenoctHoctu MO
CK3MU, koTopble AO0IKHbI BbINOJHAKTCS Nepnoandecku.

Ecnu B pe3ynbTaTe MNepuMoaMUYEcKOro KOHTPOAS LEeNOCTHOCTM MosBAseTcs coobueHus o
HapyLeHnn LeNnoCTHOCTU KoHTponumpyemoro dawnna, nonb3osatens 06s3aH npekpatutb paboTy u
0bpaTnTbCa K agMMHUCTpaTopy 6€30nacHOCTH.

AOMUHUCTpaTOp 6€30MacHOCTU, MpoaHaNU3MpPOBaB MpUYMHY, NPUBEALWY K HapyLleHWUto
LeNOCTHOCTM, AOJIKEH nepeyctaHoBuTb MO CK3U ¢ auctpmnbytmea, nnu cuctemHoe MO.

Moaynb cpverify no3BONSieT OCYWECTBAATb KOHTPOJIb  LENOCTHOCTU  YCTAHOBNEHHOMO
nporpammHoro obecneyeHns. KoHTposib LEeNOCTHOCTK (haisioB OCYLWEeCTBASETCA Npu 3arpyske danna
Ha WCMoNHeHMe (M NepuogMyecku BO BPEMS BbIMNOSIHEHWUS) WM MPU PYYHOM 3arnycKe MNporpammbl
KOHTPO/S LLeNOCTHOCTHU.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LenocTtHocTn danna ¢ nmeneM filename no naroputmy algid. Ecnmn He ykasaH napameTp hashvalue, To
3HayeHue xaw-pyHKUMM ana cpaBHeHus b6epetca ns danna <filename.hsh>. MapameTp algid moxet
npuHmMMaTb 3HadeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He yka3saH, To
ncnonb3yetca GR3411. [-inverted_halfbytes <inv>] ykasbiBaetcs, ecnn nonybantel B hashvalue
nepesepyTbl. [Mo-yMon4daHuio inv yctaHaBnmueaetcs B 1 ansg GR3411 n B 0 ana GR3411_2012_256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHne 3HauyeHUsa xaLw
dyHKUMn agna danna ¢ nmeHem filename. MNapameTp algid moxeT npuHMMaTb 3HadveHus GR3411,
GR3411_2012_256 n GR3411_2012_512. Ecnn algid He ykasaH, To ucnonb3dyetcs GR3411. [-
inverted_halfbytes <inv>] ykasbiBaeTcsi, ecnn Heobxoammo nepeBepHyTb nonybanTtel B hashvalue.
Mo-yMonuaHuio inv yctaHaenmeaetca B 1 anga GR3411 m B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provname Provname] [-
provtype Provtype] - noanucbiBaeT ¢ain ¢ umeHem filename € MOMOLWbK K/O4Ya, B3ATOrO M3
KOHTeilHepa C nMmeHeM cont_name. MNMone password - Naponb 3alWnTbl KOHTeHepa. MNonsa Provhame u
Provtype vykasbiBaloT, KakoW npoBangep Heobxoammo wucnonb3oBaTb. [lone Provtype Moxert
npuHumaTth 3HayeHns 75,80 n 81. Ecnu Provtype He ykasaH, To ncnonbsyetcs 75.

cpverify -file_verify filename [signval] -timestamp date - [NpoBepseT noanucb daiina c
nmeHeMm filename. Ecnm signval He ykasaH, TO 3Ha4deHue AN cpaBHeHus bepetcs wm3 danna
<filename>.sgn. B none date HeobxoamMo ykasaTb gaTy, kKoraa 6bina noanuch 6blna co3gaHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHwe 2. YnpasneHne npoToKoIMpOBaHMEM

[na BKAKOYEHUs/OTKNOYEHMS 3HaYeHme log ncnonb3symre:

a) FreeBSD
[ns 3apaHns ypoBHSA NMpoToKO/a
Jusr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3agaHusa dopmaTta npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMoTpa Macku TeKyLlero ypoBHSA U (popMmaTa NpoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -view

b) ansa FreeBSD ypoBHs agpa
YnpaBneHue NpoTOKOIMpOBaHUEM nogaepXXunsaeTcs Ha yposHe API, cmoTpu "Kpuntollpo CSP.
PykoBoactso nporpamMMmucra”.

3Ha4yeHneM NnapaMeTpa YpOBHb NMPOTOKO/a ABMsSeTcs 6UToBas Macka:
N_DB_ERROR = 1 # coobleHunsa o6 owmnbkax
N_DB_LOG = 8 # coobuleHns 0 BbI30Bax

3HauyeHMeM napaMeTpa opMaT NpoToKosa saBaseTca butosas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEpP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (DYHKLMK
DBFMT_TEXT = 0x10 # BbIBOAMTb CaMO cooblieHne
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBoanTb GetLastError
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