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© 000 «KPUNTO-NMPO>», 2000-2018. Bce npaBa 3allMLUEHbI.

ABTOpPCKME npaBa Ha cpeactBa Kpuntorpaduyeckon 3awmtbl MHbOpMauum Tuna
«Kpuntollpo CSP» 1 3KcniyaTauuoHHYO [OKYMEHTauuio 3aperncrpuposaHbl B
PoccuiickoM areHTCTBE NO NaTteHTaM M ToBapHbIM 3HakaM (PocnaTeHT).

HacTosawmn AOKYMEHT BXOAUT B KOMMJIEKT NOCTaBKM nporpaMMHoro obecneyenuns CK3U
«Kpuntolpo CSP» Bepcun 4.0 R4; Ha Hero pacnpoCTpaHSOTCA BCe YCI0BUS
JIMLEH3MOHHOrO cornaweHus. be3 cneunanbHOro nUMcbMeHHoro paspeweHns OO0
«KPUMNTO-MPO» AOKYMEHT MM €ro 4yacTb B 2/IEKTPOHHOM WM NMevyaTHOM BUAE He MOoryT
6bITb CKONMMPOBaHbLI U NepeAaHbl TPETbMM NLAM C KOMMEPYECKON Liesbio.
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1. AHHOTauus

HacToswmnii OOKYMEHT COAEPXWT OnucaHue peanms3auum cpeactsa Kpuntorpadunyeckon
3awmnTbl MHpopmaumm «Kpuntollpo CSP» Bepcum 4.0 R4 wncnonHeHmss 2-Base (OKTHAM.00088-03)
(nanee - CK3WN) n ceBeaeHms o TeKyLeM COCTOSSHMKW MpoayKTa.
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2. HazHaueHune CK3U

CK3W npenHa3Ha4vyeHo ons 3awmTbl OTKPbITOM MHMOpMaumn B MHMOPMALMOHHBLIX cucTeMax obLuero
Monb30BaHMS (BbIYMCIIEHME/TIPOBEPKA 3/IEKTPOHHOM MOAMMCK) U 3aluTbl KOHGUAEHUMANbHON MHMOpMauuK,
He coAepXKallen CBEeAEHW, COCTaBNSALWMX OCYAapCTBEHHYKO TaliHy, B KOPMOpPaTMBHbIX WH(OPMALMOHHBLIX
CcMCTEMaXx C BbIMNOSTHEHNEM CrieayoLWmMX DYHKLUWIA:

1) 3awmuieHHoe XpaHeHWe NOoSb30BaTeNbCKUX KIKOYEW B  K/KOYEBOM KOHTelHepe C
MCMoJib30BaHMEM WnNdpoBaHNS, UMUTO3ALLUNTbI U ayTEHTUDUKALMKN AOCTYNa;

2) wndposaHue, BblYNCNEHME MMUTOBCTaBKM, X3WmnpoBaHue, cozgaHue/nposepka
3NEeKTPOHHOM NoanucK;

3) dopMMpoBaHME CECCUOHHBIX KKOYeln, knoven obMeHa u Kaw4yeln cosgaHusa/nposepku I,
MX MMMOOPT/3KCNOPT 13/B KAKOYEBON KOHTENHEP;

4) ngeHtudmkaums, ayteHtudumnkaums, wndposaHme n uMnutTosawmTta TLS-coeanHeHnn;

5) ayteHTndunkaumsa B gomeHe Windows ¢ ncnonbsosaHmem «Kpuntollpo Winlogon».

CK3W obecneumBaeT BbINMONHEHNE Cneayowmx MyHKLUMNA:

— aBTopusaumsa n obecrneyeHne OPUANYECKON 3HAUMMOCTU 3SNEKTPOHHLIX AOKYMEHTOB Mpw
obMeHe uMKM Mexay Mofb30BaTeNsaMu MNOCPeACTBOM WCMOAb30BaHUMS npoueayp ¢GopMUpoOBaHUA U
nposepkn (C ucnonb3oBaHueM cepTudunkaToB craHgapta X.509 VYpaocrosepstowero LUeHTpa)
3N1eKTPOHHOW NOAMNUCKU B COOTBETCTBUU C OTEYECTBEHHbIMWU CTaHAapTaMu:

= [OCT P 34.10-2001, FOCT P 34.10-2012. «NHdbopmaunoHHas TexXHonorus.
Kpuntorpadpuuyeckas 3awmta uHdbopMmaumu. [lpoueccbl GOpMMPOBaAHUS W MNPOBEPKMU
3NEeKTPOHHOM UMdpPOBON NOAMUCK>.

*[OCT P 34.11-94, FOCT P 34.11-2012. «NHdopMaunoHHas TEXHOOrnA.
Kpuntorpaduyeckasa 3awmra nHpopmMaummn. OyHKUUS X3LWWUPOBAHUS».

— obecneyveHne KoHOUAEHUMANBHOCTU U KOHTPONS LEeNOCTHOCTM MHpOpMaLMK nNocpeacTBoM ee
WnhpoBaHMS M MMUTO3AWMTbl, B COOTBETCTBMM C OTeYeCcTBeHHbIM cTaHgaptom [OCT 28147-89
«Cunctembl o6pabotkn nHdbopmaumm. 3awmnta Kpuntorpadudeckas. ANroput™m Kpuntorpaduyeckoro
npeobpasoBaHus»;

— KOHTPO/Mb LENOCTHOCTU CUCTEMHOINO W MPUKNAAHOro NporpaMMHOro obecneyeHuss aons ero
3aWunTbl OT  HECaHKUMOHUPOBAHHOIO  U3MEHEHWS WKW  OT  HapyweHus  rnpaBuIbHOCTU
GbYHKLUMOHNPOBaAHUS;

— co34aHuve n yrnpasJseHue Kayeson nHdopmaumen;

- obecrneveHne ayTeHTMdUKaAUMM  CBA3LIBAOWMUXCA  CTOPOH, KOHMUAEHUMANbHOCTU W
LeNoCTHOCTU nepeckbliaeMon nHdopMaumm ¢ UCNonb3oBaHMeM cepTudukaTos ctaHaapta X.509;

— YCTAHOB/IEHME AYTEHTUYHOrO 3alUMLLEHHOr0 COEAMHEHWS C WCMOJSIb30BaHWEM MpPOTOKONA
«KpunTollpo TLS»;

— obecrneyeHne KOHPUAEHUMANbHOCTM M KOHTPOJS LENOCTHOCTU U aBTopusaumsa dannios um
MH(POPMALMOHHbIX COOBLEHWIA;

— obecneyeHue ayTeHTUdMUKaUNK;
— obecneveHne ayteHTUdMKaLMa nonb3oBaTens B goMmeHe Windows.

JononHuTenbHble anropuTtMbl NOAAEPXKKW KOYEBbIX CWUCTEM, MapaMeTpbl anropmTMoB,
dopmaTbl ceptudmkaTtos, nogaepxumeaemble B CK3U, onpepeneHbl B gokymeHtax RFC 4357, RFC
4490, RFC 4491, «Cucrtembl 06paboTkm nHdopMauun. 3awmta Kpuntorpaduueckas. Metogmueckume
pekoMeHZauMn no Kpuntorpaduyecknm anropmtmam, COMyTCTBYHOWWMM MNPUMEHEHUID CTaHAapToB
FOCT P 34.10-2012 u TOCT P 34.11-2012» TexHWYeCKMA KOMWUTET N0 CTaHgapTusaumu
«Kpuntorpadunyeckas 3awmta uMHopmauum» (TK  26), <«WNHdDOpMaUMOHHAA  TexHonorus.
Kpuntorpaduyeckasa 3sawmTta uHdpopmauun. PekomeHaauuum no craHgaptmsauun. Wcnonb3oBaHue
anroputmoB FOCT 28147-89, NOCT P 34.11 n ITOCT P 34.10 B kpunTtorpadunyeckmx coobLieHmnsax
¢dopmata CMS» TexHMYECKMA KOMUTET Mo CcTaHaapTusaumn <«Kpuntorpaduyeckas 3awuTta
nHpopmauun» (TK 26), «TexHunyeckasa cneumdukaumsa. NcnonbszosaHme anroputmos FOCT P 34.10,
FOCT P 34.11 B npodumne ceptudukata m cnucke otsbiBa ceptudukaTtos (CRL) mHdpacTpyKTypbl
OTKPbITbIX Ktoyern X.509» TexHM4YecKkuin KOMUTET No CTaHdapTulaunm «Kpuntorpaduyeckas 3awmra
nHdpopmaumn» (TK 26).
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JonycTnMo ncnonb3oBaTh cnefyoline MexaHusMbl 3aWmThbl MH(bOpMaLI,VIM:

— KoHdunaeHumanbHOCTb MHpOpMaunm npmn xpaHeHun (Ha gmuckax, B 6a3se gaHHbIX) U Nepegaye
B CETU CBSA3M obecneuymBaeTcs NCNoJib30BaHUEM PYHKUMI WndpoBaHus.

- VlpeHTndukaums n aBToOpCTBO MPU CETEBOM B3aMMOAENCTBUM (YCTAHOBIEHMW CeaHca CBSA3N)
obecneumBaetca dyHkumamm Il Npm MCNOAb30BaHUM UX B Npouecce ayTeHTUdumKaumm (Hanpmmep, B
COOTBETCTBUMM C pekoMeHgaumsamm X.509). MNpu 31eKTpoOHHOM AOKyMeHToobopoTe obecneymBaeTcs
ncnonb3oBaHneMm  QyHKUMA DM 371eKTPOHHOro AOKyMeHTa. [OonosHUTeNbHO AO0/MKHa  O6biThb
npeaycMoTpeHa 3auwuta OT HaBs3biBaHMSl, MOBTOpPA 3/IEKTPOHHONO0 JAOKYMEHTa W LEJIOCTHOCTb
CNpaBOYHNKOB KJitouen nposepku M.

- UenoctHocTb nHboOpMaumm obecrnieumBaeTcsa MUCMNosb3oBaHMeM (YyHKUUA DI 31eKTPOHHOro
AOKyMeHTa. lMpu ncnonbsoBaHum GyHKUMi wndposaHus (6e3 mcnonb3oBaHusa OI1) obecneumBaeTtcs
nMmTo3awmnTon. Ona obecneyeHus UENOCTHOCTU XpaHMMbIX AaHHbIX MOXeT OblTb MCMOMb30BaHa
GYHKUMA  X3WMPOBAHUSA WAN  UMMUTO3AWMUTbI, HO nNpuM 3TOM He obecneymBaeTcs aBTOPCTBO
nHdopmMaunu.

— HeoTkasyeMoCTb OT nepegayvn 3/eKTPOHHOro AOKyMeHTa obecneumBaeTcs MUCMoJsib30BaHMEM
dyHkunn I (noanucb AOKYMEHTa OTnpaBuTENieM) UM XpaHeHMeM p[okymeHTa ¢ 2Ol B TeyeHue
YCTaHOBNEHHOIr0 Cpoka NPUEMHON CTOPOHOW.

— HeoTka3yemMoCTb OT npueMa 3/1eKTPOHHOro AOKyMeHTa obecrneynMBaeTcsi WCMOoSb30BaHMEM
yHKUKMIA M N KBUTMPOBAHWEM NMpMeMa AOKYyMeHTa (NoANUCb KBUTAHLMMK MofydyaTesieM), XpaHeHUEM
AOKYMEHTa U KBUTaHUMK ¢ M1 B TeYeHWe yCTaHOBIEHHOIO CPOKa OTMPaB/IAOLLEN CTOPOHON.

— 3awmTa oT nepenoBTopoB obecneumBaeTcsd MCMNOSb30BaHNEM KpunTorpadunyeckmnx yHKUUN
M, wudpoBaHUS UM UMUTO3ALWNTLI C A06aBNeHNEM YHUKANbHOIO0 naeHTudunKaTopa CETEBOM Ceccmnm
(aNeKTpOHHOro AOKYyMeHTa) C MNocreayolen nx npoBepKon NMPUEMHOM CTOPOHOM uaun paspaboTkoin
crneumann3MpoBaHHOro NpoTokona ayteHTudmnkaumm (obmMeHa aneKTPOHHbIMU AOKYMEHTaMM).

—3awmTa OT HapywuTensa C Uefbld HaBA3blBaHWS MNPUEMHOM CTOpOHe CcobCTBEHHOM
nHdopmMmaunm, nepesaHHoOM €Kobbl OT fMua CaHKUMOHMPOBAHHOroO nosib3oBaTtens (HapylweHue
aBTopcTBa MHbOpMauumn) obecneumBaeTcss MCnonb3oBaHMeM dyHKUMin DI ¢ npoBepkoin aTpubyToB
3N1eKTPOHHOro AOKYMEHTa 1 Ko4va npoeepku Il oTnpasBuTens.

—3awuTta OT 3aknagok, BUpYycoB, MoauduKauum CUCTEMHOro W npuknagHoro MO

obecneynBaeTCcs COBMECTHbIM UCMOMb30BaHMEM KpUnTorpaduyecknx cpeacTts, CPeacTs aHTUBUPYCHOW
3alMTbl U OPraHU3aLMOHHbIX MEPOMNPUATUN.
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3. lporpaMMHo-annapaTtHble cpeabl pyHKUunoHnposaHus CK3U

CK3U dhyHKUMOHUPYET B CNEAYHOLLMX IPYNMnax NporpaMMHo-annapaTtHbIX Cpea:

Windows
BkntoyaeT nporpaMMHoO-annapaTHbie cpeabl:
Windows XP' (x86);

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux
BkntouaeTt anctpubyTtusbl Linux, yaosneTsopstowme ctaHaapTty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC AUC dCCN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterQOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CuHTes-OC.PC (x86, x64);

KN «30C «CuHTEe3M» B ponn «paduyecknin KnneHTt» (x64);
KN «OC «CnHTesM-K» B ponu «padryeckunit KnneHT» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64);

OC NloTtoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, 9nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

c

nix

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:

OC 2nbbpyc Bepcus 3 (Inbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT CepBep 8, AnbT 8 CIM Cepsep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHuus 8, AnbT Pabouas ctaHums K 8, Anbt 8 CIM Pabouas ctaHuus (x86, x64,
ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/IbT/HUKENb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER).

Solaris
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
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Solaris 11 (sparc, x64).

MpnMeyaHus:
1. Bepcusa POSReady.

4. OcHoBHble xapakTepuctmkmn CK3U

4.1. PasMepsbl Kto4en

Pasmepbl kntoYel 31eKTPOHHON NOAMUCHK:
— KJ1H0Y 3/1EKTPOHHOM noanucu — 256 6ut unn 512 6ur;
— KJ1H04 NPOBEPKN INEKTPOHHOM noanucu - 512 6ut nnn 1024 6uTa.

Pasmepbl kntoYeln, NCNonb3yeMblX NpU WNGPPOBAHUN:
— 3aKpbITbIA KoY — 256 6uT nnm 512 6uT;

— OTKPbITbIN KoY - 512 6uT nnn 1024 6uTa;

— CUMMETPUYHbIN KoY — 256 6uT.

4.2. Tunbl KNOYEBBLIX HOCUTENEN

Ncnonb3ytoTcs KoyeBble HOCUTENN:

-r™MA 3,5”, USB aucku;

— CmapTtkapTtbel GEMALTO (GemSim1, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— eToken, Jacarta;

— USB-TokeHbl PyTokeH 3LM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CmapTkapTbl PyTokeH Lite SC, PytokeH DU SC;

— PyToKeH S;

— Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTta Y2K;

— CMmapTkapTta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— CmaptkapTbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CmaptkapTtbl AnmoT INPASPOT Series, SCOne Series;

— Rosan;

— Pazgen HDD M2BM (B Windows - peecTtp);

- MaeHtndukatopsl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHMe  K/OYEBbIX HOCUTENEW B  3aBMCMMOCTM  OT  MNpOrpaMMHO-anmnapaTHOM
nnatgopmbl oTpaxkeHo B XXTAM.00088-03 30 01. KpunTtollpo CSP. ®opmynsap, n. 3.8.

1. B cocTtaB guctpubytnsa CK3UN BxoaaT 6ubnmoteku noaaepxkKm BCEX NEPEUNCIEHHbIX HOCUTENEN, HO
He BxoaaT apamsepbl ans OC. [lo BonpocaMm nosyvyeHus Apaneepos HeobxoauMmo obpawartbcs K
Npomn3BOAUTENAM COOTBETCTBYHOLLMX YCTPONCTB.

2. XpaHeHue 3aKpbITbix kntodein Ha HDD M3BM n USB auckax (B peectpe OC Windows, B pa3gene
HDD npwu paboTte nog ynpasneHvem gpyrux OC) gonyckaeTcs TOAbKO MNpU yCNOBUU pacnpoCTpaHeHus
II-_!_QI Ha HDD, USB auck wan Ha M2BM ¢ HDD TpeboBaHuin no obpawleHnto C KA4YeBbIMWM HOCUTENSMU
(n.6.7 XTAN.00088-01 91 01. PykoBoACTBO aAMUHUCTpaTopa 6e3onacHOCTM obLas 4yacTb).

3. Bce BbllenepeyncneHHble HOCUTENN UCMONb3YITCA TONIbKO B KayecTBe MacCMBHOMO XpaHuauwia
KntovyeBon nHdbopmaumm 6e3 Mcnosnb3oBaHMsa Kpuntorpaduyecknx MexaHusMOB, peasiM3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. Vicnonb3oBaHWe HocuTenemn Apyrux TMNoB - TOSIbKO Mo cornacosaHuio ¢ ®CB Poccuu.
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5.

5.1. Ctpyktypa CK3U

CtpykTypa n coctas CK3U

O6uwas cTpyktypa CK3WM npeacraeneHa Ha PucyHke 4.1.

CeteBble IPUIOKEHUS

KinroueBo# HOoCcHTEND

A 4

CEPBHUCHI,
JIpalBepsI
Kpmmrrollpo C

Bubnuorexu dll,

A A
OrnepannoHHas cucTeMa
A A
v 1 v
| Wutepdeiic SSPI | | Hactpotika OC |
A
[Ipunoxenue
v
Kpunrollpo TLS v
Kpuntollpo IKE |« ASN.1 Hirrepdeiic CryptoAPI 2.0 |
Kpunrollpo Winlogon ¢ ¢
A CapilL.ite \
(Vf/::’r):gésg 4) (Unix) IlITatHbIE
' PKCS#11 uHTepdeich
- KJTFOUEBBIX
Untepdeiic P ¢ ¢ HoCHTeNeH
Kpunrollpo CSP ASN.1 Wnrepdeiic Kpunrollpo CSP |

SP |« I

[Tanens ynpaBieHus |

T

ASN.1
@_»

Bubmumoreka dll ms
paboTHI ¢ KIF0YaMu

\ Cucrema coopku [10 COK

| TICY

CoOK

A

| O 1CH | | Buemnsis ramma |

Cucrema 3anmtsl oT HCJJ

| KOHTpOJ'IL OCJI0CTHO

ctu [10 |

| Cucrema UMK 3amuTsl |

Cucrema coopku [10 CK3U

S npo onepanoHHON CHCTEMBI

HpaiiBep CSP

Hpaiisep EFS |

Hpaiisep ESP

CK31

CK3U ypogus ssapa OC

PucyHok 4.1 - CtpykTtypa CK3U «Kpuntollpo CSP 4.0 R4».
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5.2. Coctas CK3M

NcnonHeHne 2-Base knacca 3awmtbl KC2 BbINOSHEHO B COCTaBe:

— KPpUMTOCEPBWUC;
— KpunTogpanseep;

— MoAayb ceTeBol ayTeHTudunkaumm (Kpuntollpo TLS);

— Moaynb 0bpaboTtkun ceptudmkaTos n CMS npoTokona;

— yTUAuTa BbipabOTKN BHELLHEN rammbl;

— YyTUAUTa KOMaHAHOM CTPOKM ans wudpoBaHms dhaiinos;

— yTUAUTa KOMaHAHOM CTPOKM ansa paboTbl ¢ cepTudukatamu;

— MoAyNb ayTeHTUdMKaUunm nonb3oBaTens B goMmeHe Windows;

— nakeT pa3paboTumka ansa mcnonb3oBaHus npotokonos IPsec (IPsec SDK);
— nakeT pa3spaboTtumnka ansa sctpanBaHus CK3U (CSP SDK);

— MoAy/b NoaaepXKn nHtepdenca Mozilla NSS;

— cepBucHble moaynu (cpverify, wipefile, stunnel);

- 6ubnuoteka, obecneumBarollas NoAKAOUYEHNE U PYHKLMOHUPOBAHME KIHOUYEBLIX HOCUTENEN
(RDK)
— 1 DYHKUMOHUPYET B rpynnax nporpaMMHo-annapaTHbIX cpea n.2.

5.3. Coctas nporpaMMHoro obecrnedyeHus
CK3W dyHKUMOHMPYET HA OAHOM U3 ABYX YPOBHEN:

— YPOBEHb NPUIOXEHUS;
—ypoBeHb agpa OC.

B coctas CK3UW BxoasaT:

— bubnuoteku dll, cepsuchki, gpansepbl «Kpuntolpo CSP».
— Moaynb ceteBoi ayteHTUdMKaumn «Kpuntolpo TLS».

— Moaynb «Kpuntolpo Winlogon».

- Kpuntorpaduueckunii uHtepderic «Kpmuntollpo CSP».

—lMporpaMMHbIN gaTymk cnydanHbix uymcen (MACY) ¢ wHcTannauwen ot dusmyeckoro ACH
(®OCH) BcTpamBaemoro nporpamMmMmHo-annapatHoro komnnekca (MAK) 3awwutbl ot HCH, BHewHewn
rammoil.

— Moaynb KOHTPOASA LEeNOCTHOCTHU.
— CucrteMa UHxXeHepHO-KpunTorpaguyeckon 3awmThbl.
- Cucrtema 3awuntbl oT HC (Mcnonb3yeTcs OnuMOHanbHO).

5.4. CoctaB SDK CK3U

B coctaB SDK CK3W BXoaaT cneaytowmne AOKYMeEHTbl, ONUcbiBalowme nHTepdencol:

- CSP_4_0.chm;

— CAPILite_4_0.chm;
- SSPI_4_0.chm;
—reader_4_0.chm.

Tak ke B coctaB SDK CK3U BXxoaAT npuMepbl:

10



XKTAKN.00088-03 90 01. KpunTollpo CSP. Onuncanne peanunsaunm

- rdk
- samples.

5.5. CocTtaB noacmcTeMbl NporpaMMHoOn cpeabl GyHKUMOHMPOBaHMA Komnsiekca (COK)
B coctaB noacuctembl nporpammHoi COK BxoaaT crefytowmne KOMMNOHEHTbI:

— Mpunoxenune (MpuknagHoe nporpamMmHoe obecneyeHne, ncnonbaytowee CK3U);

- NHTepdenc SSPI (nogMHOXeCTBO MHTepdenca Kpuntorpaduyeckmnx MNpoTOKONOB Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusaumuM MNpoOTOKOSa CeTeBOM
ayteHTudumkaumm TLS v. 1.0 (nog ynpaBneHnem OC Windows 2003/2008/7/2008R2/8/2012/
8.1/2012R2/10);

— Moaynun Hactpoikn OC Windows ansa obecneyeHus dyHkumoHnposaHms CK3U;
— WMHTepdeiic CryptoAPI 2.0;

—CpeactBa Crypt32(Win32,64) ana obecnedyeHmsa pabotbl c ceptudumkatamm C
ncnonb3loBaHmeMm uHTepderica CryptoAPI 2.0 4yepe3 kpuntorpadpuyeckuin mnHtepdenc «Kpuntollpo
CSP» nog ynpasneHnem OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10;

- CpeactBa CapilLite - ana obecneueHuss paboTbl C cepTuduMKataMuM C MCMNONb30BAHUEM
nHtepderica CryptoAPI 2.0 u4epe3 kpuntorpadpunyeckun wuHtepdenc «Kpuntollpo CSP» nog
ynpasneHnem OC cemencrtesa UNIX (Linux , FreeBSD, Solaris, AIX);

— KpunTolpo Office Sighature (B KOMMNEKT MOCTaBKMN HE BXOAMUT);
— lLTtaTHble MHTepdENChl KNtoYeBbIX HOCUTENEN;
—ASN.1 - cuctema KoaMpPOBaAHUS/AEKOANPOBAHNS AaHHbIX B popmaTax ASN.1.

Coctas moaynen CK3U n noacmcrtembl nporpammHon COK ansa COOTBETCTBYHOLLMX NMPOrpaMMHO-
annapaTHbIX cpel KOHKpeTusmpyeTca B gononHeHuax XKTHAN.00088-03 91 02, XKTAN.00088-03 91
03, XXTHAWN.00088-03 91 04, XTAWM.00088-03 91 05, XTAM.00088-03 91 06 Kk A[OKYMEHTY
XXTAKN.00088-03 90 02 PykoBoacTBO agMMHMUCTpaTopa 6e3sonacHocTm. O6was JacTb.

OcHoBHOWM apxuTekTypHon ocobeHHocTblo CK3U «Kpuntollpo CSP» gaBngetca TO, 4TO
nporpamMmmMHas COK He uMMeeT HenocpeAcCTBEHHOro A0CTyna K KAKYEBOWM UM Kpuntorpadpuyecku
3Ha4YMMon MHdopmaumn. Bce onepaunn € 3aKpbITbIMU U CECCUOHHBLIMU (CUMMMETPUYHBLIMW) KJTKOYaMK,
He3aBEepLEHHbIMXU 3HAYEHUAMM X3W-PYHKUMIA M T. M. OCYLIECTBASKOTCA 4epe3 AeCKpUNTopbl
COOTBETCTBYHOLLNX 06BEKTOB, @ AeCKpUNTOp obbekTa HE COAEPXUT ero aapec B SBHOM Buze.
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6. lNpumeHeHne CK3U

Bo3MoxkHbI cneaytouwme npuMeHenmnsa Kpuntollpo CSP:

1. MpumeHeHne <«Kpuntollpo CSP»Kpuntolpo CSP v 4.0 R4 B cocTaBe CTaHAApTHOro
nporpammHoro obecnedeHma Microsoft n apyrMx KomMmaHui, MCNONb3yOWMUX KpunTorpaduyecknii
MHTepdenc B COOTBETCTBUM C apxuTekTypon Microsoft (MogpobHee cm. XKXTAM.00088-03 91 O01.
Kpuntolpo CSP. PykoBoACTBO aaMUHUCTpaTopa 6e3onacHocTu. Obuwas yacTb);

2. BctpamBaHue «Kpuntollpo CSP»Kpuntolpo CSP v 4.0 R4 BO BHOBb pa3pabaTbiBaeMoe uimn
cywiecTBytowee npuknagHoe nporpammHoe obecnederHue (MogpobHee cM. XTAM.00088-03 91 O1.
Kpuntolpo CSP. PykoBoacTtBo agMmHucTpaTopa 6esonacHoctn. Obwas yactb n XTHAN.00088-03 96
01. «Kpuntolpo CSP. «PykoBOoACTBO nMporpamMMmcTa).

12
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7. Wcnonb3oBaHue CK3W B cTaHAapTHOM nporpaMMHOM obecrneyeHunu

MporpamMHoe obecrnevyeHne CK3W no3sonsieT ncnonb3oBaTb POCCUICKME KpunTorpadpuyeckue
anroputMbl U ceptuduKaTbl OTKPbITbIX Ko4Yen craHgapta X.509 coBMecTHO cO cneaywuwmm
nporpamMMmHbiM obecneveHmnem Microsoft:

- UeHTtp Ceptndmkaumnm - Microsoft Certification Authority, Bxogawmin B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Windows
2012.

— DnekTpoHHas noyta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office
2016).

— DnekTpoHHas noyTta - Microsoft Outlook Express B coctase Internet Explorer/Microsoft Edge,
Mouta Windows Mail, Live Mail.

— Microsoft Word, Excel u3 coctaBa Microsoft Office 2003, 2007, 2010, 2013, 2016 (c
nomowbto nnarnHa Kpuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013.

- CpeactBa koHTpons uenoctHoctn MO, pacnpocTpaHseMoro no cetu - Microsoft Authenticode.

— Cnyx6bl TepmmnHanoBs ans Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bkto4as W03 cnyxb TepMmmMHanos).

— 3awmTta TCP/IP coeanHeHunn B ceTu NHTepHeT - npoTokosn TLS/SSL npu B3anMoaencTBumn
Internet Explorer/Microsoft Edge — web-cepsep 1IS, TLS-cepsep, TLS-knueHT (IE).

— MpunoxeHne KOMaHAHOW CTPOKM Ans GopMMpoBaHUS 3anpoca Ha cepTudukar certreq.

— SQL-cepsep.

— ISA cepsep.

— CepBep TMG

— Cepsep UAG.

— CepBep TepMnHanoB 1 knmeHT (RDP).

Moa ynpasneHunem UNIX-nopgobHbix OC CK3UM ucnonb3yeTrcsd COBMECTHO CO CNeAyolnMm
nporpaMMHbIM obecneyeHmnem:

— Apache Trusted TLS (Digt).
— Trusted TLS (Digt).

MpumeuyaHmne: Wcnonb3oBaHne CK3WM B CTaHgapTHOM MNporpaMMHOM obecneyeHun  JOJIXKHO
OCYLLEeCTBNATLCA B COOTBETCTBUM C M. 2 MNpasun nonb3osaHusa XTSHAN.00088-03 95 01.

Poccuinckne kpuntorpaduyeckme anroputmbl M cepTudukaTbl OTKPbITbIX Katoyen X.509
MCNONb3YyHTCA C YKa3aHHbIM NpOrpaMMHbIM obecneyeHnem B COOTBETCTBUM CO cneagyrowmMmmn
MeXAYyHapoAHbIMM U POCCUIACKMMW pEKOMEeHAaLMsAMU:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onucbiBaet
NCNO/b30BaHUE POCCUNCKUX KPUNTOrpaduUecknx anroputmMoB B MHGMPaCTPYKType OTKPbITbIX Kitoueln
nHtepHeT (PKIX, Internet X.509 Public Key Infrastructure). B naHHOM AOKyMeHTe onucaHbl popmMaThl
npeacTaBNeHns OTKPbITbIX Kaoden DI, mncnonb3yemblX A9 CO34aHUS CepTUPUKATOB OTKPbITbIX
KMo4Yen N CNUMCKOB OTO3BaHHbIX cepTudukatoB X.509, naeHTudmnkKaTopbl anroputMoB, COOTBETCTBUE
napaMeTpoB KpunTorpaduyecknx anropuTMoB UX NAeHTUPMKaTopaM.

- Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AOMNONHUTENbHbIE afIFOPUTMbI,
Heobxoaumble ans mncnonb3oBanus TOCT 28147-89, NOCT P 34.10-2001 n TOCT P 34.11-94. B wnx
UMCNO BXOAAT: PEXUMbI AOMOAHEHMNSA AaHHbIX Ana 6no4yHoro wudposaHmsa no NOCT 28147-89 n CBC,
6n104Hoe wndpoBaHue ¢ 3auenneHmem (pexunm wundposaHna CBC), knwyeBoe xawupoBaHne (HMAC
Ha 6a3e NOCT P 34.11-94), npeobpa3zoBaHne Ktoya M CUHXPOMOCbIIKK rnocae 06paboTkn odepenHbix
1 K6 paHHbIX, reHepauusi nceeBaocsy4dariHol nocnepoBatenbHocTM (aHanor PRF Ha 6aze HMACQ),
dopmmpoBaHue knoya obMeHa (cornacosanusi) Ha 6aze NOCT P 34.10-2001, dopMmnpoBaHue Kiwya
aKkcnopTta pabouero knwo4a, aneBepcmdurKaums Kada, aKCNopT pabodero Kaya Ha KKYe aKCnopTa,

13



XKTAKN.00088-03 90 01. KpunTollpo CSP. OnncaHne peanunsaunm

aKCcnopT pabouero kw4Ya Ha Kaw4ye obmeHa, Habopbl CTaHAApTHbLIX MNapaMeTpoOB asropMTMOB
(HanpuMep, Ans wWUdpoBaHMsa - y3ea 3aMeHbl, peXxnMm WnudpoBaHus, anroputM yCNoXHEHNs Kya),
3agaBaeMble naeHTudmKaTopamu.

- Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT WMCMNOJSIb30BaHUE
POCCUNCKUX KpunTorpaduyeckmx anaropuTMOB B AOKYMEHTax, YyAOBNETBOPAKWMX cTaHaapty CMS
(Cryptographic Message Syntax), B 4acTtHoCTM, npuMmeHsieMOM ansa o6bMeHa 3aWMULEHHBbIMU
COOBLLEHMSAMM MO D1EKTPOHHOM NoyTe M ABASIOWMMCSA CTaHAAPTOM Ha npeacTaB/ieHMe 31EeKTPOHHOro
OOKYMEHTa B 3alUMLEHHOM BMAE C MCMONIb30BAaHMEM 3/1EKTPOHHOW moanucn wn wudpoBaHmsa. Ans
WnppoBaHHbIX coobuweHnin onucaHbl oba BapuaHTa: obMeH Kn4YamMum M TpaHcnopT katoda (key
agreement n key transport).

— «Addition of GOST Ciphersuites to Transport Layer Security (TLS)» (draft-chudov-
cryptopro-cptls-01) saBnsetcs gonosiHeHMeM K cneundukaumm RFC 2246 B 4yactm onucaHus
NPUMEHEHNS POCCUNCKMX anroputmoB. [MpoTokon TLS(SSL) WMpOKO WCNonb3yeTcs ANs 3aluuThbl
ceTeBbIX COeAMHEHWUN, N, B YaCTHOCTM, ANA 3allMeHHoro goctyna Kk Be6-cantam (HTTPS). JokyMeHT
onucbiBaeT u4eTbipe MexaHumaMma (Cipher Suites), peanu3yowmx KAOYEBbIE MNPOTOKONbLI MNpKU
NCNONb30BaHUM OTKpbITbIX katouen FOCT P 34.10-2001. [NepBble ABa WMCNOMb3YKT LWKdpoBaHue
FOCT 28147-89 M KOHTpPO/SIb LENOCTHOCTU C MNOMOLWb MMUTOBCTABKW, TPETUN U 4YeTBEPTbI He
MCNOAb3YIT LWNEPPOBAaHME W KOHTPOJMPYKOT LEMOCTHOCTb C MOMOLLbIO 3HAYeHUS KJIHOYEBOM
xaw-dyHkumn (MAC) Ha ocHose anroputma FOCT P 34.11-94.

—«Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital Signatures» (draft-chudov-cryptopro-cpxmldsig-00) ABNseTCs OOMoNIHEHMEM K
CYLLeCTBYOLWEMY AOKYMEHTY, ONMCbIBAOLWEMY npaBuia npuMmeHeHus Il B gokyMmeHTax popmaTta XML
«XML-Signature Syntax and Processing», npuHATOMY KOHcopumyMoM W3C, B 4acTW UCMOSb30BaHUS
POCCUIACKUX afirOPUTMOB 3/TIEKTPOHHO-LMMDPOBOMA NOAMUCH.

— TexXHU4YeCKMin KOMUTET NO CTaHgapTM3aunm «Kpuntorpaduyeckas 3awmTta nHpopmaunm» (TK
26), «Cwuctembl o06pabotkm wnHdbopmaumm. 3awmta Kpuntorpaduyeckas. Mertoanmdeckue
pekoMeHZauum Mo KpuntorpadnyeckmMm anropmtMaM, COMYTCTBYIOLWMM TMPUMEHEHUKD CTaHAApTOB
FOCT P 34.10-2012 n FOCT P 34.11-2012».

— TexHNn4ecKkmn KoMUTET NO CTaHAapTu3aunm «Kpuntorpaduyeckas sawmra nHpopmaunm» (TK
26), «TexHuuyeckasa cneundukaums. McnonbsoBaHue anroputmo FOCT P 34.10, TOCT P 34.11 B
npodune ceptudumkata n cnmcke otbiBa ceptudunkaTos (CRL) nHdpacTpyKTypbl OTKPbITbIX KOUENR
X.509».

— TexHNn4ecKkMn KoMUTET NO CTaHAapTu3aunm «Kpuntorpaduyeckas sawmra nHpopmaunm» (TK
26), «UNHdopMauunoHHaa TexHonorusa. Kpuntorpaduueckas 3awmrta nuHdopmaunm. PekomeHaaumm no
CTaHgapTtmlaummn. Ncnonb3oBaHme HabopoB anropnTMoB WndpoBaHus Ha ocHose NTOCT 28147-89 ans
npoTokosia 6e30nacHOCTM TPaHCNOPTHOro ypoBHS (TLS)».

— TexHn4eckmn KoMMUTEeT NO CTaHAapTu3aunm «Kpuntorpaduyeckas sawmra nHpopmaunm» (TK
26), «NHdopMaLunoHHaa TexHonorus. Kpuntorpaduueckas 3awmrta uHdopmaumnm. PekomeHgaunm no
cTaHgaptmsaumn. Ucnonb3osaHue anroputmos FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B
KpunTorpaduyecknx coobueHnax gopmata CMS».

— TexHNn4ecKkMn KoMUTET NO CTaHAapTu3aunm «Kpuntorpaduyeckas sawmra nHpopmaunm» (TK
26), <«Cucrtembl 06paboTkm uH@OpMaumn. 3awmTta Kpuntorpaduyeckass. PekomeHpauum no
CTaHpapTmM3aumn. 3afaHve napaMeTpoB 3/UMTUYECKUX KpuBbIX B cootBeTcTBum ¢ FOCT P 34.10-
2012».

— TexHn4yecknin KOMUTET NO CcTaHdapTu3aumn «Kpuntorpaduyeckas 3awmrta nHpopmaunmn» (TK
26), «Cwucrembl o6bpaboTtkm uHdOpMauum. 3awmTa  KpunTorpadudeckass. MeTtoamuyeckue
pekoMeHAauuM no 3adaHuilo Yy3/10B 3aMeHbl 6510ka noacTtaHOBKM anroputMma wudposaHns FOCT
28147-89».

— TexHNn4yecknin KOMUTET NO CcTaHdapTu3aumn «Kpuntorpaduyeckas 3awmrta nHpopmaunmn» (TK
26), «CucrteMbl 06paboTkm nHdopmaunm. 3awmrta Kpuntorpadpuyeckasa. TexHnyeckas cneumdukaums
rno mcnonb3oBaHuto NOCT 28147-89, TOCT P 34.11-94 n TOCT P 34.10-2001 npwu cornacoBaHuu
kntoyen B npotokonax IKE ISAKMP».

— TexHNn4ecknin KOMUTET NO CTaHdapTu3aumn «Kpuntorpaduyeckas 3awmrta nHpopmaunmn» (TK
26), «Cucrembl 06paboTkn nHpopmaunn. 3awmTta Kpuntorpadudeckas. TexHuyeckas cneumdukaumns
MO MCMNONIb30BAHMIO AOMNOSHUTENbHbIX Y3N10B 3aMeHbl TOCT 28147-89 gnsa wndpoBaHUS BIIOXEHWN
IPsec ESP»
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— TexHNn4Yecknin KOMUTET NO CTaHdapTu3aumn «Kpuntorpaduyeckas 3awmrta nHpopmaunumn» (TK
26), «Cucrembl 06paboTkn nHpopmaunn. 3awmTta Kpuntorpadudeckas. TexHuyeckas cneumdukaumns
no mncnonb3oBaHuio NOCT P 34.11-94 npu obecnedyeHnmn LenocTHOCTM B npoTokonax IPsec AH n ESP.
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8. Wcnonb3oBaHue CK3U ¢ nporpaMMHbIMM NpoAyKTamMu pa3paboTku
000 «KPUMTO-MPO»

CK3M MoxeT wucnosb3oBaTbCs COBMECTHO CO C/ieAyoWUMM MPOrpaMMHbIMKU  MPOoAYKTaMM
pa3spabotkn OO0 «KPUMTO-TMPO»:

— «KpunTtollpo YL»;

— «Kpuntollpo OCSP>»;

— «KpunTtollpo TSP»;

— «KpnntoAPM>;

— «KpunTtollpo SSF»;

— «KnueHT Kpuntolpo HSM».

9. BcTtpamBaHue CK3U

ApxuTtekTypa CK3M obecneynmBaeT BO3MOXHOCTb €r0 BCTpaMBaHWUA B pasfinuHble NporpamMMHo-
annapaTtHble cpeapbl.

CK3MN mMoxeT 6bITb MCMOMBb30BAHO MPUKAAAHbIM MPOrpaMMHbIM obecneyeHneM C MOMOLLbHO
3arpyskm Moayns Bbi3oBOM ¢yHKUuMmM LoadLibrary(). Ona 3Tux uenem B KOMMAEKT MOoCTaBKu
BK/lOUaeTCcs AoKyMeHT XXTSAWN.00088-03 96 01. «PykoBOACTBO MNpOrpaMMucTa», OMUCbIBAKOLLMIA
coctaB QyHKUMM n TectoBoe [1O. lMpwu Takoh peanusaumm npuknagHomy MO [ocTyneH nAuWwb
OorpaHuyeHHbln  Habop  HU3KOYpPOBHEBbIX Kpuntorpadunyecknx AGyHKUUIA, COOTBETCTBYIOLWNI
nHTepdericy Microsoft CSP.

10. Ncnonb3oBaHue nHTepdenca CryptoAPI 2.0

CK3U moxeT 6biTb MCMONb30BaHO MpUKAagHbIM NporpaMMHbiM obecneveHmnem (Kak u noboi
apyron kpuntonposaiaep, noctasnsemblin ¢ OC Windows) uepe3 wuHTepdenc CryptoAPI 2.0
(onucaHune - B gokyMeHTauum MSDN - Microsoft Developer Network). B aToM cnyyae cnoco6 Bbib6opa
KpunTorpacduyeckoro aaroputma B NpMKIAgHOM MPOrpaMMHOM obecneyeHMn MOXKET ornpenensTbes
nHdopMaumnen, coaepxallenca B cepTudmkaTax oTKpbITbiX katouen X.509.

Ncnonb3oBaHue nHtepdenca CryptoAPI 2.0 B OC Windows npecneayeT cnegytowme Lenu:

- obecneveHne p[ns MNPUKNALHONO YPOBHS AOCTyna K Kpuntorpaduyeckmm dyHKUMAM
(reHepaums knwuer, cosfaHue/npoBepka 3MEKTPOHHOW noanucK, wudpoBaHue/pacumdbpoBaHmne
OaHHbIX). 3Ta uenb AOCTUraeTcs NyTeM U30/IMPOBaHNS MPUKIAAHOINO YPOBHS OT YPOBHS peanu3aumu
Kpuntorpaduyecknx GyHkumn. Mpun 3TOM NpMKNagHbIM NPOrpaMMUCTaM HE HYXXHO AETasibHO U3yyaTb
0COB6EHHOCTM peanusauMm TOMr0 WAM MHOrO anroputMa WANM WM3MEeHATb KO4 B 3aBUCUMOCTU OT
anropuTtma.

— N30/IMpOBaHMe MNpPUKIAAHONO0 YpPOBHS OT YPOBHSA KpunTtorpaduyecknx @QyHKUmn c
BO3MOXHOCTbHO MUCMOJ/Ib30BaHUA pPa3HbIX alaropuTtMoB B pPa3/iMdHbIX WX peannsaunax, BK4Yad
annapaTHble.

Ha Unix-nnatdopmax noacmctema nporpammHoii COK A0MOAHUTENbHO KOMMIEKTYyeTCs
mMoaynem capilite, KoTOpbIli COOTBETCTBYET MOAMHOXecCcTBY wHTepdenca CryptoAPI 2.0 wu
obecneumBaeT Te Xe nHrepdencHole dyHkumn B aTux OC, yto n B OC Windows.

10.1. ba3zoBble kpunTorpaduyeckme GyHKLUM

K 6a30BbIM yHKLMSAM OTHOCSTCS:

— OyHKUMM  MHUUManm3aumm (paboTbl C KOHTEKCTOM). 2TU  QYHKUMM NpeaocTaBastoT
NPUIOXEHNIO BO3MOXHOCTb BblbpaTb oOnpeaeneHHbli KpunTonpoBangep no TUMYy MMEHW Wan no
Tpebyemoit hdyHKLUMOHANbHOCTHU.
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— OYHKUMM TeHepaumm Ka4ven. DT  PyHKUMKM npeaHasHadeHbl AN (GOpMUPOBaAHUSA W
XpaHeHUs1 KpunTorpadnyeckmnx Ktouyen pasimyHbiX TUMOB.

— OyHKUMKM oBbMeHa Kk4YaMu. DT DYHKUUKM npedHa3HayeHbl Ana Toro, 4tobbl MPUIIOXKEHUSN
MornMm  O6bMeHMBaATbCs  PasfIMYHbIMW  TUMAaMU  KJKOYEBOMW  UHGopMauum ana  obecneyeHus
B3aMMOAENCTBMS Mexay CObon.

Mo ceBoein yHKUMOHaNbLHOCTM 6asoBble (PyHKUMM AYEAMPYIOT HU3KOYPOBHEBbLINM MHTepdeic
CSP.

10.1.1. ®yHKUMU KOANPOBAHUA/AEKOANPOBAHUS

[JaHHble dYyHKUMM NpepHasHadeHbl A8 npeobpasoBaHus (KOAMPOBaHUSA) M3 BHYTPEHHEro
npeacTtasneHms ob6beKToB, ncnosb3dyembiX B CryptoAPI, BO BHewHee npeactaBnieHne n obpatHo. B
KauyecTBe BHelHero npeacrtasBneHns obbekToB wucnonbsyetca dopmat ASN.1 (Abstracy Syntax
Notation One), onpeaeneHHbili cepuen pekoMeHgaumn X.680. K aToin xe rpynne dyHKUUA MOXET
6bITb OTHeceH Habop YHKLMIA, NO3BOMSIOWNX pacUMpUTb GyHKUMOHaNbHOCTL CryptoAPI 2.0 nyTtem
peanusaumn u permcrpaumm cobcTBeHHbIX TUNMOB 06bEKTOB.

10.1.2. ®yHKUummn paboTbl CO CrpaBoOYHUKaMK cepTUdmKaToB

Ota rpynna ¢YyHKUMA npegHasHadyeHa Ansd xpaHeHns wn o6paboTkm cepTudukaTtoB B
pasfiMYHbIX TWUMax CrnpaBoYHUKOB. B KauyecTBe cCnpaBoYHWMKa MOryT WCMNO/b30BATbCHA CaMble
pa3finyHble TUMbI XpaHunuuy: ot garnna ao LDAP.

10.1.3. BblcOKOypOBHeBble pyHKUNM 06paboTkn KpunTorpadunuecknx coobuieHni

Ota rpynna dyHkumn (Simplified Message Functions) B nepByto odepeab npegHasHadeHa Ans
NCNoNb30BaHMS B MPUKIAAHOM MporpamMMHoM obecriedeHnmn. C nx NMOMOLLbI MOXHO:

- 3awmndposaTtb/pacwmndpoBaTb CoObLWEHMS OT O4HOIO NOb30BaTENS K APYTrOMY;
— noanucaTtb AaHHble;
— MPOBEPUTb NOAMNMUCH AAHHbIX.

O™ dyHKUMM (KakKk U PYHKUMM HU3KOFO YPOBHA) OMNepupyroT cepTudukaTaMm OTKPbITbIX
kntodern X.509 ana apgpecauun oTnpaBuTens/nonydartens AaHHbIX. B kadectBe dopmata AaHHbIX
ncnonblyetrca popmaTt PKCS#7 nnn CMS.

CK3U Kpuntollpo CSP v 4.0 R4 nopgaepxuBaeT cepTuduKaTtbl OTKPbITbIX K/HOYEN CTaHAapTa
X.509v3 cornacHo RFC 5280 «Internet X.509 Public Key Infrastructure. Certificate and Certificate
Revocation List (CRL) Profile» ¢ yuetom RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-
2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», a Takxe pgokyMeHTa TexXHMYECKOro KOoMMUTETa MO CTaHAapTM3auumn
«Kpuntorpadunyeckas 3awmta wuHbopmaumm»  (TK  26), «TexHudyeckaa cneumdunkauyms.
Mcnonb3oBaHne anroputmos FOCT P 34.10, TOCT P 34.11 B npodune ceptudunkaTa n cnmcke oT3biBa
ceptudukaTtos (CRL) nHppacTpyKTypbl OTKPbITbIX Katouern X.509».

CK3M Kpuntollpo CSP v 4.0 R4 noapepxuBaeT ¢dopMaT Kpuntorpadumyeckmx cooblueHuin
cornacHo RFC 3852 «Cryptographic Message Syntax (CMS)» c ydyetom RFC 4490 «Using the GOST
28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)», a TakXe JAoKyMeHTa TexHM4YeCcKoro KomuTeTa Tno
ctaHgaptmsaumm «Kpuntorpadudeckas 3awmTta uHpopmaumn» (TK 26), <«UHdopmauunoHHas
TexHonormsa. Kpuntorpaduyeckas 3awmta UWHopmauun. PekomeHgauumnm No CTaHAapTuM3auuu.
Ucnonb3oBaHune anroputmoB MOCT 28147-89, TOCT P 34.11 n FOCT P 34.10 B kpuntorpadunyeckmnx
coobueHnax dopmata CMS».

10.1.4. HwuskoypoBHeBble PpyHKUMM 06paboTKK KpunTorpadurudeckmnx coobeHuin

JOanHasa rpynna ¢yHkumii (Low Level Message Functions) npegHasHauyeHa Ans9 aHanorn4HbIX
uenenm, 4to M rpynna BbICOKOYpoBHeEBbIX (yHKUMN, HO obnagaeTr 6onbwen HYHKUMOHANBHOCTLIO.
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Bmecte ¢ TeMm, 6onbwas @yHKUMOHANBbHOCTL TpebyeT OT NpuKIaAHOro nporpamMmucrta 6onee
AeTanbHbIX 3HaHMM B 06nacTn NnpuknagHon Kpuntorpadun.

10.2. Ucnonb3oBaHmne COM uHTepdelicoB
CK3U moxeT B3anMogencTeoBaTb co cneaytowmmm COM mHtepdencamm paspabotkmn Microsoft:

- CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

10.2.1. CAPICOM

CAPICOM (peanusoBaH B danne capicom.dll) npepoctasnser COM uHTepdenc,
NCNONb3YOLWNI ocHoBHble yHKUMKM CryptoAPI 2.0. DTOT KOMMNOHEHT sBAseTCca AobaBfeHneM K yxe
cywecteytowemy COM umHTepdency Certificate Enrollment Control (xenroll.dll), koTopbin peanunsytoTt
KNMEHTCKME GYHKLUMN reHepaumu K/to4yen, 3arnpocoB Ha cepTudukatbl M obMeHa c LleHTpoM
Ceptudukauun.

CAPICOM no3BonseTr wucnofb3oBatb @YyHKUMM (HOPMUPOBAHUSA U MPOBEPKU 3SSIEKTPOHHOM
NOAMMUCK, MOCTPOEHUA U MPOBEPKU LEenovYek cepTUdmMKaToB, B3aUMOLAENCTBUS C pPas/INYHbIMU
cnpaBoyHnkamm ceptudunkatos (Bkatodasa Active Directory) ¢ ucnonb3osaHuem Visual Basic, C++,
JavaScript, VBScript n cpeabl paspabotku Delphi. Mcnonb3osaHne CAPICOM no3BossieT peanns3oBaTb
dYHKUMOHANbLHOCTb «TOHKOI0» K/iMeHTa B nHtepdemnce 6paysepa Internet Explorer/Microsoft Edge.

CAPICOM saBnsietca cBobogHO pacnpocTpaHseMblM, U nocTaBnseTcs B coctasBe Redistributable
WHCTpyMeHTapusa pa3spaboTtumka Microsoft Platform SDK.

10.2.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepdeinc Certificate Enrollment Control (peanusoBaH B danne xenroll.dll)
npeAHasHavyeH A5 UCMNOJIb30BaHMSA OrpaHUYEHHOro konundectsa GyHkumin CryptoAPI 2.0, cBA3a@HHbIX
C reHepaumen K4Yen, 3anpocoB Ha cepTudukaTbl U obpaboTkon cepTuduMKaTOB, MOJYYEHHbIX OT
LeHtpa CepTudukaumm C MUCNoNb3OBaHMEM A3bIKOB nporpamMmuposaHmsa Visual Basic, C++,
JavaScript, VBScript u cpeabl paspaboTtku Delphi.

OTOT UHTepdENC NCNoNb3yT pasnndHblie LleHTpbl Ceptudukaunm (VeriSign, Thawte n T. a.)
npu (popMMpoBaHUM 3aMpocoB Ha cepTudmKaT noab3osaTtener Ha nnatdopme Windows Server 2003.

10.2.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

NHuTepdericel  Certificate Enrollment API (peanu3oBaHHble B danne certenroll.dll)
npegHasHayeHbl 4Na reHepaumm Koyen, 3anpocoB Ha cepTudukaTbl, 06paboTkn cepTnduUKaTos,
nony4yeHHbix oT LleHTpa CepTudurkaumm ¢ UCNosib30BaHMEM Pa3/INYHbIX S3bIKOB MPOrpaMMmMpPOBaHMS.

DTOT UHTepdeENC NCNoNb3yT pasnndHble LleHTpbl Ceptudukaunm (VeriSign, Thawte n T. a.)
npu @opMMpoOBaHMM 3anpocoB Ha cepTudukar nonb3oBatenen Ha nnatdopme Windows
2008/7/2008R2/8/2012/8.1/2012R2/10.

10.2.4. Certificate Services

Certificate Services BkntouaeT B cebs Heckonbko COM nHTepdencoB, NO3BOASOWMX U3MEHUTb
dyHKUMOHanbHOCTb LleHTpa Ceptudukaummn, sxoaswero B coctaB OC Windows Server. Npu nomoum
OAHHbIX MHTEp(dENCoB BO3MOXHO N3MEHEHME:
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— 06paboTkKn NocTynawLwWwmx OT Nosb30BaTEsEN 3aNpOCOB Ha cepTUdUKAThI;

— COCTaBa AaHHbIX (B TOM uyncne gonosiHeHwnit X.509), 3annucbiBaeMbiX B M34aBaeMble LLEHTPOM
ceptudukaTtbl;

— cnocoba nybnunkaumm (XpaHeHns) n3gaHHbIX LEHTPOM CepTUDMKATOB.

10.3. Ucnonb3osaHne CK3U B Beb6-6pay3sepax

Kpuntolpo CSP moxeT 6bITb ncnonb3oBaHo B Beb-Opay3epax Ha pasnMuyHbiX NpPOrpamMHO-
annapaTHbIX nnatdopMax nyTém BbizoBa dpyHKUMM «Kpuntollpo SUM Browser plug-in», Bxoaswero B
coctaB «Kpuntollpo PKI SDK» (MAK «Cnyx6bi YLI»).

«Kpuntolpo 2UM Browser plug-in» coaepxuT koMnoHeHTy ActiveX ans pabotbl B Microsoft
Internet Explorer/Microsoft Edge n nnarmn NPAPI ana gpyrux se6-6paysepoB, noaaep>xXuBatoLimx
OaHHbIN nHTepdenc BcTpamBaHusa naarnHoB. ®yHkumm CK3UM MOXHO Bbi3blBaTb W3 CLEHapues
JavaScript, cogepxawmxcsa B oTobpaxkaemoli Beb-6pay3epomM cTpaHuLe.

MoapobHas nHdbopMaLus AOCTYynMHa CTpaHuue nnarnHa no aapecy
http://www.cryptopro.ru/products/cades/plugin.

10.4. NMoppepxxka npoTtokona TLS

Moaynb NOAAEPXKU CETEBOM ayTeHTUdMKaLUM NO3BONSET peann3oBaTth 3aLlMLLEHHbIN CETEBOM
MPOTOKO/I B COOTBETCTBMM C pekoMeHgaumsmnm RFC 2246 «The TLS Protocol. Version 1.0» n
«TexHN4YecKnit KoMUTeT No CTaHdapTmsauum «Kpuntorpaduyeckas sawmta uHdopmauum» (TK 26),
«MIHpopMaumoHHas TexHonormsa. Kpuntorpadudeckasa 3awurta uWHdOpMauuu. PekomeHzauum no
CTaHgapTmlaummn. Ncnonb3osaHme HabopoB anropnTMoB WndpoBaHus Ha ocHose NTOCT 28147-89 ans
NpoTokona 6e30MacHOCTM TpaHCcnopTHoro yposHa (TLS)». Moaynb obecneymMBaeT ABYCTOPOHHIOW W
OAHOCTOPOHHIO ayTeHTUdUKAUNIO MPUNOXKEHUI MPU UX B3aUMOAENCTBUN NO CETU C UCMOSIb30BAHUEM
anroputMa 3l 1 cepTMdUKATOB OTKPLITLIX KNOYER, a Takxke wudposBaHne AaHHbIX, NepeaBaeMblX B
CeTeBOM COeAVHEHUMN.

MpuknagHoe nporpammMHoe obecnevyeHne MOXET WCMoNb3oBaTb npotokon TLS ans
ayTeHTMdMKaUMM 1 3aWmTbl AaHHbIX, NepesaBaeMblX No CO6CTBEHHbIM NPOTOKONaM Ha ocHoBe TCP/IP
n HTTPS.

MpoTtokon TLS (Transport Layer Security, cneundwukaumsa IETF - RFC2246) oTHOCUTCHA K
cpeacTBaM 3aWmMTbl NpukNagHbix naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 n COM+. OH obecneynBaeT ayTeHTUdMKALNLIO
CBSI3bIBAIOWMXCSA CTOPOH, KOHMUAEHUMANbHOCTL W LENIOCTHOCTb MepecbuiaeMoi  MHbOopMauum.
AyTeHTuduUKauma obecneumBaeTcs mMcnonb3oBaHneMm ceptudumkaToB ctaHpgapta X.509 (B cpepax c
CUNbHOM ayTeHTUdMKaumen), KoHdbuaeHUuManbHOCTb - wWUdpoOBaHMEM nepecbisiaeMblX AaHHbIX,
LEeNOCTHOCTb — TMpPUMEHEHMEM X3W-PyHKUMM U Koada ayTeHTudukaumm coobuweHmns (Message
Authenticity Code, MAC).

Ona nogkntodeHus no npotokony TLS mcnonb3lyetcsa npedukc https, npu atom obo3peBaTtenb
Web-cepsepa no ymon4daHuio 6yaet nogkawodatbcsa K nopty TCP 443 BMecTo cTaHAapTHOro nopra
TCP 80. Ecnn cepBep He nogaepxumBaeT npoTtokon TLS, coeaMHeHMe He YyCTaHaB/IMBaeTCH.
MpuMmeHeHne npoTokonos SSL/TLS (SSL - 6onee paHHMe BepCcuMM NpPOTOKOS@) MoOKasaHo B
Tabnuue 10.4.1.

Tabnuue 10.4.1 - MNpuMeHeHne npoTtokonos SSL/TLS.

Mpotokon MopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (anekTpoHHas noyta) no SSL/TLS
NNTPS 563 NNTP (HoBocTn) no SSL/TLS
LDAPS 636 LDAP (goctyn Kk kaTtanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (anekTpoHHas no4yta) no SSL/TLS
FTPS 990 FTP (nepepaya cannoB) no SSL/TLS
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Ona Toro, 4tobbl npoTokon SSL/TLS penctBoBan, Web-cepBep AomkeH WMETb Mnapy
cepTudmKaT OTKPbITOrO KJtoya/3akpbiThlin Katod. Bnageney ceptudukaTta AOMKEH NOATBEPANTb, 4TO
OH sBNSIeTCS BnafenbleM 3aKpbITOro KJk4a, CBS3aHHOro C ceptudumkaToM. DTO AaeT BO3MOXHOCTb
KJIMEHTY ayTeHTMMOMUMPOBATbL CEPBEP, C KOTOPbIM OH XOYET CBSA3ATbCS.

B npouecce B3aMMHOM ayTeHTUdUKALNN:

— BbIMOJIHAETCA KpunTorpaduyeckass MpoBepKa Haauuua Yy CepBeEpa 3aKpbITOro Kioua,
COOTBETCTBYIOLLErO OTKPbITOMY K/HOUY, YKA3aHHOMY B cepTuduKaTe;

— NpOBEpPSIETCSA CTENEHb AOBEPUSA U3haTento ceptudurkara;
- NpOBeEpsIeETCS, HE UCTEK IN CPOK AeNCTBUS cepTudukara;

— MpoBEpPSETCS, HE 0TO3BaH NN cepTudukaT; no ymondyaHuo Internet Explorer/Microsoft Edge
3Ty MPOBEpKYy He BbINoJSIHAeT — 3T0 Aenaert IIS.

Ecnu nobasa n3 ykasaHHbIX NPOBEPOK NPUBOAUT K OTPULIATENbLHOMY pe3ynbTaTy, Mosib30BaTesb
noslyyaeT npeaynpexneHne n MOXeT pa3opBaTb coeAuHeHue (3To peKoMeHayeTcs caenath).

JocTurHys pnoBepusi, CTOpPOHbl BblpabaTbiBalOT CEaHCOBbIMA KJ/OY, Ha OCHOBE KOTOPOro
obecneymBaeTcsa WndpoBaHNe AaHHbLIX B TeYEHNE ceaHca.

10.4.1. OcCHOBHble NOHATUSA NpoTokona TLS

Mpotokon TLS npepgHa3sHadeH Aansa obecnedeHus Kpuntorpauyeckmmm cpencreaMu
ayTeHTuduKaumMm otnpasuTens (kNvMeHTa) W agpecaTta (cepsepa), KOHTPOASA LENOCTHOCTU U
WwndpoBaHMSa AaHHbIX MHHOPMALMOHHOro obMeHa.

AyTeHTUdMKaUMA onumoHanbHO MoxeT OblTb OAHOCTOpPOHHEeW (ayTeHTUdUKauus cepsepa
K/INEHTOM), B3aUMHON (BCTpPEYHasa ayTeHTMdUKaLMA cepBepa MU KIMEHTa) UM He MCNO0/1b30BaTbCS.

Nepapxmnsa wHdopMmaunoHHoro obmeHa BkA4YaeT B cebs ceccun, coeamHeHuUs U MOTOK
coobweHnn B coegmHeHmnun. MoTtok coobueHnn npu 6onblion AnvHe pa3bmBaeTca Ha dparMeHTbl C
nakeTHOM nepegaden dparmeHToB. B ogHoM ceccum MoxeT ObiTb peanm3oBaHO HECKObKO
COeAMHEHNN, NpPOU3BOSIbHO pa3HEeCeHHbIX MO0 BpeMeHu. B KaxaoM coeanHeHun MoxeT ObiTb
obpaboTtaH Heob6xoanMbI NOTOK COObLLEeHN.

Ceccusa xapakTepusyeTcs creayowmmm atpubyTamu:

— naeHTndunkaTop ceccum (cnydamHoe umcno, 32 6anTta, 3agaeTcsa cepBepoM MpPU OTKPbITUMK
ceccun);

— MeTo4 KOMMpeccuu;
— ceptudmkart cepsepa (onumMoHanbHO);
— cepTuduKaT knmeHTa (ONUMOHaNbHO);

- cneunduKkaums anropuTMOB M MapaMeTpoB 3awuTbl (anroputmbl wudpoBaHna mn MAC,
KpunTorpaduyeckne napameTpsbl);

— master secret (Mcnonb3yeTcs Npu reHepauun kntoden wmudposaHus, knoven MAC, BeKTOpoB
MHMUMaNm3aumn);

— ¢dnar, paspewarowmii/zanpeLlarowmn HoBble COeANHEHNS B CEaHCe.

CepTudukatbl nNpeacTaBnsiTcs B craHaapte X509. v3. Cneuundwukaumsa anroputMoB W
napaMeTpoB 3alMTbl MOXET MEHATLCH B TEYEHUE CECCUM.

CoeaVHeEHWNE XapaKTEPU3YETCS CNeayLlnuMm aTtpnubyTamm:

- client_random - cnyyaiiHblie 32 6aiTa, 3ag4aBaeMble KIIMEHTOM;
— server_random- cnyd4aliHble 32 6aliTa, 3alaBaeMble CEPBEPOM;
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—client write MAC secret (knwo4 KAMeHTa 4719 BbIUMCAEHUS 3HAYEHUS  KIKOYEBOW
X3W-pyHKUNN);

—server write MAC secret (ka4 cepBepa ANns BbIYUCAEHUS 3HAYEHUS  KIOYEBOM
X3W-pyHKUNN);

—client write key (knwo4, wcnonb3yembin ansg  WKMAPOBAHUSA  AAHHBLIX KIMEHTOM W
pacwmndpoBaHNs X CEPBEPOM);

—server write key (knto4d, wucnonb3yemblt Ans  WW@EPOBaHUSA AaHHbIX CEpBEpoOM U
pacwmndpoBaHNsS X KIIMEHTOM);

—client write IV, server write IV (BeKkTOpbl WHWLUMaNM3aumm, WMCNOJSIb3yeMble KINEHTOM U
CepBepoM COOTBETCTBEHHO);

— NOpsIAKOBbIA HOMep coeauHeHus (NoaAepXuBaeTcs He3aBUCMMO ANA nepefaBaeMblX W
NpUHMMaeMbIX COObLLEHNIA).

BekTop MHMUManM3auum 3apaeTcs ans nepeoro dparMeHTa coobueHus B COeAUHEHUW; ANs
nocneaywwmx @parMeHToB BEKTOp WHMUManusauum dopMmupyeTca K3  KoHe4yHoro 6noka
3aWwmndpoBaHHOro TeKCTa Npeablaywero dparmeHTa.

MNMopsiAKOBble HOMepa COeAUMHEHMI MOoAAEPXMBAKTCA HE3aBUCMMO A/ NepefaBaeMblX MU
NpMHUMaeMblx coobLlleHuin. [lpn CcMeHe ceccun, W3MEHEHUM cheuudukaunum anaropuTMoB WU
napamMeTpoB 3alUnUTbl HYMepauusa CoOeANHEHUN HaumHaeTcs ¢ 0; [uana3oH HyMepauun: 0 + 264-1.

CoeanHeHune accounmpyeTcs C OAHOWM ceccuen.

AnroputM npeobpasoBaHus MHGOpMauMM Npu obMeHe C WUCMoNb3oBaHMEM npoTokona TLS
BKJ/IIOYAET criefyloLlne onepaummn:

- nNpueM OT MPOTOKOMA BEPXHEro YPOBHSA MOTOKA HE MHTEPMpPEeTUPYEeMbIX AaHHbIX B 60Kax
NpOU3BOSILHOMO pa3Mepa;

— )parMeHTaumMst MPUHATBIX C BEPXHEro YPOBHA [AaHHbIX B CTPYKTYPUPOBaHHbie 610KM
(bparmeHTbl) npoTokona TLS. Pa3mep ¢pparmeHTa - He 6onee 2! 6aiit;

— KoMnpeccusa dparMeHToB (ONUMOHANBHO);

— BblYUC/IEHNE 3HA4YeHUs Kao4veBon xaw-pyHkumnm (MAC) OT KOHKaTeHauuu Kiya Xauw-
yHKUMM, TMN@ KOMMNpeccuW, AJIMHbI KOMMPECCUMPOBAHHOrO dparMeHTa, KOMMPECCUMPOBAHHOIO
¢parmMeHTa 1 3aaHHON KOHCTaHTbI;

— KOHKaTeHaums dparmMeHTa M pe3yfnbTaTa BblYMCAEHUS 3HayeHUs X3W-PYHKUMW OT Hero
(pacWwnpeHHbIN pparMeHT);

— 3aWwmndpoBaHne pacwmpeHHoro dparmMeHTa (ONUMOHANBHO);

— pobaBneHue OTKpbLITOro 3arosoBka, cogepxawero Tvun coobuweHnsa (oamH 6anT), Bepcuio
npotokona TLS (aBa 6anTa) U ANMHY KOMNPECCMPOBaHHOro dparMeHTa.

Mpwn Npueme MHbOPMaLMM NpUMeHsieTcs obpaTHas NoCneA0BaTEeNIbHOCTb OnepaLuii.
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[ToTok maHHBIX é %

OparMeHTUPOBAHHBI TOTOK JTAHHBIX

®parmMeHT

CxaTblil pparMeHt

Pactmpennsiii pparmeHT MAC

3ammQpoBaHHbIA pacIIMPEHHbIN (parMeHT

JloOaBjieHHE OTKPBITOTO 3arojIOBKa

PucyHok 10.4.1 — AnropuTtM npeobpasoBaHus MHdopMaumm npu obMeHe C UCNOJSIb30BaHUEM
npotokona TLS

B npoTtokone TLS ncnonb3yoTca cneayrowme Tunbl CoOobLLeHn:

- Hello message (ClientHello, ServerHello);

— Change cipher specs message (M3MeHeHMe crneumduKaunm anropuTMOB WM MNapaMeTpos
3aWmThl);

- Key exchange message (nepegaya kato4da obmeHa kaovamum wndposaHua n MAC kIneHTa,
cepsepa);

— Alert message (npeaynpexaeHue, onoBeweHne o datanbHOM owmnbke);
— Application_data message (nepenaya gaHHbIX);
— Finished message (coobuieHne o0 BO3MOXHOCTM paboTbl B CO34aHHON ceccumn).

MpoTtokon TLS sABnsetcsas ABYXYPOBHEBbIM M AENCTBYEeT Hag TPaHCMOPTHbIM MpPOTOKOSOM. K
nepeBoMy ypoBHto oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpoMYy ypoOBHI0 oTHOoCcuTCcs TLS Record Protocol.

TLS Handshake Protocol obecneunBaeT vHUUManM3aunto ceccum (CoeauHeHns) BbINOSTHEHUEM
cneayrowmx onepauumn:

— K/IMEHT 1 cepBep AoroBapuBaloTcsd 06 MCNONb3yeMbiX B CECCMM anropuTMax M napaMmerpax
3aWwmnTbl, 06MEeHNBAKOTCH Cny4dariHbiMn BennumHamu client_random, server_random, gorosapusatoTcs,
6yayT UM HET HOBble COEANHEHUS;

- Npon3BOANTCA O06MeH cepTudukaTamMmm Ana ayTeHTuduKauum KameHTa wu cepsepa (no
3aZaHHbIM ONuUMsM);

— K/IMEHT TreHepupyeT ClydalHylo BenuumHy pre_master secret, wudpyeTr ee v nepenaer
cepBepy.
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— KIMEeHT M cepBep no pre_master secret, client_random wn server_random dopMupytoT
master secret (Habop HeobxoanMon KnYEBON MHDOPMALIMN) CeCcCUum.

TLS Handshake Protocol pabotaer no cneaywwen cxeme, nMpeacTaB/eHHON Ha
PucyHke 10.4.2.

Y

Server

Y

Client ClientHello

VYcTaHOBKA BEpCUH IPOTOKOJIA, MACHTH(UKATOpA CECCHHU, HAYAILHOTO Habopa ajirOpUTMOB
U TIapaMeTPOB, METO/1a KOMIIPECCUH.

ServerHello
Certificate

Client |« Certificate Request < Server
Server Key Exchange

ServerHelloDone

Cepsep nocsuiaet (ONIMOHATLHO) CBOM cepTU(UKAT U 3ampamuBaeT (OMIHOHaIbHO)
cepTuHKAT KIMEHTa, epeiada ClyJaiHoW BeTMUnHbI Server-random.

Certificate
Client Key Exchange
Certificate Verify

Y

Server

Y

Client

KiuenT nocwutaet cBoit ceprudukar (ecau Obu1 3ampoc cepepa) Ecinu ceprudukara y
KJIMeHTa HeT, oH nockutaet Certificate Verify.

_| Change Cipher Spec R
Client » Finished >  Server
_ ) Change Cipher Spec |
Client [€ Finished < Server

BrI00p anropuTMOB H apaMeTpoB s yCTaHaBIMBaeMou ceccuy, 3aBepiienre Handshake
(«pyxomnoKaTHs»).

PucyHok 10.4.2 - Cxema pabotbl TLS Handshake Protocol.

10.4.2. Moaynb ceteBon ayTeHTudUnKaumm «Kpuntollpo TLS»

Moaynb ceteBon ayteHTudumkaumm «Kpuntollpo TLS» peanusoBaH Ha 6a3e npotokona TLS
v.1.0 u poccuMnckmMx CTaH4apToB KpunTorpauyeckonm 3awwunTbl KoHdUAeHUManbHOM WMHpopMaunm
(anroputMbl wundpoBaHma B cooteBeTcTBUM ¢ TOCT 28147-89, anropuTMbl BbipaboTKM M NpOBeEpKU
371eKTpOHHOM noanucu B cootBeTcTBuM € TOCT P 34.10-2001 u TOCT P 34.10-2012, anropuTMmsbl
xawwunpoBaHua B cooteBeTcTBUM € TOCT P 34.11-94 n IOCT P 34.11-2012). Wcnonb3yeTca Takxe
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anroput™ Ouddun-XennMaHa OTKPbITOro pacnpeaeneHus kntoden Ha 6aze NOCT P 34.10-2001 v FOCT
P 34.10-2012.

AyTeHTUdUKaUMA KITMEHT-cepBep MOXET 6biTb OAHOCTOPOHHEN N ABYCTOPOHHEN.

OAHOCTOPOHHSS aYTEHTVI(bVIKaLI,VIH obecneunBaer MWHUMANbHO HeobxoaMMbIN YPOBEHb
3aWmnTbl, U BKJIlOYAET B cebs:

— obs3aTenbHy0 ayTeHTudMKaumio cepeepa 6e3 ayTeHTUPUKALUNN KINEHTOB;
— wudpoBaHme Tpadunka Mexay KIMeHTOM N CEpPBEPOM.

Mpn paboTe B [AaHHOM peXxwuMe CcepBep Ha 3Tane <«pyKonoxaTus» He 3anpalmBaeT
cepTMduKaT KJMEHTa U yCTaHaBIMBAETCA «aHOHMMHOE» 3alMlieHHoe coeanHeHue. B 3ToM cnydae
KNIMEeHT MOXEeT He MMeTb 3aKpbITOro Kiaw4ya W cepTudwukaTta, oAHaKo Mpu 3TOM OH JuLIaeTcs
BO3MOXHOCTM (POPMUPOBATb 3INEKTPOHHYK MNOAMNUCb MNoA4 AOKYMeHTaMu. PeXuM C OAHOCTOPOHHEN
ayTeHTMdMKaUMEn cepBepa MOXET WCNOAb30BaTbCA AN NpeaoCTaB/eHMsl HeKOTOopoW rpynne
nonb3oBaTtenenm KoHduaeHuManbHON WHGPOPMAUMM Ha OCHOBAHUWM NapPOSIbHOW 3aluuTbl, OAHAKO
naposb B 3TOM ciydyae 6yaeTr npenobsBnsaTbCS MOJIb30BaTeNlIeM TOJbKO MoOC/ie YCTaHOBNEHUS
3awmuweHHoro TLS-coeamHeHmss ¢ Web-cepBepoM, 4TO NOBbIWAET YpPOBEHb 3aluTbl OT
HEeCaHKLMOHUPOBAHHOIo AOCTyNa MO CPaBHEHUIO C Nepefaden naposisd no OTKPbITbIM COegUHEHUSM.
Mpy OAHOCTOPOHHEN ayTeHTUdUKaAUUM cepBep 3anpalinBaeT cepTUduKaT KIneHTa, HO ero
OTCYTCTBME HE cUUTaeTcsa owmnbKon.

[IBYCTOpPOHHSIS ayTeHTUdbMKaumMsa BKItoYaeT B cebs:
— B3aUMHY0 ayTeHTUdMKaumnto kimeHTa u Web-cepeepa ¢ NoMoLbiO UX CEPTUHUKATOB;
- wndposBaHMe Tpadurka Mexay KIMEHTOM U CEPBEPOM;

— ¢hopMMpoBaHME M MNPOBEPKY 3/IEKTPOHHOW MOAMWCK MOA 3NEKTPOHHbIMM HTML-opMmamu,
3anoJIHAEMbIMU MOSIb30BaTENSIMU.

[BYCTOpPOHHSIS ayTeHTUdUKaumMa no3BonsdeT obecneynTb [OCTYN B 3aKpbiTyl 4acTb
Web-cepBepa TO/MIbKO 3aperncTpMpoBaHHbIM BnajenblaM cepTuduKaToB. Mpu 3TOM HYXHO WUMETb B
BMAY, YTO pasrpaHuYeHve [ocTyrna K WHGOPMaUMOHHbIM pecypcaM CcepBepa, OCHOBaHHOE Ha
npoBepke cepTUdUKATOB KIIMEHTOB, ropa3ao HaAeXHee, YeM NPoCTO NaposibHas 3almTa.

B naHHOM pexume paboTbl KANMEHTY HeobXoAMMO CreHepupoBaTb 3aKpbITbli U OTKPbITbIN
KOUM U NONYUYNTb CeEPTUPUKAT OTKPbLITOro Kitya B YLL.

TpeboBaHNA K TEeXHUYECKMM U MNpPOrpaMMHbLIM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIR
yCcTaHaBnuBaeTcsa ISA cepBep, onpenenswTcs B AOKYMEHTaUMKW, MOCTaBNSeMOM BMeCcTe C AaHHbIM
cepBepoM. [OMOSIHUTENIbHO, Ha KOMMbIOTEP AO/XHbI 6bITb ycTaHoBeHbl CK3U «KpunTtollpo CSP» u
MOAYNb NoAAEepPXKKU ceTeBOM ayTeHTUdMKaunm «Kpmuntollpo TLS».

ONns BO3MOXHOCTM YCTAHOBMEHUS 3aLUMLLEHHOr0 COeAMHEHUS MeXAy K/AMEHTOM U CepBepoM
ISA HeobxogMMO BHauyase BbINYCTUTb CepTUdUKAT OTKPbITOrO  K/4ya, KOTopbih  byaer
NCNOAb30BaTbCs ANA CepBepHOM ayTeHTudurKaummn no npotokony TLS.

K TakoMy cepTuduKaTy NpeabsaBnsaoTca crieayolime TpeboBaHns:

-umMa ceptudukata (Common name) AOMXKHO coBnagaTb C uMeHeM nybnukyemoro Web-
cepBepa npuknagHonm cucrtembl. Hanpumep: pif.nikoil.ru;

— 061acTb UCNONb30BaHUS KJtoYa A0/KHA coaepXaTb. <<AYTeHTVICbVIKaLI,VIFI CepBepa».

JaHHbIn cepTudumkaTt gonxeH 6biTb yCTaHOBNEH Ha cepBep ISA B NpMBSA3Ke C KJHOYOM MoAnMncK
(3aKpbITbIM KNOYOM). pM 3TOM 3aKpbITbIM KAKY NOANMUCK AoJKeH 6biTb NnoMeweH B peectp OC.

Bbinyck M ycTaHoBKa cepTudukata ocyuwlectBastoTcs 4depes APM nonb3oBaTens LleHTpa
peructpaumn. Nopsaaok AeNcTBUi onpeaenseTcs B MHCTPYKLUWMK NOJSIb30BaTESIO.

10.5. MpunoxeHne KOMaHAHOM CTPOKMU

MpunoxeHne KOMaHAHOW CTPOKM MpeAHa3HadeHoO Aans  paboTbl C  WMCMNOJIb30BaHMEM
WH(pPaCTPYKTYPbl OTKPbITbIX KNo4Yen, wundpoBaHms/paclumndpoBaHns coobuieHun,
C034aHMSA/NPOBEPKM 3JIEKTPOHHOM MOAMUCKM WU X3WnpoBaHus. [llporpamMMa peanuM3oBaHa B Buae
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ucrnonHaemoro anna «cryptcp.exe», nogpobHee cM. XTAW.00088-03 93 01. [MpunoxeHue
KOMaHAHOW CTPOKM ANs noagnmcum v wmndgposaHus ¢annos.

10.6. AyteHTndukauus B someHe Windows

Ona ayTeHTudukaumm nonb3oBatenem B gomeHe Microsoft Windows wucnonb3yeTtcsa moaysb
«Kpuntolpo Winlogon», kKoTopbli npeAHa3HadyeH Ana  obecnedyeHMs  KOHTpoONs  AOCTyna
nonb3oBaTtenein K APM'y, Kak BK/IIOYEHHOMY B CETb AOMEHa, Tak U (YHKUMOHUPYIOWEMY NIOKaNbHO.
Ncnonbsytotca Enterprise CA, KpunTtollpo YU nnu apyrue coBMecTUMbIE LLEHTPbl cepTUdmKaunu.

Moaynb «Kpuntollpo Winlogon» peanuayetr paboTty c Poccuinckmmm KpuntorpadpuyeckmMmm
anropuTMamu 4S5 NepBOro wara pacwmpeHHoro npotokona Kerberos B cooTtBetctBum ¢ RFC 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2006.

10.7. Ucnonb3oBaHue pyHkumin CSP ypoBHS siapa onepaumMoHHON CUCTEMbI

Moaynb ypoOBHS saapa OnepaumoHHOM CUCTEMbl MO3BONSET MWCMOJSb30BaTb OCHOBHbIE
Kpuntorpaduyeckne dyHkumMmn (wndpoBaHue/pacwumdpoBaHne, npoBepka MNOAMNUCK, BblYMCNEHUE
3HayeHus X3W-MdYHKUMM) Ha YpOBHe s4pa OMepauMoOHHOW cucTeMbl. [laHHbIA MOAyNb B MNEPBYHO
oyepeab npegHasHayeH AN UCMNO0b30BaHMA B MPUIOXKEHUSAX YPOBHSA s4pa onepauuoHHOM CUCTEMbI
(wndppatopbl IP npoTokona, »XecTkoro Ancka v T.4.). MHTepdenc moaynsa aHanornyeH uHtepdency
CSP ypoBHS nonb3oBaTens, C TeM WUCK/IYEHWEM, UYTO OH He rno3ponseT paboTaTb C CEKPETHbIMU
K/lo4YaMM Nosib30BaTeNs M He NpeaocTaBnsieT OKOHHbIN MHTepdenc. MogpobHee 06 Mcnonb3oBaHUK
MoAyNSa CM. AOKYMeHT «XKTAN.00088-03 96 01. Kpuntollpo CSP. PykoBoACTBO NpOrpaMMmncTa».

10.8. NMpumMepbl ncnonblosaHua CK3UN «Kpuntollpo CSP» v 4.0 R4

Ona paspabotumkoB B coctaB auctpubytmea CK3U «Kpuntollpo CSP» v 4.0 R4 BK/o4aloTCH
pekoMeHzaumn, coaepxawmne onucaHme wuHTepdeinica TLS, noamHoxectBo CryptoAPI 2.0,
peanusyemoe 6mbnunotekon capilite.dll, 1 npumepbl MCnonb3oBaHUS Ha YpPOBHE Bbi30Ba OCHOBHbIX
dyHKkumn CryptoAPI 2.0. B coctaB anctpubyTnea BKIKOYEHbI TaKXXe NpuMepbl ncnonb3osaHns CSP Ha
ypoBHe sapa OC, noagnucu/nposepkun noanucu XML, ucnonb3oBaHus xenroll, capicom, BbI30B
dyHKUunn CSP yepes nHtepgpenc CSP.

bonblioe KOMMYECTBO MpPMMEPOB uUcNosab3oBaHusa dyHkumin CryptoAPI 2.0, CAPICOM,
Certificate Services BxoauT B AokyMeHTaumto MSDN v B MHCTpyMeHTapuii paspabotumka Platform
SDK.

Ha cepBepe Kpunto-lpo (http://www.cryptopro.ru/CryptoPro/forumz2/) BefeTcs
KOH(epeHUMss NO BOMpoCaM MWCNOAb30BaHUSA Kpuntorpamuyeckmnx GyHKUMIM U cepTudukaTos
OTKPbITbIX K/OYEN U Knto4ven nposepkn II1.

Bce BblllenepeyncrieHHble BapuaHThI BCTpauBaHu4 7 MCNO/Ib30BaHNS CK3u
«Kpuntollpo CSP» v 4.0 R4 A0/KHbI NPUMEHATLCA € yyeToM n. 1.5 ®opmynsapa. MNpu 3TOM yKasaHHble
B HacTosLeM LOKYMeHTe MHTEepdenich ABMAOTCA YPOBHAMU BCTpamBaHUs CK31
«Kpuntollpo CSP» v 4.0 R4 B npuKnagHble CUCTEMbl U HE SABASAIOTCA NMPUOXEHUAMU, BXOAALWMMU B
COCTaB ONepauUMOHHbIX CUCTEM.

11. NcTopusa Bepcum

11.1. «KpunTtollpo CSP» Bepcun 1.1

— MN3aMeHeH 6a@30BbIli MAEHTUUKATOP, WCNOAb3YEMbIA ANs NpeacTtaB/eHnss anroputMoB B
ceptudmkaTax n Kpuntorpadpuyecknx coobeHunsx;

— MI3MeHeHOo npeacTaBsieHMe NapaMeTpoB p, q, @, Y3/10B 3aMeHbl X3W-hOYyHKUMN 1 wndpoBaHms
B cepTudmrKaTax OTKpPbITbIX Kntoven n opmate coobueHnin S/MIME (PKCS#7, RFC 2630). B cBs3u ¢
3TuM, Bepcus 1.0 He coBMmecTuMa C Bepcuein 1.1;
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- [Job6asneHo otobpaxeHune anropmutmoB TOCT B aunanorax MO Microsoft Outlook Express n MO
Microsoft Outlook;

— [obaBneHa noaaepxka 3/1eKTpOHHOro 3amka «Cobonb» (HUM NHdbopm3awmTa);
- [JobaBneHa perucrpaumns yctaHoBneHHom sepcum «Kpunrtollpo CSP»;

— Ob6ecneveHa nogaepxka «Kpuntollpo CSP» B OC Windows ME;

- YpaneHa nogaepxkka OTKPbITbIX Ktoven gnnHon 512 6uT;

— ObecneveHa pabotocnocobHocTb ¢ Internet Explorer 5.5;

— Peann3oBaHO XxpaHeHWe cepTU@PUKATOB OTKPbITbIX KJo4er W Knwodeil nposepkn 2Ol B
KNOYEeBOM KOHTelHepe;

— PeannsoBaHa BO3MOXHOCTb YCTAHOBKM cepTUdUKaTa Nosb30BaTeNs W3  KJKOYEBOro
KOHTelHepa B crnpaBoYHUK cepTudmkaTos Windows u3 naHenu ynpasneHus «Kpuntolpo CSP».

11.2. «KpunTtollpo CSP» Bepcuu 2.0.

— PeannsoBaHa BO3MOXHOCTb YCTAaHOBKM cepTudumkaTta B cnpaBo4vyHUK cepTudmkatos Windows
N (popMMUpPOBAHNE CCbINIKM C JIMYHBIM 3aKpbITbIM KJ/IIOYOM MOJSIb30BATENS M3 MNaHeNu YyrnpasBfieHus
KpunTolPO CSP;

— PeanusoBaH WHTepdenc CMeHbl W yaaneHuMs Maposs K/AKYEBOr0 HOCUTeNs M3 naHenu
ynpasrneHunsa Kpuntollpo;

— ObecneveHa nogaepxka Kpuntolpo CSP B OC Windows XP;
— PeanusoBaH nHTepdeiic PC/SC ana paboTbl CO cuMTbIBAaTENAMU CMapT-KapT;
- [lo6basneHa nogaepxka UCB kntodven eToken;

— PeanusoBaHbl anroputMmbl ameBepcudumkaumm Kaw4Yen m ayTeHTUdUKaumm, nossonsome
BbIMyCKaTb M 06CNyXMBaTb MHTENNIEKTYyasnbHble KapTodkm «Ockap 1.*» n «PUK-1», peanusylowme
anroput™ wundposaHusa NOCT 28147-89;

— PeanunsosaH anroputM 2I1 B cooTBeTcTBUKM ¢ TOCT P 34.10-2001;

- MNMoppepxuBaTcas  Habopbl napameTpoB [OCT P 34.10-2001, 3ansaHMpoOBaHHble K
NCNONb30BaHMIO B MHTENNEKTYanbHbIX KapTax «Ockap 2.*» n «PUK.

11.3. «Kpuntollpo CSP» Bepcuu 3.0.

- WckniouyeHa nopgaepxka OC  Windows 98/ME (Ha 2Tux nnatdopMax BO3MOXHO
ncnono3osaHne «Kpuntollpo CSP» Bepcum 2.0, KkoOTOpas COBMeCTMMa MO BbIMNOJIHAEMbIM
kpuntorpadpunuecknm pyHkumam ¢ CK3N «Kpuntolpo CSP» Bepcun 3.0);

— ObecneveHa nogaepxka OC Windows 2003; pobasneHa nogaepxka nnartgopm Linux 7, 9,
FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

— PeanunsoBaH npoTokosa ceTeBon ayTeHTUdmKaunm «Kpuntollpo TLS» Ha Bcex nnatdopmax;

— Ha UNIX-nnatdopmax gobasneHbl Moaynn ob6paboTkm cepTMdMKATOB OTKPbITbIX KJOYEN U
NOAAEPXKWN CMMUCKA OTO3BaHHbIX CEPTUMUKATOB;

— Ha UNIX-nnatdopmax gobasneHsl moaynm paboTbl XpaHMAMLWAMN CEPTUPUKATOB;

—Ha UNIX-nnatdopmax pobasneHbl mMoaynum o6paboTku moanmcaHHbiX, 3awndpoBaHHbIX U
Apyrux coobuwenunm popmata CMS (PKCS#7);

- Ha Windows-nnatdopmax gobasneHbl Moaynau o06paboTkm mognucaHHbix XML coobweHunin
(XMLdsig);

- Ha Windows-nnatdopmMax pacwmpeHa nogaepxka Microsoft Office (Word, Excel, Outlook);
— YnyyuweHa MacwrtabmnpyemMocte Ha MHoronpoueccopHbix SMP n HyperThreading cucremax;

- YBennuyeHa Mpoun3BOAUTENLHOCTb KpunTorpadumyeckmx npeobpasoBaHuMit Ha nnatdopMax
IA32 B 2-3 pasa;

—3akpbitble kaoun TOCT P 34.10-94 HameyeHbl K yganeHumio B 6O6yaywmx Bepcusix
«Kpuntolpo CSP», 0 uéM Bblgaétca npegynpexaatowee coobeHne B MOMEHT UX CO34aHUS;

-K Cywecrteyroumnm cnocobam ynpaBieHus KJ1lo4aMm nobaBneHa BO3MO>XXHOCTb
OCyLLEeCTB/IEHNA 3allNTbl K/1kO4a npu nomMmoLimn 3aumcprBava AOAHHOIMo 3aKpbITOro Kiskw4ya Ha ApyroM
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3aKpbITOM Knw4ye MU npum nomown pasgeneHmda AO0CTyNna K HeEMY MexXAy HEeCKO/IbKUMU Kiko4yeBbiIMU
HOCUTENAMMU,

-B coctae CK3UM «Kpuntollpo CSP» Ha Bcex nnatdpopmax pgobasneHa peanmsaums
KpunTonpoBanaepa B dopMe ApaliBepa;

- WcnonHeHunsa, obecneunsatolumne 3amnTy knacca KC2, peanusoBaHbl A58 KpunTonpoBanaepa
B (hopMe cepBuca XpaHEHUS KIIOUEN;

- B cBS3M C pacwupeHmeM nopaepxuBaembix nnatdopm «Kpuntollpo CSP» Bepcun 3.0
peann3oBaHo B 10 NCNONHEHUSX, OT/IMYAKOLLMNXCSH nporpaMMHo-annapaTHOM cpenomn
(dYHKLUMOHMPOBAHUSA, COCTaBOM MpPOrpaMMHbIX MoOAYNen W KNaccoM 3awuTbl «TpeboBaHuli K
CpeAcTBaM KpunTorpaduyeckon 3awnTbl KOHDMAEHUMaNbHON MHpOPpMaLnn».,

11.4. «Kpuntollpo CSP» Bepcuun 3.6

— O6bHOBNEH M pacwupeH rnepeyeHb MporpaMMHO-annapaTHbiX cpes (OYHKUMOHUPOBAHMUS
«KpunTtollpo CSP» Bepcuun 3.6;

— B Koae uckoyeHa BO3MOXHOCTb Ucrnonb3oBaHusa ctaHgapta NOCT P 34.10-94;

- B coctaB ocHOBHbIX Moaynen BkaoyeH <«Winlogon» - Moaynb ayTeHTUdUKauum
nonb3oBaTtens B AoMeHe Windows;

- B coctaBe aBTOHOMHOro APM wucnonb3yeTca yTuamTa BblpaboTKM raMmmbl; WCMOJSb3yeTCH
ramMma nocrasuwmka ans nHuuymanmsauunm NACY;

- PacwmnpeH BHewHun wuHTepdennc CK3WN pna obecneuyeHnss paboTbl npoBangepa cC
(dYHKUMOHaNbHbIM KAo4YeBbIM HocuTenem (®KH), cornacoBaHus Ka4Yenh Ans MUCMNOoNb30BaHMSA B
peanusaumsax npotokosna IPSec, paboTbl C ApyrMMM NPUIOXKEHUSMN;

— PeanunsoaHo ncnonHenme CK3U ¢ obecneueHnem knacca 3awmtbl KC3;
- BHeapeHa 6ubnuoteka 64-paspaaHoin apudMeTnku;
— YcoBepleHCTBOBaHblI YHKLUNM BblUMCIIEHMS KPATHOW TOYKM INNIMNTUHECKON KPUBOW;

— WN3MeHeH kop acceMmbnepHbiX BCTaBOK noAa komnunatop JASM ana yHUdMUMPOBAHHOMO
ncnonb3oBaHus Ha nnatdpopmax Windows, Linux, FreeBSD, SPARC Ha nnaTtdopme Intel;

— ObecneyeHa peanusaumsa npotokona EAP/TLS;

—MNepepabotaH gpaneBep HacTporiku OC un koHTponsa uenoctHoctn MO CK3UM B cBA3KM C
M3MeHeHMeM KoAa OnepauMoHHbIX CUCTEM M pacmpeHns nx nepedHs (Windows 2008);

- BBegeHo orpaHuyeHme obpabotkm mHdbopmaumm B pexumme CRYPT_SIMPLEMIX_MODE Ha
OAHOM KJitove He 6onee 4 merabaiTa, Npu ncnonb3oBaHuu anroputmMa NMOCT 28147-89.

11.5. «<KpunTtollpo CSP» Bepcun 3.6.1
- [lob6asneHbl ncnonHenms 3 — 5 knacca 3awutbl KC3;

— ObecneveHa paboTta c wndpytowen dannoson cnctemort Kpuntollpo EFS;
— OobasneH moaynb npotokonos Kpuntollpo IKE, ESP.

11.6. «Kpuntollpo CSP» Bepcun 3.8

— [lo6aBneHbl MEXaHWU3MbI ynpaBieHUa NNUEH3NAMN.

11.7. «KpunTtollpo CSP» Bepcuun 3.9

— BknoyeHo wucnonHeHue knacca 3awmtbl KC3, dyHKUMOHMpPYlOWeEe Ha MNporpaMMHO-
annapaTHbix naatdopmax Windows 8/2012;

— O6ecneyeHo dyHkuMoHnpoBaHme CK3W Ha nporpaMMHo-annapaTHbiXx nnatgopmax Windows
8.1/2012R2.
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11.8. «KpunTtollpo CSP» Bepcuun 4.0

— PeanusoBaHa noasepxkKa anropnutMoB dOpMMUPOBaHUSA U NPOBEPKU 3NEKTPOHHOM MOoAnUCKU no
OCT P 34.10-2012;

— PeannsoBaHa nogaep>kka anroputMmos xawmnposaHua no NOCT P 34.11-2012;

— PeanusoBaHa noaaep)xKa anropuTMOB, COMYTCTBYIOLWIMX MPUMEHeHuto ctaHaapTtos OCT P
34.10-2012 u TOCT P 34.11-2012;

— PeanunsosaHa nopaepxka Java-nnatdopm ¢ native-peanmsauuen;

— PeanunsoBaHa nopaepxka ycTpoicTs, paboTtatowmx Ha OC Android;
— Hosbih BUoACH anga ycrpoiicte, paboTtatowmx Ha OC iOS n Android;
— PeanusoBaH Moaynb noaaepxkum nHtepdenca Mozilla NSS;

— O6HOBMEH W paclWupeH rMepeyvyeHb MporpaMMHo-annapaTtHbiX cpel (YyHKUMOHMPOBaAHUSA
«KpunTtollpo CSP» Bepcun 4.0;

- B cBA3M C pacwupeHueM noaaepxuBaembix nnatdpopMm «Kpuntollpo CSP» Bepcun 4.0
peanu3oBaHO B HECKOSIbKUX WCMOAHEHUSAX, OTANYAOWMXCAa MporpaMMHO-annapaTHoOW cpeaom
(bYHKLUMOHMPOBaAHUSA, COCTAaBOM MNPOrpaMMHbIX MOAYNEN N YPOBHEM 3alLUUThI.

- [Ans anroputmMa NOCT P 34.10-2012 peanu3soBaHa BO3MOXHOCTb BbIYUCIEHUSA KPAaTHOW TOKMU
Ha OCHOBE 3/UTUMTUYECKNX KPMBbIX B hOopMe DaBapAaca;

- PeanuzoBaHa uHTepdelricHaa HaACTpolMKa Hah KpuNTonpoBankaepoM B Lenax obecrieveHus
BO3MOXHOCTU paboTbl 6pay3epa Mozilla Firefox ¢ Mcnonb3oBaHWEM POCCUCKUX KpunTorpaduyecknx
aNropuTMOB;

12. UHdopMaunsa ang nonb3osaTtesien

Ons nonyyeHus AONOAHUTENBHOM WHQOPMauUMM O AaHHOM NpPOAYKTE, a TaKXe O ApPYrux
npoayktax OO0 «KPUMTO-MPO», MoxHO obpalwiaTbCca No agpecy:

Cnyx6a MapkeTuHra n TexHu4yeckom nogaep>xkm Kpmunto-Ipo.
127018, MockBa, Cywesckuin Ban 18, 000 «KPUMTO-MPO».
TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru  WWW: http://www.CryptoPro.ru

28


mailto:info@CryptoPro.ru
http://www.cryptopro.ru/

	1.  Аннотация
	2.  Назначение СКЗИ
	3.  Программно-аппаратные среды функционирования СКЗИ
	4. Основные характеристики СКЗИ
	4.1. Размеры ключей
	4.2. Типы ключевых носителей

	5. Структура и состав СКЗИ
	5.1. Структура СКЗИ
	5.2. Состав СКЗИ
	5.3. Состав программного обеспечения
	5.4. Состав SDK СКЗИ
	5.5. Состав подсистемы программной среды функционирования комплекса (СФК)

	6.  Применение СКЗИ
	7.  Использование СКЗИ в стандартном программном обеспечении
	8.  Использование СКЗИ с программными продуктами разработки ООО «КРИПТО-ПРО»
	9. Встраивание СКЗИ
	10. Использование интерфейса CryptoAPI 2.0
	10.1. Базовые криптографические функции
	10.1.1. Функции кодирования/декодирования
	10.1.2. Функции работы со справочниками сертификатов
	10.1.3. Высокоуровневые функции обработки криптографических сообщений
	10.1.4. Низкоуровневые функции обработки криптографических сообщений

	10.2. Использование COM интерфейсов
	10.2.1. CAPICOM
	10.2.2. Certificate Enrollment Control (Windows Server 2003)
	10.2.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)
	10.2.4. Certificate Services

	10.3. Использование СКЗИ в веб-браузерах
	10.4. Поддержка протокола TLS
	10.4.1. Основные понятия протокола TLS
	10.4.2. Модуль сетевой аутентификации «КриптоПро TLS»

	10.5. Приложение командной строки
	10.6. Аутентификация в домене Windows
	10.7. Использование функций CSP уровня ядра операционной системы
	10.8. Примеры использования СКЗИ «КриптоПро CSP» v 4.0 R4

	11. История версий
	11.1.  «КриптоПро CSP» версии 1.1
	11.2. «КриптоПро CSP» версии 2.0.
	11.3. «КриптоПро CSP» версии 3.0.
	11.4. «КриптоПро CSP» версии 3.6
	11.5. «КриптоПро CSP» версии 3.6.1
	11.6. «КриптоПро CSP» версии 3.8
	11.7. «КриптоПро CSP» версии 3.9
	11.8. «КриптоПро CSP» версии 4.0

	12. Информация для пользователей

		+7(495) 780-48-20
	2018-11-23T00:35:23+0300
	Sushchevskij val 18, Moscow, 127018
	ООО "КРИПТО-ПРО"
	Signature of the document




